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FlexConnectiZE A R A& 2 e T2 HRADIUSIRS BIX B FiR# T HHORIE , RISERE
B PRADIUSHRS 88 ( IR ERSF BT LR ) |, RGEAFlexConnectiE A [ LAY Z iy
EAPIRS B ( MR ERGSIF[INHBI RSB LM ) o

ZHEAP ( Zith 5 1350 UE Sk4E )
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Local Branch Authentication — AP as Radius Server
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ACS 5.2
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Flex 7500
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- RO LABL B HI8S , fEFlexConnect AP1EIR M SiEE#E R THITLEAPSEAP-FAST & 3 101iE
, REXEF100MNBSEBERAF, HiEHSMARHEEN , 2SS NARPEMOSHESTIXR
KX ENZ4EEFlexConnectE I FNFlexConnectiE A R, AFHNENMEARNTEHEHREE
P w17 5 080T,

- WIREEEEAMNBE T BASNMEIB IR ERFlexConnectiEA R W& B3 437 KB FH 3R
FESAMEMBEAREURREEZEALPITANRADIUSIRS SRETBRMNBHNEF,

- EUMARR , RBTEHOHHIRADIUS/ACSHRS B TSET4 R , MIFlexConnect AP B3N FE X
AHEAPIRSER | AN LD X B RN ITDotI X H BRI,

CCKM/OKCHRUIE @i

() Dot1X Auth Req

Success

. CCKM/OKCHRI® 85 FE EFlexConnectl F BESFlexConnectiZE A REL S A, RIEEHF2E ST
ZEFRETEEAPEMRIINEFHAMITETREIN , MELAELEFRERITRNEA
AR, AR THERRENBRARRE. HEFHEN—NMEAREBRE S —MNMEALR | I
BETTBA LEI1TSE£RADIUS EAPH 3 38E, FlexConnecti A R EEIRENFT A A RER B & P i
BICCKM/OKCERE L , LEMIIATLRELBZEL K MARNELEE4I, 4l , mE
BB —NREIES | ZIEHIBRAE300MNMEA S M100NMN AT REX BRI E P i |, NEFTE 100N & %
RIFECCKM/OKCEERTYIERRN ., MRAEZTEERHBEEA SHIFlexConnectf ( 40
,EEBDLNERAEMEARMESR ) , EFHNEXEMEARZEEN , CCKM/OKCE
FEREEFRXREIEPF - PMEASR S BEEXIEMEARZE,

. I I BEEZ RADIUSHI A it & 3361 (Local-EAP) — 2R 2 XM R R & EHE1T. '’
: A #FTEFlexConnectH13EFlexConnecti# A R 2 [ # {TCCKM/OKCIRIR B, B 12 : (B
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WLC 7500
Cluster

WLAN Id-1
331D =
Datacenter

Central
Switching

WLAN Id-17
S3ID - Store

Local
Switching

Name: Store 1
Description:

HOT-SPOTIGuest

Service ‘ Security- WPAZ

MWLCHE B FlexConnect{

w2 @V Datacenter

Radius Server

HREAP Group
Add Access = WLAN Id-17
Name Amw‘“ f “'m“ SSID- Store
Store1 | Actas Local Local
EAP Server  Authentication

Local

Resources

" sSID- Store

Security- WPAZ-PSK
S5I0- Datacenter

A

SERATARWLSER , LUEZHFlexConnectih TiEERIMIERAT |, FFFlexConnectAELE N X FEH
LEAPHI A ith B3 310F, B 12FF BB R 88 T APAMFlexConnectl Z [E1#Y B #r = F M 1: 18R 53

o

1. B “Wireless”>“FlexConnect Groups” T~ BJ“New”,
2. pECHB M, RUTE12ARNEE.
. REA®F , £EHNA,




CISCO MONITOR WLANs CONTROLLER WIRELESS

Wireless FlexConnect Groups > New
¥ Access Points
All AP Group Mame Store 1
» Fadios
g02.11a/n

802.11b/g/n
Global Configuration

* Advanced
Mesh
RF Profiles

FlexConnect
Groups

4. BN A —SRENENAETFMH.
afiaf,

CISCO MONITOR WLANs CCNTROLLER WIRELESS  SECURITY
Wireless FlexConnect Groups

w Access Points
Al APs
* Badics
802 11a/n Store 1 k4
20211k gfn

Global Configuration
* Advanced

Mesh

RF Profiles

HexConnect
Groups

5. 2 HAdd AP,

Group Name




CISCO MONITOR WLANs CONTROLLER WIRELESS SECURI
Wireless FlexConnect Groups > Edit 'Store 1
¥ Access Points
All APs General |J- ' Local Authentication | Image Upgrade
= Hadios e L Bt it b e b bl
B0Z.11a/fn
802.11b/g/n Group Name Store 1
Global Configuration
* Advanced FlexConnect APs
HEEh e e T A e R o i < PR Lttt fe LS
RF Profiles _Ad_‘:LﬂJ
FlexConnect AP MAC Address AP Name Status
Groups o e e L S U B
FlexConnect ACLs

6. % Enable AP Local Authenticationi , SAFEAP&L T3% 37 42 3 B J5 A Local Authentication,
AE . SR20ETWMAINEZEEXAPE ALt 55K,

7. 3% R\ 2 BRI BRI IR AP S IR AE LUS FAPEB MR RIS,

8. N TR & Rk R EE R Ik FlexConnectd — &8 5 AP,

9. NTHIFIRHIERAPSE , A,

10. EESHRTHS , FAPRINZtkFlexConnectél |, X AP ZAPAEM 1IN —E5, BHSHE
12, THRAP4A FFlexConnectH 2 BIRY1: 18RS, MR ENBNEHELIZAPLH (ES) , NIFER
18R T iZAPA K FT B APESRL 2 b FlexConnectA K — 282 (B12), AP FFlexConnect 2
ERIF1T1ERAE{CNEEE,




CISCO MONITOR ~ WILANs CONTROLLER WIFELESS SECURITY
Wireless FlexConnect Groups > Edit 'Store 1
¥ Access Points B
All APs General |J- ' Local Authentication | Image Upgrade I 2
» Badios i piedae D M odesadn st s B Cehoineia S [ ST G pn Skl :
g02.11a/n
802.11b/g/n Group Name Store @
Global Configuration
¥ Advanced FlexConnect APs
MESh S e e e s = P s L e SR
RF Profiles Add AP
FlexConnect
Groups Select APs from current controller
Flewimnnnert A= AP e AF"-SECICI '
b L1l Sthernet MAC
F 802.11b/fg/n Addl Cam:ei
F Media Stream
Country AP MAC Address AP Name Status

11. B FLocal Authentication > Protoools#;iqﬂEnable LEAP Authentlcatlon#io
12. P ERENA, X MREEZHIEFIEE | E¥RFlexConnectA#8E , HEFA
FlexConnectA 8@ EAP MACHE3E & B

FlexConnect Groups > Edit 'Store 1 < Back | Apply |

Local Authentication | Image Upgrade | VLAN-ACL mapping |

anlllﬁersl Protocols |

LEAP

Enable LEAP
Authentication2

EAP Fast

Enable EAP Fast Authentication2

server Key (in hex) F:l Enable Auto key generation

FREEEERRERRRERER RN R R R R R
Authority 1D (in hex) 436073636f0000000000000000000000

Ak e C,g:u_A_ID S P R e e P G B

PAC Timeout (2 to 4095 days) =



13. #£Local Authentication ~ , # d;Local Users,

14. i%iEUsername, Password#1Confirm Password 2% , A58 HAddAEF B EAP LY A it
EAPRRSGS SR HBIZAF%KHE,

15. EESR13 , BERENAHAFLRBIRAR, TEEERRIMI00MNALHNAF,

16. ESBRI14TR R HApply , HEIE“No of Users"it #.

FlexConnect Groupse > Edit 'Store 1'

Mo af Users 0 Add User

User Name
TR Upload CSV file I

File Mzme
UserMame CisCo
Fasz=ward 'TIT11)

Confirm Fassword | eeess

Add

17. ETEE B %WLANSO
18. BEHEWLAN ID 17, X2 ECIZAPARE IR, FSHE 8,

CISCO FONITOR .|'1l..L-; *L CONTROLLER WIRELESS
WLANs WLANSs
* Wil AN< Current FCilter: MNrn= [Chana= Flter] [Tear Silter]
WLANS

F Advanced
[T WLAN ID Type Prulile Name WLAN SSID
r = WL Guact Guees
| 17 WLAN Stora-1 Store

19. ZEWLAN > Edit for WLAN ID 17 , ##5Advanced.

20. i%& FFlexConnect Local AuthiE AEEEERX T B AR S HRIE, X : {TEELX KR
BIFlexConnect3z i34 it & P I0IE, I : EWLANT SRR S RRITC A | FE40IE
FlexConnect4,



WLANSs > Edit 'Store-1'

:;emral ¥ sﬂ::uril:vfﬂns f o Advanced

F2ZF Blocking Action Dizabled -

Client Exclusion 2 i 60
Y| Enabled
il Timeout Value (secs)

Maximum Allowed Clients &

Static IP Tunneling 1% ] Enabled
Wi-Fi Direct Clients Paolicy Dizabled
Maximum Allowed Clients 200
E Per AP Radio
Off Channel Scanning Defer
Scan Defer Priority I San S S ey, U i TR )

O 000 FF O

Scan Defer Time 100
(m=zecs)
FlexConnect
FlexConnect Local Switching
2 [‘E Enabled

FlexConnect Local Auth 12 @l Enablad

Learn Client IP Address 2 Enabled
NCSit 12
f£FlexConnect Local AuthEiE1E | MEEERERX T B AR SHRIUE , WTFFR



Propeties ¥
System ¥
WLANs v

& WLAN Configuration

& AP Groups

FlexCocnnect 3
Securiy ¥
Access Points ¥
802.11 >
802.11a/n ¥
B02.11b/g/n >
Mesh >
Ports ’
Management »
Location »

General Security

HexConnect Locel Switching

FlexConnect Loczl Auth

Learn Client IP Address
Session Timeout
Coverage Hole Detection
Aironet 1E

IPup &

Dignostic Channz| £
Ovarride Interfacz ACL
Peer to Peer Blocking %
WWi-Fi Direct Clients Policy
Cllent Exclision £

Timeout Value

WLAN Contiguration Details @ 1
Configare = Controllers = — = WLAME = WLAM Configuration

=
QoS

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

&=

.......

OO0 O &

[Pv4 | NONE

|DiSE|tI|E
| Disabled

Enable
a0 {==cs)

[« [«]

NCSE B 1= F 512 FlexConnect A&t M RITZEFiwM T E | I TR



Catlearfy,  Cisco brime
~ g15€e  “ehwork Control Syctem

f llome Moriter W Configure v  Servoes  w Reports  w  Admnistsbor  w
Chlients and Usars

ﬁ@lrrlhﬁ:hnnr é IFsh  w IEIIHFHF El-!arn'u'm @ G ﬁ trark Clemre Sg@idererRy Hnkromn | lsers
. | MaL Addrecs : k ;édregs -------- | IV |vpe -?.Lisa.' Mame I Iy'pe NErCor , Un_r'ﬂ:e Hama /
() CC:22:00:1b:742 IR Unlmown E Cizco WCS_SW 100,22
1 1c:df:)T:68:86:50 Pvd Linknown B Csoo WECS SwW-3.1.0.22
0 C0:21:66:97:9b:b Pvd husifvikatle.. g Tilel uedp-ld vidr-2
[:l CLz22:00e] bethn s Pud IInknown E Lo LI LS T B
() CCo0:lb:iT:8c I Unlmown @ Cizco WCES_SW 9.1.0.22
() €C:25:0b:4d:77: Py Uriknown B oo WC5 5W-3.1.0.22
O ca7dafizrses Py LInknowm BA ks WES_SW-3. 1 .27
() 0C:21i=0:d45:023:c0 Pd Linknown @ Cieco WCS SW-3.1.0:32
() fheef2:a7:7f:50 Py Unknown B Cieoo WCS_SwW-3.1.0.22
() oCillabuathe P4 Urikr i B cw WS SW-0.1.0.22
0 k4 eldl:diuz w3 nkniown E Lisco VS _BWy-31.0.22
() CC:22:bd:ibic2:h5 b Unknown B oo WCS SW 0.1.0.22
() f66:F2mabilei69 Py Unknown B Ceoo WICS_SW-3.1.0.22
O o e Rt oo (R - Pyd Ly ik 1090 E Cisi WCS.5%-3.1.0.22
(0 Lislaiszzoonilsed IR BEIMT "_ﬁ Lisoo peap-t2war-2
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T
L
St

Yirbual Domain: ROOT-DOMAIN ~ root v Log Out | D~ % |

Tc}tEIEEBm@‘ E:} '%E'} -

Show | Assodated Clents || B
' Location | VLAN | Status | Interface QUick Fiter
Unknown 109 Associated Gil/0/34 Advanced .!:.'.";.Er
Unknown 109 Associated Gil/0/26 Al
M P t Filt
Root Arez 310 Acecociated data EHHQE - FEEE - .I.. EFE
_ ; 2.4GHz Clients
Unknown 109 Associated Gil/0/36 _
) ] 5GHz Clients
Unknown 109 Associate Gil/0/32
71271 Al Lightweight Clients
] + 1_ E i}
Unknown 1ng Associated Gil/0/30 Al Autonomous Clients
Unknown 109 Associzted Gi1/0/13 Al Wired Clients
Unknown 109 Associated GIL/0/27| accociated Clients
Unknown 10g Associated Gil/0/12| Clients known by ISE
Unknown 109 Associated Gi1/0f15| Clients detected by MSE
Unknown 109 Associated Gi1/0/28 Clients detected in the last 24 hours
Unknown 109  Associated Gil/0/14/| Clients with Problems
Unknown 109 Associated Gi1/o/o | Excuded Clients
Unknown 100 Asspoatad | it jojaoiHEORRRCT Oy pHcATETEY
Root Area 311 Associated voice Mew clients detected in last 24 hours
On Metwork Clients

{#E A CLITEIE
FEWLC L EA L TCLITMRER IR F ik B A RIDPRASMZHER

(Cisco Controller) >show client detail 00:24:d7:2b:7c:0c

Client MAC AAress. . ...ty 00: 24:d7: 2b: 7c: Oc
Client Username .......... ...y N A

AP MAC Address. .. ...t e d0: 57: 4¢: 08: e6: 70
Cient State........ ... Associated

H REAP Data Switching.............. ... ... ....... Local

H REAP Authentication............................ Local

FlexConnect VLANZ 2

£ Y BiFlexConnectZB## | WLANSVLANM ™S , Bt , E£FlexConnect AP L 544 E
WLAN<EX ) & P i S AUE SF IR 5T B[ iZVLANBIVLAN, LA EERREM , BN EEREFHSTE
BISSIDx Bk , AT E M EFVLANK KB,




M7 20T, IFTE At 3T B B AV 2 PWLAN EXSVLANE TAAAB =, T#H TS VLANS
Bt , APSHEHE N 8 FlexConnect APfE Fi 1 5 WLAN-VLANBR &} 5% £ FlexConnect4l t fF FIACL-
VLANBRETHYELE | WVLANTR 612 O, WLCH FEAPLFSIZE F# N,

ERSSmERg

ISE

GConersl | Security | QeS  Advesced

Bl DAL Crvpirade 1

FlexConnect Groups > Eat Store 1™

interface GigabitEthernetl/0/4
dmripﬂu -
switchport trunk emcapsulation dotlq| |lemenshifyLecel Aufentication | Imawe Uoarite | VLAN-ACL miding

switchport trunk MEETvERTEEI0
switchpert trunk allowsd vian |3, 100
witchport mode trunk | | VLANAGHMaping Create Sub-nterface on

Wan 14 i _ FlexConnect AP

fagrevs AL sora  w

lgrwis ALL  rgra «

At |

"E

- MIRZAR7 2FF 88 , AAAVLANEEZ X, ERATEFRAARSHRIFER T AR RIREE
BIWLAN,

- RITE R A IR B E AIWLAN £ AAAAB =,
- FlexConnect APR MWLCTH 57¢ 81 ZVLAN LA 2 BE 31 A VLAN,
. MBAPE i F REFEEAAABEIREIMVLAN , EATFMAPH BRIAVLANEE OREUP,

A
ERRATHR :

1. B2 T802.1x & 2 K UEAYWLAN,



WLANSs > Edit 'Store 1’

e e e

WFA gtk-randomize
State

Layer 2 Security £ | WPA+WPA2 v
[[] sMAC Filtering
WPA+WPA2 Parameters
WPA Palicy F]
WPAZ2 Policy [v]
WPAZ2 Encryption [v] aEs O i
Auth Key Mgmt | 802.1% v |

2. EWLC E AR IMWLANG AAAAAB H XX #F. SHEWLAN GUI > WLAN > > WLAN ID >

Advance &I,

WLANSs > Edit *Store 1°

Enable Session Timeout (=] 1800

Aironet 1€ [#] enabied
Criagrostic Channel L] Ensbisd
Croarride Interface ACL Lo

Hena
PP Blocking Achsn Crsabled
Client Exclusicn 4 [#] Enabiled

Maodirmum Allowed Clients 8 | 0
Static IP Turneling L1 [ enatied

Masimum dllcwed Chents

Scan Defer Time
(rsecs) 100

FlexConmnect

—
Ceverags Hols Detastssn [#] Enabled

Section Timeout (secs)

=
0 |
Timedout Value [Secs)

Wi-Fi Dwect Chents Pohicy .Eu.uhl-ad ﬂ":

Per AP Radio 200
Of Channel Scanning Deler
Scan Defer Pronty 0 1 2 3 4 5 & 7

O0O0ODEEBDO

—

DHCP

DHCP Sarcar [ gverrde

DHCP addr, Assignment [ mequired
Management Frame Protection (MFP)

MFP Client Protecticn 4 | Dpbonal w
OTIM Period (in beacon intervals)

Boiitain (1 - 258) |1
BOL11b/g/m (1 - 255) |1
HALC
MAC State | Mona ol
Load Balancing and Band Select
Chant Load Balancing

Ooa0

Chant Band Select £
Fansive Clent

2
:

]
H
0

i
E
i
E

Erabled
Enaliled
Enabled

3. R HIZR EAMAAAIRS R IFMESR , L#17802.1xF B KiIE. ERMAAARRS R , ESME
WLC GUI > Security > AAA > Radius > Authentication > New,



Security RADIUS Authentication Servers > Edit

* AAA

= Server [ngex 1
Geracs K/

[ Aufertcston |

Accountng Shared Sacret Format ASCHT w
STicaces Shared Secret "
LDaF Confirm Shared Secrat "
Lical Net Users
MALC Fitering Key Weap - .
Drisabied Chents . [Dessgned for FIPS customens and requires & oty wrap comphant RADIUS server)
e oo Fort Number 1812
Passwond Polices Server Status Engbled ™
¥ Local EAP Support for RFC 3576 Erabled v
b Priority Order Server Timbout i secoeds
b Cerfificate Metwork User [] Enable
F Access Control Lists V— A~
el  IFSuc [ Enable

Policies

4. BINBERT , AP TFARMES | HitHER R AFlexConnectiE X, BEEE“TL>FIE
AP | REREHBNAP | A G A 118 X AP N FlexConnectiE X .

All APs > Details for AP3500

General  Credentials | Interfaces | High Availability = Inventory = Advanced

General Versions

AP Name | AP3500 ' Primary Seftware Version 7.2.1.69

Lacation default [ocation Eathup Software Version 7.2.1.72

AP MAC Addrecs coref:48:02:35:57 Predownload Status Mone

Base Radio MAC 2c: 3 38:16:58:b0 Fredownloaded Version Hone

Admin Status | Fredownload Next Retry Time  NA

AP Mode Fredownload Retry Count A

AP Sub Made Baoak Version 12.4.23.0

Operational Status 105 Version 12.4(20011122:141426)%

Port Number 1 Mini [0S Version 7.0.112.74

Venug Group Unspecified v: 1P Config

R rpe Unspecified ¥ 1P Addrass 10.10.10.132

Venue Name Static 17 0

Language | |

msgffm"‘ 0D4SBASSE226F4117D98BAG20FBABALE | D lonSHICS
UP Tirme O0d,00h01milds
Caontrollar Associated Time 0d, 00 h30m 145

Cantroller Association Latency 0d, 00k 00 m 593

5. fFlexConnect AP# tEIFlexConnectél, FEWLC GUI > Wireless > FlexConnect Groups >
Select FlexConnect Group > General i3+ > Add AP T St



FlexConnect Groups > Edit "Store 1' =

General | Local Authentication ~ Image Upgrade | VLAN-ACL mapping

Groep Name Store 1

FlexConnect APs R

Prirrany Radiug Senver Bone »
Add AP

Secondary Radaa Server None '-'

Calast APS Proem Darrerl Soabnaller 7

Enabie AP Local Authenbicabiond ||
AP Name AP YA W
Ethermet MALZ

Cancel |

|
|
kit |

. FlexConnect APRGE#E P 4kim O £, WLANBRUSTVLANFIAAATE & M VLAN R fo ¥R 7 FP 48 i
interface CigabitEthernetl/0/4 '

description [AP3500 |
sgwitchport trunk encapsulation dotlg

switchport trunk native vlan 109
switchport trunk allowed vlan|8,109
switchport mode trunk

Ak,
VLANMST | vian 3 TAAAR =,

. JIFlexConnect APELEWLANZEIVLANRIBREY, BRIFLEE , APFEBVLANEZEO, HAPWK
FIVLANE BT |, 12 NAdot 11 FAAR 73 O HFERMBINFH, REKILWLAN L8
B, YFFmxBE |, S92 HVLAN ( BRIAE , EFWLAN-VLANBEY ) . SRZE
WLAN GUI > Wireless > All APs ># $4$EAP > FlexConnectit i+ , /5% i VLANBRST,

All APs > AP3500 > VLAN Mappings

AR EkBEES |, vian 1098 FWLAN

AP Name APIZ00

Base Radio MAC 2c:3r:38:5:98:b0

VWLAM VILAN
1d SSID ID
1 Store 1 100

EAAARRSERHRIEZRAF |, HEAFEE NEIETF RadiusEEHIREVLAN ID,

Aftribute Type Value
ETFE5 | TunnelMedium-Type Tagged Enum [T1]) 802
ETF&4 | TunnelType Tagged Enum [TA] VLAN
ETF a1 | TunnelPrivate-Group-1D Tagged String T3

A THAITEHAVLANS B , APFFARYE A & 1 FlexConnect APHY I WLAN-VLANRR 5} 5,72
FlexConnect4l £ EFIACL-VLANBRST I ELE , HZHASVLANT £ BIEE O, EFEFlexConnect
AP LELEAAA VLAN |, ESHZEWLC GUI > Wireless > FlexConnect Group > 43 E
FlexConnect{> VLAN-ACLM S} , RIF#EVIan ID FE 4 AVLAN,



FlexConnect Groups > Edit "Store 1’

General | Local Authentication | Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

Wian Id 3
Ingress ACL | none

Egress ACL none W

Add |
10. REXLEWLANERE s , HERAARSSRFEENA P ZHTEHRIELUREAAA

VLAN,
1. BEPimMMNBEAAARRS 85IR B I s A VLANSEZ Y P it
12. EFHITIRIUF , F 2 HFWLC GUI > Monitor > Client >3 H4GEEZ FiMACH i LK BE 7 i i¥

éﬂi 1% z%\ o

R %

- X FCisco AirespaceBFEE M , HF BMNZIFIETFEMVLAN ID,
. EENAPEES |, HZ A LUETWLAN-VLANB ST 7 8 NFlexConnect APELE |, SfE
FlexConnectfl L ff FAACL-VLANBR 5 & & 167 VLAN,

E FFlexConnect VLANA fh Ja 33 ¥t

EEHES B RAT 25 | R STHMWLANBAAABE EZEVLAN ( IAVLANS B ) & ELEFFIRE T
AAARRSGEFIRHAVLANA . MNRAAARRSFSRIZEHHVLANRFE TAPH | BEFIREHE TZAPL
FIWLANBRETVLANA | SRENEIZVLAN E AR, ok |, ERAR7.3281 , IRIEWLANEE |, 7]
LLEE th s 2K #h 3T 3R 3k B FlexConnect APRY S EWLANB R E .

M7.3RFF8R , RBFlexConnect APRURE R AE R R R A R | EAHURFFlexConnect
AP LR &EFEEVLAN,

Usar 1 belongs to Branch
Vian returmad from AAA presant on site
Iraffic will switch locally

User 2 s foreign user In this Branch
Vian maturfned from AAA fot presant
Traffic will switch centrally



HFlex APL TIEEE AR |, N IRE ERVWLAN ERRE

- MRBVLANERAAARB 2 —iR[E , BFlex APEIEESFREFEEVLAN |, NGENEFRR |, 3
BIWMEWLCEFEVLAN , &R @F' s 0 B MAAABR 585 IR [E Y lEVLAN/$Z O,

- MMRVLANERAAAE M2 —iRE , BFlex APBUEFEHRTELEZVLAN | FREFNED R, U
RWLC L tHARFEIZVLAN |, R g)ﬁ' i 0 B AR & BIWLC EWLANRYVLAN/EO,

. RVLANERAAAR M2 —iRE , BEFlexConnect APEIEE F1Z1EiZVLAN |, MR EFELR M
ko

- MBAAARRS B3 ARIREVLAN |, & FisfH1E ZFlexConnect AP £ BLWLANBRESVLAN |, RER
FEZAR 33

LFlex APAL FIR R , I AR#IIREERWLAN LBV E -

- MRAAARS 22IREIHIVLANTIZEE FFlex APEBIEES | NEF in 4 E T ERIAVLAN ( ElFlex
AP EHIWLANBRETVLAN ) » BHAPEFIEEN , W EFIHNEEEARIIAEFIBTE,

- MRAAARS 2R EIMIVLANTEE FFlex APBIEEH , BEFIHHHEHRAREHVLANAG | HKE
FHE AN X H#R

- MNREVLANKMAAARRSBFIRE , & F imFE iZFlexConnect AP £ 2 B WLANBRSTVLAN |, RE
FHE AN TR

e 4
BERUATIER
1. AR T REBWLANF S HAAAB S,



WLANS > Edit

‘Store 1°

| General [ Security [ QoS E Advanced

I.ﬂ.llnw A48 Override

Enabled

Coverage Hole Detection

Enable Session Timeout

Alronet IE

Diagnostic Channel
Override Interface ACL
PZP Blocking Action

Client Exclusion £

Maximurm Allowed
Clients &

Static IP Tunneling i1

Wi-Fi Direct Clients
Policy

Maximurm allowed
Clismts Per AP Radio

FlexConnect

Enabled
1&00

Session Timeout (secs)

[*|Enabled
[ lEnabled

IPwa | Mone v |

Disabled

&0
Enal:nled

Timeout Value (secs)

[Jenabled

Disabled »

200

FlexConnect Local
Switching £

Enabled

IPw6E | None

2. EFTRIRAIWLAN LS A& TVLANK R,




WLANSs > Edit

tore 1’

|'. General | Security ] QoS | Advanced

Allow A48 Override
Coverage Hole Detection

Enable Session Timeout

Aironet IE
Diagnostic Channel

Owverride Interface ACL

Enabled

Enabled

1800
Session Timeout (secs)

[“lEnabled
DEnahled
IPv4 | Mone v

IPvE :I”-.Iu:une b

P2P Blocking Action Disabled v
Client Exclusion 2 Mlenabled 22 |
Timeout Yalue (secs)
Maximur Allowed .l.'l
Clients & -
Static IP Tunneling Lf [ lenabled
;'l.ft:l-tilyDlrect Clients :Disahled v:
Maximurm Allowed '2[“]
iZlients Per &P Radio |
FlexConnect
FlexConnect Local
Switching Z Enabled
FlexConnect Local Auth £2 D Enabled
Learn Client IP Address 2 Enabled
Wlan based Central
Switching 13 Enabled

3. FAP#E X i% & Y FlexConnect,




All APs > Details for AP_3500E
General | Credentials '|' Interfaces | High Availability
General
AP Mame AP_3500E
Location
AP MAC Address o Fdeaf: 3a:07 74
Base Radio MAC o Fdeaf: 5324 @0
Adrmin Status Enable |
AP Mode . FlexZonnect v
Operational Status monitor
= Rogua Detector
Port NMurmber Sniffar
Bridge .
Venue Group SE-Connect b

4. B{RFlexConnect APHIBUEEFEFERLE 7O |, nEIT S EFlex APLEHWLAN-VLANBR &
&I MFlexB B EVLAN, FEARHEIF | VLAN 637EFlex APEIWLAN-VLANBR ST Rl & ,

MONITOR ‘WiLANs CONTROLLER WIRELESS SECURITY
Wireless All APs > AP _3500E > VLAN Mappings
+ Access Points
All APs AP Hame AP _3500E
» Radios : [
802 11ia/n Base Radio MAC o 7d:4f:53:24 0
802 .11b/3/n
Global Configuration WLAMN ¥LAN
Id SSID 1D
A
dvanced 1 ‘Store 1° - 63
Mesh
RF Profiles

Centrally switched Wilans
FlexConnect Groups
FlexConnect ACLs WLAN 1d SSID VLAN ID

b BO2.11a/n AP level VLAN ACL Mapping

¥ BOZ2.11bfg/n

Ylan Id Ingress ACL Egress ACL
¥ Media Stream 53 P— nOhe W
Country
Timers Group level VLAN ACL Mapping
+ Q0S ¥lan Id Ingress ACL Egress ACL

5. EA&HIF | VLAN 62EWLCLEE M IAEAZ2— , BARMEFEWLC EHWLAN, WLC LR
WLANBR S 2| ZEEVLAN ( BIVLAN 61)



|I|Illrh

CI5C0

Controller

General
Inventory

Interfaces

Interface Groups

MONITOR  WiLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP  FEEDRACK
Interfaces
Interface Name YLAM Identifier 1P Address Interface Type Dynamic AP Managerment
ldwm [E 466210 Dynamic | Disabled |
rmanagement 6l 96.61.2 Static Enahbled

6. FEFimxEk B Flex AP LS ER1PE EAWLAN , HFMAAARRSEEFIREVLAN 62, LbFlex
APERTFEVLAN 62 , BEEAmIREOFETWLCE , RERENEFRR , HEAEE i
FMEWLCEZSEVLAN 62, RN BEF , BERIHESEVLAN 62 , B BEXRNS
" (Data Switching and Authentication)i& & 3y Central,

Monitor

Summary
¥ Acorss Points
F Citco Cleanfir
b Statistics
» CDP
b Rogues
¢ Redundancy
Clients

Multicast

Clients = Detail

Client Properties

HAC Address

00;40: 96 bl @4 b

IIP'--! Address '!.6.52.I.IZIIJ]
[Pve Address

Client Troe Regulsr
Usar Name batausar
Port Numbar 1

[iteatacn dym

I VLAN 1D

=]

AP Properties

AP Address PO O L T Tl
AP Namg AR _3T00E

AP Typs BO2.118

WLAN Profile ‘Store 1°
Ciata Swakching Central
Agtharmicaiign Cartral

Shatus Assncaated
Aggoustion [D 1

202.11 Authsnbicatisn Dpsn Systenm
Reszon Code 3

Statas Cosda L]

CF Pollabde Mot Implemented

CF Poll Rpquast Kot Implemanbed
Shert Presmble
FBCC

Charnel Aglity

ot Impdemented
Mot [mplemenbed

ot Impdemsnted

i3y =
\/EE ,

-3 _g¢

BAWLANEEE N A , Bt EFixHData SwitchingFBRE2E T
VLAN7F#EMCentral ( Bl , MAAARRSE BFIREIFYVLAN 62 FE TAPEEEY ) .

7. MRZ—-RAFSHEIZAWLAN LR —APXEX , HBEMAPFIWLC E FFEMAAARRS BFIR
B —LVLAN , MREFEPRR , HEEFHNSEFIWLC (B, ARHHZEFHVLAN
61) ERWLANBRSHEZD | ERAWLANBRST BB EE O NVLAN 618 B




Clients > Detail

Chent Properties AP Properties

MaC Address 004056 bl dd:ba AP Address ol Tl 53 24 a0
Ii"ﬂﬂ Address #.6.561.100 I AF Name AP_IS00E
Pve Aosress AP Type 802.11a
WLAN Profls Store 1°
Diata Switching Central
Authenbicatan Cantral
Status Assocated
Assocrabon 1D 1
802.11 Auvthenbicabon Opan Syitem
Reasen Coge x|
Status Code a
Client Type Regular CF Paollable ot Implemented
Ugmr Hame bty jsEe? F Poll Reguest Mot Irmplermentsd
Port Member 1 Short Preamble Mot Implarmented
Interface management PERCC Mot Implemented

VLAN ID &1 Channal Agdity Mot Implarnented

AE . FEE, BEAWLANEEEN ARG , BEEFHEHNBERIRCFEEETVLANEE
WP LFER. Bl , MAAARRS BRIREIRIVLAN 61 EETAPKRIEES |, Bt FR1EHE FWLCE
BES, Hit , AEFHESE TBRIABOVLANAZD | ZEOMESIWLAN, fEA4F]

, WLANBRET 2B 20O ( BIVLAN 61 ) , Bt F i MVLAN 614 2Pt

8. MRS —AFEIEIENWLAN ESHXEK , 3 HEVLAN 63MAAARRSS 88 ( BbFlex AP L1F7E

)IRE , M REFHDEVLAN 63 |, 7 BHRENEREIR,

Chents > Datail

Client Properties AP Properties
MAC Address 00:40:98 b dd:be AP Address ol T idf 53 2400
I IPvid Address 0.6.63 1{|I:II AP Marfre AP_3S00E
IPvE Address AP Type BO2.11s
WLAN Profile Store 1°
Data Swtching Local
Ruthenticatian Central

PRl

- ANAEF F BRI 3R A E RN WLANZ B TVLANR £ 33k,
- APF#0 ( EIVLANBRSY ) Ri7EFlexConnect AP EHlE

FlexConnect ACL

EFlexConnect E 5| AACLSG , B —F 4% 7% E FlexConnect APHY A RIIRHIZESK | URIPMTE
Mk BAPR AN it R B AE 7R B . FlexConnect ACLTEWLC E#IZE | SRS RifEAVLAN-ACLER S Hy




AAAZE = VLANEL B FlexConnect APZiFlexConnect] F FEMIVLAN, AR5 , XLEEZSWHHEIET
AP,

ACL Rule on AP
acting as P2P Block

CAPWAP Tunnel

RE

. TE#2 428 L 8l FlexConnect ACL,

. EAPE BIVLAN ACLBR & T FlexConnect AP L Z#E BYVLAN L N F #8 E#YVLAN,

- AT B A FVLAN-ACLER 5 T FlexConnect4H REYVLAN ( BEEHITAAAB EMVLANTEK ) o
- EVLAN LR AACLEY , ERENAMNA@ , A0, “HAHABMEQD"

4
ERRA TSR :

1. EWLC L fZFlexConnect ACL., S#1ZEWLC GUI > Security > Access Control List >
FlexConnect ACLs.

FlexConnect Access Control Lists Entries 0 - O of O Mew...

Acl Mame

2. BF New,
3. BRBACLE Fo



Access Control Lists > New < Back Apply

Access Control List Name | Flex-ACL-Ingresd

4. B Apply.
5. AB/MNACLEIEMN, ZERIZBMN |, FSMEWLC GUI > Security > Access Control List >

FlexConnect ACLs , A ¥ & FHEIEMACL,

Access Control Lists > Edit <Back | Add New Rule |
General
hocess List Mame Flax-ACL-Ingress
DeEstination hource  Dest
Seq Action  Source IPfMask  IP/Mask Protocal Port Port DSCP
6. ¥ 7 Add New Rule,
Access Control Lists > Rules > New < Back | Apply |

SEQUAnCE 1
IP Address Hebrmask

b ] 1P Address 0.0.0.0 (LR K

, IP Address Netrmask
Destination P address » a0.0.0 8.0.0.0
Profocal Ay W
kel Ay w
Achion Deny w

AE  BEEREEAN, MRAFEMAHANERBAREE , WEERNIEL | HELEFFER
=,

7. Bl EFlexConnect ACL/E , A1 LA7E 8/ NFlexConnect AP T M 5TWLAN-VLANRR ST |+ 8] LA R A
FFlexConnect4 £ HJVLAN-ACLR ST,

8. EAPL Bl £ BEANVLANBET & NFlexConnect APTEVLANM 5 T~ & & Y FlexConnect
ACL, &fiZEWLC GUI > Wireless > All AP ># $4FFEAP > FlexConnect i£31+> VLAN

Mapping.



All APs > AP3500 > VLAN Mappings

AP Name AF3500

Base Radio MAC 2c:3f:38:f6:98:b0

WLARN

VLAM

Id SS5ID ID

1 Store 1 109
Centrally switched Wlans

WLAN Id SSID VLAN ID

e} Store 3 MSA
IAP level VLAN ACL Mapping

Vian Id Ingress ACL Egress ACL

109 Flex-ACL-Ingress Flex-ACL-Egress

9. FlexConnect ACL t 8] 3 F§ FFlexConnect] F HIVLAN-ACL#R &Y, #EFlexConnect4 H9VLAN-
ACLI ST T EBIZMNVLANEER FTHASVLANE =,

FlexConnect Groups > Edit "Store 1

| _Gemeral | LocalAuthentication | Image Upgrade | VLAN-ACL mapping

VILAN ACL Mapping

Vian Id 0
Ingress ACL | Flex-ACL-Egress %

Egress ACL |Flex-ACL-Egress |~

_Add|
Vian Id Ingress ACL Egress ACL
3 Flax-ACL-Ingrass Flex-ACL-Egress |

PR 5l

. WLC L& Z A& & 512/ FlexConnect ACL.,

- B/ACLTBARL B 645N,

. /1 FlexConnectA = F FlexConnect APH % Al 5324NACL,

. EEELERBE S |, FlexConnect AP L& ZH 164 VLANFI324ACL,



FlexConnectlf % BRiE

E732BHWLCHRAH | MR EEFRZHWLANKE I FlexConnect AP LiEEN FEFInEE N —
&ﬁikﬁiﬂﬁi&uﬁﬁllﬂfﬁqﬂﬂﬁ&ﬁ NEMEEEICAPWAPRREXIEFIWLC , REEY
CAPWAPE; fF F — ‘Eﬁﬂﬂi%*lﬁ*ﬁmuwgl_@zﬁﬂﬂlﬁﬁ

M7 3RFTE , SEIBESIA T —HHLE , BIZAE , T/ RKIENREREMAFlex ACLREHRSE
SREHTLE, LENIIEDMFlex APETH | ERKIESBICAPWAPES TR,

P EIBREINEEROEAP APIREBMEINESE | I SSID EME iR a] A EIZEE A W& ERE
(3TENHL, Z=RELANIO LW BLITENRNMASSIDENELIER ) BE , MAL2ES
CAPWAP X % BB M HEWAN® T, OEAP 600 AP XIFHEIBRE, 7T LA AN 2l ZFlex
ACL , A GTFARIL /M EWEIRE. HRELTSSIDELLEF RN EIESZS0EAP AP L
ELEAFlex ACLARAMNTE R |, ZREEA MR , HRRE (ARNIELRE ) FES
CAPWAPE 1 3%i#k,

P EIFRERER A RBIEED O R PHEF iR FR/NVLANTZEF ARG = (B, WAk
REEFEENFRERIPHINEFIHRNREBN T EER LR ), DEIRREDH EEﬁE‘?m&uﬁ
M FRAMZHRGFE |, ARG SN T EfE. CEFlex ACLHLNM R EE AR M | HHIT
NATHRE |, & P IsARIP i 8 008 7] 72 A #th ok U/ 4% 3§ AYFlex APE’JBVH&DlPi&ﬁLO

BE
- {XFlex APBE R A RZIGE ENWLANSZ &9 2B E IhEE,
- ER D EIRRER B AWLAN LR E BFrENDHCP,

- DEIBREEE N A T & MNWLAN | XEWLANE & A F & Flex APEiFlexConnectA FHIFF B
Flex APHISEH X H#R,

b2
BERU TSR :

1. AP RITIGEBEWLAN(ED , BB FFlex Local Switching).



Override Interface ACL

WLANSs > Edit "Store 1°
. General | Security @ QoS | Advanced
allow AAA Override (] Enabled
Coverage Hole Detection Enabled
Enable Seszion Timeout [IEDD ]
Session Timeout (secs)
Aironet 1E [“lEnabled
Diagnostic Channel [(CJenabled

TPwa :NDHE \r'

IPvE _ Mone

P2P Blocking Action | Disabled v |
Client Exclusion 2 #enabled (2° J
Tirneout YValue (secs)

Maxirmum Allowed EEI

Clients 5

Static IP Tunneling &2 [CJenabled

:::I-'f:l?mruct Clignts Disabled

Maximum Allowed ' Flex Local Switching
FlexConnect

FlexConnect Local

Switching £ L) Enabled

. }¥DHCP Address Assignment ( DHCP3#: 31t %7 & ) 1% i& I Required(#% ).

WLANs > Edit "Store 1

 General | Security | QoS Advanced

Allow AR Overmide L Enabled
Coverage Hole Detection [ Enabled
= 1800
Session Timeout (secs)
EEna‘hled
Cenabied

[Pvd None

Enable Sesnon Timeout

faronat. [E
Diagnaosts Channel

Crwermde Interface ACL

DHC®
DHCP Sarver Ll override

IDHCF' Rodr, Asssgnment 3 ﬂqqulr‘edl

Management Frame Protection (MFP)

IPv6 | None ¥ MFP Client Protection ¥ Opbonal w

3. AP 1% & H FlexConnect,



General |

All APs > Details for AP_3500E

Credentials |

Interfaces | High Awvailability

General

AP Marne

Location

AP MAC Address
Base Radio MAC
Adrnin Status

AP Mode

AP =Zub Mode
Cparational Status
Port Number

Venue Group

AP_3500E

o Fdeaf: 3a:07: 74
o Fdeaf: 5324 @0

Enable |

FlexZonnect W
lacal

monitor

Rogua Detector

Sniffar

Bridge

SE-Connect b

4. A RTEHPRRZEEYWLAN LA AR EE EFlexConnect ACLKY A FHLN, EARBIS | B
B T FlexConnect ACLHMNI , LA{@7EFlex AP LR FANATIR/ER , E&NKE9.6.61.0FM ( D
FOURERE ) WAEEFBWICMPREERE9.1.0.150 , UEER KRR, HRREF
KERRXIELHN | FHiEBLSCAPWAPHITES T,

]
CISCO MAMAGEMENT COMMANDS HELP
Wireless Access Control Lists > Edit
* Acoess Points
All &F General
02 114/ Boess List Name Flex-ACL
 Conkgurabor restnation
Seq Actiom  Source [P fMask 1P Mask Probocnl saurce Part  Dest Port DsCP
b Advanced
_ . 5AALD 9.1.0.150 . .
Mesh A PR eejesiesg  pssassissss O - Any sy @
BF Profiles
FlexConnect Groups
Flaxl_ Sfid il L3

5. Lk BlZ2 I FlexConnect ACLA BAME R 0 EIRZBACLHEIX B8 NFlex AP |, t5 A A% BFlex
ConnectE FHIFTEFlex AP, ZEffFlex ACLYEN A ith 35 0 ACLHEIX B S NFlex AP |, R LA
TSR . #ifLocal Split ACLs.



MAMAGEMENT COMMANDS HELP FEEDBACK

CISCO MONITOR WLANs COMNTROLLER WIRELESS SECURITY
Wireless All APs > Details for AF_3500E
1 i Ny . i I A !
N lflﬁfji"mm ~ General | Credentials | Interfaces | High Availability | mmn! FlexConnect | Advanced |
Il &Ps |
» Radios
B0Z.11aMm
B02.11b//n
Global Configuration LA
R ared Kabive VLAN [D & . YLAM inas
Mesh FlexConnect Group Name Mot Cenfigured
RF Prafiles
Prefuthentication Access Control Lists
FlexConnect Groups
FexConnect ACLS External Wabsuthanticakion ACLs

%1% BLR A 2 EIBE A WLAN Id | %42 Flex-ACL , fAJ5 % HAdd.
All APs > AP_3500E > ACL Mappings

AP Name AP _3500E
Base Radio MAC cd:7d:4f:53:24:e0

Enter WLAN ID on which Split

Tunnel should be enabled

WLAN ACL Mapping

WLAN Id 1 ]
Local-Split ACL | Flex-ACL | .
— Click Add after
selecting Flex ACL
WLAN Id WLAN Profile Name Local-Split ACL

Flex-ACL{E A #th 37 0 ACLH#EIE B Flex AP,



All APs > AP _3500E > ACL Mappings

AP Name

Base Radio MAC

AP _3500E
od:7d:4f:53:24:e0

WLAN ACL Mapping

wLAN Id 0

Local-Spht ACL

Flex-ACL |

Add

WLAN
Id

1 "Store 1°

WLAN Profile Name

Local-Split ACL

Flex-ACL ""',

=25

Flex ACLYER & #th 37 50 ACLHE X BIFlexConnectd , HFRALUA TSR  FENE A D EIREETH
BEAYWLAN Ido FEWLAN-ACLBRSHEINF £ , MR IN4EEFIex APHIFlexConnect Frik %

FlexConnect ACL , AR5 LHHN,

Wireless FlexConnect Groups > Edit Flex-Group’

* Aboeis Points

© Geseral | Locel Authestication  Image Upgrade AR YLAN-ACL mapping

WLAN-ALL mapplng

ko BDFE11afn

Wb Auth ACL Mapping Local Split ACL Mapping Entar WLAN ID o0 whach Spie
Y rr— M Torrel shouid be emabied
LAY fd b A B4 "’f
Mesh
. LELLT 0 ta Pl -MiCL = Loscal Spbt ACL Flan AL W
BF Prafiles F Clck ADD slter selacting Flax
il Add | =i )
FlexCosanect Groups _J _I AL
LA B4 WA Profile Fosmes Weblath AL Wil A 14 Wikt Frolile foame-e Log albplif ALR

Flex-ACLAE 7 25 35 9 ACL#EIE B iZFlexA F #IFlex AP,

‘Wireless FlexConnect Groups > Edit Flex-Group

= Rocess Paints

A AP General | Local Awthentication  Image Upgrade | AAK VLAN-ACL mapplng | WLAN AL mapping | WebPaliciei

""" web Auth ACL Mapping Local Split ACL Magpping
b Ridvaniied
WLAN Id L1} WLAN [d L]
Mesh
25 Prafies webduth &CL Flax-ACL W Lecad Splat &L Fla-ACL W
Add Add

FlexCosnect Groups il g}
b BOZ.11a/n WLk Id WLAN Profile bame Webtuth ACL WILAN [d ;LA"- Frodile vame Lo albplit AL
P BOZ.006 /e Bicre 1 mea-aiL v @




- T RE A 5RM B 557 MR 8 permit/denyiB @ELEFlex ACLF M,
REEEEFHAA MBS ERFEVNAERERN , BEN D EIBENEPRRBEWLAN LB RE
FTEREAMRIR, MRRERR B[ LNEF R ENAXESEENWLAN LN TLE P s

R, e EIEB WM,
HBIIMEBERETZFESEIRE, A/ BRENERRER , BIffE 5Flex ACLEEL,

B
FlexConnect R IEERFEUTBR TR 2 XV WEF mHITLLIZBAFRS -

. FlexConnect% X AP5 EFlex 750032 488 sk XiE 2,
- FlexConnectz XAPIEEH]#2 23 BhFlex 750012 &85
- FlexConnect X APIETE E# I 5 EFlex 750012 Il 85 1Y E %,

FlexConnectB 48 # LRI AR EAP— 2 | EME P MTHA R R E T 5 IV EYIETE . tIhEEERIA
BR , TEEA, ?m’(ﬂ‘:?’“%ﬂ%ﬁiﬁAPtLﬁﬂﬂlﬁo BE K NHERETHEIRFEER , BEEUT
i

- WLANIT M M &g & A E E 125185 M= AFlex 750012 %85 2 B AE[E
- VLANBR 5 A7 1E 3 12 % 88 M % FFlex 750082 %85 2 B M [Eo

. BEiE B SE XL EI85F & AFlex 75003428 EHE .

- BiUE AFlex 750017 X2 HI88 & AR HIE,

HE

- BAPEZ B —#EHISRe , MREH SR LNEESXBEE N , FlexConnectF &M FF & F i

MR EBREENERMEFERSERFIZRAER , MFlexConnectEEZEI R R FIBRN T2 M
F &P uRiERE,

- MBEHIFREVEESEENR , FlexConnect T EEZR FRHISSNEEHTLE,

R

- AR T A M R A AR /A b B 3 38 41E B FlexConnect,

- MR EFImEFE TR 8§ EFlexConnect AP XN BEZEX 2T H , NEHPFHE
ITNEFREETSETNSHRIL,

- Flex 7500 2 HI23 1% AR FISI XAV T R —Bahig+,

FAWLANGY F F= ik BR 1

BEERE DB , XBR&ITE R TTL BRSS #Y 7 i S BR AT 35 R th B8 2 Ko
B REMD ZRREREHEHONTTEE S RS

NT RN -, BRE|IA T BWLANE P IRFREI"II8E | ZIhRE T SARRHIEMWLAN L R FR &
Fim S8

FEHH




- RERKRE P in#RE
BREEEY
Eﬁ . EZ:IEEQOSEI‘J}EI o

BMINBRT , ZIhREWER |, ToaHIR S,

BRH
M FlexConnectdh TR IR ERAET |, HIhAER 58 &1 P um PR &,

WLC
FREUATER

1. i Centraly Switched WLAN ID 1 with SSID Datacenter( SSIDEIE 09 £ 7 R IRWLAN
ID 1) BEWLANREAPHCIZHHAIEN, HSHE 8,

2. BHWLAN ID 189“SRET =,

3. AMaximum Allowed Clients X R FE}i%k B & F i bR Fl1E

4. F£IRE“Maximum Allowed Clients” ( AT R AEZE P in¥ ) WX EFERE , £EHApplY.

WLANS > Edit < Back | Apply
General | Security | QoS | Advanced
r.3
Allow ARA Override [ Enabled DHCP
Caoverape Hole Detection =] Enabled DHCF Server O overnde
Enable Session Timeaut = 1800
" Sesgisn Timeout (secs) DHEP Addr. Assignmest [ Reguired
= )
o st I HEnakiad FManagement Frame Protection (MFP)
Diagriostic Channel Clenakied
vt Ensble £ o MFP Client Protection ¥ | Oplional »
Greermde [nterface ACL HNare - OTIM Period (in beacon intervals)
P2P Blodcking & ctian s abded -
. B02.11afn (1 - 25%) 1
Client Exclusion & FlEnabled
Tirngout Value (secs) Bz 11bdgin {1 - 255) |1
Maimum &llowed
[ MAL
Clignts
RAC QOB State ||
O Channel Scanning Deler | Brsbied
Pasture State Ll Ensbled
Scan Defer Prionty o1 z3I 4567
H‘—‘D‘—TT‘— Load Balancing and Band Select
Client Load Balamong
Sean Dedar 00 .
Timie{mgecs) Client Band Sslect £ J w
£ *
Fiaat Mabies
2 H-BEAP Local Saidching if nol supported with [Peec, CEANITE authentication
¥ When clent srolirion i enabled, & Tirmpout 1akee of pero mesnt ifiaty [(will reguire sdmanifratve override bo recet srciuded clients )
& Cliant AR iy rof achive undess WALE i confipuned
5 Leavn Clfend [ J5 confipurable only when HREAFP Locad 5wiiching &5 enabded
& WY aod open or AFT secunty showld be enalled o fuspor? Mgher 110 rades
7 Mudionst Thowld Be Enabled For IFVS
& Band Tetedt it cond -“.. cnly miban Sado Policy it st fo AN
Ve Do implies ¥ no restriclion on maximoan obents aiowend
T AT Fllaring Is nof sunporied Wall MeEsds Loce! Suthentcaton

Maximum Allowed Clientsf9 ZRIABEIREBE N0 , XXX ERE , BEEEA,

NCSELE

EMNCSEAItIhaE , % EConfigure > Controllers > Controller IP > WLANs > WLAN
Configuration > WLAN Configuration > WLAN Configuration Details,



WLAMN Configuration Details : 17
Configure = Controllars = 172.200228.154 = WilaMs = WLAM Configuration = WLAM Configuration Details

General Security LR Advanced |

DHCE
FlexConnect Local Auth G2 Enable
Learn Client IP &ddress Enable OHCP Server
Session Tirmeout Enable | 1800 | {secs) DHCP Address Assignment

Coverage Hole Detection Enable
2 Management Frame Protecti

Lironet IE Enable
PvE £ [] Enable _ :
MFFP Client Protection #
Diagnostic Channel £ [] Enable
MFP Yersion
Cwerride Interface ACL IPvd | NOME
IPvE | MNOME W Load Balancing and Band Sel
Peer to Peer Blocking @ Disable
wi-Fi Direct Clients Policy Disabled v Cliert Load Balancing
Client Exclusion 4 Enable Client Band Select

Tirmeout Walue m (secs)
A
faximum Clients S 0 |I

KX E

T7 22 RV BB AR A S |, NP ORRWLANZ R R (P2P)BEE, EWLANLE |, AT BAERA
LT=ZRBREPHNEE-—HERESN [EE .

fi

B RSN AR-FRANEF RAZER SN SEENFERE. XERIAME.
- EHF — ERHSEERR-FRPEFHENEES,
. Forward Up-Stream — # B 2 LiEVLAN L3k, #5428 EMRBRERN HIFI R4
BE,
M7 2MFFEE , At STIMWLAN EXBRE Fim i a3 R E, REFEWLAN , EH2EF RN [EE
#t3% 2|FlexConnect AP,



Client Packets are

' M Dropped @ AP

s

HE

- B MWLANELEX ZPFE 1E

- RIFEWLAN |, S5 SPE LEELE HWLCHEA B|FlexConnect AP,

. EWLAN LB E R EF R LiFE AN X 2 PE LERER M N EFlexConnect AP LB A R Xt =
FE LE o

S|
BEERATHR :

1. 7£ FFlexConnect 2 it X ¥ g B AYWLAN L | F“EF"(Drop)/3 A X &M 1R 4E,
WLANs = Edit "Storel’
General = Security i QoS | Advanced _

e A A

Auronet 1E [£] enasted Management Frame Protection (HFP)
Caagreosies Charanel O Enadlad
Cwerrsde Interface ACL 1Pwd | None W IPwG | None W MFF Cloerd Protection 4 Cphional W
PIP Biockung At rog w I DTIM Period (in beacon interals)
Chent Exclusson X = EQ

¥| Enabled —

Tormesul Value (seca) BOZ.11afn (1 ~ 255)

Masamum Alkywed Chents 0O BOZ.11b/gln (1 - 255) |1
Static 1P Tunnelng &L ] enabled HAC

Wi-Fi Darect Chants Podoy Cisabled W MAC Siabe | Mone ar

Off Channel Scanning Defer Load Balancing and Band Select

Scan Defer Prigrty G 1 2 3 4 5 & 7 Chent Load Balancing O
O000BE80 Chent Band Select £ D
Eran Dabar Tims ha Paiaive [P
{meecs) Faggsve Chent 0
FlexConnes ]
Volce
FlaxConnect Local [
3 i =l Enabled ] Media Sesson SHooping [l ensbisa

2. —BP2PRE LR EER BN A TIEHWLAN LR BN ERSER L , THAMWLCHIXEE
FlexConnect AP, FlexConnect APfFIL{E EZ M EINFEWreaptit E X+, X# |, BIfE
FlexConnect AP FIH VS |, St oA EHENFEA L NAP2PEE.

PR #il
. fEFlexConnect® |, f#R 75 RP2PM 1L El E F8E{X B A T 45 EFlexConnect APRAPF £, BN

AT #%SSIDBFTEFlexConnect AP,
- FRRX|EFIRNG —RRBRIIFP2PLITH R, 1BR , FlexConnectfi# R A R ZF It IheE



o XWMAPPER , EFmBBEREEMARELE T —IMMET <o
AR EFPIRNSG —BRAFEIENESETREAPRENEFimHTP2PELE., B2 |, LEERA
T EERIE —APRIZE Fifs, FlexConnect ACLT] BELLBR &MY BRI 3%,

APTIRR R T 8

LE I BE R FAPTEZ 1T Y N fNE3. APBRERET T 23 TRl D 3R 4E 37 550 7+ 4% S48 1| B9 P 4% 4= L At 1D 3F
EHH.

HE

- STHRHEER
- BEIETT I AR - FENCSKERLES
- B ENLETE
SR
BRERUATEER :
1. AR EZHIB[ R A2 LS, F£WLC GUI > Commands > Download File T S A FF
Download file to Controller
File Type Coda b
Transfer Mode TFTE
Sarver Details
MaImym retras 10
Tirnaout [seconds) B
Filg Path
ttn\‘ltﬁo File Nams BE_BR0D_T_0_112_52.88s%

2. RIFEHBRLENEE , EREENEHEFIHR.
3. MEHI85 K HIAP pre-image download@i ©. S#ZEWLC GUI > Wireless > Access Points >
All APs , RAEEFREALUFHETMMRE TR, EREARG , RH'ERERAF, 2

Download Primary A i3 zh T B T 8o
AF Image Download

Parform a pamary image Perform a backup
pre-download on this AP image pre-download on
thi= AP
pDownload Primary | Download Backup |

Parform a interchange of
bioth the immages on this
AP

Interchange Image ]




*Sep ﬂQDE: HLINE-3-UPDOWN: Interface DotllRadio0, changed state to up
Image not found in flash, predownloading.
examining image...!
extracting info (326 bytes)
Image info:
Version Suffix: kOwB-.wnbu_j_mr.201009101910
Image Name: cl1250-kOwB-mx.wnbu_j_mr.201009101910
Version Directory: cl250-k9w8-mx.wnbu_j_mr.201009101910
Ios Image Size: 5530112
Total Image Size: 5550582
Image Feature: WIRELESS LAN|LWAPP
Image Family: C1250
Wireless Switch Management version : INNEEN
Extracting files...
c1250-k9w8-mx.wnbu_j_mr.201009101910/ (directory) O (bytes)
extracting cl1250-k9w8-mx.wnbu_j_mr.201009101910/c1250_avr_1.img (13696 bytes)!
extracting cl1250-k9w8-mx.wnbu_j_mr.201009101910/W5.bin (17372 bytes)!
extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/c1250-k9w8-mx.wnbu_j_mr.20100910
1910 (5322509 bytes)!!!!!]

*Sep 13 21:25:43.747: Loading file /c1250-pre| . .
NN |

................................

ol
-

extracting c1250-k9w8-mx.wnbu_j_mr.201009101910/W2.bin (4848 bytes)!
extracting c1250-k9wB-mx.wnbu_j_mr.201009101910/info (326 bytes)

extracting cl250-k9wB-mx.wnbu_j_mr.201009101910/c1250_avr_2.img (10880 bytes)!
extracting info.ver (326 bytes)

|[Mew software image installed in flash:/cl1250-k9w8-mx.wnbu_j_mr.201009101910
archive download: takes 138 seconds

[New backup software image installed in flash:/c1250-k9w8-mx.wnbu_j_mr.2010091019
10/cl1250-k9wB-mx.wnbu_j_mr. 201009101910

Reading backup version from flash:/cl250-k9w8-mx.wnbu_j_mr. EDIDDQIGIQIGICIESG—kQ.n
w8-mx . wnbu_j_mr.201009101910done. l -

4. THIBAPRRSS , EXNEIRHIR. APRESERIMUER , EFRHR[EFRE, &
B EMNEXT , FEDIREREEFEFRXEK, 2HRRER , APRESDEHE , HE
AWM TEHNREG, EFEHE , APEFMAZRHFZHRERT T IKKRS

PRl

- {NECAPWAP APEL &,

FlexConnectf BEAPBR{R &

G T IheEfE —ERRE LRA T EVEE |, {BFTEFlexConnect AP BUES WANSERE Tl T 5
ZFEWAPEE , IERES,

= R APRRG F F0RR 2 8 FlexConnect APH LA E, EXBEEZSNMAPEREFRE—A
APRMNIZEFIBS THMREH R L F/RFEE , - ESHWERAPE R INEF K ?FHME*ILTHTQ
APBR%, MIRFZESEIEFIHHAPIR GRS 'TEHTEZM&IT‘J%J: F&BIIWANSER MIER, H R
BENER,
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Branch

HE

. B FlexConnectA A B NMNAPE Si%EEAPHIMAP
. FIRBMWLC T H i 15

- MIRB M EAPT 5 R 15

R EHBEHATE S ENE R

4
ERRA TSR :

1. Az HIz ERR&G, S ZEWLC GUI > Commands > Download File A FF 88 T £io

Lownload file to Controller

Fils Typa Cads W

Transfer Mode TFTE |+

Sarver Details

Maximum retnag in
Timaout [seconds) B
File Paithy

Filg Mame RS SEO0 7 31 Tiaes



2. RIFEFIRLNEE , EFEEHN SRR,
3. F¥FlexConnect AP N ZE|FlexConnect ., SinZEWLC GUI > Wireless > FlexConnect
Groups >1%£#FlexConnect Group > General £ +> Add AP,

.
=

- sack Cranne > Edd 1"
xConnect Groups > Edit "Store 1 < Back

General | Local Authentication  Image Upgrade = VLAN-ACL mapping

Groap Name Store 1

FlexConnect APs AAA

Primany Radus Senver None ki
Add Ap

SECONCERY Rt Serner Nané ¥

Select APs from carment controller ()
_____ Enable AF Local Authenbicationd | |

AP Nams -ARAS0

i

Ethammat MAC

4. B #“FlexConnect APHE" S EE L EI S RWAPE ALK, SHMEWLC GUI > Wireless >
FlexConnect Groups >i%#FlexConnect Group > Image UpgradeitIiiF,

FlexConnect Groups > "Store 1°

General | Local Authentication | Image Upgrade | VLAN-ACL mapping !

FlexConnect AP Upgrade [ ]

FlexConnect Master APs

AP Name | AP3500 |
Add Master
Master AP Name AP Model Manual

5. EAPTAF R EF%F - EFFHIEBRIEAP , HSMEWLC GUI > Wireless > FlexConnect
Groups >k #FlexConnect Group > Image Upgrade i£11+> FlexConnect Master AP , \T
5 FRHPIEFRAP |, AfF R TEHAID Master,



FlexConnect Groups > Edit "Store 1

General  Local Authentication | Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade [+]
Slave Maxamum Retry Count a4

Upgrade Image Backup W FlexConnect l.lHrldt

FlexConnect Master AP=s

AP Mame ARIS00 bl
Add Master
m AP Model HManual
AP3IS00 35001 yes 2

xEE  SNMNESREERE —MAPEREAP, RFHMEEAP , N“FI"FEREGEFH N R,
EHHEREAP , BEMEWLC GUI > Wireless > FlexConnect Groups > i%##FlexConnect
Group > Image Upgradei& I+ , fAJg & &HFlexConnect Upgrade,

FlexConnect Groups > Edit "Store 1

General = Local Authentication | Image Upgrade | VLAN-ACL mapping

FlaxConnect AP Upgrade [+]

Slave Maximum Retry Count a4

Upgrade Image Backup |w FlexConnect Upgrade ]

FlexConnect Master APs

AP Name APIS00-1 W
Add Master |

Master AP Hame AP Model Manual
AP3500-1 £35001 e [~ |

AE MRBIEEEAP, WFH"FERFEHHE,

6. EH4FEFlexConnecttl THIFIBEAPRB 21 & MAPRREFH 4 |, iF % HFlexConnectH % . S
ZWLC GUI > Wireless > FlexConnect Groups >i%##FlexConnect4i> Image Upgrade i&£ 1
, R JGa R FlexConnect Upgrade,



FlexConnect Groups > Edit 'St

General ; Local Authentication Image Upgrade | VLAN-ACL mapping

FlexConnect AP Upgrade

Slave Maxamum Retry Count 44

Upgrade Image Primary % FlexConnect Upgrade |

XX : Slave Maximum Retry Count2 MEAPM EAP T & B&ET FT 22 i B X 3R ( BRIN T 44%

), Z2fE , NEAPHERRUMWLCTH MG, ©RNWLCHIT20RE AT EFMESE , RS
EEAMNEFRBH THIE.

7. BEFlexConnectH R , REFAPHMWLCTH MG, EFAEAPRET , “ARABSE
FRAEML , XEREEAPEMNL TR UMIBHWLC TR G, MAPEMN TR LS E
APTHMHEG , XR‘FIEAPTTHARAS TEH WAL HEREA, ERIFLER , ESh
ZWLC GUI > Wireless.

Download Upgrade Role
AF Name AP Model AP MAC Status [Master/Slave)
AlR-CAPIEDZ]-A-KD 44:d3:¢2:42:31:62  Mone
AlR-CAPISDZ[-A-KS cc:ef:48:c2:35:57 Complete Simva/Loca
AlR-CAPIS0I]-A-KS cd:7l:fe:d9:0d:5e  Complete Master/Central

8. THFIBAPRERSE , ENERHER. APHIESERI MUK , EXEHIREMS3. &
B ERVEXT , FEDRERRETF XK, 2HRRER , APREEHED , HE
RAMTHOMREG, ENEHE , APEFTMATEFRAMRERT KRS

PR i
. EAP%E R E#FlexConnect A M EFMNAF AP S#HITH
- AEINMNERESHWMAPT AR MNEZAPHE , ERMAPFEAREIER T 2N EAPE
R THAPBR,
- MBEMAPHTFERFERLENETAPTHBREG | ©REEIWLCLUIREUHT IR &,
. X{UER FCAPWAP AP,

#EFlexConnecti® X T B3I AP

Flex 750012 LA TARANED |, LUFAPHE X 32 F FlexConnect:

- FHER
- BRI EIRESR

FEHRK

EXEREFELBTH , FERAFXNESPIAPRITER,



1. S ZEWLC GUI > Wireless > All APs , AARIEEAP,
2. ¥ FlexConnectfE HAPE R , S % HApplY-
3. EHMAPER S HAPEH S,

All APs > Details for AP3500

General i Credentials _E Interfaces E High Availability |

. General
AF Mame AP3500
Location default location
AP MAC Address 00:22:90:e3:37:df
Base Radio MAC 00:22:bd:d1:71:30
Admin Status Cizable
AF Mode local -
| AP Sub Mode local
: Operational Status maonitor
Rogue Detector
Port Number Sniffer
Bridge
Venue Group SE-Connect -

bR TR FE Pi
BHEIWLCF & Lt A,

BRHRER

WERGEA FFlex 7500824188 , BMEACLIXE., ERXLMEAFIESERAPHENR, £BH
WCLIZ B , BiURFlex 7500 BESEMBWLCE X 2T AN B EH -

(Cisco Controller) >config ap autoconvert ?

di sabl e Di sabl es auto conversion of unsupported node APs to supported
nodes when AP joins

fl exconnect Converts unsupported node APs to flexconnect nbpde when AP joins

noni t or Converts unsupported node APs to nonitor npde when AP joins

(Cisco Controller) >

1. RINERT | B RRIIEELTEARS , WERA N Tshowis T RIE :

(Cisco Controller) >show ap autoconvert

AP AUt OCONVEIt ...t e e e e Di sabl ed

FPXIFWAPER =N, RERER. HIERN [T,



AP Mode FlexConnect v|

AP Sub Mode R

Operational Status maonitor

Rogue Detector
Port Number Sn_iﬂ:er
Bridge
Venue Group SE-Connect -

BE IR T 2 58
CLITTH, XLCLMXFEWLC 7500 L7 A,

2. 11T config ap autoconvert flexconnect CLISF R & R X IFAPE X AT B AP RN
FlexConnecti# X, £ 24k FFlexConnectsR 5= ERWAPH T Z M,

(Cisco Controller) >config ap autoconvert flexconnect

(Cisco Controller) >show ap autoconvert
AP Autoconvert . ........ ... .. Fl exConnect

(CGisco Controller) >
3. #.1Tconfig ap autoconvert monitor CLIFMEHFFTBEAP ( T HFHAPER ) HifH EEES
o EA B4 FFlexConnects 42 E X HWAPH R Z M,

(Cisco Controller >config ap autoconvert monitor

(Cisco Controller) >show ap autoconvert

AP Autoconvert .. ... ... Moni t or
& B 1%E 1 7] [3) B4 #1 1T config ap autoconvertflexconnect®lconfig ap autoconvert monitor.

FlexConnect WGB/uUWGB Xz i 2 #th 32t WLAN

M73FF IR , EFEWGB/UWGBHMWGBEMN AL/ TLE P in , FRENEER T 43 3R
WLAN LRy E B E P is TAE.

XEKE , WGBENEBNMNELR/TLEFFmAIEIAPPEE | Flex APHTHINT -

. YFlex AP FiEZENET | E&NFEIAPPEE R L ZIBHES | 2555 A B S A 1 E =
APHEEIRIAPPE R . B&/EL&EF IR REIMFlex APZ X #,

. VAP T ERE , ERLEIAPPHEE | WGB LM B LK/ TTLEF in 4MEE% M AMEUHE
. HBRBERENXT , Flex APRFELEFIRNEERXEEHIZE, ZHFlex APMIR I EK
#BEEERR , WGBRAE =X EMEE.

BLRITLEFEFIHFHHAWCBHEE , XEKRBEWCGBENEFHLELIMNEE , AAASBRIE
. AAAZE Z fFlexConnect ACL.,



- WLC EEE 45k ELE B 1] &£ #FFlex AP LHIWGB,
- WGBHIWGBEEMEFinXF8 4.
. 10S APX#FWGB:1240, 1130, 1140. 1260 F 1250,

b2
BN THR :

1. TESFHKEE , BIA[7EFlexConnect AP L R Bl E A WGBRI At R i Bl ERYWLANS A
WGB/UWGBX ¥, b4\ , WGBEHE M & F im#iFlex APHLA A it IR Bt EAYWLAN LV E @
E i, £WLAN LR RFlexConnectsith 33,



WLANS > Edit *Store 1°

|’ General ﬁ[' Security ] QoS | Advanced

Allow ABA Override

Coverage Hole Detection

Enable Session Timeout

Aironet IE

Diagnostic Channel
Overnide Interface ACL
FZP Blocking Action

Client Exclusion 2

Maximum Allowead
Clients &

Static IP Tunneling &£

Wi-Fi Direct Clients
Palicy

Maximum allowed
Clhents Par AP Radio

Clear HotSpot
Configuration

FlexConnect

D Enabled

Enabled

1800
Session Timeout (secs)

Enahled
DEnahIed
TP .Hnne v:

' Disabled

-6Ij d
Timeout Value (secs)

[VIenabled
0

[lenabled
'Disabled »

200

DE nabiled

[Pv6 | None v

ect Local
F

FlexConn

2. FAP#E 1% & H FlexConnect,

3"' Enabled




All APs > Details for AP_3500E

AP MAC Address
Base Radio MAC
Adrnin Status Enabla
AP Mode

AP =Zub Mode

Oparational Status rmonitor

General | Credentials | Interfaces | High Availability
General

AP Mame AP_3500E

Location

o Fdeaf: 3a:07 74
o Fdeaf: 5324 @0

FlexZonnect w
lacal

Rogue Detector

Port Nurmbear Sniffar
Bridge
Venue Group SE-Connect k2

3. FWGB 5 R BHWLANE ANERES

MONITOR  WLANS CONTROLLER WIRELESS

SECURTTY  MANAGEMENT

Chents
Current Filter o $ ] r]
Chient HAL Addr AP Name WLAN Profile WLAN 851D Frobecnl
o I‘.i\'_35|]|:f Sore 1 Stloee 1 Jt.'l-‘l
gl AP _IiE Shore 1 Sor 1 WA

Ui R BR o

COMMANDS  HELP  FEEDBACH

Sralus
Atiatiyhed Te: 1 L]

Rpsotited ez 1 K

Ruth Port WGH

AP ¥

4. ERBEWGBHIEHAEE , iE% Z=Monitor > Clients , ARMNEFim 5| &R P iEEWGB,

Clients > Detail

Chient Properties

MAC Addrais ol i 7d:4r: 35 08: 10

IPvdl Rddress 9.6.63.102
IPvh Rddrass
Chent Type WEE

Murnber of Wirsd Clentls) i

AP Properties

AP Addreds O Tl B3: 24180
AP Name AF_JI500E

AF Type B02.11an

WLAN Probile Store 1

Crata Switchang Local
huthenbcation Central

Status Assooated
Assocatien [D 1

BOZ.11 Authenbcation
Reston Code

Status Code

CF Pallable

CF Poll Reguest

Cpen System

1

1]

Not Imnplermented

Hot Implemented

5. EREBEWGBENEL/TLEF RN IFMAFESR , FH EIMonitor > Clients , AR EF iR,



Clients > Detail

Clignt Properties AP Properties
MAC Address 00:50:b6:09:25:3b AP Address o Td:4F53: 24 00
[Pv4 Address 9663100 AP Mame AP_JS00E
IPvE Address AP Type goz.1la

WLAN Profile

Crata Sweitching Local
Authentication Cantral
Status Associated
Association ID 0

B0Z2.11 Authentication Gpean System

Reston Code 1

Status Code i
Client Trpe WGE Clisnt CF Paollable Mot Implementead
WGE MAC Address o Td=afr3a:08:10 CF Poll Request Hat Implemented

PR &l

- WGBEEMNELE P mBABSWGNAER G TR —VLANA, £ AR R ik EE B WLANEIFlex
APL  FXEXNWGBEHEHMNEFFiREHZIMNVLANT &,
- HERARBRIREENWLAN LB Flex APXERE , WGBERZXIF20MNEF % ( B&/ELk
) o LEFERIB AIEARMERAP LXIFWCBHEFHEE.
- ER AR HRE B HWLAN ERBRHWGBEHEIN F P iE A XMW E 5 HKIE,

X IFE S RadiusfRS 3%

ERRA7.4280 , FlexConnect FAIRADIUSHRSS 85 Bl B — M 12 HIE5 EAIRADIUSHRSZ SR £ /YR T
BE. ERYERPIEEMRADIUSIRSSHRAKEN17, MEI VM HEENEM , Mo X
vh RABEB ELERADIUSHRSS 88, TERRAR7.4LLfE |, AT LL#ZFlexConnect4l Bt & = RADIUS AR S5 25 Ml
ZMRADIUSHRSES , XERFE TR TR2IEHISE LREEN17PMRADIUSE B RIIRFZ N EE
IR —E 5,

B FRADIUSIRSZ s IAPE ERLE., APREREMN L LS FFlexConnectAEL &,

FlexConnectAF MM BB Ed+ ( EEL 25 £ BRADIUSHRS 255X PRADIUSARS 239 R 5l
) B AFAHBRNBREDD , ZEE® D FERH RSP U X Z 243 E Flexconnectd AR EL E
RADIUSHRS 85,

HE

. X FlexConnect4 Bt B ERADIUSIR S 22 M Z PRADIUSHRSS 88 , ZIRSEFAIRERESR T
ETFTRADIUSERRIERSI[HERBIIERD,

- AARINEIWLC LAY —RADIUSEIRFZ BN R ABER THELAEF A LEEMFlexConnectA &
FeLA2, Bl , BAFlexConnect B —NERADIUSHRS 85 M — N #BIRADIUS AR S5 850

- MELBTRRZAS 27 ARV B A R T 2 S BEMRADIUSELE = Ko

- RIFMERERADIUSHRS 85 , M EMIBRHBIRADIUSIRS 88, X SRADIUSHRSS B3 /Y 2|l



FlexConnect4A Bt & — 3.
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1. RAR7 A2 BINERBEREN ., FAAASHRIEEE T&RS A E 171 RADIUSIRS 25,

MORITOE  Wilks CDATROLIER WHIESS JSOOEITY SAGLGISIAT CODHMANDE  WEF  (EEDEAT
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- [T - Syw Mkl deigepns 184
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RADIUSHR S 28/ T $I 51 3k 5 FlexConnect4 < Bk,

Eaym Comfiggration Py Lagpst
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f Monitor * Reports * Configure = Services

Add Controllers
Configure = Conbroldlers = Add Controllers

Genaral Parameters

Add Formak Type Device Info i
[P Addresses . I 3L
Network Mask 255 A5 2550

!—l Verify Telnet/SSH Capabilitias A

SHMP Parameters ‘W

Version vae "
Retnes 4

Timecut 10 [#aei)
Comrmunity (S )

Telnet/'SSH Parameters b

User Mame achmin
Password ——
Confirrn Password ——
Retrias 3
Timeout (1] [Eecs)
OK_ || Carcel |
Controllers

Seleci [l T8
Corfigrs » Controlers Telect & commuard
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