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. BRIDNAZEH

ERRNAH
AP ERET U TRENELRA :
- 9800-L#2HIZFHRA<16.12.25

ANHEHPHEEHRETREXRREREFHNRBZEEN, AXEFEANARRZRAERAR
(BN ) BE. MRENMELTEIRS , FHRETHRAERTHIBERRE,

ERER

WebHHRIER—TEENEIRFHRIESZE , TREBERFRBFRKAREF. X7
a)fEAC9800 WLC LM ER" T E ( LR HFITIEN )
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O)ABRFELEENBENERRI
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. https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-qguide/web-
authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-
controllers/m-external-web-authentication-configuration.html
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EARpH  SARENEIFPEESRANAEREFHER , BEEEEETNPELR.
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https://www.cisco.com/c/zh_cn/support/docs/wireless/dna-spaces/215286-dna-spaces-and-ewc-direct-connect-confi.html
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= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

B=L  {IARFMNENFRERE  SERNHEEZ LEAN=1TER , AR5 HSSID:

https://dnaspaces.io/captiveportal/porta

Captive Portals

Import Portal |

No portal Created

nvite new Portal Members or madify permissions for existing ones from the Portal section

¥ =2 : ¥ Himport/Configure SSID , % CUWN(CMX/WLC)EJ “Wireless Network”3E 8 3 i A
SSIDE :

[ import/Configure SSID |

[0 Cisco Meraki SSIDs

SSID Configuration

Cisco Aironet SSIDs

9800#2 8% £ ACLMURLYY i &R &d i

EEREFHRIEZE , FATRETLEFRHREBEAMG . EWebHBRIEFERT , BT K
SORIE , BEFFREZTMSSID , Pyt , ARREFRKEKEERRSBE
Webauth_reqd’R7#. BATE/FiwERETEHRIE , HEt2EFRKEEF HIPHIUNAAERE , 8



DHCP. DNSHIHTTPB (XEFRELWEBHEEMN ),

ERIAER T , IREWeb-auth WLANET |, 98002 8B FERB TN H B RIEACL, XLEFHIBACLA M
DHCP, DNS*[I/)H.H91\i|3Web§'ﬁB_LlJ.—|:HER%§E’JumEo MEERH 2B EMhttpRE—HFEEM

1E| , MRFEAWREFATTPREXEEY , WA NEEMSBRIEACL, A5 , EFEEU
BERLME HRIEACLHRNE ( NEES E’J%ﬁﬁ?#‘) HRFEENF RN ERITY Fo

HER1ARW S BIR ERIBACL

CLI B iE

Andr essi - 9800L#show ip access list

Extended IP access list WA-sec-34.235.248.212
10 permit tcp any host 34.235.248.212 eq www
20 permit tcp any host 34.235.248.212 eqg 443
30 permit tcp host 34.235.248.212 eq www any
40 permit tcp host 34.235.248.212 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any

Extended IP access list WA-v4-int-34.235.248.212
10 deny tcp any host 34.235.248.212 eq www

20 deny tcp any host 34.235.248.212 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

WA-sec-34.235.248 212 —RiXHFFAAKN , A ER— N E3IWeb & 4 KIE(WA)Z £ (sec)ACLE ]
Fip“34.235.248.212" ZEACLEXL T AWTMAR (EATHN ) IEFHNAR ( EIELE )

Wa-v4-intR#ZBACL , BIMEEACLREEMBACL , EXBLENBTREFICPURITEEM ( E AT
) REMBLENBRETBIEFE (EHELHN )

WA-v4-int34.235.248 2128 %A N AT RBEZFHNARE , FHECIDNAZETFIP

34.235. 248 212MHTTPARERBERBETE L ( MAEFRELRE , REBXABETH) -
FrFRBEHTTPREKXKIZZICPU ( BR T HWebfRS 2B RSWELIPTRES , EEBERA ) - ,\ﬂﬂ*i
HRENRELBIEFLE,

WA-sec-34.235.248.212 o i K F B EWeb B 0 1 UE S Fh iR 5% B B HIDNAZEH IP
34.235.248 212IHTTPHIHTTPSHE £ , LJL.'LLFDNSﬂIDHCP/JlLi#%ﬁE%mLEo EEEN
HTTPHREEZIAMACLZ B EHEE , L ETEHRHEACLEES

¥ EREACLAE A YFRIDNAZ BV IPH#E YL | B1EACLEL BZP 20 T HIFEDNAZE 6 L 2
SSID”BﬁJ‘E’J%yFEFﬁ'JEE’JSSID'?iﬁCoanure Manuallyi£ 5, —MNREMTXEREN
“DNAZE 8] {5 F B L2 1 P 3t 31t 40 5

DNAZE B EHA2/MNPHbit , HEFBIHPHNFH IR F—NIFIP, ERAFNEZHTTPRIFRRTM
S HWIriAE fﬁ%EEmURLLF%ﬁ , ZTERAESEEURLEE S P A HURLK M st AE<
E’JIPZ#JMi&l_EJZ?“Eﬁ (EEM ) ML (MBHRKIE ) ACLHRE. IAKITDNSIER |, £9800%%
HIXLEURLAY P31k H R E B SR N EJACL,



FZH  BBEURLYIEEA AL FDNAZE B, SZlConfiguration > Security > URL Filters , /i
+AddHEBFI KRB , ILBPRE-AUTHE R KR | #24ENPERMIT,URLsplash.dnaspaces.io ( #15R
FEAEMEAITF |, Mi%EF.eu)

Add URL Filter x

List Name* DNASpaces

Type PRE-AUTH v

pion

URLs Enter a URL every newi‘li
splash.dnaspaces.io I

CLIEE :

Andr essi - 9800L( confi g) #furlfilter list

Andr essi - 9800L(confi g-url filter-parans)#action permit
Andr essi - 9800L(confi g-url filter-paranms)#url splash.dnaspaces.io

AT LU SSIDEL & 1 £ ARADIUS BR85S~ E ARADIUS BR S5 88, MR &iRIFLERTH, PR HIER
FTo& A E InternetE R EI M &[T AN ENRESSEE , WEEFEARADIUSIRSHBEE
SSID , BNFEEMFEARADIUSHRS 8. MAELE & ZIEDNAZR LHEHITF,

DNAZE ] L& BRADIUSERF B R FIM &1
98002 5|88 £ I Web & {710 1F 2 MM 51 &L R

TE1LSMIBEE>RS> WebFHBRIFE , 2 H+RMUCIBRFNS KRS, ERENBOF , BiE
SHME B, ARFiEEConsentfEREH -



Create Web Auth Parameter #®

Maximum HTTP 1-200
connections
Init-State Timeout(secs) 60-3932100
Type [ consent v ]
o

B BHEL-—SHRENSHIS , SMElAdvancediE T+ , S ARedirect for log-in
URL. Append for AP MAC Address. Append for Client MAC Address, Append for WLAN SSID
and portal IPv4 Address , BIEFR , B HUpdate & Apply:



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




X ZREUS S TTURLFIPVAEE @bt , 5 EHDNAZE B SSIDIA E # A Configure
Manually ( FHEE ) £, AR EMDNAZETFERBNURL 2 "X 5317 7 388

3% Cisco DNA Spacesi /= Al SUBRHT R NP3t | 8980012 488 R Ao W Fl & —NPib ik
IRREPE—IPHU HES RS EFEBE RN T, IPv4tbiL,

¥ R EEUPVARIPVEHb i ERE £ B Web B R RIFSHM S FEE, WMRAKEBER
IPv6 , EFImERNASHEEREINZHTF , MA2EEMNDNAZETF, XIS MIARLE
EEMIPHERER, “192.0.2. 1”0 LAB &N EEIPv4 , TIFE80:0:0:903A::11E4ELE 7 EE #L
IPV6, BRTXLEIP, RUBIBRASEEHFEAETIP,

CLI B &

Andr ess
Andr ess
Andr ess
Andr ess

Andr ess
Andr ess
Andr ess
Andr ess

Andr essi -
Andr essi -

- 9800L( confi g- par ans- par anet er -

- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -

9800L( conf i g- par ans- par anet er -
9800L( conf i g- par ans- par anet er -

980032 |88 L SIESSID

-9800L( confi g) #parameter-map type webauth
- 9800L( confi g- par ans- par anmet er - map) #type consent
- 9800L( confi g- par ans- par anet er -

map) #timeout init-state sec 600

map) #redirect

map) #redirect
map) #redirect
map) #redirect
map) #redirect

for-login

append ap-mac tag ap_mac

append wlan-ssid tag wlan
append client-mac tag client_mac
portal ipv4

map) #logout-window-disabled
map) #success-window-disabled

SRS BEB-FSNEEXH> WLAN , 25+, BEREXHEH. SSIDHER
WLAN. #{RSSIDE#H5#EDNAZH LAIESSIDERS STRIFPEEN B FHHEE.



Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

E=% . SiESecurity > Layer2, fFLayer 2 Security Modei® &} None , B8{RMAC Filtering&k F
B RRS.

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

. Fast Transition | Adaptive Enabled w '
Layer 2 Security Mode None v
Over the DS
MAC Filtering
Reassociation Timeout | 20
Transition Mode WLAN ID o

E=% . SMEISecurity > Layer3, /5 FAWebXKE , BEEEWeb & AR IFS RS, FHApply to
Device,



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3| AAA

Show Advanced Settings >>>

Web Policy v
Web Auth Parameter Map DNASpacesPM v
Authentication List Select avalue » | ()

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local'
exists on the device

#9800 2% L Eo IR SR M B W S04

F 1.5 fnElConfiguration > Tags & Profiles > Policy , #AE B 22 %7 #Y 5K BE B & S 4 = F BRIA K B
BB X, 1A EREE(Policies)iET+H , BEZE FiwVLANF R MURLE RS,

Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
Local Subscriber Policy Name v IPva ACL ‘ . ‘
WLAN Local Profiling IPv6 ACL ‘ v ‘
g:gg;:ﬁg;%tgnof Device Disabled (&) URL Filters
HTTP TLV Caching Pre Auth ‘ DNASpaces v \
DHCP TLV Caching Post Auth ‘ v ‘
VLAN
VLAN/VLAN Group \ VLAN2672 v \
Multicast VLAN ‘ Enter Multicast VLAN |

12980012 Hi25 L BO M REHRIC

SRS HMEBEE>AR B H>RRg 0N RBARCREARIARBEIRIC, FHWLANBRS
B RBEARIC P BV RBG BB S Mo



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

FBH  NERBIRICN A TAPLL #ESSID, S E|Configuration > Wireless > Access Points , 1%
BAERBNAPHRNMEKEIRC, XS HAPEH /S 31 HCAPWAPRSIE iR B 2198002 425




General

General

AP Name*
Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status
Fabric Status

LED State

LED Brightness
Lewvel

CleanAir NSI Key

Tags

Interfaces

High Availability

| 9117-andressi

| default location

0cd0.1894.12¢0

0cd0.f894.118¢c

| Local

Registered

Disabled

E

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Inventory

Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

I0S Version

Mini 10S Version

IP Conhig

CAPWAP Preferred Mode

SLAAC IPv6 Address

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

16.12.2.132

N/A

N/A

N/A

1.1.2.4

16.12.2.132

0.0.0.0

IPvG

2001:172:16:30:ed0D:f8ff:fe94:118c

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag |
CLI & :

Andr essi - 9800L( confi g) #wlan

Andr essi - 9800L( confi g-wW an) #no security wpa

Andr essi - 9800L( confi g-wW an) #no security wpa akm dotlx

Andr essi - 9800L( confi g-w an) #no security wpa wpa2 ciphers aes
Andr essi - 9800L( confi g-wW an) #security web-auth

Andr essi - 9800L( confi g-wW an) #security web-auth parameter-map
Andr essi - 9800L( confi g-w an) #no shutdown

Andr essi - 9800L( confi g) #wireless profile policy



Andr essi - 9800L(confi g-wi rel ess-policy)#vlan <id>
Andr essi - 9800L(confi g-wi rel ess-policy)#urlfilter list pre-auth-filter

Andr essi - 9800L( confi g-wi rel ess-pol i cy) #no shutdown

Andr essi - 9800L( conf i g) #wireless tag policy

Andr essi - 9800L( confi g- pol i cy-tag) #wlan

ZEDNAZ H - EBRADIUSER S BB EIM K
S DNAZEHIRADIUS RS 88X 15 3R B 12 41 2 MIPAP B B R E .

980012 B8R L fyWebZ B HF S B B

SER1NEME G HRIESHME . S ZConfiguration > Security > Web Auth , #£H+Add , AF
BESHMHA AN , REEFEwebauthfEN LR -

Create Web Auth Parameter x
Parameter-map name® DMASpaces-PM

Maximum HTTP 1-200

connections

Init-State Timeout(secs) 60-3932100

Type | webauth v |

+ Apply to Device

B REESBRIPEENSHES , £HAdvanced , RS ARedirect for log-in, Append
for AP MAC Address., Append for Client MAC Address. Append for WLAN SSID and portal IPv4




Address, #ifiUpdate & Apply:



Edit Web Auth Parameter x

General Advanced

Redirect to external server

Redirect for log-in hitps://splash.dnasp |

Redirect On=-Success |

Redirect On-Failure |

Redirect Append for AP MAC Address ap_mac |
Redirect Append for Client MAC Address client_mac |
Redirect Append for WLAN SSID wian |
Portal IPV4 Address 34.235.248212 |
Portal IPV6 Address XX |

Customized page

Login Failed Page r g
Login Page | . r g
Logout Page r
Login Successful Page &

w0 Gancel ol Update & Apply




3 EFREUE s WURLMIPVAE E @ #b 3 |

LB

| R HFEDNAZE L BIZSSIDED HEWLCE

BE P Al ESSIDE & 01 22 175 (7] 122 5l 51| TR B E F 4 T R Configure Manuallyi& i ,

X : Cisco DNA Spaces| 1/ A U4 R B NMPH st , 18980038 HIBF/ S Bl iR — NPt it
, —MNROEZFSBMS P ERRNEMA—/MPibat/ER T IPv4stbit,

AR BREZRWeb S HRIES KRS F ErSE B ELNIPvARIPvEit i, 405 K EC B RE 1
IPv6 , EFinANSRKEEMRRNII T MAREERNDNAZHITF, XRELARLEE
ERUIPHRE, “192.0.2.1" 7] LABLE N E#IPv4 |, THFE80:0:0:903A::11E4EL & 1 EE#LIPV6,

BRTXEIP, ROBIBRAXBEHERAEEIP,

CLI B &

Andr ess
Andr ess
Andr ess
Andr ess

Andr ess
Andr ess
Andr ess
Andr ess

Andr essi -
Andr essi -

- 9800L( confi g- par ans- par anet er -

- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -
- 9800L( confi g- par ans- par anet er -

9800L( conf i g- par ans- par anet er -
9800L( conf i g- par ans- par anet er -

9800#2 88 L WWRADIUSHR 2R B &

-9800L( confi g) #parameter-map type webauth
- 9800L( confi g- par ans- par anet er - map) #type webauth
- 9800L( confi g- par ans- par anet er -

map) #timeout init-state sec 600

map) #redirect

map) #redirect
map) #redirect
map) #redirect
map) #redirect

for-login

append ap-mac tag ap_mac

append wlan-ssid tag wlan
append client-mac tag client_mac
portal ipv4

map) #logout-window-disabled
map) #success-window-disabled

HBR1:BLERADIUSHRS 88, Cisco DNA Spaces7 ZiRADIUSERSS 2Rt TR S HRIE , B X

25

AP HTE R, S BlConfiguration > Security > AAA , R Ei+AddH Bt B MRADIUSR S



Create AAA Radius Server

Mame* DNASpaces1
IPva | IPvE Server Address™ 34.197.146.105
PAC Key

Key Type o

Key* | .
Confim Key* | eeee—
Auth Port 1812

Acet Port 1813

Server Timeout {seconds) 1-1000

Retry Count 0=-100
Support for CoA

3 BEREERS S MBI RS BSMRADIUS P MZ747 |, & R HEDNAZ A Loz
SSIDEB % 8355 FH BB SSIDA M Configure Manuallyi: 3 , 2 J5 51 ZRADIUS Server
Configuration&f 4o

Y : BLERADIUSERFZ A H R MAMRADIUSHRS 85, S ZlConfiguration > Security > AAA
> Servers / Groups > RADIUS > Server Groups , # ii+add , ¥Server Group name, MAC-
Delimiter as Hyphen, MAC-Filtering as MAC , A5 7 BB MNRADIUSRSS &5 :



Create AAA Radius Server Group

Name* ‘ DNASpaces |
Group Type ‘ RADIUS |
MAG-Delimiter | hyphen v |
MAG-Filtering | mac v
Dead-Time (mins) ‘ 1-1440 |
Available Servers Assigned Servers
DNASpaces1
z DNASpaces2

| Apply to Device

F=F .  MEBSMRIESEIR. SHEConfiguration > Security > AAA > AAA Method List >
Authentication , R E+add. BELEFEFIREN , EFloginfE REKBE H »ERFERA !




Quick Setup: AAA Authentication

Method List Name*

Type* login v

Group Type group v

Fallback to local

Swailable Server Groups Assigned Server Groups
radius . DNASpaces
ldap

tacacs+

" Apply to Davice

ENE - MERNFZEIIR. SHEIConfiguration > Security > AAA > AAA Method List >
Authorization , Sth+add. BB ETIFREBH , EiEnetwork{E LB H 9 ELARSERA -




Quick Setup: AAA Authorization

tacacs+

Method List Name* | DNASpaces

Type* | network

Group Type | group

Fallback to local L]

Authenticated ]

Available Server Groups Assigned Server Groups
radius DNASpaces
Idap

1£9800#2 4|88 L 8IZSSID

SRS EESRENEBIH> WLAN , 25H+5MN, BEEEREXHEF. SSIDHEA

WLAN, #{RSSID®&#5EDNAZ A L BIESSIDER S HERIPELE R B FHEE,




Add WLAN x

General Security Advanced

Profile Name* | 9800DNASpaces | Radio Policy | All v |
SSID* | 9800DNASpaces | Broadcast SSID
WLAN ID* | 3 |

Status ENABLED . I

=1 Apply to Device

E=H . SME|Security > Layer2, FE2EZ£EXZE SNone , B AMACTEIEH R TN FIFK

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

; . Fast Transition | Disabled v |
Layer 2 Security Mode Mone v ' )
Qver the D3
MAC Filtering v
Reassociation Timeout

Transition Mode WLAN ID 0

Autharization List* | DNASpaces v

= Apply to Device

=% . SMESecurity > Layer3. /5 AWebXKE , Bl EWeb & 7 K iE S R 5 7 & 175010 51 ko
B AMacid 88 KW H R Nl & 1 BIFACL, & EApply to Device.



Add WLAN

‘

General Security Advanced

Layer2 Layer3 AAA

<< Hide
Web Policy v
On Mac Filter Failure o
Web Auth Parameter Map | DNASpaces-PM v |
L J Splash Web Redirect
Authentication List | DNASpaces v | o
| J Preauthentication ACL

For Local Login Method List to work, please
make sure the configuration ‘aaa authorization
network default local' exists on the device

IPva ‘ DNASpaces-ACL | v ‘

IPv6 ‘ MNone v -

= Apply to Device

#9800 3% L B0 IR SR e e M S04

F 1.5 M 2 Configuration > Tags & Profiles > Policy , A5 & 22 Y 58 B& B B 3044 2 A BRI R BE
B . TETA KBS (Policies)i®FH , ELEZE ik VLANF R IMURLE RS .

Edit Policy Profile ®

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL

Local Subscriber Policy Name ‘ v | IPva ACL ‘ v |
WLAN Local Profiling IPv6 ACL ‘ v
g:ggglfiéantgnof Device Disabled (&) URL Filters

HTTP TLV Caching Pre Auth ‘ DNASpaces v
DHGP TLV Gaching Post Auth ‘ v
VLAN

VLAN/VLAN Group | VLANZ672 |

Multicast VLAN | Enter Multicast VLAN |

=4 : f£Advancedit T+ |, /5 FAAA Override &2 Mt Bt E 2k 5 E 53K -



Edit Policy Profile x

General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile -
Session Timeout (sec) | 1800 Umbrella | Not Configured - |
Parameter Map : .
i 300 f )
ldle Timeout (sec) | mMDNS Service ‘ default-mdns-servici »
Policy - =
Idle Threshold (bytes) | 0 ear
Client Exclusion Timeout (sec) [« | &0 botes L nm b
VLAN Central Switching
DHCP
Spiit MAC ACL ‘ v ‘
IPvd DHCP Required : !
Air Time Faimess Policies
DHCP Server IP Address
Show more >5> 2.4 GHz Policy ‘ v ‘
5 GHz Policy ‘ v ‘
AAA Policy . J
I Allow AAA Override v
NAC State
Palicy Name | default-aaa-policy x » '
Accounting List | DMNASpaces x| ¥
Y
98002 |87 L Bl MR BEHR 1T

SRS MBEESFR MR B>, 0N RBARCREARIARBEIRIS, FWLANBRS

FIRBEARIC P A RBE BB X



Add Policy Tag

MName* | DMASpaces-PT |

Description | Enter Description |

V¥ WLAN-POLICY Maps: 1

— Add
WLAN Profile ~ Policy Profile w
I 9800DMASpaces DNASpaces-PP I
1 | 10 « | itemns per page 1 -10of 1items

RLAN-POLICY Maps: 0

= Apply to Device

FBH  NERBIRICN A TAPLL #ESSID, S E|Configuration > Wireless > Access Points , 1%
BAERBNAPHRNMEKEIRC, XS HAPEH /S 31 HCAPWAPRSIE iR B 2198002 425




General Interfaces High Availability Inventory Advanced

General Version
AP Name* | 9117 -andressi ‘ Primary Software Version 16.12.2.132
Location® | default location ‘ Predownloaded Status N/A

Base Radio MAC 0cd0.f894.f2¢0 Predownloaded Version N/A
Ethernet MAC 0cd0.f894.118c Next Retry Time N/A
Admin Status Boot Version 1.1.2.4
AP Mode | Local v | I0S Version 16.12.2.132
Operation Status Registered Mini 10S Version 0.0.0.0
Fabric Status Disabled IP Config

LED State CAPWAP Preferred Mode  IPvG

LED Brightness E | SLAAG IPv6 Address 2001:172:16:30:ed0:{8ff-fe94:118c

Level

CleanAir NSI Key

Tags

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Static IP (IPv4/IPvE)

Time Statistics

Up Time

Controller Association Latency

11 days 22 hrs
49 mins 12 secs

3 mins 44 secs

Policy | DNASpaces-PT v ‘

Site | default-site-tag v ‘

RF | default-rf-tag v ‘
CLIEE :

Andr essi - 9800L( confi g) #wlan

Andr essi - 9800L( confi g-wW an) #ip access-group web

Andr essi - 9800L( confi g-wW an) #no security wpa
Andr essi - 9800L( confi g-wW an) #no security wpa akm dotlx



Andr essi - 9800L( confi g-w an) #no security wpa wpa2 ciphers aes
Andr essi - 9800L( confi g-w an) #mac-filtering

Andr essi - 9800L( confi g-w an) #security web-auth
Andr essi - 9800L( confi g-w an) #security web-auth authentication-list

Andr essi - 9800L( confi g-w an) #security web-auth on-macfilter-failure
Andr essi - 9800L( confi g-w an) #security web-auth parameter-map
Andr essi - 9800L( confi g-w an) #no shutdown

Andr essi - 9800L( confi g) #wireless profile policy

Andr essi - 9800L( confi g-wi rel ess-pol i cy) #aaa-override
Andr essi - 9800L( confi g-wi rel ess-pol i cy) #accounting-list

Andr essi - 9800L(confi g-wi rel ess-policy)#vlan <id>
Andr essi - 9800L(confi g-wirel ess-policy)#urlfilter list pre-auth-filter

Andr essi - 9800L(confi g-wi rel ess-pol i cy) #no shutdown

Andr essi - 9800L( confi g) #wireless tag policy

Andr essi - 9800L( confi g- pol i cy-t ag) #wlan

iR+ RSHmE

FHENDSR  STXEGTUAWHTIPSEER , BREIE , NRBEFIRBERSHITESIM
FIIPRNASHEFENCPUERRABLREIERES , WAFEERFWHTTPSREREE
[, it , BRBEH#TEE , RIEFTEHEERARSL

Andr essi - 9800L( conf i g) #parameter-map type webauth global



Andr essi - 9800L( confi g- par ans- par anet er - map) #intercept-https-enable

X | BEE A T Cisco Catalyst 9800 R 5l Fo4k 13 i 88 HH R 3 A B S IPHY B X SSLIEF,

SR REN pI2HERIEB XK EFERTFTPRS SR , Tt UERIER I RERED
98001225 :

Andr essi - 9800L( confi g) #crypto pki import

B2 ENERFIEPRETWeb S B RIISHRY , BEITUTHT

Andr essi - 9800L( conf i g) #parameter-map type webauth global
Andr essi - 9800L( conf i g- par ans- par anet er - map) #trustpoint

FEDNAZ [ L8127/
B 1: R EDNAZE [ 42 51 AR 1958 B P

= Cisco DNA Spaces

ACT - Leverage Digitization toolkits to Act on Insights.

Captive Portals Engagements

O ACTIVE CAPTIVE PORTALS O ACTIVE ENGAGEMENTS

=% : Bi§iCreate New , AP BMHERAUFERTFHINLE :

Import Portal Create New

No portal Created

nvite new Portal Members or modify permissions for existing ones from the Portal section



= ARSGORIUERE  RERBEENFERNLEREEHRNASD , AREREALTH
FEREPOEE. BET—2"

© &) : 4 x

Portal Information Authertication Data Capture User Agreements

SELECT THE AUTHENTICATION TYPE

No Authentication

Visitons do not need o werdy ther identiy 10 access the imemet

[ Display Data Capture and User Agreements on portal home page

[ Allow users to Opt in 10 recee massage

B
=) (o=

ENYS BEBEBRTE, MEEHRKEAFHEE |, i Enable Data CapturetE , AFE
ii+Add Field ElementSUR AT EN FR, £EHT—5

© o 2] ‘ X

Partal Information Auhentication Data Captinge User Agreements

[] Enable Data Capture

Form Fields

+ Add Field Element

Save « Prev Next >

#£HY : P Enable Terms & Conditions , /5 % t:Save & Configure Portal:

o o o o X

Poral Infarmation Authensicatian Data Captare L A

This section allows you to enable and confrgure Terms & Conditions and Privacy policy Statements.

TERMS & CONDITION MESSAGE

@ | English
D@ B & @~ QbW
B I USMXx| L &= &= "m HlEE=EE N = = Qmm=E Q=
Stykes - | Format - | Fomt - | sie - | A- B-| & D

WI-FI Terms of Use, Last updated: September 27, 2013.

These Wi-Fi Terms & Conditions Of Wse (the Wi-Fi Terms) togather with the TERMS OF USE govem your use of the Wi-Fi service.

Description of the Service

The Service provides you with wireless access 1o the Inlermet within the premises. We do not, as an ordinary practice, proactively mondtor the activities of those wha use the Service of exercise any edilorial control over any maerial transmitted, hosted
of poeted using the Senvce 1o evsure that users comply with these Wi-Fi Terms andior the Law, although it reserves the right to da so.

- 3
[ Save [ & Prev Save & Conflgure Portal

BAL  REFTERENS , RERE:



PORTAL EDITOR - Solect a secton 1o conig

Brand Name

Welcome Message

Notice

Data Capture

Q

9 ¢ 1w 9

Venue Map
Videos
Feedback
Help

Get Apps

Get Internet

Promos & Oflers

+ Add Moduls

- WELCOME MESSAGE
First time visitor weloome e

Welcom to Cisco Mexico

Add a custom message for Repeat visitors

Hi S(firstName} Silasthame), Weloome 19 Socation »

Note
It 2y variables used in the message above ane not availabie We will default b the message
Shawwts 1oF RSt HimD ViSinors.

@ el

FEDNAZZ 1) L i 58 BRI &7~ HL
HBR1: L ETDNAZE B 2 I E AR AP B SR B P & 1] P

BoS  IABENKIRE  RERTABMETAAN

Cisco DNA Spaces

Captive Portals

O ACTIVE CAPTIVE PORTALS

PORTAL PREVIEW

P Home Screen y
Welcome to Cisco Mexico

SIGN-UP FOR WIFI

Emall Address

Mcbile Humber

ACT - Leverage Digitization toolkits to Act on Insights.

Engagements

O ACTIVE ENGAGEMENTS



- P

b Pt Active APs
Captive Portals 5 of 50

| Impaort Portal -' , Create New
STATUS LAST MODIFIED
OIGHASpacas] Draft Feb 18, 2020
PP in 0 Cages
n {1-10f1):1 pages

$ =% : B+ Create New Rule, S AMNZF: |, EFLHEEASSID,

€ Create Captive Portal Rule RULE name: 9800DNASpaces

Choose any or all of the options that apply to your rule below

When a user is on WiFi ~ and connected to 9800-DNASpaces]

LOCATIONS - Where do you want the rule to fire?

At any of the following locations

+ Add Locations

Please select at-least one location

S
\|

FOL  EZBITFUTANMNE. ELOCATIONSER 7 & T+ R Nz E. MLocation Hierarchy (
BREREN ) PIERFIENME,

Choose Locations

Location Hierarchy Selected Locations
MEX-EAST-1 1 9800L-DirectConnect X
5508-1-CMX O
@ 5508-2-Connector O

@ 5520-1-DirectConnect

] |

9800L-DirectConnect

BhL  AEBEMNEIFHRE, EXHERT , SRANEGEPN , FERIF. REREHR
o



ACTIONS
©  Show Captive Pertal SCHEDULE
Choase a Portal to be dispayed 2

SE00DNASpaces]

[l Session Duration
] Bandwidth Limit
Snam'.c-mly Pravision Internet
SNrecth provislsn intermes 2 any putherticatan

Drarry Intermet
Stop users from accessing the intemet
Tags these users as

Choose = Associate /Disassociate users 10 chosen Lags

+ Add Tags

O] Trigger AP

‘Save & Publish

MDNAZHRESERFE
DNAZE i) {85 F BB L& | Pitb ik 2

ERITEMEXENIPH#utDNAZRBIAFIIFHAR , B EIDNAZE I 7T _E A Captival Portal .
Ho, BHAMKEFAHWSSID , AREESSIDTHFHER, ACLRAIRIRETIPHbut, XERAT
ACLFwebauthSEERETHI T BYIP# 3k, DNAZE [B] 4 F H b Pt 31t Sie SS 0 328 1) S [ B9 Z 4k
NMSP/=iE#,

Eemtuns]

EHMNNBEHEONE o4 , SR7TETRTACLENLFRENIPHI, BRFERTXEREH
BIRMEMACL , AFIETIPHuEIT, XEREREXENIFAERDIP



Configure

1 Log in to the WLC Direct Connect with your WLC Direct Connect credentials.

2 Choose Security > Access Control Lists > Access Control Lists

For FlexConnect local mode, choose Security > Access Control Lists > FlexConnect ACLs

3 To add an ACL, elick New.

4  Inthe New page that appears, enter the following:.

a. In the Access Control List Name feld, enter a namae for the new ACL

Note:

ou can enter up to 32 alphanumeric characters.

b. Choose the ACL type as [Pvd.

Note:

This eption is not available for FlexConnect ACLs.

e Click Apply.

5  When the Access Control Lisis page reappears, click the name of the new ACL.

&  Inthe Edit page that appears, click Add New Rule. The Rules = Now page appaears.

7 Configure a rule for this ACL with the following wall garden ranges.

Hao Dir
1 Any
2, Ay
3 Any
4 Any

Scurce IP Address/Netmask

0.0.0.0/0.0.0.0
54.77.207.183/255.255.255.255
0.0.0.070.0.0.0

34,252.175.120/255,255.255.255

DNAZ2 B & |71 5 i BFNURL?

ERIFEAAER XK ERTFURL DNAZEATZIFHNAR , EHEIDNAZ R ER LAY
Captivall 1" H., BHEMREFHSSID , RAFLEESSIDTHFHERE.

= Cisco DNA

@ Cisco Morakl $510s

1B Cisco Aironet SSIDs

Guest

FEHIMEEE O S @ TR

URL,

SSID Configuration

LAB-DNAS

Destinatian IP Addresa/Netrmask

54.77.207.183/255.255.255.255
0.0.0.0/0.0.0.0
34.252.175.120/255.255.255.255

0.0.0.0/0.0.0.0

=]

Protocal

TCP

TCP

TGP

TGP

Source Port
Range

Dest Port
Range

HTTRS

Action

Perrnit

Permit

Permit

Permit

, EE B D, SIW7TERLHEIS00 LIS B R P ELERY



Creating the SSIDs in WLC Direct Connect
To create the SSIDs in the WLC Direct Cannect, perform the following steps:

1 In the WLC Direct Connect main window, click the WLANSs tab.
2 To create a WLAN, choose Create New from the drop-down list at the right side of the page, and click Go.
3 In the New page that appears, enter the WLAN details like Type, Profile Name, SSID, and so on.

4 Click Apply.

The WLAN added appears in the WLANs page.

5 Click the WLAN you have newly created.
6 Choose Security > Layer 2 , and configure the Layer 2 Security as None .

7 In the Layer 3 tab , do the following configurations:

a.From the Layer 3 security drop-down list, choose Web Policy .

b.Choose the Passthrough radio button.

c.In the Preauthentication ACL area, from the IPv4 drop-down list, choose the ACL created earlier.
d.Select the Enable check box for the Sleeping Client.

e.Select the Enable check box for the Override Global Config.

f.From the Web Auth Type drop-down list, choose External .

g.In the URL field that appears, enter the Cisco DNA Spaces splash URL.

https:ffsplash.dnaspaces. eufp2/emeabru2

DNAZ H Y RADIUSIR S BRI AE B R XL ?

ETHREZTEFAMRADIUSIRE SBIPHtE AR HE%40 | B EIDNA SpaceE£ T L HCaptival
Portal ME. £HEMFELEFHSSID , RELHSSIDTHFHEE.

0 Gico Mershd S5i0%

5510 Gonfiguration

B Cies Avenet STID8

LAB-DNAS

=]

EETRMBHEDS | BTR B3 (RADIUS) , B75 K EE2EIP/#% O F A FRADIUS & H1IE
PHERA, ICk2ALEN , ELTRI12HPNE,



7 Inthe New page that appears, enter the details of the radius server for authentication, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.

Host: 52.51.31.103,34.241.1.84
Port: 1812

Secret Key: emeab1293E2PgvilK

8  Choose Radius > Accounting.

The Radius Accounting Servers page appears.

9 From the Acct Called Station ID Type, choose AP MAC Address:SSID,

10 From the MAC Delimiter drop-down list, choose Hyphen.

11 Click New.

12 Inthe New page that appears, enter the details of the radius server for accounting, such as server IP address, port number, and secret key, select the Server Status as Enabled , and click Apply.
Host: 52.51.31.103,34.241.1.84

Part: 1813

Secret Key: emeab1293E2PqvilK

g

EEINEZETSSIDNE FIRIIRE |, 1§ S M EIMonitoring > Clients , # HiRZHMACHIEH B
Policy Manager State:

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Client Properties AP Properties Security Information Client Statistics QOS Properties
Wireless LAN Id 1 =
WLAN Profile Name 9800-DNASpacesi
Wireless LAN Network Name (SSID) 9800-DNASpaces|
BSSID 10b3.d694.00ef
Uptime(sec) 64 seconds
! Session Timeout 1800 sec (Remaining time: 1762 sec)
Session Warning Time Timer not running
Client Active State Active
Power Save mode OFF
Current TxRateSet m2 ss1
| Supported Rates 9.0,18.0,36.0,48.0,54.0
Join Time Of Client 03/11/2020 17:47:25 Central
Policy Manager State Run

TR HE R

L )

1MREHBE EWELEAREEIPEY , FRRFHEEEQIARIIS , MARES BRI HE
BREER[TF

2. MREFFIREEEMTIDNAZE LM AR EI5035 % |, FHEREDNAZE LN BEXEH
Fifi B4R,



TKITHE L% R PR

WLC 9800 Rt TR MIRERINBE, X AIRRIFZIEFABETFimEBEMEXNER, BENEANL 5
HE , AREUUERESEHIHERTRREEHBS.

F BEEENBEE , BALURRREMILNNREERLK.

EEF9800 WLCEIAWEMWERER , ATLUENSSH/TelnetiEZEFI9800 WLCHIMITIXES TR ( BRE
FMLFBRBIIAH )

SRR ERFIBEZBIAT A | AR T BUE RIBUKR £ 2 BT Y B () BR B H &

# show cl ock

FoS BERGEENET , NZFIFEFXFIABREAEVRERSGEEE, XEATUREEE
%\a}bL‘?T’lk/R*ﬂ%ﬂli ( ﬂu%ﬁ ) o

# show | oggi ng

B=F  RIERBBEATEMERASEA.

# show debuggi ng
Cisco 1 0S-XE Conditional Debug Configs:

Condi ti onal Debug G obal State: Stop

Cisco |1 0S- XE Packet Tracing Configs:

Packet |Infra debugs:

I p Address Por t
______________________________________________________ |__________

x ﬂu%éﬂﬁﬂtﬂ?&ﬂ%# )ﬂlJis‘ﬂik#ﬁﬂFm%#(MACﬂﬂiL IPibut % ) FIFTEHE
MR IEREF ARG, XSEMELRE. Bt , BWEFEHFLDERMESH

BMHL - MRAFHBImactb it RERN ZIIPHIFZAFIH |, BREFEmacit it WAL E LB AL
HRERo

# show | ogging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>} to-file
al ways- on- <FI LENAME. t xt >

BRBERREAR , WA LU X4 ERIZISNEE TFTP ARSS 25,

# nore bootfl ash: al ways- on- <FI LENAME. t xt >
or
# copy bootfl ash: al ways-on-<FI LENAME. txt> tftp://a.b.c.d/ path/al ways-on-<FI LENAME. t xt >

FERHMEL B RER



R KIZAE L (always-on) RER T BE N BIRE BB E B KBEMMBE REMN AR  NWATER%
A HBRELEN(RARE , ZRENSEESRNS ( ROIPRHEFFIRMACHLE ) REMNARAR
BRABAKIRIER. ZEEARGRAR , BRITU TSR,

TR KRE BB ARM

# clear platformcondition all

B NERENTLEFIRMACHIEE A B4,
£

TRTITRERATRERN MAC thik |, 3542 30 240 (1800 ) o BT BUL B AEK IS 12 AT A
Y5 ¥ 2085978494 ¥,

gim ||F

%

# debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

4

EE-REESAEFER , BXE M macituhiZ{Tdebug wireless mac <aaaa.bbbb.cccc> 1y

To

g

AR EFELHRSEFLRITAREINEE  RAMEATHBERNREY , HUEES

o

FB=L EUERENEESITH.

FNL  MRERINSEEN GRFBNEF B ZEIRFD , M= LR,

# no debug wirel ess nmac <aaaa. bbbb. cccc>

BN ESERFTLENEBRFLS , 9800 WLC EK— N4 , HEMNR -
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

ERL . WE MAC shubSEZNI X,  BETLAY ra trace.log EHIZIAEBARSSES , AT LB $ETE
RELER"@EH,

KERARER IR

# dir bootflash: | inc ra_trace

X HEHBIATIRS RS

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWek_Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

ERHA :

# nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMMVES. XXX ti mezone_DayWeek_Mont h_Day_year. | og
FRL  WRRBREAFERNFALE , FRENBEE , FIEAFRBAREFN BSNEFHAUE. X
FERARE R, RARNREH— *ﬁﬁémﬁéaﬂﬁzﬁﬁmﬁﬁﬁﬁﬁﬂﬁﬂﬁtﬁm



# show | ogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d>}
to-file ra-internal - <FI LENAVE>. t xt

AE UG TREREMERENMERARIERAINERER , MEAKEEH KR, ERFTRERE
BEatanEFEHSBEY , iR Cisco TAC,

&) LA ra-internal-FILENAME.txt E &I RSES , TN ERERELE REad.
T EHEINIBIRS S -

# copy bootflash:ra-internal -<FI LENAME>. txt tftp://a.b.c.d/ra-internal - <FlI LENAME>. t xt
ERHA :

# nore bootflash:ra-internal - <FI LENAME>. t xt

SR 7 WERB AR

# clear platformcondition all

AR FRERESERSIEEHARREIR R,

RZh = Y B

X2RA traceii | RREEREZZERADIUSIRS ESHISSIDET |, FEXE/ B MR RIUETEF K IhHE
RIR BN ER

802. 11X BR/ B I IE :

Associ ation received. BSSID 10b3. d694. 00ee, W.AN 9800DNASpaces, Slot 1 AP 10b3. d694. 00e0,
2802AP- 9800L

Recei ved Dot 11 associ ation request. Processing started, SSID: 9800DNASpacesl, Policy profile:
DNASpaces- PP, AP Nane: 2802AP-9800L, Ap Mac Address: 10b3.d694. 00e0 BSSI D MACO000. 0000. 0000 w an
ID: 1RSSI: 0, SNR 32

Client state transition: S COINT -> S CO ASSOCI ATl NG

dot 11 send associ ati on response. Sendi ng associ ati on response with resp_status_code: 0

dot 11 send associ ati on response. Sendi ng assoc response of length: 144 with resp_status_code: O,
DOT11_STATUS: DOT11_STATUS_SUCCESS

Associ ation success. AID 1, Roaming = False, WEB = Fal se, 11r = False, 1llw = Fal se

DOT11 state transition: S DOT11 INIT -> S DOT11_ASSOCI ATED

Station Dotl1l association is successful

IPEI L :

IP-learn state transition: S_IPLEARN_INIT -> S | PLEARN | N_PROGRESS
Client IP learn successful. Method: ARP |P: 10.10. 30.42

IP-learn state transition: S_|PLEARN | N PROGRESS -> S | PLEARN COVPLETE
Received ip | earn response. nethod: |PLEARN METHOD AR

EIEFMHRIL -



Triggered L3 authentication. status = 0x0, Success

Client state transition: S_CO |P_LEARN IN PROGRESS -> S_CO L3_AUTH | N_PROGRESS

L3 Authentication initiated. LWA

Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG

Client auth-interface state transition: S_AUTH F_L2_WEBAUTH DONE -> S AUTH F_WEBAUTH_PENDI NG
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] GET rcvd when in
INIT state

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] HTTP GET request
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Parse GET, src
[10. 10. 30.42] dst [13.107.4.52] url [http://ww. nmsftconnecttest.conf connecttest.txt]

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Retri eved user -
agent = M crosoft NCSI

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] GET rcvd when in
LOG N state

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] HTTP GET request
[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Parse GET, src
[10. 10. 30.42] dst [151.101.24.81] url [http://ww. bbc.com ]

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] Retri eved user -
agent = Mdzilla/5.0 (Wndows NT 10.0; WOW4; Trident/7.0; rv:11.0) |ike Gecko

[ webaut h-httpd] [17798]: (info): capwap_90000005[ 34el. 2d23. a668] [ 10. 10. 30. 42] PCST rcvd when in
LOG N state

SEIRFHRIUEAY , FEFIRBERUNIRE :

[ 34el. 2d23. a668: capwap_90000005] Recei ved User-Nane 34E1l. 2D23. A668 for client 34el.2d23. a668
L3 Aut hentication Successful. ACL:[]

Cient auth-interface state transition: S_AUTH F_WEBAUTH PENDI NG -> S_AUTH F_WEBAUTH_DONE

%CLI ENT_ORCH_LOG 6- CLI ENT_ADDED_TO RUN_STATE: Username entry (34E1l.2D23. A668) joined with ssid
(9800DNASpaces) for device with MAC. 34el. 2d23. a668

Managed client RUN state notification: 34el.2d23. a668

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RU



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
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