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+ 980074 LANIZE HIZBSMDNSHL S
 FlexConnectZ< tth 33 415

£ FRY4E 4+
AXEPHERETUTREFE IR

- Catalyst 980074k 3% #1835 % 5l (Catalyst 9800-L), Cisco IOS® XE Cupertino 17.9.5
- ERZEEAEF(SR), Cisco IOS® XE Gibraltar 17.6.5

« Catalyst 35603% %1 3X#: 4l , Cisco IOS® 15.2.4E10

« BARIT7AXI-B , #EAK9130AXI-B

AXHEPHNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BB, MREHMBLTENRS , FERRETRAERTHIBERE,

b B /=
B 515 /%\

AB/EBREMDNS)R—MihY , ARFRIAMAZRSREESP)NRSAFT ( ELEF IR
) ZER RS . BRSREERBERETON. Bedl. XHERAERSFRFNRE , RSAHAFHT
BRIAXERE,

mDNSH#MYEFUDP , X IPv4fEA % 05353, Macthiit01:00:5E : 00:00 : FBARIPH#: it
224.0.0.251 , XIPv6fEAim OFF02 : : FB,

MDNSEWLCHAERM TR | HFEMMX, FEEXNNERSRAEFNRS A/ LML TE—
FRPANE—NMVLAN ( 52/ ) PITHE. MREXSHEEHAFRVLANT I RSS2 45 MRS A
ET4E , WLCEAPH1TBonjourMx AZEF R B IRFSREBHNRS A ERSHFHE,

AN E T mDNS FlexConnectAA# R ¥ | EXMBER T , APFEEMDNSH XA EFRGSIRES
BEWERS , A ERSAFREXLRS,



AR BREPMMDNSEE |, FZ 54 7 fi#Catalyst 9800F L2 HlgF £ FIMDNS

P 45 ]

T MA LIRS R EFlexConnect 4 it IR IR RIBEMDNSARSS , SARERAMDNSIRSS I T4k
EFm (RSHAP ) .


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215352-configure-and-troubleshoot-mdns-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215352-configure-and-troubleshoot-mdns-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215352-configure-and-troubleshoot-mdns-on-catal.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/215352-configure-and-troubleshoot-mdns-on-catal.html

Service Providers

Vian 11
E % P ;‘.\1\ Vian 11
o

WLC Data Center Remote Location AP :’}/ o

FlexConnect \f)}
Vian 21 /kL{
/A

\\.
o\

Service User

ﬂl_y

BoE

EWLCH £ /5 /3 AmDNS
EFAPERNMDNSHX T , EEL S B AmDNSHERE AiZas,

WLC GUI

Conhguration = > Services~ > mDNS

Global Service Policy mDNS Flex Profile

mDNS Gateway IEHAHLED .]
Transport ipvd v
Active=-Query Timer (Minutes) * 30
mDNS-AP Service Palicy default-mdns-s...
Clear
mDNS£ B E

WLC CLI

WLC#



WLC#conf t
WLC(config)#mdns-sd gateway
WLC(config-mdns-sd)#end
WLC#

EFERS I RFHMDNSIRS

BLEARSS PR U AR TFEIRRIMDNSIRSS . & FIRLBMERN L@ LEE , BINFMOUT , BAFIERS
MDNSHXHEARAFBLEADOME QRS

WLC GUI

[ fig -5 Jices= > mDNS

Service Policy mDMNS Flex Profile

Service Definition

i i O service List Y| Directi.. | T | Assigned Services T
Sermvice Policy
D FlexiM IN airplay, spotify, airunes, apple-tv, airserver, web-server, homesharing
I P m— f \
Wired Fitter E:I FlexOUT ouT awplay, spotify, aimunes, appe-tv, airsenver, web-senver, homesharing

1EService ListPIEZEFTER RS

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-1ist FlexIN IN
WLC(config-mdns-s1-in)#match airplay
WLC(config-mdns-s1-in)#match spotify
WLC(config-mdns-s1-in)#exit

WLC(config)#mdns-sd service-1list FlexOUT OUT
WLC(config-mdns-s1-out)#match airplay
WLC(config-mdns-s1-out)#match spotify
WLC(config-mdns-s1-out)#end

WLC#

RRSFIRERS KK H

FEHAMEMRSHE & 7 Service List INFlService List OUT/E , FEABRSERHETEH., €HE
, ARG R o] | TWLANZK S, FlexConnectfit & 3244 F1mDNS FlexX

WLC GUI



I[ onfguration ™ »  Services = » mDNS Edit Service Policy

Global Service Policy mONS Flex Profi  >@rvice Policy Name* e e
Service List Input FlexIN v B
Service Definition
Service List Output FlexOUT r B
Service List
Location Mone -

Service Policy D sarlelraily

(0 mDNSFlexSSID.

Wiraed Filter

1

& A mDNSE MR MDNSRS FI&

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd service-policy mDNSF1exSSIDPoTicy
WLC(config-mdns-ser-pol)#service-Tist FlexIN IN
WLC(config-mdns-ser-pol)#service-1ist FlexOUT OUT
WLC(config-mdns-ser-pol)#end

WLC#

B EmDNS Flex#t & 324

EmMDNS Flex Profile® , & ZE [ {#EHAmDNSH FlexConnectZ #th 33 #tVianiZ i ZIFlex Profiled | R
SEMEF RS AP N VIan4 UK IEIMDNS Flex Profiled |, EA R IMMMDNSIREEE , LAY E
BELFXTIERS.

WLC GUI

Confhguration = * Senvices~ > mDNS Edit mDNS Flex Profile

Global Service Policy mDNS Flex Profile ReokisiNama® mDNSFlexPolicy
Sernce Cache Update Timer 1
Statistics Update Timer 1

Service Cache Update 1
Profile Name T Timer
VLAN(s) (@ 11,21
O mDNSFlexPolicy 1

1 10 Wired Service Policy mONSFlexSSIDPo.. v B




#12ZmDNS FlexConnectfi & 3 4

WLC CLI

WLC#

WLC#conf t

WLC(config)#mdns-sd flex-profile mDNSFlexPolicy
WLC(config-mdns-flex-prof)#wired-vlan-range 11,21
WLC(config-mdns-flex-prof)#wired-service-policy mDNSF1exSSIDPolicy
WLC(config-mdns-flex-prof)#end

WLC#

55 I mDNS M < #& =\ Bl EWLAN

RIANBERT , SPWLANEFIMDNSE S AEFFE, N T iLAPHEM Y BY TLIEENRS IR
SRS AP BIMDNSM x| A4 FAmDNSE R M <18 3 Bt EWLAN,

WLC GUI

[Comramraron > Togs & Frofies > wiLANs]

Edlit WILAN
ﬂ.. ) WILAN pararmenars w LS vl WAl L o NESCIRATY 108 Chasls

Selecied WLANS 1 D

O Swuws Name ner riry | Acvanced
o © P Cowe i ’ & Ay |
| m| [+ Sendceltser P ; - 0 . 5
1 . J . - N -
228 Blocking & sl - Band © ]
6 = poocoGuas O

 Swean : o : "

LALI-MAIAD) o & — .

EmDNSH<EX T EESSID

WLC CLI

WLC#

WLC#conf t

WLC(config)#wlan ServiceUser
WLC(config-wlan)#mdns-sd-interface gateway
WLC(config-wlan)#end

WLC#



BL  WIANRHEREEERSBUERNTLE M mMSSIDF MR, EE~HER , HiEE
ERWLANKEEE

FFmDNS AR S K B& B Fl FWLANZK BE

NFREBRFREFALTLAFRUER , EXWLANKNWLANERBE RS | HER LA EERN
mMDNSZEK I FEMDNS RS o

WLC GUI



Edit Palicy Profile

a D Py conk E e

Admin T Associated @ T

s Policy Tags Podicy Profie M
o [ Senvicallsar-Poscy i A y K Advanced

SendceProvider-Palicy
o @ . - ! WLAN Timeout FabicProfie O g
] & it policy- profie
1 10 » Saasion Timeout (see) BELDOD :I:' Link-Local Bridging D
mONS Sardca mONSFeaSN0Po « [
ldle Timaout {5ec) 300 Pobcy

7 EEmDNS XK R

WLC CLI

WLC#

WLC#conf t

WLC(config)#wireless profile policy ServiceUser-Policy
WLC(config-wireless-policy)#mdns-sd service-policy mDNSF1exSSIDPolicy
WLC(config-wireless-policy)#end

WLC#
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DAL IEEWLANKBE I EAELE .

~



EE  BXREHFlexConnectiti& , 27 7 f#Catalyst 98004k 12 #125 £ BYFlexConnect

TEFlexConnectZR BE B EmDNS Flex Profile

ENMMAVian, ACLEBLERFlexConnectZRBEA |, EEEEMDNS Flex Profile TN EMNATE T
FlexConnectZK RERYAP,

WLC GUI


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html

| tion - s Profies - > Flax |

Edit Flex Profile

General

Flax Profils Mams
miDSFexPolicy
mlb e Plcy

o0

LT

CTS Policy

0O 0OD0ODBQ Q00

)

2 BmDNS Flexfi & 3 4

WLC CLI

WLC#

WLC#conf t

WLC(config)#wireless profile flex mDNSFlexPoTlicy
WLC(config-wireless-flex-profile)#mdns-sd profile mDNSFlexPolicy
WLC(config-wireless-flex-profile)#end

WLC#

IS ur
MWLCHIAP , A X LR TR ELRE,
WLC Show#r$

ALUEAU TR SR EEMFlexConnect MDNSHEE & # R

<#froot>
WLC#

show run | sec ndns-sd

mdns-sd gateway
mdns-sd service-Tist FlexIN IN
match airplay
match spotify
match airtunes
match apple-tv
match airserver
match web-server
match homesharing
mdns-sd service-1list FlexOUT OUT
match airplay
match spotify



match airtunes
match apple-tv
match airserver
match web-server
match homesharing

mdns-sd service-policy mDNSFT1exSSIDPolicy
service-Tist FlexIN IN
service-Tist FlexOUT OUT

mdns-sd flex-profile mDNSFlexPolicy
wired-vlan-range 11,21
wired-service-policy mDNSF1exSSIDPolicy
mdns-sd profile mDNSFlexPolicy

ALAMERAL TSR ZEWLAN mMDNSHER :

<{froot>
WLC#

show Wl an nanme ServiceUser | in nDNS
mDNS Gateway Status : Gateway
WLC#

show wl an nane ServiceProvider | in nDNS

mDNS Gateway Status : Gateway

A LAERU T SR EWLANEKEEMDNSE & :

<ttroot>
WLC#

show wi rel ess profile policy detailed ServiceUser-Policy | in nDNS
mDNS Service Policy name : mDNSF1exSSIDPolicy
WLC#

show wi rel ess profile policy detailed ServiceProvider-Policy | in nDNS

mDNS Service Policy name : mDNSF1exSSIDPolicy

AP Showir$

A LAER AT 87 5 MAPIR R EEmMDNSHXNEE :

<tfroot>



9130mDNSAP#

show ndns profile detai

F1exIN_IN _home-sharing._tcp.local ANY
FlexIN_IN _airplay._tcp.local ANY
FlexIN_IN _airserver._tcp.local ANY
FlexIN_IN _raop._tcp.local ANY

FTexIN_IN _spotify-connect._tcp.local ANY
FlexIN_IN _http._tcp.local ANY
F1exOUT_OUT _home-sharing._tcp.local ANY
F1exOUT_OUT _airplay._tcp.Tlocal ANY
F1exOUT_OUT _airserver._tcp.local ANY
F1exOUT_OUT _raop._tcp.local ANY
F1exOUT_OUT _spotify-connect._tcp.local ANY
F1exOUT_OUT _http._tcp.local ANY

<{froot>
9130mDNSAP#

show mdns status

Global mDNS gateway:Enabled

vap_id ssid mdns_mode

0 ServiceUser Gateway

1 ServiceProvider Gateway

Active query interval:30

vap service_list_in service_list_out location
0 FT1exIN_IN F1exOUT_OUT 0O

1 FlexIN_IN F1exOUT_OUT O

Wired vlan configuration: 11 21
mdns stats timer: 1

mdns cache timer: 1

AP Sync VLAN: 10

Wired service Tist IN: FlexIN_IN
Wired service Tist OUT: FlexOUT_OUT

<#root>
9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC Last_message_time Msg_seq Is_primary_ap
3C:57:31:55:E4:28 1721178339 133 YES
0C:D0O:F8:98:1B:F0 1721178339 133 NO

U HEER



BT HITHEIER |, A XRS5 BBMDNSEFlexConnectZ it R A R [ TER IR, BSHiEE
BTS2 R 2FlexConnect A 33#: | WLCE NI EEMDNS HF E AL IE[ER,

AP SRR AMDNSMXR%E , APAIRSFIRUBERIBSHERSZSAFHERS , MAP, BRSRE
HEMRS AP LT FRINVLANAF,

BEMEEETD

s RERMEEHAZTVIian 117
« RFZAF#&EVlan 21/
« BARNMTFVian 107

RE RS RHEME

BRSRUF-BERNIMEFEEE  EREAHRNEUNNHZIENDNSEY , MBRESHE
AHEMN KRR REABHIMDNSERS ., £HRNzE , BERFSREBERABEIS , ©oaRE
mMDNS3E 2L I R 5K 8 & H X Jr 9 AR S5

TR, MMDNSMXAPR MK OWKEBIESD , ERBRSEHAFEEREXENERS. RiESRB
VLAN 117 RS IR EEAIMACHEHE R IPH il | © EBEmMDNSHMACH 4 FIP# it ( ‘@IEUDP LEY
mDNSI#% 5353 ) (W E Wit , EXRBERFZEABAIIZIHNRSHER,

TRANERISD ERENBNBIIRS , BlairplayMspotify , BEEAPA B FX LRSS HHERE
EBREF,

Mo. Time Source Destination Protocol Length Info
| 322 @0:06:084.535225 192.168.11.54 224.0.0.251 MDNS 848 Standard query response @x@2e@ TXT, cach

> Frame 322: 848 bytes on wire (6784 bits), 848 bytes captured (6784 bits) on interface \Device\NPF {CC2895A1-094C-448E-ABEL-
Ethernet II, Src: SamsungElect_45:8e:26 (e0:03:6b:45:8e:26), Dst: IPvdmcast fb (01:008:5e:00:00:fb)
» Internet Protocel Version 4, Src: 192.168.11.54, Dst: 224.0.8.251
> User Datagram Protocol, Src Port: 5353, Dst Port: 5353
v Multicast Domain Name System (response)
~ Transaction ID: exeees
» [Expert Info (Warning/Protocol): DNS response retransmission. Original response in frame 328]
» Flags: ox8400 Standard query response, No error
Questions: @
Answer RRs: 18
Authority RRs: @

Additiopal RRs: 3

ed9583d2b239afa3ied7boe7106c3710ddcfe5769. _spotify-connect. _tep.local: type TXT, class IN, cache flush
services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tcp.local
I » _spotify-connect._tcp.local: type PTR, class IN, ed9583d2b239a+a3ﬁd?b697165c3?16dd{fe§?59._spotify-connect._tcp.local|
» ed9533d2b23BaF339d?bae?166c3?19ddcfe5569._spotlfy-connect._tcp.local: type SRV, class IN, cache tlush, prlority @, we
» Samsung CU78@@ 55 TV. airplay. tcp.local: type TXT, class IN, cache flush
services. dns-sd. udp.local: type PTR, class IN, airplay. tcp.local
| _airplay._tcp.local: type PTR, class IN, Samsung CU7@08 55 TV._ airplay._tcp.local I
» Samsung CU7@e@ 55 TV._ airplay. tcp.local: type SRV, class IN, cache flush, priority @, weight @, port 7e@ee, target lo
> localhost.local: type A, class IN, cache flush, addr 192.168.11.54
> localhost.local: type AAAA, class IN, cache flush, addr feB@::e2@3:6bff:fedS5:8e26

mDNSARS R 7RSS

MAP CLIF , R LB ELRSRETES  EEMPEASEFTMMDNSELR , XABZHUT
@i



» AP#debug mdns events
» AP#debug mdns packets

<#froot>

Jul 17 23:51:32

flex ndns

Jul 17 23:
Jul 17 23:
Jul 17 23:
Jul 17 23:

51:32
51:32
51:32
51:32

push: added ptr

Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32
Jul 17 23:51:32

push:

—BAPIREARS |

kernel:

kernel:
kernel:
kernel:
kernel:

[*07/17/2024 23:51:32.0403] chatter:

[ B B s B s |

record to

kernel:
kernel:
kernel:
kernel:

[ B B s B s |

added ptr record to

*07/17/2024 23:51:
*07/17/2024 23:51:
*07/17/2024 23:51:
*07/17/2024 23:51:

cache: srv_nane:

*07/17/2024 23:51:
*07/17/2024 23:51:
*07/17/2024 23:51:
*07/17/2024 23:51:

cache: srv_nane:

gw. Recieved wired ndns packet on vlan 11

32.0403] chatter:
32.0404] chatter:
32.0404] chatter:
32.0404] chatter:

_spotify-connect

32.0404] chatter:
32.0404] chatter:
32.0405] chatter:
32.0405] chatter:

MDNSGW-EVENT :

MDNSGW-EVENT :
MDNSGW-EVENT :
MDNSGW-EVENT :

push: adding ptr record to c
mdns_ptr_db:updated TXT reco
mdns_ptr_db:added/updated PT

MDNSGW-EVENT :

._tcp.loca

MDNSGW-EVENT :
MDNSGW-EVENT :
MDNSGW-EVENT :

push: adding ptr record to c
mdns_ptr_db:updated TXT reco
mdns_ptr_db:added/updated PT

MDNSGW-EVENT :

_airplay. _tcp.loca

ERRERNRSREFEHREES,

AUEAU T TREAPREEFREFNRS

» AP#show mdns cache

RAEXEMS , T—MaHERHEXRERLUEAMDNSMXAPEREEZFHERS , ER , HHEK

o

BETXR, REETRRS. RSRERHEBAIMACHIE AR M IRELZ 31k B VLAN,

<ttroot>

AP#show mdns cache

service_name

_airplay._tcp.loca

_spotify-connect._tcp. |l ocal

Total Services:

Total Service Providers:

service_name

client_mac

2

service_provid

Samsung CU7000 55 TV._airplay._tcp.1

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._t



ap_mac ap_ether_mac wired is_rlan is_aaa_override
vl an

wlan_id ttl flags client_type record_type target site_name ap_location ssid type
Samsung CU7000 55 TV._airplay._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26
00:00:00:00:00:00 00:00:00:00:00:00 true false false
11

16 3840 132 0 12 _airplay._tcp.local PTR
ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.Tlocal

EO: 03: 6B: 45: 8E: 26
00:00:00:00:00:00 00:00:00:00:00:00 true false false
11

16 3840 132 0 12 _spotify-connect._tcp.local PTR

BERSEEBEMNRSE , BAPERERSHAGFEEEBEEY (NENSERAAR) , REH
F(E&EFR ) 2ERHER (Z12AEN ) WAREGIERENHTERIER. N TERE
BETR , RSAFPERGIF R AairplayfRS .

HTRSAFBERLERE , AEFEELTLBRBBEIRET KA RS A/ IKEEMDNSHR

o

MOver the AirflZRHR AT LAF E| |, EAVIan 21L& FF inf RS P A 4% EBEmDNSHY
802.11 B FsMACH# it FIMDNSZ 1) , 7 B MIPH# 3t 260 FAmMDNSHIIPH#s it LA K B #5 |, i O =2 UDP
5353 , HBEMDNSEHHIFERBEM. ERNR , REAFPHMACH it SEIPH it —EFEH,



MNo.

r 1954 ©1:59:92.016646

Time

Source

192.168.21.54

Des

tination

224.9.0.251

Protocol

MDNS

Length Info

264 Standard query

> 862.11 radio information
~ IEEE 802.11 QoS Data, Flags: 0......TC

Type/Subtype: QoS Data (exee28)

» Frame Control Field: @xg881

.BBe e8P 6011 088 = Duration:

48 microseconds

Receiver address: Cisco_b3:20:af (@c:75:bd:b3:20:af)

BS5 1d: C1SCO D3:20:af (0C:/5:Dd:D3:20:aT)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dcidd:s7)

...... .a.. OO00 = Fragment
0000 00ee 1101 ....

number: @

= Sequence number: 13

Frame check sequence: exeeeeeoee [unverified]
[FCs status: Unverified]

[WLAN Flags: o

> Qos control: ex1316
> HT Control (+HTC): oxeéaeb2ef

Logical-Link Control

Lransmitter address: 26:c5:15:dcidd:s57 (26:c5:15:dcidd:57)
Destination address: IPv4amcast fb (e1:00:5e:00:00:fb)

Source address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)

Internet Protocol Version 4, Src: 192.168.21.54, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Transaction ID: exeeee

> Flags: ox@ee@ Standard query
Questions: 4
Answer RRs: @
Authority RRs: @
Additional RRs:

a

Tquery)

»
>
>
»

~ Queries
_companion-link._tcp.local: type PTR, class IN, "QU" question
_rdlink. tcp.local: type PTR, class IN, “QU" question
_airplay._tcp.local: type PTR, class IN, "QU" question
_sleep-proxy._udp.local: type PTR, class IN, "QU" question

mDNSARSS A 7~ BRS51E R

MAPE A A A E BIAPA{HE IR TTAMDNSH#E 2. HIRE RERNEKRS  ZERSEL—FH
RNBFELE RWRSHEE. AEANMDNSEHZHE

» AP#debug mdns events
» AP#debug mdns packets

<#root>

Jul 18 02:
flex ndns
Jul 18 02:
Jul 18 02:
Jul 18 02:
Jul 18 02:

04: 45 kernel :

[*07/ 18/ 2024

gw. Recieved wirel ess ndns

04: 45 kernel :
04: 45 kernel :
04: 45 kernel :
04: 45 kernel :

[*07/ 18/ 2024
[*07/ 18/ 2024
[*07/ 18/ 2024
[*07/ 18/ 2024

02: 04: 45. 1824]

packet

02: 04: 45. 1824]
02: 04: 45. 1824]
02: 04: 45. 1824]
02: 04: 45. 7442]

chatter:

chatter:
chatter:
chatter:
chatter:

MDNSGW EVENT

MDNSGW PAK:
MDNSGW PAK:
MDNSGW PAK:
MDNSGW PAK:

query:
query:
query:
query:

0/ 3 ' _conpanion-link. tc
1/3 ' _rdlink. _tcp.local'
2/ 3 ' _sl eep-proxy. _udp.|
o/1"



_airplay._tcp.local

EE  EAATRIFSENWAPKRIEEANIESHEIR | 55 AR TECatalyst 9800F 4
REIEs PRI EAN T RIRESENEA S, EFEAMacBookiZEBEAIMKIEIHEIR , HFSRAX
¥4 1 Yg SEMacBook b il 3T Z2 S Y SR A b 3k

APKZIkBRSAFHMDNSER G , 2HEmDNSIER HET L& K%, MARBIEARMAC
AddfIPHbit | BFR=RIRSAF ( TLEF i ) MACHEHE | {ER | mDNS IP#iit 54ERN N &I FTE
RE—RER , XERSUHBESTLERNRSAL, , HEAEmMDNSHIEE.

MNEBEEHRAAEH , HTAPZESMDNSMXx , FItEAPINMIZEIPER 2 5 B 2 MY IPH#s 1t FN
mDNS#% A UDP 5353 #E 2 &2 ZmDNS Pt


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html

No. Time Source Destination Protocol  Length Info
r 6077 ©1:59:15.050707 192.168.10.63 224.0.0.251 MDNS 720 Standard query response

> AiroPeek/OmniPeek encapsulated IEEE 802.11

> 882.11 radio information

~ IEEE 802,11 QoS Data, Flags: ...... F.C
Type/Subtype: QoS Data (&x@028)

» Frame Control Field: exasez
.000 POO@ @010 1100 = Duration: 44 microseconds
Receiver address: ab:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Transmitter address: Cisco b2:2@:af (@c:75:bd:b3:26:af)
Destination address: a6:c¢5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
Source address: Cisco bS5:e9:d@ (@c:75:bd:bS:e9:de)
BSS Id: Cisco_b3:28:af (@c:75:bd:b3:28:af)
STA address: a6:c5:15:dc:dd:57 (a6:c5:15:dc:dd:57)
............ 800 = Fragment number: @
0000 9000 0110 .... = Sequence number: &
Frame check sequence: exeeoeaeed [unverified]
[Fcs status: unverified]
[WLAN Flags: ...... F.C]

> Qos Control: Bx@ees

» Logical-Link Control
\[?:fernet Protocol Version 4, Src: 192.168.10.63, Dst: 224.8.8.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domain Name System (response)
Transaction ID: @xeeee
» Flags: ex8e0@ Standard query response, No error
Questions: @
Answer RRs: 3
Authority RRs: @
Additional RRs: @
v Answers
» _meta_response._mdns._gateway._ap._local: type TXT, class IN
> _airplay._tcp.local: type PTR, class IN, Samsung CU7@88 55 TV. airplay._tcp.local
Samsung CU7808 55 TV._ airplay._tcp.local: type TXT, class IN

TSI I T eI e

Sk B APEImMDNS AR5 18 Bz

MBI ATELEH , mDNSIR A& E RS AR , MAEMDNSIHRN M A ERERERSAFHN
MACHb4E FIMA R AP A S BIMACHIsE, EM—EBER , I TEERNAXREE RBOFIR , N
BOBERNE—STUERY , RSAFWMACH I 2a6c515dcdd57 |, A SHMACH 1 2
0c75bdb5e9d0,

<#root>
Jul 18 02:04:45 kernel: [*07/18/2024 02:04:45.7450] chatter: mdns response packet 599 |
a6c515dc dd570c¢75 bdb5e9d0

08004500 02490000 0000fall lddecO0a8 0a3fcOa8 153614e9 14e90235 6b330000 80000000 00030000 00000e5f 6d6

BIENZERIITER T FlexConnect A #t X IMDNSEIE 27 , EF RFIREEEVIan 115 &8
B4%iERE , APTEVian 10REE | RS A F&EVian 21 E#E,



T RS R R

EEBRFRHENITESASHLRSREAFIHTEEE , ERERNMNBSEA , APEFRS
HAFENREFEIBREES, 82 EERALRSREHPEERLRLELEN , AITMDNSHXKIAPL
fAIFREUARSS

BENTERSREFZRANXET , HESEHR2. MEAEUREZHREIAN AR, BT -
Fasd , TUEEVan 11PN TL RS R AR MAET % UDP 5353 K IXHER (HABESH
MACH#buE fIPH#b i ) FIMDNSZIES , B B M@ mDNS Macit it FIP ADD , BR$5 5 answers,

MNo. Time Source Destination Protocol Length Info
| 6567 ©2:48:39.311587 192.168.11.55 224.8.8.251 MDNS 969 Standard query response 9xeeee TXT, cache
v IEEE 8@82.11 Qo5 Data, Flags: ....... TC

Type/Subtype: Qo5 Data (6x0828)
> Frame Control Field: exsgel
.000 0000 0011 9000 = Duration: 48 microseconds
Receiver address: Cisco_b3:28:ae (8c:75:bd:b3:20:ae)
Transmitter address: SamsungElect Ge:eb:@c (68:fc:ca:6e:eb:0c)
Destination address: IPvamcast_fb (91:00:5e:00:00:fb)
Source address: SamsungElect Ge:eb:@c (68:fc:ca:6e:eb:ac)
B35 1dT C1s5C0_D3TZBlae (UCl/57DdID31ulae)
STA address: SamsungElect_6e:eb:@c (68:fc:ca:be:eb:ac)
............ 2298 = Fragment number: @
091e 19@1 #8e1 .... = Sequence number: 657
Frame check sequence: @x00000000 [unverified]
[FCs status: Unverified]
[WLAN Flags: «..vvue TC]
» Qos Control: exeeee
> logical-ligk Coptrol
»| Internet Protocol version 4, Src: 192.168.11.55, Dst: 224.8.8.251
»| User Datagram Protocol, Src Port: 5353, Dst Port: 5353
w Multicast Domaln Wame System (response}
» Transaction ID: 9x@0a9
» Flags: ex840@ Standard query response, Mo error

Questions: @

Answer RRs: 1@

nuthorzty RRs: @

gl RRs: 3
~  ANSWers
» ed9583d2b239afaled7bee71e6c3710ddcfes769. spotify-connect. _tecp.local: type TXT, class IN, cache flush

services. dns-sd. udp.local: type PTR, class IN, spotify-connect. tep.local
» _spotify-connect._tcp.local: type PTR, class IN, ed9583d2b23%afaled7bee7ileeci7ieddcfes5769._spotify-connect._tep.local
e ata B C cte! . _spotlfy-connect. tcp.local: Type , class IN, cache Tlush, priority ©, wel
I » Samsung CU788@ 55 TV. airplay._tcp.local: type TXT, class IN, cache Flushl

T4 RS R EEMDNSIRS

BEAPEE , ATAE BIAPA{AIZRENTT 4 mDNSEE @ A RIFRENRY BR S5 A N B Bz o

<tfroot>

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7785] chatter: MDNSGW-EVENT:

flex mdns gw. Recieved wirel ess nmins packet

Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_nanme: _spotify-connect._tcp.loca



Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7786] chatter: MDNSGW-EVENT: push: adding ptr record to c
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:updated TXT reco
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT: mdns_ptr_db:added/updated PT
Jul 18 02:42:01 kernel: [*07/18/2024 02:42:01.7787] chatter: MDNSGW-EVENT:

push: added ptr record to cache: srv_name: _airplay._tcp.loca

—HAPEEFTRS , RaWBREE  FESELRSREHEFRSHALER-—EER , RNAPH
ML RS REFHFEFEE RSSIDEN. WREN (UKRIRL ) FRMARFEE , THELKERESR
HERAR,

<ffroot>

AP#show mdns cache

service_name service_provide
_airplay. _tcp.loca
Samsung CU7000 55 TV._airplay._tcp.local
_spotify-connect. _tcp.loca

ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.loc

Total Services: 2

Total Service Providers: 2

———————————————————————————————————————————————————————————— PTR Records --------—-—-—-—-———-—-—-————————————-
service_name client_mac ap_mac ap_ether_mac wired is_rlan is_aaa_override

vl an

wan_id

ttl flags client_type record_type target
site_nane

ap_Tlocation
ssid

type
Samsung CU7000 55 TV._airplay._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A0 0C:75:BD:B5:E9:D0 false f

11

4320 132 0 12 _airplay._tcp.Tlocal m
DNSFI ex- Si t e- TAG

RemotelLocation
Ser vi ceProvi der

PTR



ed9583d2b239afa30d7b0e7106c3710ddcfe5769._spotify-connect._tcp.local 68:FC:CA:6E:EB:0C 0C:75:BD:B3:20:A

11

1

4320 132 0 12 _spotify-connect._tcp.Tlocal
nDNSFI ex- Si t e- TAG

RemotelLocation
Ser vi ceProvi der

PTR

mDNS A F RSB E IR FAP mDNSH X N E 5B L RS 1R A (Wired Service Provider)&f % # 2 83
WELHEE , RESAFPRXIEMDNSE# , AP MDNSHEHMX , ABBRSAF XX EEFRERS A
EEMmRL,

FEmDNS AP
BNUERKRERE-NTEMDNS AP, EAFEHBLAE

1. REFBAP mDNSHIEER THEMN W RIHFIE , BREETXEHREE , XHES AP
mDNS#HEFEMEE , F# BT 2EAMDNSHES.

2. BAIWLCAXEZEMVEREKIMDNSIRS ( IRRRHUESR , RATERE , WLCTREEH
XERS ) o

FAPEAMNFEEAPHAEEH , BiSEMEAPEZ T LI KA VIan 109 :

<#root>
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4852] chatter:

MDNSGW EVENT: flex mdns gw. Recieved wired ndns packet on vlan 10

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: MDNSGW-EVENT:
Recei ved _heart beat

record. data: digest=f7adbb063c274f6e4219f3a36abf7f787075b7el
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter: seq=355
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4853] chatter:

is_primary_ap=true
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Calculated digest=f7adbb063c

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: Verified meta message
Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: [0C:75:BD:B5:E9:DO0]

Verified nessage from 3C: 57: 31: 55: E4: 28

Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: New pkt from 3C:57:31:55:E4:



Jul 18 03:26:25 kernel: [*07/18/2024 03:26:25.4854] chatter: MDNSGW-EVENT: mdns_gw_ap_mgr :: MdnsGwApMg

3C. 57: 31: 55: E4: 28

] Received _meta_heartbeat with message: seq=355,

is_prinmary=true

9130mDNSAP#

show ndns ap-tabl e

AP_ETH_MAC
Last_message_time Msg_seq

Is_primry_ap

3C. 57: 31: 55: E4: 28

1721273666 363

YES

9130mDNSAP#

EmDNS AP [ HALAPE A EAPE IS STAGHERAPATE M4 RIRHAYARSS , —EmDNSEEHK
RBRIAE - KRR EAMAP , EIRAFARS B , APRIMDNSEFBIEE R S FH :

<tfroot>

Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1021] chatter:

VDNSGW EVENT: forward_packet: sendi ng packet on vlan 10

Jul 18 03:41:26 kernel: [*07/18/2024 03:41:26.1023] chatter:

send neta packet

177 | 01005e00 00fb3c57 3155e428 08004500 00a30000 0000fall 1469c0a8 0a3de000 00fbl4e9 14e9008f 450e00

STWLCH EEmDNS APEIEEE T :

<#root>
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3127] chatter: MDNSGW-EVENT:
mins_gw_visibility

: MdnsGwVisibiTity: MDNS Stats Timer triggered



Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3128] chatter: MDNSGW-PAK: mdns_gw_visibility :: MdnsGwVi

Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3130] chatter: MDNSGW-EVENT: mdns_gw_visibility ::
Jul 18 03:35:26 kernel: [*07/18/2024 03:35:26.3131] chatter: MDNSGW-EVENT: mdns_gw_visibility ::

MinsGWi si bility: sending ndns cache | APP payl oad. Total payl oads sent - 2

FAPEWLCEAN RS RHANES S THIMNMRS , MRAP ( EARHPRELRSRMKE
) BERLREL TR THXLERS , MEHEREUX LRSI LTAGHVIan B R Bk S5 R E = & #5
o X T LIRS IRMEE , WLAN IDRBREERERIWLAN,

[Monitoring * >~ Services - > mDNS]
& Clearall
Client Y Connection Y Site Y WLAN/GLAN/RLAN T VLAN ¥
Record Name Y| TTL{sec) ¥ ClientMAC T | Type Type APMACE® T |Tag ID ID Record Data
mDNSFle.
airplay._tcp.local | 4500 e003.6b45.8e26 | WIRED Wired 0000.0000.0000 |Sie-TAG 1 11 Samsung CU7000 55
: mDNSFle
spotify- L] o 2d9583d2b239%afa30d
=Shotilyss 4500 003.6b45.8¢26 | WIRED Wired 0000.0000.0000 |Site-TAG 11 11 Sl el R L
connect._tcp.local = connect._tcp.)
1 10 v (&)

MWLC GUI¥&#ZmDNS RS

FIPmDNSHRSSFIR VPR RS

mMDNS RS 5l R M KB VTR HI M & R VFRIMDNSHRSS |, 1X B3¢ 451 5 BF 2032 8 BR 55 51 ZRIN A
OUTH R 7 ¥ BIMDNSHRSS .

EEEFREBEREREFTATNERS , BEAPHEALER
+ AP#debug mdns errors
X LEMDNSRS

« _airplay-bds._tcp.local
» _wake._tcp.local

ARV, BARE EEMDNSRS PEEN RS IR FEREMEEET,

<#root>

Jul 18 03:46:41 kernel: [*07/18/2024 03:46:41.6986] chatter:
VDNSGW ERROR:  Handl e query:
service_string:_airplay-bds._tcp.local

not allowed by policy

. Skipping it.
Jul 18 03:46:53 kernel: [*07/18/2024 03:46:53.7270] chatter:

VDNSGW ERROR:  Handl e query:

MdnsGw



service_string:6A:FC:CA:6E:EB:0C@0.0.0.0._wake._tcp.Tlocal

not allowed by policy

. Skipping it.

ARSSE X HY B E X mDNS RS EL &
MRFERKEBS IR , FERARKRSAMNEIWLCHEIMDNSE B89 kS5 E LA T -

EWLCHRMRS HERSFIRINMOUTHIERRSE |, XERS MBI MDNSIRS K BE HIX |
FlexConnect AP,

e, BNFETHEAMENBIRS , AN RS ESLERD N RS MRS FRF R R0 E E LB o
EARHIS , HES I mDNSIRS FIR A R TR RS AR R0 T AMDNS X AP IE B A A AR S5

o

Quick Setup: Service Definition

Service Definition
Name*

Description

Service Type

_wake._tecp.local

mDNS B E MRS E XL

FlexConnect mDNS#Hriz#E =



AXEFEHEMDNSH#EER , ENEXLE |, EFlexConnectZ#th 33 d | tkmDNSIERXMAPHI A
EHMAERBIETRE. EFlexConnectZA it XA I MDNSE AFZEERE , APNEANEL
TLIZWHMDNSEE R, XEHFESNEHARBNVLANFE S  XERERSEEEMNRSAF &
I F B —MNVLANF F BEIZ TTmDNS, mDNSHF#EEVIanH T EE 1T

Flexconnect mMDNSEH##

MBFELEWLANFTEZEEmMDNS |, EEMWLANBEZEEMDNS , N ] LAE 3T ENWLANE BmDNSHE
XNEF. BAMDNSEH/F , MDNST LB EZEFIWLANK IR R .

o)
& Changing WLAN parameters while it is enabled wil result in loss of connectivity for clients connected to it
Selected WLANS : 0 Advanced
O st Nome | Coverage Hole Detection = 3l Admin a
O [+] SeniceProvider
o e Senicellser ' £ - =
1 c Advertise A n O Load Balance (]
B g Action - Band S O
ulticast Bu B I Gua (]
3 Stream Multicast-dire a h
[ B DM

MDNSEHFER



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



