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AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

BRER
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BEMERTRE —FRFNHEHRIE , TR THRWLCHEFIREENESHRE, I TKHE
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M GUI :

1. B EWEHERR > SRR,

2. R i StartA /g A Conditional Debug Global State.

3. Bifi+ Add, TF—NEEBEO., WMAZTFHLE MAC Hisit, EZERMACHHEER
(aabb.ccdd.eeff, AABB.CCDD.EEEE, aa:bb:cc:dd: ee: ff&
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5. BRI , 2o EMK

6. FHA—NMHWFELHED, EHITE1078HWEER. (EXTBERT , TEBEAANIBEE
) o B EHApply to Device , HEFXHAE,

7. £ERXHE , #tHDownloadE#r,

| > Radioactive Tracal
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
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MCLI :



<#root>
WLC# debug wireless mac

<mac- addr ess>

monitor-time 600

TEbootflashA & B — N & Nra_trace_MAC_<mac-
address>_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.loghy 7 3X 4

<#root>
WLC# more bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Nbont h_Day_year. | og

XU ERBASBRSR/AET O

<#root>
WLC# copy bootflash:

ra_trace_MAC <mac-address> HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og

ftp://username:password@<ftp-server-ip>/path/RATRACE_FILENAME. txt

BABFARTRENFAEE , SRR,

FHATR
BSHEEEUNTHRIWANIERR,
MNEFRAEEEEF R

RAE P im BEWLANXKEX,
B WIRE o ER P,
]

I
. RIRE P iR AR REIL.
AR E P imES & AR,
R URE P A BRI S BB,

MWLCHY A EEF& ik

o UhwWN =


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html

AR HTHEMER  RE TS TLEED(RA)RERBE.

RAE P IR S WLANKER

<#root>
MAC: aaaa.bbbb.cccc

Associ ation received

. BSSID d4e8.801a.3063, WLAN LWA-SSID, Slot O AP d4e8.801a.3060, APD4E8.8019.608C, old BSSID d4e8.80la.
MAC: aaaa.bbbb.cccc Received Dotll association request. Processing started,SSID: LWA-SSID, Policy profi
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc Dotll ie validate ext/supp rates. Validation Passed for Supported rates radio_type
MAC: aaaa.bbbb.cccc WiFi direct: Dotll validate P2P IE. P2P IE not present.

MAC: aaaa.bbbb.cccc dotll send association response. Framing association response with resp_status_code
MAC: aaaa.bbbb.cccc Dotll Capability info bytel 1, byte2: 14

MAC: aaaa.bbbb.cccc WiFi direct: skip build Assoc Resp with P2P IE: Wifi direct policy disabled

MAC: aaaa.bbbb.cccc Clearing old call info.

MAC: aaaa.bbbb.cccc dotll send association response. Sending assoc response of Tength: 161 with resp_st
MAC: aaaa.bbbb.cccc



Associ ati on success.

AID 1, Roaming = True, WGB = False, 11lr = False, 1lw = False Fast roam = False
MAC: aaaa.bbbb.cccc DOT11l state transition: S_DOT11_ASSOCIATED -> S_DOT11_ASSOCIATED

L2 & 3 E

<#froot>

MAC: aaaa.bbbb.cccc Starting L2 authentication. Bssid in state machine:d4e8.801a.3063 Bssid in request
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS -> S_CO_L2_AUTH_IN_PROGRESS

MAC: aaaa.bbbb.cccc L2 Authentication initiated. method WEBAUTH, Policy VLAN 0, AAA override =1
[aaaa.bbbb.cccc:capwap_90400002] -

authc_list: forwebauth

[aaaa.bbbb.cccc:capwap_90400002] - authz_list: Not present under wlan configuration

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc IP-Tearn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT
MAC: aaaa.bbbb.cccc

L2 Authentication of station is successful.

, L3 Authentication : 1

EFPImIREB OO AIPH it

<{froot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_DPATH_PLUMB_IN_PROGRESS -> S_CO_IP_LEARN_IN_PROGRESS
MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE -> S_IPLEARN_COMPLETE
MAC: aaaa.bbbb.cccc

Received ip learn response. nethod: |PLEARN METHOD DHCP

L3S 350 UE

<tfroot>

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_L3_AUTH_IN_PROGRESS
MAC: aaaa.bbbb.cccc

L3 Authentication initiated. LWA

MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUT



EFPimikEIP# it

<{froot>

RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
RX: DHCPv4 from interface capwap_90400002
TX: DHCPv4 from interface capwap_90400002
RX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.
TX: DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.

on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff

on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff
on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff

< << n n < <<un un

MAC: aaaa.bbbb.cccc IP-learn state transition: S_IPLEARN_COMPLETE ->

S_| PLEARN_COVPLETE

Wigb(3:2

<tfroot>

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X.X] dst [Z.Z.Z.Z] url [http://connectivitycheck.gstatic.conlgenerate_204]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

State GET_REDI RECT -> GET_REDI RECT

[...]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

CET rcvd when in GET_REDI RECT state

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

HTTP GET request

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Parse GET, src [X. X X. X] dst [192.0.2.1]

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Param map used: | wa- paraneter_map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002

Read complete: parse_request return 8
Param-map used: Twa-parameter_map

url [https://<virtual-ip-address>:443/1ogin. htm ?redi rect=http:

Read complete: parse_request return 10



State GET_REDI RECT -> LOG N

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Sendi ng Webauth | ogin form

, len 8076

[...]

[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

POST rcvd when in LOG@ N state

[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.
[aaaa.bbbb.cccc] [X.

<

X X X X X X
X X X X X X X

.X]capwap_90400002 get url: /login.html

.X]capwap_90400002 Read complete: parse_request return 4
.X]capwap_90400002 Param-map used: lwa-parameter_map

.X] capwap_90400002 State LOGIN -> AUTHENTICATING

.X] capwap_90400002 45876/176 I0 state READING -> AUTHENTICATING
.X]capwap_90400002 Param-map used: lwa-parameter_map
.X]capwap_90400002

St at e AUTHENTI CATI NG - > AUTHC_SUCCESS

WLCAL I N A TiE L mE P iRV ES

<tfroot>

[aaaa.bbbb.cccc:capwap_90400002]

Aut hc success from WebAut h, Auth event success

[aaaa.bbbb.cccc:capwap_90400002] Raised event

APPLY_USER PROFI LE

(14

[aaaa.bbbb.cccc:capwap_90400002] Raised event RX_METHOD_AUTHC_SUCCESS (3)
[aaaa.bbbb.cccc:capwap_90400002] SM will not send event Template Deactivated to PRE for OxAE000012
[aaaa.bbbb.cccc:capwap_90400002] SM will not send event Template Deactivated to PRE for OxAE000012

Aut henti cati on Success

Resolved Policy bitmap:4 for client aaaa.bbbb.cccc
Attribute :

Applying

user nane

Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying
Applying

0 "cisco"

Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :
Attribute :

aaa-author-type 0 1 (0x1)
aaa-author-service 0 16 (0x10)
clid-mac-addr 0 3a e6 3b 9a fc 4a

addr 0 Oxacl04206

addrve 0 "p€"

addrve 0 " ?i??"

addrve 0 " ?i??"

addrve 0 " ?i??"

target-scope 0 0 [cTient]
audit-session-id 0 "1A4210AC0000001C5B12A51C"
aaa-unique-id 0 28 (0x1c)

client-iif-id 0 4261415483 (0xfe000a3b)



Applying

vlan-id 0 100 (0xa63)

Attribute :

Applying Attribute : session-linksec-secured 0 False
Applying Attribute : nas-ip-address 0 0x0

Applying Attribute : nas-ipv6-Address 0 ""

Applying Attribute : interface 0 ""

Applying Attribute : port-type 0 19 [802.11 wireless]
Applying Attribute : nas-port 0 10014 (0x40eba)
Applying Attribute :

cisco-w an-ssid 0 "LWA-SSI D

Applying

w an-profile-name 0

Attribute :

"LWA- SSI D'

Applying Attribute : dnis 0 "d4-e8-80-1a-30-60:LWA-SSID"
Applying Attribute : formatted-clid 0 "3a-e6-3b-9a-fc-4a"
Applying Attribute : bsn-wlan-id 0 16 (0x10)

Applying Attribute : nas-identifier-wireless 0 "LWA-SSID"
Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute : priv-1vl 0 1 (Ox1)

Applying Attribute : timeout 0 86400 (0x15180)

Applying Attribute :

met hod 0 1 [webaut h]

Applying
Applying

Attribute :
Attribute :
[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr username(45

clid-mac-addr 0 3a e6 3b 9a fc 4a
intf-id 0 2420113410 (0x90400002)

[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute

Add/ Updat e usernane ci sco

[aaaa.bbbb.cccc:capwap_90400002]

Recei ved User-Nane cisco for client aaaa. bbbb.cccc

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr auth-domain
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002] Context changing state from 'Running' to 'Authc Success'
[aaaa.bbbb.cccc:capwap_90400002]

User name ci sco received

[aaaa.bbbb.cccc:capwap_90400002]

W.AN I D 16 recei ved

=
E

WLCH A P BB S R A T A IR E

<{froot>



Applied User Profile: aaa-author-type 0 1 (Ox1)

Applied User Profile: aaa-author-service 0 16 (0x10)
Applied User Profile: clid-mac-addr O 3a e6 3b 9a fc 4a
Applied User Profile: target-scope 0 0 [client]

Applied User Profile: aaa-unique-id 0 28 (0xlc)

Applied User Profile: client-iif-id 0 4261415483 (0xfe000a3b)
Applied User Profile: vlan-id 0 100 (0xa63)

Applied User Profile:session-Tinksec-secured 0 False
Applied User Profile: nas-ip-address 0 0x0

Applied User Profile: nas-ipv6-Address 0 ""

Applied User Profile: interface 0 ""

Applied User Profile: port-type 0 19 [802.11 wireless]
Applied User Profile: nas-port 0 10014 (0x40eba)
Applied User Profile:

cisco-w an-ssid 0 "LWA-SSI D

Applied User Profile:

w an-profile-nane 0 "LWA-SSI D

Applied User Profile:nas-identifier-wireless 0 "LWA-SSID"
Applied User Profile: priv-1vl 0 1 (0x1)

Applied User Profile: method 0 1 [webauth]

Applied User Profile:

clid-mac-addr 0 3a e6 3b 9a fc 4a

Applied User Profile: intf-id 0 2420113410 (0x90400002)
Applied User Profile:

usernanme 0 "cisco"

Applied User Profile: bsn-wlan-id 0 16 (0x10)

Applied User Profile: timeout O 86400 (0x15180)

Applied User Profile: timeout O 86400 (0x15180)

MAC: aaaa.bbbb.cccc Link-local bridging not enabled for this client, not checking VLAN validity
[aaaa.bbbb.cccc:capwap_90400002]

User Profile applied successfully - REPLACE

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr method(757)

[aaaa.bbbb.cccc:capwap_90400002]
Rai sed event AUTHZ_ SUCCESS (11)
[aaaa.bbbb.cccc:capwap_90400002]

Cont ext changing state from'Authc Success' to 'Authz Success'

Web & 5K iE B TR

<{froot>

MAC: aaaa.bbbb.cccc



L3 Aut hentication Successful.

ACL:[]
MAC: aaaa.bbbb.cccc Client auth-interface state transition: S_AUTHIF_WEBAUTH_PENDING ->

S AUTHI F_WEBAUTH_DONE

BT &REFFIRHIAAAR £

<tfroot>

[ Applied attribute : username 0 "

ci sco

"]

[ Applied attribute : bsn-wlan-id 0 16 (0x10) ]

[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ AppTlied attribute : timeout 0 86400 (0x15180) ]
[ Applied attribute :bsn-vlan-interface-name 0 "

myvl an

<tfroot>

Managed client RUN state notification: aaaa.bbbb.cccc
MAC: aaaa.bbbb.cccc Client state transition: S_CO_L3_AUTH_IN_PROGRESS ->

S_CO_RUN

w= N SEHERRT R

BOE R MR ER

- MAEBNEILRE , ERNIFRFERSHBIERK,
« WLCE REFimik F“Web Auth Pending” R 7o
- NIRBEHTTBERXEAAFER,.

WLC RAERER

<tfroot>



[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 Param-map used: Twa-parameter_map
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State LOGIN -> AUTHENTICATING
[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 40828/176 IO state READING -> AUTHENTICATING
[aaaa.bbbb.cccc][X.X.X.X]capwap_90400002

Param nmap used: | wa- paraneter _map

[aaaa.bbbb.cccc] [X.X.X.X]capwap_90400002 State AUTHENTICATING ->

AUTHC_FAIL [ I NVALI D CREDENTI ALS]

[aaaa.bbbb.cccc:capwap_90400002] Authc failure from WebAuth, Auth event fail
[aaaa.bbbb.cccc:capwap_90400002] (Re)try failed method WebAuth - aaaa.bbbb.cccc
[aaaa.bbbb.cccc:capwap_90400002] Method webauth changing state from 'Running' to 'Authc Failed'

HENBRAR
HFRWLCHEL B P EMNE RN BRINAAAT LTI R,
M GUI :

1. ¥ ZEConfiguration > Security > AAA > AAA Method List > Authorization, R ifi+ Addo.
2. BERN :

1. FEFIRER  BIA

2. KA WL

3. 4ARA : AKih
3. B & Apply to Device,

Quick Setup: AAA Authorization

Method List Name™ I default I
Type* I network v I 0]
Group Type I local v I )
Authenticated D
Available Server Groups Assigned Server Groups
radius
Idap - -
tacacs+
802.1x-group
v v

& o oo




I figuration ~ Irity ™ » AA4 Show Me How o

+ AAA Wizard
Authentication
I | =
Marme T Type T Group Type T Groupl T Group2 Y Group3 T Groupd r
Accounting
ID default MErWOrk O N/A MN/A MNiA T I
1 | -
MCLI :
<#root>

WLC# configure terminal
WLC(config)# aaa authorization default network Tocal

NPERBAFER , BEFIRE RN EERE
MRLEEFIREHNARETH
- RAFEFRNEREANBER

. B¢ @F‘ "B TR,

. RIFEEFIRARAEAEIL,

. E',leEi @F’Ml\mlPﬂﬂiﬂ:o

« WLCE REF WA T Z1TIRE

WLC RAERER

RNEPHDE—NPHit , REEMEEWLCEZREITIRS. AFBUENE RIBARKREF
HHAIVLAN,

<#root>
MAC: aaaa.bbbb.cccc

Client IP learn successful. Method: DHCP IP: X X X X

[aaaa.bbbb.cccc:capwap_90400002] auth mgr attr add/change notification is received for attr addr(8)
[aaaa.bbbb.cccc:capwap_90400002] SM Notified attribute Add/Update addr X.X.X.X
MAC: aaaa.bbbb.cccc IP-learn state transition:

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

MAC: aaaa.bbbb.cccc Received ip learn response. method: IPLEARN_METHOD_DHCP
[ Applied attribute :bsn-vlan-interface-name 0 "



myvl an

"]

[ Applied attribute : timeout 0 1800 (0x708) ]

MAC: aaaa.bbbb.cccc Client QoS run state handler

Managed client RUN state notification: aaaa.bbbb.cccc

MAC: aaaa.bbbb.cccc Client state transition: S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

HENHBRAR
HREWLAN LS B 7 Web% B,
M GUI ;

1. ¥ ZConfiguration > Tags & Profiles > WLANSs.,
2. 1%FLWA WLANSs,

3. #% FSecurity > Layer 3,

4. TR S FAWeb Policy & i£4E

Selected WLANS : 0 Gan Ad
O  seus Y Mame ¢ T o T . Loyerd | A
m) e LWA-SSID * 16
; . [ =]

5=
EE S AWebkR B

MCLI :

<tfroot>

WLC# configure terminal

WLC(config)# wlan

<w an>



WLC(config-wlan)# shutdown
WLC(config-wlan)# security webauth
WLC(config-wlan)# no shutdown

NFEREREGHF , EFRRRESE
MBAEFIHRETNTEETH
- BIRBFRENHRE THERERE.
- BRARPHRETIINS,

« RENAIREFHDEIPHL,
« WLCE REF ik F“Webauth Pending” A7

HENBRAR

BHEAEMNHTTP/HTTPSIRS 8. ITE , AT AE it H|EE S AMEHTTP/HTTPSIRS 8RS
ENMEBHNER, BXAWebEHRIFFRBHTTPHMHTTPSIERWIFHAEL , TS HLesE , BN
XEJLHHTTPAS ; #lin , HTTP/X A B Fwebadmin , HTTPA Fwebauth,

EBEHTTPHHTTPSH R AT EERZEENWebF B RIE , IEMCLIITLATIRE :

WLC# configure terminal
WLC(config)# ip http server
WLC(config)# ip http secure-server


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635

AR MRXFWARSB[/EMER |, MWEELREFAFRE(GU)RWLC,

KIRE P IRARIRE IPHb ik
MRARE AT T EE1TH

- BiFEPIREIHRZ T HREUPHELL
« WLCE REFimit T IPZE 3 R7S,

WLC RAR R

ZIER , BFTEK.

RX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s
TX: DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff s



HENBRA R

B BERIREEE XS5 B EBRHVLAN,
M GUI :

1. ¥ ZE Configuration > Tags & Profiles > Policy,
2. ERERANEREE X,

3. # % Access Policies.

4. EFRIEFHIVLAN,
Admin T Associsted & T
Status Policy Tags Policy Profila Name Genera
(] (] » Iwa-policy_prafile — -
] V] default-policy-profils Profiling WLAN ACL
! . o Pyd v |8
o G A « B
URL Filters @
ied @
a - |8
a2
a - |8
VLAN
MCLI :
<#root>

WLC# show wireless profile policy detailed

<policy-profile>

Policy Profile Name :

<policy-profil e>

Description :

<policy-profil e>

Status : ENABLED
VLAN :



VLAN- sel ect ed

[...]

WLC# configure terminal
WLC(config)# wireless profile policy

<policy-profil e>

WLC(config-wireless-policy)#

vl an <correct-vlan>

B BERAEMBEBAHASEANDHCPE., REEEBEMANAM. RARERE RVLAN DHCP
DORA# R EE LA WNVLAN, H{RILVLANG EHRIVLAN,

DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,
DHCPv4 from interface capwap_90400002 on vlan 100 Src MAC: aaaa.bbbb.cccc Dst MAC: ffff.ffff.ffff src_i
DHCPv4 from interface Gi2 on vlan 100 Src MAC: cccc.bbbb.aaaa Dst MAC: aaaa.bbbb.cccc src_ip: Y.Y.Y.Y,

BEXTFAERAREES IR
ML IR 2 79 T BE1T

- AWEIWLCHERIAITS,
HEEM R R

B BERWLANGEA BE X Web & 5 1RIF S 5B ST,
M GUI ;

1. ¥ Z Configuration > Tags & Profiles > WLANs,
2. MNBIRAIEFEWLAN,

3. #% ZSecurity > Layer 3,

4. EFHE U WebF B K UES ARG,



Edit WLAN x

&

[omrguaton > Toge & proes > i)
a ——— ; T P e
Sélectad WLANS : 0 S aheaics
D Staus Y Name T ID T »
(] +] LWA-SSID w16 —
1 04 Wb Policy (=)

kR B E NS G
MCLI :
<tfroot>

WLC# show wlan name LWA-SSID
WLAN Profile Name : LWA-SSID

[...]
Security:
Webauth Parameter Map :

<par anet er - map>

WLC# configure terminal
WLC(config)# wlan

<w an>

WLC(config-wlan)# security web-auth parameter-map

<par anet er - map>

B EFEE , MCisco.comWebl JFPF FTEHNEBEN TELEEFEREMEXNAEZORSHE
A, BE K BWRECSSHBIHITER , AleERNZMIERIREG, FXFApplet. PHP, EHEE.
Reactjs%., IR REAMEFFIKEREENTF , BERFEARIAWLCIEAHEETERE W UUE @&
o MERIIFBEIF, , WGAEEFANBENTTHLEEFRZZIFNAR,

F= MRFEHAEWCHRARLLIEFIES) , BIUFACLIAMEENTH , UBREFHE R


http://cisco.com
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products

<ffroot>

EWC# configure terminal
EWC(config)# parameter-map type

<par anet er - map>

EWC(config-params-parameter-map)# custom-page login device flash:loginsantosh.html
EWC(config-params-parameter-map)# custom-page login expired device flash:loginexpire.html
EWC(config-params-parameter-map)# custom-page failure device flash:loginfail.html
EWC(config-params-parameter-map)# custom-page success device flash:loginsucess.html
EWC(config-params-parameter-map)# end

HENBRAR

BRAEESHMRS 2 7T RELIPHLE,
M GUI :

1. ¥ ZConfiguration > Security > Web Auth,
2. \F R iERglobal S EiR ST,
3. W™INTCIERE B E R P4k

[Corrauranen- > "5 Web Auth] Edit Web Auth Parameter "
Pararmtes-mag N global I Virtual IPvd Address cunrostable i I
Paramter Mag Mame
(m} global Maximum HTTP connections 100 Trustpaint et -
1 -
120 -

[m] [m]

o [u]

u]
w]

=]

[m] Banner Configuration

o

2 RSHRG LR EBIP#E R B Jy oA B AV P it

MCLI :



<ffroot>

WLC# show parameter-map type webauth global
Parameter Map Name : global

[...]
Virtual-ipv4 :

<unrout abl e-i p>

[...]

WLC# configure terminal
WLC(config)# parameter-map type webauth global
WLC(config-params-parameter-map)# virtual-ip ipv4

<unrout abl e-i p>




R ERUPHit BEWeb B RITEFZ TN EE @M, ME TN EMERTEEERHE
BIWIP , TS ZIYEIRO , WA FEETEMRABARFP, Fit , BiIUEEELIPEREER
A HAIPHLE |, B REEFEARFEC5737 FAY it

NP EREHEETZE/MITER KRR
MNBRALE IR 2 K9 T 81T

- IFEMAFE , FRREGEIETIEETRENER,
« NP EEERILESR,

ETHRNER

MRFMEREHTIPST , WEKRECHEEEASSL ( REEEFR ) B, MRIEHLSHH
B=FEBRENMCAME , URIEERERN ; EMAKIEN/IEERFE , BRIFEEF KiE
H®EF. BRIEHLEEWLC , FSRAIH,

HENBRA R

BE  EFNBRIFAENHTTPHTTPSERS . IE , A EFiR I EE S AMLLEHTTP/HTTPSIRS
BRTEEENMENER, BEXAWebERRITEEHTTPMHTTPSE RN EMAEER |, HS AL
¥,

MCLI :

WLC# configure terminal

WLC(config)# no ip http server
WLC(config)# no ip http secure-server
WLC(config)# ip http server
WLC(config)# ip http secure-server

B BRIIPEEBEEAIWLCHEHENBHIER,

M GUI :

1. ¥ Z Configuration > Security > PKI Management
2. BIRFEREER
. EFHFARER


https://datatracker.ietf.org/doc/html/rfc5737
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_vewlc_sec_webauth_cg.html#d276882e3446a1635:~:text=Exits%20configuration%20mode.-,Configuring%20HTTP%20and%20HTTPS%20Requests%20for%20Web%20Authentication,-Information%20About%20Configuring

I quration © wity ™ > F‘I(IMansgurnenll

T Kiry Gonarated T lssuing CA Authenticated T Used
0 B he Yes
0 665 ’ B -
m] L
0 Vs B s vos Wb Admin B
1 -
REGFESR
I.. hgguration * * ity ™ > PEl Management I
o G ration Add Cert
Trustpokt Nafmé T ¢ Kery Ganarated T issuing CA Autherticated T Used By

SLA-TrustPoint

Hia Yo

Oo0oo

ExistsCheck Trustpoint

Certificates x Certificates x

CA Certificate|

Device Certificate CA Certificate

Device Certificate

CA Certificate
Status: Available
Certificate Serial Number (hex): 81
Certificate Usage: Signature

Certificate
: Available
icate Serial Number (hex): 82

Issuer: Issuer:

07 <prganizational-unit>

©n: <common-name>
Subject:

o= <grganizational-unit>

cn: <COmMmon-name>

o= <organizational-unit>

cn= <Eommon-name:
Subject:

Name :

Serial Number: $217PVKUQ2B

seriallumber=9217PVKUQ2E+hostnamesstandalone
0+ <grganizational-unit>
cn= SCOMMON-nName>
Validity Date:
start date: 15

3 UTC Mar 14 2024

od _da 8 ar 14 2034
Associstad Tr <Lrustpoint:

Storage: nvram:CiscoVirtual#2.cer

DetailsCheckTrustpoint
Validity

MCLI :

<#root>

WLC# show crypto pki certificate

[<certificate>]

CA Certificate
Status: Available
Certificate Serial Number (hex): 01
Certificate Usage: Signature
Issuer:
cn=<Common Name>
o=<0rganizational Unit>
Subject:
cn=<Common Name>
o=<0rganizational Unit>
Validity Date:



start date: <start-date>

end date: <end-date>

Associ ated Trustpoints: <trustpoint>

B=  BRAEWebAUthS B LR EFEANEBIES  ARELIPVUENESERPHLAE
(CN)ECEL,

M GUI ;

1. ¥ Z Configuration > Security > Web Auth,
2. NIIRFPIEFRERNS RS,
. REFELSMELIPVIENEREIER,

| ] ¥ ity = » Wb Auth | Edit Web Auth Paramater x

giobal unreaEee ip
Pararmeter Magp Name
() okl 100 Hreipoing
1 1 12 “certificate L
s] [a)
o o
o
=]
o
o Banner Configuration

REEESMEMIPvAENZ
MCLI :
<tfroot>

WLC# show run | section paramter-map type
<t ype> <name>
parameter-map type

<type> <nane>



[...]

virtual-ip ipv4

<unrout abl e-i p> <certi ficat e- conmon- nane>

trustpoint

<t rust poi nt >

EESEYS

o BLEAMWeb B 41 UF

ETFWebH) &A% UE(EWC)

HE X Catalyst 9800 WLC EHIWeb B 3R UE[ 1
1ECatalyst 9800 WLC 4 X FECSRIE
FEEREO



https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#Cisco_Task.dita_8be461c4-da44-4779-ab7d-292cd562ef15
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/products/wireless/embedded-wireless-controller-on-catalyst-access-points/index.html#~products
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216121-custom-web-authentication-on-catalyst-98.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b_cg74_CONSOLIDATED/m_configuring_virtual_interfaces.pdf
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