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Bt i&Aruba CPPM

Aruba ClearPass R Bt E IR 85 RS 28 ¥ 1R B &
1 FA Y AT E

A PNCO800 T L& R HIBFME RN MR8 %

B i CPPM LA {8 Fi Windows ADYER & 14 36 iR
BLECPPM Dot X B R IE RS

I UE

H PE HEBR

HXEE

b))

AL REA 4B Catalyst 98007Tc4k 12 #2855 Aruba ClearPass K B & 12 85 (CPPM) #Microsoft Active
Directory(AD)MY &5 , LA7EFlexconnectEBE XL E Fimie ftdotIx & A KL,

FRFH
EXR

CiscOBWEB THMXEFTHB K IEEMEBIE :




. Catalyst 980074k 13 il 25

- Aruba ClearPassiR$585 ( EEF AW WL, HRETE, HREFANE )

. ANE1THWindows AD

- A[IEUEP A E HLAY(CA)

. AR EMDHCPRS 25

. TR{EMIDNSIRS & (IEHCRLIIEFFE )

. ESXi

- TERXEAHYRSENTPHRITENEREEE (ETPRIIEE)

- FBANR : C9800EBEMFTELE#E E C9800 L AIFlexConnecti®{E Dot1x & 141 i

ERRNAH
AP NEBET TR R -

. C9800-L-C Cisco IOS-XE 17.3.3
- C9130AX, 4800 AP
. Aruba ClearPass , 6-8-0-109592#16.8-3%M T
- MS WindowsBR 5585 Active Directory ( GPELE N MEELm Bz A ME T IHENNIES ) #Hi&E
43 F13%£ 609 DHCPAR S 85 DNS RS BSNTP AR SS 85 X1 Fr B 4 433t 17 it (8] @ 25 CA
AXEANEEHMEETREXRENREFNEZREN. AXEFERANMERZERIEEXAR
M (B®IN) BE. MREHNELTEIRDS , FBRETHAEGSNEERE,

HFRER
pid Lid |

EEEZ NP EBEMIEEBES SN INBEREN O R TREdotIxTFRINRE, £
WEERFIF , PEAPA T BT ZBEE F REIEH/U(DC)HF I ClearPass3E I 1k F F iR it
dot1xifF 8, itEHIEP 54 5 Microsoft ADIREEEM R TEIFRIFLESER,
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WLC Aruba CPPM
10.85.54.99 10.85.54.98

WIN16
AD/DHCP/CA/DNS/NTP
10.0.10.4
& ' I
| 10.0.10.x |

OOB 10.173.125.x/24

Vlan2: 10.93.136.52/28
Vlan21: 10.93.136.65/28

Win10 Client
10.173.125.1

AP1:9130 AP2:9130 AP3:4800  AP4:4800

Bt B Catalyst 9800Fc4k 12 28

EEE RIS |, FACIS0 LM FHEEE N AIESLEME EXHMIRIE , il o T EIRME
dotixf® il iFRl, EREEERPLEL,

WLAN Profile: WP_Corp Policy Profile: PP_Corp

S5ID: Corp Central Switching: Disabled
PO“C\! Tag: PT_BI"EF‘ICh Layer 2: WPA+WPA2 Central Auth: Enabled

WPA: AES, 802.1x Central DHCP: Disabled

AAA: DotlX_Authentication Vlan: data (2)

AP Join Profile: APJP_Branch
NTP Server: 10.0.10.4

AP Site Tag: ST_Branch_01

MAC: 30000 XXX KXKK Enable Local Site: Off (to enable FlexConnect)

Flex Profile: FP_Branch
Native Vlan 2
VLAN: 2 (Corp)

5GHz Band RF: Typical_Client_Density_rf_Sgh
RF Tag: RFT_Branch

2GHz Band RF: Typical_client_Density_rf_2gh

C9800 — Eldot1xBIAAAS I

$ 81 . Aruba ClearPass KB EIEER /N 7" RSB/ INEI9800 WLCELE, SiiFIEE>Z 2> AAA
>AR588/40> RADIUS >BR5588, #di+AddH 5 ARADIUSIRSE B35 8. 2 dApply to Deviceiz4ll
, MTNEMR.



Create AAA Radius Server X

Name* ‘ CPPM_Corp

Server Address* 10.85.54.97

PAC Key

Key Type Clear Text =
Key* @

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA ENABLED .
O Cancel _ Apply to Device ‘

S22 U AFEXAARFRE, SMIIER>Z2> AAA >IRF/4E> RADIUS >4 |, A4
fi+Add , M ARADIUSHRSE 854 & H 2 ELRADIUSERS 2515 5. % ThApply to Deviceiz4l , I TH

FiRo
Name* “ AAA_Group_Corp |
Group Type [ RADIUS
MAC-Delimiter ‘ none v
MAC-Filtering | none v
Dead-Time (mins) l 5
Source Interface VLAN ID ‘ none v \
Available Servers Assigned Servers
! CPPM_Guest [ CPPM_Corp ’
e |




FE3.NEWAFE X dotIxF HRIES EF R, SMHiEIConfiguration > Security > AAA > AAA
Method List > Authentication , A # ti+Add. M TH K8 FikRHEFdotix, EHMABRE L
, AR

Quick Setup: AAA Authentication x

Method List Name* Dot1X_Authentication
Type* dot1x v
Group Type group v| @

Fallback to local

Available Server Groups Assigned Server Groups

! radius [ ' AAA_Group_Corp ‘> [f]
Idap
tacacs+

WLC_Tacacs_Servers
AAA_Group_Guest

C9800 — Mt il “2) A"WLANEC & X

SE1.SMIER-FENERX>TR , AR[E+HRM. WALREXHFER, SSID"Corp” M
REEFAHIWLAN 1D,

Add WLAN x
General l Security Advanced
L——

AP
<) G

—_—

= Apply to Device

Profile Name* WP_Corp Radio Policy |_ Al v
ssID* Corp Broadcast SSID
WLAN ID* 3

Status enasLe [

=| Apply to Device



HPR2. S M E|Securityi T~ MLayer2 Fi£ B+, ToFE E SULE B ROV EMIRRINS .

Add WLAN '
General Security

Layer3 AAA

Advanced

i WPA + WPAZ2 .
Layer 2 Security Mode + . Lobby Admin Access
MAC Filtering Fast Transition Adaptive Enab...
Protected Management Frame Owver the DS
Reassociation Timeout 20

PMF Disabled v

MPSK Configuration
WPA Parameters

MPSK
WPA Policy
WPAZ Policy 7

GTK Randomize
OSEN Policy

WRPAZ Encryption « | AES(CCMP128)
CCMP256
GCMP128

GCMP256

Auth Key Mgmt ] 802.1x
PSK
CCKM
FT + 802.1x
FT + PSK
802.1x-SHA256

PSK-SHA256

SEISEMIAAAT LRI+ , REERIEEN S HRIESESIR. £EHApply to DevicetZ4l
, MM EFRo



Add WLAN x

General Security Advanced

Layer2 Layer3 AAA ‘

Authentication List Dot1X_Authenticatiol » P

Local EAP Authentication

C9800 — B i SR M HC IR X4

SR SMIER-FICNERXE>ER  REEEHRN, AERARKEEXHEHNBA. B
RREE  FAREAEPHE, DHCPHIXER , RN il AP REEAPHITAM MR , MEFIR.



|

Add Policy Profile

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

| General Access Policies QOS and AVC Mability Advanced

Name* | PP_Com WLAN Switching Policy

Description ‘ Policy Profile for Corp Central Switching
Status ENABLED . Central Authentication
Passive Client . DISABLED Central DHCP . DISABLED

Encrypted Traffic Analytics . DISABLED Central Association

CTS Policy

Inline Tagging

N III

SGACL Enforcement

Default SGT 2-65519

B2 SMETHFRKBIET+ , AFIRAZES INHATRULAFRENVLANKNID, TEHE
C980074 & LFLE IEVLAN, HIREFlexBEN RN EH#ATEE , #FHEEN#H—FSHHA, BIMN
THHRPERVLANE #R(ES I Cisco Bug ID CSCvn48234 THEZEE), #HApply to
Deviceiz4ll , I BT Ro


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General ' Access Policies |~ QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
HTTP TLV Cachi O
Sl IPv4 ACL | v
DHCP TLV Caching 8]
IPv6 ACL -
WLAN Local Profiling
URL Filters
Global State of Device ®
Classification Pre Auth .
Local Subscriber Policy Name v
Post Auth v
VLAN
YLAN/VLAN Group 2 v
Multicast VLAN Enter Multicast VLAN

r

C9800 — MK B SR H#RiC

BIEWLANEL & X H(WP_Corp) MR B EC & XX £+ (PP_Corp) /& , &ZUA8 B ith 6 2 SR EE AR 1C BURFIX L&
WLANFI KRB EXHBEE —2, WRERCNATEAR, FIERBIRCoBEEAR , Uak
RXEZARNEE , NTEH LS MAMESSID,

SE1.SMEER-FICNEEX4>40 , BRRERETF , RARLEHRM. BAKKRCERA
%EH, RIETWLAN-POLICY Maps FEY+Add, £z BI 8 WLANE B XXM RBEEENXH , R
ERGEIRRICEY , B R.




Add Policy Tag X

Name* ‘ PT_Branch |

Description ‘ Policy Tag for Branches |

v  WLAN-POLICY Maps: 0

Add

WLAN Profile v Palicy Profile ~

0 ) 10 ¢ | items per page No items to display

Map WLAN and Policy

Policy Profile* ﬂ PP_Corp v

] -]

WLAN Profile* “ WP_Corp . J

RLAN-POLICY Maps: 0

= Apply to Device

SE2.MER , Bk} S t5Apply to DeviceizH.




Add Policy Tag x

Name* PT_Branch

Description Policy Tag for Branches

v WLAN-POLICY Maps: 1

WLAN Profile ~  Palicy Profile v
O Wp_Corp PP_Corp
1 10  |items per page

RLAN-POLICY Maps: 0

{ = —

C9800 - AP I A Bi & 324

APIIAE EXHMFlexBENHFEREA T EIERBRARIEHNEARL 810 XLHEATE
RYUE RARIE , FRERIF— DD XAMB02. 1MMrRIELE(FT) , RARFIFFImRPMKEZ 2 XKAPZ
BN DE. EZENMDXZAFTBREEEAR - WRIRC. BEAPIMABRENH, MRMEDEK
B, BEUERENMAPIMABREX M ; MRELEENSHLATE , WA RSNMEEN

SBR1.SMERESFRCAEES 4> APIA |, AFEEHRM. HAAPIABLE S48 ¥R %A
- H# & Apply to Deviceizfll , W1 T~BFIR,



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS

Name* | APJP_Branch ' OfficeExtend AP Configuration
Description | Profiles for branches Local Access (%]

LED State Link Encryption %)

LAG Mode 0 Rogue Detection o

NTP Server 0.0.0.0

GAS AP Rate Limit 0

Apphost 0

C9800 - Flexft & 3 4

MEBREFlexBEX . BF 6 WRAAED XKL, FEEBMEERVLAN/SSIDIRSS |, N AT LAfE A
BABMENH, SE , IRELEENSH (MVLANSE ) TR , BN CIES/NEE XM,

SE1.SMIBRB>-FENEBSIH> Flex , RERTH+HM. A AFlexE & XHHBFFBEA,

General | Local Authentication Policy ACL VLAN Umbrella
I

Name* FP_Branch Fallback Radio Shut o
Description Flex Profile for branches Flex Resilient o

ARP Caching 2
Native VLAN 1D 1

Efficient Image Upgrade 2
HTTP Proxy Port 0

OfficeExtend AP 0
HTTP-Proxy IP Address 0.0.0.0

Join Minimum Latency o
CTS Policy

IP Qverlap o
Inline Tagging o

mDNS Flex Profile v
SGACL Enforcement (a]
CTS Profile Name default-sxp-profilex

D Cancel | Apply to Device

SR2 SHMEIVLANIEIF |, RFETH+Add. A D ZHEARBVLANBVLANZ FFID , AP {E
BiXEVIANEAR M R AP RE, £5Saveizdll , B R



Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name v I~ ACL Name ~ ‘ .
0 10 « |items per p: VLAN Name* CorpData

VLAN Id* 2

ACL Name

v
_—
I : Apply to Device

SER3.MEAR , Bik M S t5Apply to DeviceizH.

General Local Authentication Policy ACL VLAN Umbrella
VLAN Name ~ ID ~ ACL Name
O CorpData 2
1 10 | itermns per

[ oeoner

C9800 — ¥ K #ric

U RARE A TRIINABE XA MFlexBl B XA 7 B EIEA R, WMATANR , 840 XL ER TR
U RARE A 0 TR 802 1 1riRIEE(FT) , B{XBRFIF P iwPMKTE1Z D XHYAPZ B HY 2 B
EZEN DX 2B EEEFEAR—MR]IRIC.

SRS D EES-FFICNEBEXA>IRID  ERMRKRETF , RAREEHRM, WAESFEEHN
e, EFRBWAPIIAREXH , BUHET B AEIERE , &EER 202N FlexE & X4
» BUHIEHEnable Local SitefE LUF1E A = MLocal Mode® 2k 1 FlexConnect. /5 , % thApply to
Devicez4ll , B0 FTE TR



Add Site Tag x

.
Name* ST_Branch_01

Description Site Tag for Branch 01
AP Jain Profile APJP_Branch v
Flex Profile FP_Branch L
Fabric Control Plane Name v
Enable Local Site FD .

=
] Apply to Device

C9800 - RF#Ri2

SE1.SRIBEE-FFICHNEREXH> HRiE | EERFIETF , RS2 H+HRM. BARFIRIZHEHA
BHH, NTHREFERREENWRFE B, 2HApply to DeviceiZl , 1T BT R

Add RF Tag x

Name* ' RFT_Branch
Description RF in Typical Branch

5 GHz Band RF Profile Typical_Client_Densi v |
2.4 GHz Band RF Profile |' Typical_Client_Densi v |

{ =| Apply to Device

C9800 — NAPZ Ei#rid

NECREIEREZARFEN SR ME B SHFNIRE , BIMNSAFENIBEAEAR, AT
MR WA RTFIZEA KRB LULARMACH U FEIIT O EARIZIEA RN ESIFIE. W TFEmETRE
, B fEFCisco DNA Center AP PNPIL{EARTE , SiEFA800F IR B S ECSV LEE R E,

SER1.SME K ESRCNEBRXA>IRE | BFAPETIF  AREFEBSET <. $E+AddHH
AAP MACHb3E |, RSFIEFEURIE LK RIEPRIS, Y RIRCMRFIRIZ, % 5Apply to DeviceiZ
, MAEFIRo



Associate Tags to AP

|

AP MAC Address™ 380e.4dbf.58%9a

Policy Tag Name PT_Branch -
Site Tag Name ST_Branch_01 v
RF Tag Name RFT_Branch -
-D e l =] Apply to Device
Bc [®Aruba CPPM

Aruba ClearPass % i & Z 8% IR 55 Br ) 1A 0 B
Aruba clearpassiBX OVFEREESXiRS e LHE , EEUTER
- 2 MR E M E BLCPU

- 6 GB RAM
- 80 GBH#Z ( LMEMBENMNERESF AN , REFREBIITEMN )

B1 R ¥F AT iE

BEUT AR A HE . &2 (Administration)> IR 5588 & 2 28 (Server Manager)>iF 7
(Licensing). A MEAFAMN

A BINC9800T LR IR HIBRVE N P B iR %
EMIRE>-ME>ZZ>HM , M TFEFR.



Edit Device Details 9

_m SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: SWLC-10.86.54.99] |
IP or Subnet Address: [10.86.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: ' LAB WLC 9800

| .
RADIUS Shared Secret: [ —— | Verify:  [reesssssessesss |
TACACS+ Shared Secret: [serssssennasses | Verify: [ Tr— |
Vendor Name: [Clsco Rl
Enable RADIUS Dynamic Authorization: Ed Port:
Enable RadSec: UJ

B CPPMULAE FAWindows AD{ER & 153 i R

£ fin FConfiguration > Authentication > Sources > Add. %1% 2! :Active Directory )\ T 13K %
, BB PR o

aruvba ClearPass Policy Manager
b Dashboard [1] Configuration » Authentication » Sources » Add
[EZ) Monitoring o Authentication Sources

)
(o] Eonflaumtion < m Primary Attributes Summary
Lx Service Templates & Wizards

£ Sarvicas Name: |LAB_AD |
=1 B Authentication Description:
1 Methods P
P Sources — — |
1 Q Identity ype: [ Active Directory v|
£} Single Sign-On (S50) Use for Authorization: Enable to use this Authentication Source to also fetch role mapping attributes
{2 Local Users Authorization Sources:
L) Endpoints
£ Static Host Lists
1) Roles [~ Select - vl
1 Role Mappings
P Posture Server Timeout: |_‘IO | seconds
- § Enforcement | cache Timeout: 36000 | seconds
1% Policies Backup Servers Priority:
1 Profiles
Network
+ £} Devices Add Backup

14x Device Groups
1.4 Proxy Targets

BEL B CPPM Dot1 X & 121 AR S5
SBR1. O ETE S MRADIUSE MRS
. Radius:IETF |&#: : NAS-IP-Address |% T | <IP ADDR>

- Radius:IETF |&%# : RESEE 5T 1,2,8
LB N FEFHE | BiIUTHESSIDBEMM A 2NAS-IP-Address” , MEZWLCEEBHZE — N4



o Radius:Cisco:Cisco-AVPair | cisco-wlan-ssid | Dot1XSSID

aruba ClearPass Policy Manager M
Dashboard L] Configuration » Services » Edit - G _DOT1X
) i Services - DOT1X

.'-foonnl'lgwatbn

©

summary WETRU=IM Authentication Roles  Enforcement

13 Service Templates & Wizards

Name: 0OTIX J
e boTix
& Authentication Description: 802.1X Wireless Access Service
£ Methods
L3 Sources =
Q Identity Type: 802.1X Wireless
£} Single Sign-0n (S50) Status: Enabled
£ Local Users Monitor Mode: ) Enable to monitor network access without enforcement
13 Endpoints More Options: O Authorization [ Posture Compliance [ Audit End-hosts [ Profile Endpoints O Accounting Proxy
£} Static Host Lists Sarvica Rule
& :“:‘:SM . Matches () ANY or ® ALL of the following eanditions:
ole Mappings
# pof i pRing Type Name Operator Value
D U
$ Enforcement e el
- Login-User (1), Framed-User (2),
Pall .
gp |:::s 2 adi TF Service-Type BELONGS_TO Authenticate-Only (8)
refiles
3.
~d. Netwark -

aruvba ClearPass Policy Manager
Configuration » Services » Edit - G _DOT1X

2] Monitoring i Services - DOT1X

%Cnnﬁguration © Summary Service Roles Enforcement

1 Service Templates & Wizards T T —— T
o3 Services ‘
- & Authentication
42 Methods
£ Sources
1+ L Identity
£3 Single Sign-On (550)
42 Local Users
11 Endpoints

| --Select to Add— v|

{1 Static Host Lists Authentication Sources: § | [AB ADTActive Directory] |
£ Roles
11 Role Mappings
i Posture

7§ Enforcement
12 Policies
£} Profiles

2 +4« Network |—Select to Add— v
o Eev!CESG Strip Username Rules: [ Enable to specify a comma-separated list of rules to strip username prefix
- Service Certificate: | —-Select to Add— v|

4 Proxy Targets
43 Event Sources

Kir

XA TR T UEENRIELE,
T PEHEBR

B AR R B MR R

HXRfER
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
http://www.cisco.com/c/zh_cn/support/index.html
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