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C9800 WLC Aruba CPPM

g AD/DHCP/CA/DNS/NTP
| CSR 1k ‘

Vian 20 (data)

Vlan210 (guest) OOB RDP

AP1 AP2
C9130AX C9130AX

[
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WLAN Profile: WP_Guest
5510x: Guest
Policy Tag: FT_CANOL | Layer 2: Security None
Layer 2: MAC Filtering Enabled
Authz List: AAA Authz-CPPM

AP

Site Tag: ST_CANO1
Enable Local Site: Off

RF Tag: Branch_RF

Policy Profile: PP_Guest

Central Switching: Disabled

Central Auth: Enabled

Central DHCP: Disabled

Vian: guest (21)

AAA Policy: Allow AAA Override Enabled

AAA Policy: NAC State Enabled

AAA Policy: NAC Type RADILIS

AAA Policy Accounting List: Guest_Accounting

AP lain Profile: MyApProfile
NTP Server: 10.0.10.4

Flex Profile: FP_CANO1

Mative Vian 2

Palicy ACL: CAPTIVE_PORTAL_REDIRECT,
ACL CWA: Enabled

VLAN: 21 (Guest)

5GHz Band RF: Typical_Client_Density_r{_Sgh

2GHz Band RF: Typical_Client_Density_rf_2gh

REHELLEACIBIOSH
C9800 — W NAAAR

3% : XTFCisco Bug ID CSCvh03827 , TR E X EHRIE, BINAIZHKAAA) RS IR
HITREEE , BRAYLEERBWLCH R Session|DIFLE 4 # 1T ClearPass RADIUS i,

81 fHAruba ClearPass DMZR%5 25/ i1 EI9800 WLCE B H 818 B W7 E5IR, SME
Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > +Add} #i ARADIUSHR
FERiES.


https://tools.cisco.com/bugsearch/bug/CSCvh03827

Create AAA Radius Server *®

Name* CPPM
Server Address* 10.85.54.98

PAC Key

Key Type Clear Text v
Key* (@

Confirm Key*

Auth Port 1812

Acct Port 1813

Server Timeout (seconds) 5

Retry Count 3

Support for CoA [m:

{ 9 Cancel | Apply to Device

ST ENFENAARSSHRE , HESRIPEENRS BT EALLRSSHH, SME
Configuration > Security > AAA > Servers/Groups > RADIUS > Groups > +Add.

Create AAA Radius Server Group x

Name* \ AAA_Radius_CPPM|

Group Type ‘ RADIUS

MAC-Delimiter ' none v |

MAC-Filtering ' none = |

Dead-Time (mins) ‘ 5

Source Interface VLAN ID ‘ 1 -

Available Servers Assigned Servers

' CPPM

AHEEG®

: Apply to Device

ST ENHRELRNENGEZFRARFESR2P I ENRSRE. SMIRE>ZL> AAA>




AAATTEFIR>TI> +75 M. i£F Type Network , REiEFS B2 E EAAAA Server Group,

Quick Setup: AAA Authorization

Method List Name* ‘ AAA_Authz_CPPM ‘
Type* ‘ network v ‘ )
Group Type ‘ group v ‘ @

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups

| radius | AAA_Radius_CPPM
Idap
tacacs+

ojolcls

PEOE

=] Apply to Device

4% . RHEHEGBRIEK G EIRARFESER2FUENRSHFE. SMIRE>REL> AAA>
AAATTETIR>TEHK> +F M. N THE 2GR Type Identity , AEiERSE2HEBIIAAA Server
Group.

Quick Setup: AAA Accounting X

Method List Name* AAA_Accounting_CPPM
Type* [ identity v @
Available Server Groups Assigned Server Groups
| radius 5 AAA_Radius_CPPM
Idap -
tacacs+ <J

PO

® @

= Apply to Device

C9800 — B¢ EEE[ACL

EEMACLENMAEEBEBEFIFNRESEATLTEEABINRE, EXE , ACLIELEK
BRESEEAREY , MATEKREEE@RIF. XTH8MRER , HRIBTHRESRZE



(ACE)FtIZEAOME OREBYCEMNACER , £FEERRENGTE,

S#inElConfiguration > Security > ACL , A5 E X & CAPTIVE_PORTAL_REDIRECTHI#TACL.
fEALLTACEBEACL:

. ACE1: AWM E BB M4 M S ML (CMP)RBEIEER , TEATRIFAEM,

. ACE10, ACE30: M @A DNSHE R EDNSHRSE2510.0.104 , HEFLEFEBEII/~, fid
RIFBEREEDNSERMIES S,

. ACE70, ACE80, ACE110, ACE120:AFAFEI AN FEREIME A #THTTPH
HTTPSiAE,

. ACE150:FFEHTTP# & ( UDPi% 80 ) LM EE M.,

Sequence v Source ~ Source + Destination + Destination Source ~ Destination -
A Action ~ IP Wildcard P Wildcard Protocol ~ Port Port

1 deny any ey icmp

10 deny any 10.0.10.4 udp eq domain

30 deny 10.0.10.4 any udp eq domain

70 deny any 10.85.54.98 tcp eq 443

80 deny 10.85.54.98 any tcp eq 443

110 deny any 10.85.54.98 tcp eq Www

120 deny 10.85.54.98 any tcp eq www

150 permit any any tcp eq www

C9800 — HEWLANE B X4 EE

SER1. S EBESFICNRRXA>TLR> +F . I2FHSSIDEEXHWP_Guest , HI #BiHE
F PRS2 XERISSID 'Guest's

Add WLAN x

General Security Advanced
Profile Name* WP_Guest Radio Palicy All v
SSID* Guest Broadcast SSID
WLAN ID* 3

Status enaslep [

%J Apply to Device




£ [@ —Add WLANSTERE T , S#ElSecurity > Layer 2i£ T,

— F2RREENX . £

-MAC i3 A

— BIFIFR : AAA_Authz_ CPPPM ( EL BRI TELE , (ENAAABLEMN — 35 )

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Lobby Admin Access
Layer 2 Security Mode None -

Fast Transition Adaptive Enab... v
MAC Filtering v

e Over the DS

OWE Transition Mode 4

Reassociation Timeout 20
Transition Mode WLAN ID* 1-4096
Authorization List* AMA_Authz_C v | (D

= Apply to Device

C9800 — W &R BEEL BB

#£C9800 WLC GUI L , S| B>4r 10 MEC B 34> K> +50,
E . PP_Guest

W& B A

i A

EhHHRI: BA

R JRDHCP: 2

PR BEA



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* ‘ PP_Guest | WLAN Switching Policy

Description ‘ Policy Profile for Guest| Gentral Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

' Apply to Device




Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

Name* PP_Guest WLAN Switching Policy

ipti ' Profile for Branch '
Description rofile for Branch Guest Central Switching B osasLed
Status @ oisasLen

Central Authentication enasle [

Passive Cli DISABLED
e Client [ Central DHCP @ osasLeD

Encrypt i DISABLED e
rypted Traffic Analytics L Central Association @B oisasLeD

8

CTS Policy Flex NAT/PAT @ oisasLeo
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

S EI[E —Add Policy ProfileXt i% & 1 #¥ Access Policiesi£ I+ .

- RADIUSZ 4T : B H

- VLAN/VLANA : 210 ( B) , VLAN 210289 XA B Z A VLAN )

X : 729800 WLC EHIVLANT , HFEVLAN/VLANA K BVLANGRS HE X Flext 5 &
VLAN,

ARG - NRFEWLC T FFlexti & X HHE X T HRERFlexiA&EVLAN , MCisco bug ID
CSCvn48234 S AT #SSID,


https://tools.cisco.com/bugsearch/bug/CSCvn48234

Add Policy Profile »®

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling v WLAN ACL
HTTP TLV Caching IPvd ACL ( N |
DHCP TLV Caching )
IPv6 ACL v |
WLAN Local Profiling
URL Filters
Global State of Device ® - !
Classification Pre Auth - |
Local Subscriber Policy Name ¥ Post Auth | ¥ |
VLAN
VLAN/VLAN Group 210 -
Multicast VLAN [ Enter Multicast VLAN |

2[5l —Add Policy ProfileX} &+ , S i ZlAdvancedi£ i+,
— RTAAAZEE - BH

-NACRE : B A

- NACZ# : RADIUS

— 1Btk FIZR : AAA_Accounting_CPPPM ( EEXZ B4R E N, ENAAAB B —Z 5 )



Add Policy Profile x

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

General Access Policies QOS and AVC Mobility Advanced
WLAN Timeout Fabric Profile -
Session Timeout (sec) 1800 mDNS Service -
Paolicy
Idle Timeout (sec) 300
Hotspot Server -
Idle Threshold (bytes) 0
User Defined (Private) Network
Client Exclusion Timeout (sec) |v| | go
Status
Guest LAN Session Timeout
Drop Unicast
DHCP
Umbrella
IPv4 DHCP Required
Umbrella Not Configured v
Parameter Map
DHCP Server IP Address Clear
for DNS
Redirect
Allow AAA Override v WLAN Flex Policy
G SHate Z VLAN Central Switching
RADIUS
NAG Type * Split MAC ACL v
Policy Name default-aaa-policy x w '

Accounting List

AAA_Accounting_( » () x

A®E : E5AC9800 WLCLAEZRADIUS CoABE | EE“M KM AEE|(NAC)IRA

o

C9800 — R HE#RiC

Air Time Fairness Policies

2.4 GHz Policy

F£C9800 GUI L , St ZIE W>Fric & B X H>4R1C>F /&> +R 0.

-1 & :PT_CANO1

-HR:CANO1 2 32 ¥ RV SRR AR &

B A

#EE — X} 4EAdd Policy Tag® , ZWLAN-POLICY MAPS T , #ai+Add , 3i92 SiolEa
WLANTER B 32 4R 51 5 S A T B ST 4



- WLANEL & 32 : WP_Guest

— RESELE S - PP_Guest

Add Policy Tag %

Name* PT_CANO1

Description Policy Tag for CANO1

V¥ WLAN-POLICY Maps: 0

WLAN Profile

W

~  Policy Profile

0 10 « |items per page No items to display

Map WLAN and Policy

Policy Profile* PP_Guest v

WLAN Profile* WP_Guest v I

RLAN-POLICY Maps: 0

=| Apply to Device

C9800 - AP N A B 324
F£C9800 WLC GUI Lt , S /B >+ i FBEC W SX4> APHIA > +R 0.

-t#% :Branch_AP_Profile
-NTP fR$585:10.0.10.4 ( B RXEZRAINE ) o XEBranchHHAPH TR HINTPIRSE5.



Add AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
Name* | Branch_AP_Profile ‘ OfficeExtend AP Configuration

Description Branch AP Join Profile ‘

Local Access e
LED State xd Link Encryption ¥
LAG Mode Rogue Detection
NTP Server _ 10.0.10.4

GAS AP Rate Limit

Apphost

C9800 - Flexft & 3 4

BB XA MRS BRI , AIEER TSN R

= Apply to Device

X FFlexConnectZfE , MMRFAE 2D XL X FEAMEBHVLAN ID |, B o] LLEE £ AR A Flexit
=X 14,

$T%1.4£C9800 WLC GUILE |, S EIEdE>47 12 Ml B3 4> Flex > +Add.
-# £ :FP_Branch

— ZANEVLAN ID:10 ( {(REER — N IERIASREVIANEZRAPEREONER )

Add Flex Profile x

General Local Authentication Policy ACL VLAN Umbrella
Name* FP_Branch Fallback Radio Shut
Description Branch Flex Profile Flex Resilient
Native VLAN 1D 10 ARP Caching v
HTTP Proxy Port 1] Efficient Image Upgrade o
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Palicy Join Minimum Latency
Inline Tagging IP Overlap

SGACL Enforcement

CTS Profile Name

default-sxp-profilex

mDMNS Flex Profile

| Apply to Device



R — R Flex ProfilexfiF4E+H , SMEIWBACLIETI < , AIFEH+HRM.
-ACL H#R:CAPTIVE_PORTAL_REDIRECT
— EhWeb & RIE : B

EFlexconnectZPEBF , UEEM R EEAPTMARCI800 LA |, FMEISNEEAPENELRM TEHE
EM@ACL,

Add Flex Profile ®

General Local Authentication Palicy ACL VLAN Umbrella

Pre Auth URL  ~ ‘
ACL Name ~ Central Web Auth + Filter AL Name” CAPTIVE PORTAL T o
0 10 «
Central Web Auth i}
Pre Auth URL Filter v

=1 Apply to Device

F£Add Flex ProfileXy iFHEH , SMEBIVLANETI~ , AFEEH+Add (FSRKKBHIE ) .

-VLAN B¥:1HE
-VLAN ID:210
Add Flex Profile ®
General Local Authentication Policy ACL VLAN Umbrella
VLAN Name v 1D « ACL Name « 4
data 2 VLAN Name* guest
1 10 v |items per page VLAN Id* 210
ACL Name v

==

C9800 — ¥ ]#¥Rid
1£9800 WLC GUI L , S in /e B>4r S FE B SXH> RS> >3 0.

AR NENEEXFFNELSSIDHIZRE [ EK - RARE (AR ) .

WM E, 5 SFREMFlex Profilefit & 2 818 1-108 47,



FlexConnectif S 4 BB 5 H XA FlexConnectfit B X ., B Mlex connectit S & Z A AE
100 MEA R,

-8 :ST_CANO1
- AP A B E X4 : Branch_AP_Profile
- FlexBti& X4 : FP_Branch

— BRASR A

Add Site Tag x

Mame* ST_CANO|

Description Site Tag for Branch CA
AP Join Profile Branch_AP_Profile
Flex Profile FP_Branch .
Fabric Control Plane Name v

Enable Local Site

~| Apply to Device

C9800 - RFE: X £

#£9800 WLC GUI L , & EIConfiguration > Tags & Profiles > Tags > RF > Add.

-# & :Branch_RF
- 5 GHZSER 51 55 (RF) &L B 324 : Typical_Client_Density_5gh ( R4 E AL )

- 2.4 GHZSERRFELE X4 : Typical_Client_Density_2gh ( &£ E X HYIEIN )

Add RF Tag x

Name* l Branch_RF]| ‘
Description ’ Typical Branch RF ‘
5 GHz Band RF Profile Client_Density_rf_5gh v |
2.4 GHz Band RF Profile ‘ Typical_Client_Densi 1

Eﬂ Apply to Device

C9800 — HAPZ EL#rid




BFAIRT A A TRE AR IS 5 BRI 5 E P Y2 AP

— ETAPEMMDE , FAregexH N LEAPE #F B 1R 2 (Configure > Tags & Profiles >
Tags > AP > Filter)

— ETFAPLLAMMACH: it Y 55 B (B B>47 iC M & B X 4>F712> AP >## )

EEFADNA CenterfV E7=ZEF |, sZIB W EADNACHIAP PNPIERRE , SfEAHI800F 2 HHY
BAMEESPRECSV)LEAE , LEBREFHDESMNAP, S ZEIConfigure > Tags & Profiles
> Tags > AP > Static > Add(’Z = Upload FileitIn),

- AP MACHt it : <AP_ETHERNET_MAC>

— REEFRICA TR : PT_CANO1

— W RFRIER T - ST_CANO1

- RF#RIZEFr : Branch_RF

XX : MCisco IOS®-XE 17.3.4cHT 14 , B M2HIZRHZH 1,000 EMREXANIERS, 1R
HEFNELBEEILHE  NSAERBSHNEMACHE.

Associate Tags to AP x

AP MAC Address* | aaaa.bbbb.cccc

Policy Tag Name | PT_CANO1 v
Site Tag Name ST_CANO1 v
RF Tag Name Branch_RF v

XE: 5E  ENAETAPEHRENRERNNIRE DB A ZE , ESMIRE-FENEEREXH
SR> AP >3 ER>R 0.

- # :BR_CANO1

-APEFMENRIE : BR-CANO1-.(7) (AN SLAAh RAMAPEHAETE, EARES | FE
WO BAEEAPENWEZRWAP | ZFEBREEBR_CANO1 —” , EREEENER. )

LR 1
— EBHRICEF - PT_CANOT ( IEX )
— W RFRIER S - ST_CANO1

- RF¥rI28®r : Branch_RF



Associate Tags to AP x

A Rule "BR-CANO1" has this priority.Assigning it to the current rule will swap the priorites.

Rule Name* BR_CANO1 [ Policy Tag Name | PT_CANO1 x v
AP name regex* BR-CANO1-{7} ‘ Site Taa Name ST_CANO1 X v
Active YES . RF Tag Name Branch_RF ® v
Priority* 1 ‘
= Apply to Device

Bt iAruba CPPM3:4i
BXETEF/HREREMNAruba CPPMELE |, BB R B Y W HPE Aruba SER IR,
Aruba ClearPassIRS5 28 #) 74 e

Aruba ClearPassf FiFF Bz B ML B X (OVF) AR EPBEESXi <>fRFEF L , ZRFZB[HIWUT R
iR

- BMRERVELICPU

- 6 GB RAM
- 80 GB#{E ( XMEMNBELNBESFIHM , REFEBHITEN )

B i ¥F WTE

BEUTARXNAFE AL . B (Administration)> AR 5588 & ¥ 88 (Server Manager)>iF A
(Licensing)o A MNF&. V3R AR AT,

BSHRENS

SMEEESRSREERRSRERE  ASEEHMBERNCPPMRS SR,
-FEHH cppm
- FQDN:cppm.example.com

— WUFE R % O IP4uL FIDNS



Administration » Server Manager = Server Configuration - cppm

Server Configuration - cppm (10.85.54.98)

Services Control Service Parameters System Monitoring Network FIPS

Hostname: leppm
FQDN: cppm.example.com
Policy Manager Zone: default = Manage F

Enable Performance Monitoring Display: Enable this server for performance monitoring display

Insight Setting: Enable Insight Enable as Insight Master Current Master:cppm(10.85.54.98)
Enable Ingress Events Processing: [J Enable Ingress Events processing on this server
Master Server in Zone: Primary master v
Span Port: -- None -- s
IPv4 IPvE Action
IP Address 10.85.54.98
Management Port Subnet Mask 255.255.255.224
Default Gateway 10.85.54.97
IP Address
Data/External Port Subnet Mask
Default Gateway
Primary 10.85.54.122
“Secondary
DNS Settings e
DNS Caching Disabled

4 FRCPPPM WebB 55 SE £ (HTTPS)

¥ ClearPass Guest Portal T HBEEHTTPSE ML IE#HE R 2 X HHHEWIiNFERE iR |, AL
iE$,

HE1. LAEACAR M EEIEH,
S EESEH>EEIIR>F,
AR ERAHM



View Certificate Details o

Subject DN:

Issuer DN:

Issue Date/Time: Dec 23, 2020 16:55:10 EST

Expiry Date/Time: Dec 24, 2025 17:05:10 EST

Validity Status: Valid

Signature Algorithm: SHA256WithRSAENcryption

Public Key Format: X.509

Serial Number: 86452691282006080280068723651711271611

Enabled: true

Usage: EAP RadSec Database Others

“Export Jll Ciose |

FR2BBUBZLEER,

S EIEESEB>ERF6E>RFRIES>AE - HTTPSIRS /LS.
— & HCreate Certificate Signing Request

— A% : CPPM

— ¢H41 : cppm.example.com

BREFZSANFER ( SANRARFEEZEAEN , IPHHMFODNATREZTERFE ) . BXN
DNS:<fqdn1>, DNS:<fqdn2>, IP<ip1>,



Create Certificate Signing Request o
Common Name (CN): \cpp

|
Organization (0): [Cisco ]
Organizational Unit (OU): [Engineering |
Location (L): Toronto |
State (ST): 'ON ]

Country (C):

Subject Alternate Name (SAN): [DNS:cppm.example.com ]

Private Key Password: [eeeeseneennnns [
Verify Private Key Password: — [seeceeseceenees |
Private Key Type: [2048—bit RSA V]

Digest Algorithm:
| Submit Ji Cancel

F3L  EAMERICAH , EFMEKKICPPM HTTPSARSSCSR,
S R4S BERBAR> Web RS 38>F A4

— IEREH : RESBED

-E AR HTTPIRS B8 IE+

UE R SO B H IR R CAZ B HCPPM HTTPS RS EH

Import Certificate Q

Certificate Type: | Server Certificate v |
Server: ﬁ]
Usage: [ HTTPS Server Certificate V]
Upload Method: [M}
Certificate File: | Browse... | No file selected.
mport Ji§ Cancel |
F#C9800 WLCTE I MR &

£ i1 FConfiguration > Network > Devices > Add.



- % :WLC_9800_Branch

PR F Mt : 10.85.54.99 ( 5 EEWITHNE )
- RADIUSHEZZE %} : <WLC RADIUSZ 5>
-HuEET BN

— BARADIUSEIAEZEN : 1700

Add Device ©

SNMP Read Settings SNMP Write Settings CLI Settings OnConnect Enforcement Attributes

Name: WLC_9800_Branch
[P or Subnet Address: 10.85.54.99 (e.g., 192.168.1.10 or 192.168.1.1/24 or 192.168.1.1-20)
Description: Cisco 9800 WLC for Branch Guest Wifi |
4
RADIUS Shared Secret: VErify: | [sesssccsacsaons
TACACS+ Shared Secret: ' Verify:
Vendor Name: Cisco ]
Enable RADIUS Dynamic Authorization: Port: 1700
Enable RadSec: O

W& REMCoALT B 88

AENMEEFRELBNVITRREFRTEE, MRKRFRITNSE , EURJIBIF/RRETIET
RE"WEHRWebl T EEMG,
EERMITETER

- [TPWebEFiTate: : ITHRBFELREEQNE , AEF AT HRHFE I REHEA
CPPPMBRS RS R, EMAL I B E LB M Allow-Guest-Internet’B , it & ACPPPMZ|
WLCHICoA# 2, S MiFIGuest > Configuration > Pages > Web Logins.

— ERBEIFER  SREFERHEIM (LFHEFENFAFTHEEOEAR )

— & FHEdit
— BRIEER : 6 B
* Login Delay: L v
" __The time in seconds to delay while displaving the login message.

. ClearPass COAZEIR it AT 25 : IX2HEIRCoAH EMClearPass X IEEIWLC, TECoATHIA(ACK)M
WLCIREI 28I , CPPMERTF RN ZRBEF IR RSN FZEEL SR, SHRENRXETKE
WLCHY L Z R W B26t A , 20 RCPPMiE R FE L im /B R E#T , NIk BWLCHIFTRADIUS &%
MEREZFHBRIEHMABRS L HEREHELE , H BEFHEBREEEANH. SME
CPPM > Administration > Server Manager > Server Configuration , A/51%#CPPM Server >
Service Parameters.

- RADIUSZI A $24Y (DM/CoA)iER — & & H 6%



ClearPass Policy Manager

Dashboard [:] Administration » Server Manager » Server Configuration - cppm
[E) Monitoring 4 Server Configuration - cppm (10.85.54.98)
- Configuration o

"\f Administration

& ClearPass Portal

B Privvil
~ Users and Privileges System Services Control System Monitoring Network FIFS
] Server Manager

P Server Configuration Select Service: Async network services ~

. pe 3
"f tog {I::::I Igu;a:olz Parameter Name Parameter Value
o Local ared Folders

Ingress Event

S Licensing
# Device Insight Batch Processing Interval 30 seconds
A External Servers Command Control
#* External Accounts RADIUS Dynamic Authorization (DM/CoA) Delay (5] seconds
Certificates Enable SNMP Bounce Action FALSE =
J” Certificate Store Post Auth
o Trust List Number of request processing threads 20 threads
# Revocation Lists I
& Lazy handler polling frequency H minutes
Dictionaries
" Eager handier polling frequen 30 seconds
“ Agents and Software Updates QEr NANCIETPOTARg Srequency!
£ Support Connection Timeout 10 seconds
Palo Alto User Identification Timeout 45 minutes

ClearPass — /A& CWAREL K
ClearPass-side CWARL & 3¥E(3) IR S5 =/BH ER :

ClearPass4 # RSEER BEY

R B E X E HAllow-Guest-In
1. KRR EEES RS : MAC iE = TRUE , M| e AME,
, i % RedirectfICOA: E k1

ERERBEFRAUPTHE,

2% Web%& F Post-auth set custom attribute
Allow-Guest-Internet = TRUE,

HEWEHANCH

3 %Wﬁ%ﬁﬂ%ﬁ HE% . E:J:Webﬂlg %‘{ﬁijﬁﬁE iﬁlﬁ QESLEEAHOW-GUBSFM
) ' = TRUE

COA:EHBiE
ClearPassit R TBER Y : AF — WEHE — EBN

B E A N BooleanI THIEE M , AEFE P IHTE “Webauth Pending”Ffl“Run™R 7 2 18] 35 #2 8 BR BR
WELRIRE -

— EEIwifilFiH B EIA T HIERE M8 B FAllow-Guest-Internet=false, ETHEM , B %S
H IR ESEMABRS

— HBRIEHAUP Acceptizirt , hEE Fiml ST IEE 1 E # 7 Allow-Guest-Internet=true., F&Ja
BT HEMIRE N TrueFIMAB S 1 Xt B Bk M 3 47 I B 7E [ 75 7]

S ZlClearPass > Configuration > Endpoints , \¥IF&RFIERFMLE , |AttributesiE I+ |, £
F{Efalse# NAllow-Guest-Internet 3 Save.

AR BHTNUREBR-RR , AEZERBRILEY — LSRN GEAERKEHERNRR
THEBREEFHFR.



Edit Endpoint &

Endpoint I:iilna
Attribute Value

|LA|row-Guest-Internet ™~ = [farse [V /.

1.
2.| Click to add...

ClearPass B 37 % iiF 35 e 5 % i (B

B & iR ¥ Guest Portal TUH L MAUPE 3 Bl 23 Bl 45 17 & & 7= i Y 58 il i B 3044
£ FClearPass > Configuration > Profiles > Add.
— 4R : RADIUSZ) A #AX
- % :Cisco_WLC_Guest_COA
Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Attributes Summary

Template: ' RADIUS Dynamic Authorization v|
Name: Cisco_WLC_Guest_COA ]
Description:
Y
Type: RADIUS_CoA
Action: Accept Reject Drop
Device Group List:
[ --Select-- o ]
Radius:IETF Calling-Station-Id %{Radius:IETF:Calling-Station
Radius : B&l Cisco-AVPair Zubscrlber:command=reauther
. < . : %{Radius:Cisco:Cisco-
- B - . . . .
Radius : B# Cisco-AVPair AVPair:subscriber:audit-sessic
Radius : B Al Cisco-AVPair subscriber:reauthenticate-type

type=last

ClearPassih %1 EE [ S HEfe B U4 B R



ECPPMAHEIEE P R T FIMACHE 1E B “Allow-Guest-Internet”i& & 3 “true”ss , tlZE ¥ EMABH
BN AT 5 &858 &I 8 & 3.

XS 39800 WLCRIHFEFFImEE[EICPPMITEF#TAS S HRIE,
£ fnFClearPass > Enforcement > Profiles > Add.

-1 % :Cisco_Portal_Redirect

-k # :RADIUS

-Zh{E:Accept ( X )

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

m Attributes Summary

Template: | Aruba RADIUS Enforcement v |

Name: ICisco_PortaI_Redirect |

Description:

Y

[ype: RADIUS

A\ction: ® Accept O Reject O Drop

Device Group List:

| --Select-- v

ClearPass & E [6] 35 HE B B X 1
ER—XEEARELETFT , RIBLREEERNEL

Enforcement Profiles - Cisco_Portal_Redirect

Summary Profile m’

Type Name Value
1. | Radius: Cisco Cisco-AVPair = url-redirect-acl=CAPTIVE_PORTAL_REDIRECT B
url-redirect=https: /fcppm.example.com/guest/iaccept.php?cmd-
2. | Radius:Cisco Cisco-AVPair = legin&mac="%{Connection: Client-Mac-Address-Hyphen }aswitchip=% Ba

{Radius:IETF:NAS-IP-Address}

ClearPassE & [a] Bl B X /& 14

url-redirect-aclE 14 1% i& 79 CAPTIVE-PORTAL-REDIRECT , X 27£C9800 L 82 ACLH & #Fo

XX : RADIUSHEH RZEIACLHEIA , MAEIEACLAR, 7£9800 WLC EOIZEH
ACLIVE ML EILRADIUSEENETZETE A X—KREE,

url-redirectE X HZNSHAK -



- REWEIFPHBEFRURL | https://cppm.example.com/guest/iaccept.php

- BHEEPFIBMAC , Z%{Connection:Client-Mac-Address-Hyphen}

. BHWIFEIP (9800 WLCHAEEH ) , = %{Radius:IETF:NAS-IP-Address}

. cmd-login¥R1E
£ ZICPPM > Guest > Configuration > Pages > Web Logins > Editds , & & ZIClearPass Guest
Web Login Page#JURL.,

ERBIH , CPPMHRIEEITF I EHBHE X Hiaccept.
XX GEINPTEHNEESRUOFR,

aruvba (

?" Guest Home » Configuration » Pages » Web Logins

| Devices i Web Login (Lab Anonynous Guest Regist

¥ Onboard

. | Use this form to make changes to the Web Login Lab Anon,)
“& Configuration O

+ g Content Manager % Name: @b Anonynous Guest Registration
qu; Guest Manager " | Enter a name for this web login page.
- %) Hotspot Manager iaccept
§- Pages Page Name: Sgmterapage-mrame rorths-wen g
% Field The web login will be accessible from "/guest/
elds
ii Forms
m List Views Description:
@ Self-Registrations Comments or descriptive text about the web |

i€ Jweb Logins % Vendor Settings: | ATuba Networks

. Web Pages Select a predefined group of settings suitable

AE N TERNER , BEE Haudit_session_id , B B REs T X IFi% AL,

ClearPass jt 2 3& 3< e Bt [ S 44 B iR

BLERFEEEN M , LLEH A TCPPMERFRIRS IR Lin T IEE 1+,

HERENHNATARAEHEETNIFTZEZAEMACHHERE | HFAllow-Guest-Internet’ S #i% &
H“true’,

S finZlClearPass > Enforcement > Profiles > Add.
— 184y : ClearPassSE{RE #TSEHE

-ZE A -Post_Authentication


https://cppm.example.com/guest/iaccept.php

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

laiﬂ Attributes Summary

Template: [CIearPass Entity Update Enforcement v]
Name: [Make-Cisco-Guest-Valid | |
Description:

Y
Type: Post_Authentication
Action: Accept Reject Drop

Device Group List:

R —XiEES | EFRAttributesit I+,
A RuR

-HE AT —E — BEBRM

AR EFHEMERETARES  BUFFHIREL —NMREELRFER , WSRPFTR

o

-ME:true

Configuration » Enforcement » Profiles » Add Enforcement Profile

Enforcement Profiles

Profile Attributes Summary

1. | Endpoint - Allow-Guest-Internet ': = :true v

2. ‘ Click to add...

ClearPass i % BBk M 5 17 35 16 5K % Bl i

S fnE|ClearPass > Enforcement > Policies > Add.
-ME WLCERBEEAW
— XHEREA : RADIUS

-FRE it B X {4:Cisco_Portal_Redirect



Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: |WLC Cisco Guest Allow |
Description:
A
Enforcement Type: ® RADIUS ') TACACS+ (O WEBAUTH (SNMP/Agent/CLI/CoA) O Application O Event

Default Profile:

| Cisco_Portal_Redirect v

FEE—MFEF , SHEIRulesiET+ , A5 ¥ THAdd Rule.
-RA KR

-HE AT —E — BEBRM

—BER  FT

— {EATrue

— BEXHBHAERR : [RADIUS] [foiFiF R B & 4]

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Endpoint hd Allow-Guest-Internet hd EQUALS - true v @ %
2. | Click to add...
Enforcement Profiles
Erofiiellia=s; [RADIUS] [Allow Access Profile]

--Select to Add-- ~

[Sove [ Cancel |

ClearPassii FEAUP & 3L e SR B it R

£ fnFClearPass > Enforcement > Policies > Add.
-# £ :Cisco WLC WebauthSE#E 5 B&
— KR AE . WEBAUTH(SNMP/Agent/CLI/CoA)

-BRE Bt & X [RADIUS_CoA] Cisco_Reauthenticate_Session



Configuration » Enforcement » Policies » Add

Enforcement Policies

Name: Cisco WLC Webauth Enforcement Policy [

Description:

Y
=nforcement Type: (O RADIUS () TACACS+ (& WEBAUTH (SNMP/Agent/CLI/CoA) (O Application O Event

pemukiiotile: | [RADIUS_CoA] Cisco_Reautt v | [ TE

EE—XEER , SHBIHU>FH,
-t FBRIE

-BE RS

—BRER  FT

-NME: AP

— BEX#A : <add each>:

- [B BRG] [ERFL RS A

- [Post Authentication] [Make-Cisco-Guest-Valid]
- [RADIUS_CoA] [Cisco_WLC_Guest_COA]

Rules Editor o

Conditions
Match ALL of the following conditions:
Type Name Operator Value
1. | Authentication Status EQUALS User By ¥
2. Click to add.
Enforcement Profiles
Profile Names: [Post Authentication] [Update Endpeint Known]

[Post Authentication] Make-Cisco-Guest-Valid
[RADIUS_CoA] Cisco_WLC_Guest_COA

--Select to Add--

AR IREEINEREZVENFEERHWNERFRHEONSR , MERACPPMITIERFE
EFEFHRADIUS CoAH RECPPMHI800 WLCZ BT EEH R, RIIXLEIER,

— S#EICPPPM > Monitoring > Live Monitoring > Access Tracker , ##{RRADIUSHERBE S &

— 1£9800 WLC L , SinZ i HER>BIE IR , EFHIEWRADIUS CoABEaNEOLEA
pcap , HEIF 2 AMCPPMKZIRADIUS CoAE B,

ClearPass MAB & 133l FR 55 B



BRSS 1B B (AV)FTRadius: &} | CiscoAVPair | cisco-wlan-ssid

£ ZlClearPass > Configuration > Services > Add.
“BRS5ETF

-#EE BRI — MacH B RiE

KA :MAC RiE

-EZRTE R RN | BE XL R

AR HNECECALNY -

-3 # :RADIUS: 2%}

-# % :Cisco-AVPair

—BER  ET

-#ME:cisco-wlan-ssid=Guest ( EEELE B 5 ESSIDEF )

R : “Guest’21EIF9800 WLC &M 15 Z SSIDI & Fo

Configuration » Services » Add

Services

Authentication Authorization Roles Enforcement Profiler Summary

Type: MAC Authentication v
Name: |GuestPortal - Mac Auth|
Description: MAC-based Authentication Service
P
Monitor Made: [ Enable to maonitor network access without enforcement
More Options: Authorization [] Audit End-hosts Profile Endpeints [ Accounting Proxy
Sarvice Rulea
Matches O ANY or & ALL of the following conditions:
Type Name Operator Value
1. | Radius:1ETF NAS-Port-Type BELONGS_TO Ethernet (15), Wireless-802.11 {19)
2 Radius: IETF Service-Type BELONGS_TO Legin-User (1), Call-Check (10)
3. | Connection Client-Mac-Address EQUALS % {Radius:1ETF:User-Name}
4. Radius: Cisco Cisco=AVPair EQUALS cisco=-wlan=-ssid =Guest

ER—XFEES |, %EiFEAuthenticationit T+,

— BHRWIEAE - MIBRIMAC AUTH] , F N[ R FFREMAC AUTH]

— BORIER : [ iR E] (A it SQLERE E] [ & B P 76 F] [ 4 3 SQLIUIRE ]



aruvba ClearPass Policy Manager
Dashboard
[=] Monitoring

Configuration » Services » Edit - GuestPortal - Mac Auth

[- -]

Services - GuestPortal - Mac Auth

)
EhqScafigucation Summary  Service Authorization  Roles  Enforcement  Profiler
12 Service Templates & Wizards

! m Authentication Methods: TWMW1 HI
5 Authentication
1) Methods
1 Sources
- & Identity
14 Single Sign-On (S50)
1) Local Users
{3 Endpoints |—-Select to Add— v
{x Static Host Lists Authentication Sources: |TEndpmnts Repository] [Local SQL OB] |
{1 Roles [Guest User Repository] [Local SQL DB]
1 Role Mappings
5 Posture
§ Enforcement
1} Policies
1} Profiles

G)

-+« Network |--Select to Add- v]
12 Devices
1 Device Groups

o -

Strip Username Rules: ) Enable to specify a comma-separated list of rules to strip username prefixes or suffixes

EE—XiEES |, iEFEnforcementit I+,
— SCHEERER - WLCERHAR AL

Configuration » Services » Add

Services
Service  Authentication Roles m Summary
Use Cached Results: [[] Use cached Roles and Posture attributes from previous sessions
=nforcement Policy: | WLC Cisco Guest Allow v|
Enforcement Policy Details
Description: MAB Enforcement Redirect
Default Profile: Cisco_Portal_Redirect

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1; (Endpoint:Allow-Guest-Internet FQUALS true) [Allow Access Profile]

FER—FFES |, EEEnforcementiz I+,
Configuration » Services » Add

Services

Service Authentication Authorization Roles Enforcement m Summary

Endpoint Classification: Select the classification(s) after which an action must be triggered -

[-- Select -- v]

RADIUS CoA Action: | Cisco_Reauthenticate_Session Ml View Details




ClearPass Webauth k% & B

SfnZIClearPass > Enforcement > Policies > Add.
- & :Guest_Portal_Webauth
SRAECEFWebt B WAE

Configuration » Services » Add

Services

m Authentication Roles Enforcement Summary
Type: ' Web-based Authentication v
Name: ‘Guest |

Description:

Y.

Monitor Mode: [C] Enable to monitor network access without enforcement

More Options: [] Authorization [] Posture Compliance

Matches O ANY or ® ALL of the following conditions:

Type Name

1 ‘ Host CheckType
2. | Click to add...

R —XiFEES |, E£Enforcementit T+ T , Enforcement Policy:Cisco WLC WebauthSEHE 5K B o

Configuration = Services = Add

Services

Service Authentication Roles Summary

Use Cached Results: Jse cached Roles and Posture attributes from previous sessions

Enforcement Policy: Cisco WLC Webauth Enforcement Policy  ~ m Add New Enforcement Poli

Enforcement Policy Details
Description:
Default Profile: Cisco_Reauthenticate_Session

Rules Evaluation Algorithm: first-applicable

Conditions Enforcement Profiles

1 [ {Authentication:Status 4 User) [Update Endpoint Known], Make-Cisco-Guest-Valid, Cisco_Reauthenticate_Session

ClearPass - Web® &

¥ FAnonymous AUP Guest Portal U , BEEASREZBEFENENAF B,
FERNAFBXAENEEULTFER
username_auth |FIF & FHRKIE : | 1

EiZxE AP “username_auth’F & , %M E &t “edit user REP E RIZFR. SfinZlClearPass >



Guest > Configuration > Pages > Forms , Af51%#Fcreate_userik ¥,

arvba

- Guest

¢! Devices
N Onboard
“4 Configuration (=)

@ Authentication
-+ {4 Content Manager
Qa Private Files
@ Public Files
ﬂ;Guest Manager
+ 8} Hotspot Manager
- '@+ Pages
B Fields
D [ |
=TT Ot Views
'@ Self-Registrations
% Web Logins

Hore = Configuration » Pages » Forms

Customize Forms

ClearPass Guest

Use this list view to customize the forms within the application.

E change_expiration

Change the expiration time of a single guest account.

create_multi
Create multiple guest accounts.

create_multi_result
Create multiple accounts results page.

Change Expiration

Create Multiple Guest Accounts

Create Multiple Accounts Results

create_user *
Create a single guest account.

Create New Guest Account

[y Edit [= EdiCFlelds] (") Reset to Defaults () Duplicate ¥, Show Usage (34 Translations

= Launch

@ create_user_receipt
Create single guest account receipt.

= anest adit

Create New Guest Account Receipt

1% Rvisitor_name ( 562017 ) , AE £ tinsert After.

Home » Configuration » Pages » Forms

Customize Form Fields (create_user)

Use this list view to modify the fields of the form create_user.

€ Quick Help

[5 preview Form

Description

1 enabled dropdown Account Status: Select an option for changing the status of this account.
10 Sponsor_name text Sponsor’'s Name: Mame of the person sponsoring this account.
13 sponsor_profile_name text Sponsor’s Profile: Profile of the person sponsoring this account.
15 sponsor_email text Sponsor’s Email: Ermnail of the person sponsoring this account.
[20 visitor_name text Guest's Name: Mame of the guest.

B’ Edit % Edit Base Field €3 Remove :5 Insert Before | ot INsert ATter | 2 Disable Field




Home » Configuration » Pages » Forms

Customize Form Field (new)

Use this form to add a new field to the form create_user.

Form Field Editor

username_autn e

"EEICCE ThE 11210 deTInIton t0 ateach 1o the form.

Form Displa\r Properties
These properties control the user interface displayed for this field.

* Field Name:

Enable this field
When checked, the field will be included as part of the form.

* Rank:

Mumber indicating the relative ordering of user interface fields, which are displayed in order of increasing rank.

Field:

| No user interface v] (3 Revert

* User Interface:
g or editing this field.

Form Validation Properties

These properties control how the value of this field is checked.

[ [Field value must be supplied|
Select this aption if the field cannot be omitted or left blank.

- 1 {“\ Revert
Initial Value: \— L
==rame to initialize this field with when the form is first displayed.

Field Required:

[ IsvalidBool v

* validator:
The function used to validate the contents of a field.

| (None) hd

Validator Param:
Optional name of field whose value will be supplied as the argument to a validator.

Validator Argument:

Optional value to supply as the argument to a validator.

The error message to display if the field's value fails validation and the validator does not return an error message directly.

Validation Error:

NECEEFAUPHEIIFREEEEANAF A,

S #1ECPPPM > Guest > Guest > Manage Accounts > Create.
-REH R T EWIF

VNIRRT

- B8 F AR 44 31k :guest@example.com

— RAFESHRIE  RATHEEREAFEER : BA

K P BOE A

-1 72 A SRR PR -tk P RO B

— ERAZN  BRKEA  BR




Home » Guest » Create Account

Create Guest Account

New guest account being created by admin.

Create New Guest Account

‘GuestWiFi ]
Name of the guest.

* Guest’s Name:

[Cisco ]
Company name of the guest.

* Company Name:

[guest@example.com \
The guest’s email address. This will become their username to log into the network.

* Email Address:

Allow guest access using their username only
Guests will require the login screen setup for username-based authentication as well.

Username Authentication:

[Now v]
Select an option for changing the activation time of this account.

Account Activation:

[Account will not expire v]

Account Expiration: - - — )
Select an option for changing the expiration time of this account.

[ [Guest] VJ
Role to assign to this account.

Password: 281355

* Account Role:

Notes:

Y

* Terms of Use: I am the sponsor of this account and accept the terms of use

BIEWebB FZ&kE, SHEICPPM > Guest > Configuration > Web Logins.
SHRRIUFEEH D PHLREMYE

RAFR& |AFE

visitor_name |58 & &

cn |17 (A1 & &

visitor_phone |5 & £i%

BR4F | 5B F R4

BR4F | 5B F R4

sponsor_name |{RiE AR
sponsor_email | & 2 A BT Hp 44
R — HE — EBKM | true
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ECPPPMA | SfinZlLive Monitoring > Access Tracker.
EEHMAMABRSHHIEEAF,
BEETF

Request Details 2
m Input Output RADIUS CoA

Login Status: ACCEPT

Session Identifier: R0O000471a-01-6282a110

Date and Time: May 16, 2022 15:08:00 EDT

End-Host Identifier: d4-3b-04-7a-64-7b  (Computer / Windows / Windows)
Username: d43b047a647b

Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)
Access Device Name: wic01

System Posture Status: UNKNOWN (100)

Policies Used -
Service: Guest SSID - GuestPortal - Mac Auth
Authentication Method: MAC-AUTH
Authentication Source: None
Authorization Source: [Guest User Repository], [Endpoints Repository]
Roles: [Employee], [User Authenticated]

Enforcement Profiles: Cisco_Portal_Redirect

l4 €« Showing 8 of 1-8 records » »i Change Status Show Configuration m Show Logs m

FER—MEES , SHMEInput(fH A)IET<,



Request Details o
Summary lm. Output RADIUS CoA

Username: d43b047a647b
End-Host Identifier: d4-3b-04-7a-64-7b (Computer / Windows / Windows)
Access Device IP/Port: 10.85.54.99:73120 (WLC_9800_Branch / Cisco)

RADIUS Request Q

Radius:Airespace:Airespace-Wlan-Id 4

Radius:Cisco: Cisco-AVPair audit-session-id=6336550A00006227CE452457
Radius:Cisco: Cisco-AVPair cisco-wlan-ssid=Guest
Radius:Cisco:Cisco-AVPair client-iif-id=1728058392

Radius:Cisco: Cisco-AVPair method=mab

Radius:Cisco:Cisco-AVPair service-type=Call Check

Radius:Cisco: Cisco-AVPair vlan-id=21

Radius:Cisco:Cisco-AVPair wlan-profile-name=WP_Guest
Radius:IETF:Called-Station-Id 14-16-9d-df-16-20:Guest
Radius:IETF:Calling-Station-1d d4-3b-04-7a-64-7b

|« <« Showing 8 of 1-8 records » » [ UL LR C T Show Configuration fll Export lll Show Logs [l Close |

ERE—-XEES , SHMEBEHETF.

Request Details o
Summary Input m RADIUS CoA

Enforcement Profiles: Cisco_Portal_Redirect
System Posture Status: UNKNOWN (100)

Audit Posture Status: UNKNOWN (100)

RADIUS Response

Radius:Cisco:Cisco-AVPair url-redirect-acl=CAPTIVE_PORTAL_REDIRECT

Radius:Cisco:Cisco-AVPair url-redirect=https://cppm.example.com/guest/iaccept.php?cmd-login&mac=d4-3b-
04-7a-64-7b&switchip=10.85.54.99

4 <« Showing 8 of 1-8 records » »l Change Status Show Configuration m m

Appendix

NETSE | WA RM T BR800/ 204 [I2HIBF SRADIUS RS BB MABEE R EFI A XERR
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/content/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213945-understand-flexconnect-on-9800-wireless.html
http://www.cisco.com/c/zh_cn/support/index.html
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