{2 /1980042 2R B B A R KY802.1XER T
B

]

A

>

o

¢ N

off
SH
o
=S

v
7

AR

db =2 /=
B R1Ez§\

[

X 4% B

FLAPHEL & N 802.1xiERF
MEAPEIAWLC:
IMRAPE R IMAWLC:

Fit & R tll

BL B ISEARS 25
EoRNE= G oAl aic)
RUF R lis O _EAY802.1x
P HE BR

b))

AT B ERHEA R(AP)ECE N802.1xER G , AEER A% A L RADIUSARS 25
HATRN.

FRFH
R

Cisco BWIB THLUTEE :

e
R

. Tk BEMIEFES(WLC)FILAP ( REEAR ) .
- BRIZBHLHMISE L#I802.1x

- AF B IMEHN (EAP)

- =R A P& ATAIER S (RADIUS)

ER KA H
AXEPHERETUTREGFE IR
- WS-C3560CX, Cisco IOS® XE, 15.2(3r)E2

- C9800-CL-K9, Cisco IOS® XE, 17.6.1
- ISE 3.0



- AIR-CAP3702

- AIR-AP3802
ANHEPNEEHRETREXRERNEFHRFEEN, AXEFERANAERZRAERAR
(BN ) BE. MREHMBLTEIRS , FERRETRAERSHIBERRE,

HFRER

EHRESF |, BAS(AP)FEH802.1xiEK A , HHAXREYIRIEISESE FHEAPH ZEAP-FAST# 1T 5 %5

¥ur,

—Big OBERNB02.1XH HBRIE , JIRVFF RFERS02AXREANEMREBBL ZKO , EFE
B3z O BIRE R IHHET H BRI,

APRILAFEMMAWLCZ BIS MM AWLCZ B ITE /BRI , EXFERT , B LAEELAPIIAWLCZ
BEXY LEES02.1X,

Bl

ANEB 7 A < WA EL B A AL PR Th BB RV AE BLo
P 45 FE

AXEEANTHRRE :

WLC Switch LAP

FLAPEE7802.1x®R A5
MRAPEAWLC:

BLE802. 1xH I UE R B M At BEIEH(LSC)APEHRIERE



$ B 1:7£AP Join Profilell H £ , $fin ZConfiguration > Tags & Profiles > AP Join > On AP Join
Profile £ , REAAAEURIIFTNMAREXH , REL/LTAPIMABREX4EHNHEEZMAEREX
.

"':'I'{E'c'r' Cisco Catalyst 9800-CL Wireless Controller
= » AP Jgin
AP Join Profle Nama T Description
Dotlx
Split- Tunr
default-ap-profile dedault ap prohle

=% : 7£AP Join ProfileTWE A , MAP > General i ZJAP EAP Auth ConfigurationZ87. M
EAP Type FHIFIFRF | BEAPE A MERNEAP-FAST, EAP-TLSEEAP-PEAP , LLEL Bdot1x & 14
IR A,



Edit AP Join Profile »

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
1 ———
Power Over Ethermnet Client Statistics Reporting Interval
| Switch Flag 5 GHz (sec) 90
1
Power Injector State 2.4 GHz (sec) 90
Power Injector Type Unknown v Extended Module
imector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Awth Conﬁgwahm Mesi
r N
. |
EAP Type ! EAP-FAST bl | Profile Name mesh-profile L
EAP-FAST Clear
AP Authorization Type EAP-TLS
EAP-PEAP
\_ .

o Update & Apply to Device

£ =2 . MAP Authorization Type TH 5z F |, 1R E Y CAPWAP DTLS +5CAPWAP DTLS
>R tUpdate & Apply to Device.




Edit AP Join Profile x

General Client CAPWAP AP Management Security ICap QoS
—
General Hyperlocation Packet Capture
—
Power Over Ethernet Client Statistics Reporting Interval
Switch Flag 5 GHz (sec) 80
Power Injector State 2.4 GHz (sec) a0
Power Injector Type Linknawn v Extended Module
Injector Switch MAC 00:00:00:00:00:00 Enable
AP EAP Auth Configuration Mesh
( . Y
EAP Type EAP-FAST - Profils Name mesh-profile .
- f Clear
AP Authorization Type CAPWAP DTLS v
CAPWAP DTLS +
DOT1x port auth
CAPWAP DTLS
k Dot1x port auth )
=] Update & Apply to Device

BLiE802.1xH R & ME -

*ﬂ?n? :)éi‘&>ﬁﬁ£> A Dot xfA & MBBFAB B> LR ELHMNG02. 1xHBRE> ¥ HEMH N
RAEhR



Edit AP Join Profile ®

General Client CAPWAP AP Management Security ICap QoS
Device User Credentials CDP Interface
| —
Dot1x Credentials
Ve N
| Dot1x Username Dot1x
Dot1x Password LITITT YT
i
Dot1x Password Type clear v
\ J

D Cancel |:| Update & Apply to Device

WSRAPIE R I AWLC:

BB R B EEEILAPT R BREHFEA U TCLIGFS : (&M FCheetah OSFICisco IOS®
AP)

CLI :

LAP# debug capwap console cli
LAP# capwap ap dotlx username

R ERAP L Dot IxRIE ( INRME )

% FCisco IOS® AP , EFTINEAP/T :



CLI :

LAP# clear capwap ap dotlx

% FCisco COS AP , EFTINEAPS :

CLI :

LAP# capwap ap dotlx disable

I I 32 4
R 2B E Adot!xIHFISERS BRMEI M.

CLI :

Enable

Configure terminal

aaa new-model

aaa authentication dotlx default group radius
aaa authorization network default group radius
dotlx system-auth-control

Radius-server host

B EAP R Hliuw A

CLI :

configure terminal

interface GigabitEthernet
switchport access vlan <>
switchport mode access
authentication order dotlx
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

end

MR APA FFlex Connecti& =, ( A#33#r ) |, MAMERRAZEO LHTHABRE , LAFKO L
BZAMMACHH | AAFFIRHREEAPRBIBRN

authentication host-mode multi-host

AR EREREFEIR, TREEFANBNUIXHEREEMMBEI A,

AR ZEHEANE -IMACHE U FHITHHRIE , REAFELRHBEBANEMMACHE L, 40
REEENAPEE 7T A XRER |, FEIRINKA LEAENER, EATFEFRHNRE
BERBRNEA, IRFEZLRERR , WEWLANLE AdotIx AR B imEiE

B EISERRSS 7%

ST FRBYIF IR ISERF SR LHREFRE, SAZEIAdministration > Network Resources >



Network Devices > Click Add > Enter Device name , IP address , enable RADIUS Authentication
Settings , Specify Shared Secret Value , COA port ( SR & 7 ERIAE ) > Submits

= Cisco I stration - Network Resources I

o RADIUS

=% FAPKIDFRMNBISE, $#iZEAdministration > Identity Management > Identities >
Users , RIFE THTAJAZHERMAF . BEEEARATEWLC EHNAPINIAEE X4l EMEIE
o EEE , AFHETHAMNBRINAG | BURBERFITRE,



= Cisco |5 I Administration - Identity Management

Identities Groups External [dentity Sources dentity Source Sequences

| Usars - Metwork Access User

User Information

Account Options

Account Disable Policy

~ User Groups

¥=%:FISEL , LESHHILKE MUK, 3 ZEPolicy > Policy Sets , %1% Efi & # KB
EMENHERSTL. EXMERLT , SEARIAKEE , BUUBREERBEZFBE,

REEESHRILRMAMBLRR, S REOKRREISERS SR LEIZNBRIAKR , B LR
BEEHITBEENEE L,

FEAREID , BERUEGRN  “NMREABEL802.1XERAFEISERSFRLEA , MMV E
SHRIERNNAF". RBAPHBRIEISERS FRF RN




authorization Policy (12)

Results
Status  Rube Name Conditions Prafiles Security Groups Hits  Actions
| ] Basic_Awthenticabed_Access Natwork _Actrss Autbeatication_Passed Sebect from | @L
e Sol om {é‘r

FNS  BREATFVBRINFREF R P LIFEAP-FAST, S#iZEPolicy > Policy Elements >
Authentication > Results > Allowed Protocols > Default Network Access > Enable EAP-TLS >

Save,

= Cisco ISt [ Policy - Policy Elements l

Dictionaries Conditions

Authentication

AMlowed Protocols Allowed Protocols

Mama
Authorization
Dascription
Defaul Allowed Protoccd Service
Profiling
Posture

Client Provisioning - Allowed Protocols

Authentication Bypass
Authentication Protocols

Proactive sesskon ticket update will occur after % of Time To Live has exp

iE

ERAE D AIEIAR BT EREIZT.

K g se s

showfh & & RAPE E X4 H B RIEFE R

CLI :

9800WL.CHshow ap profile nanme <profil e-nanme> detail ed

Bl

9800W.C#show ap profile nane default-ap-profile detailed
AP Profile Nane : Dot 1x

red



Dot 1x EAP Met hod . [ EAP- FAST/ EAP- TLS/ EAP- PEAP/ Not - Conf i gur ed]
LSC AP AUTH STATE : [CAPWAP DTLS / DOT1x port auth / CAPWAP DTLS + DOT1x port auth]

WiE 3z ¥l O £ #Y802.1x

showfn S E R O _£802.1xH BB IEIRA
CLI :

Swi t ch# show dot 1x all

i R
Sysaut hcont r ol Enabl ed
Dot 1x Protocol Version 3

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60

Server Ti neout =0

SuppTi neout = 30

ReAut hivax =2

MaxReq =2

TxPeri od = 30

Bilm A REE#HITH ORI

CLI :

Swi t ch#show dot 1x interface <AP switch port nunber> details

a1 R

Dot 1x Info for G gabitEthernet0/8

PAE = AUTHENTI CATOR
Qui et Peri od = 60
Server Ti neout =0
SuppTi neout = 30
ReAut hivax =2
MaxReq =2
TxPeri od = 30

Dot 1x Aut henticator Cient List

EAP Met hod = FAST

Suppl i cant = f4db. e67e. dd16

Session I D = 0A30279E00000BB7411A6BC4
Auth SM State = AUTHENTI CATED
Auth BEND SM St at e = | DLE

ED
Auth BEND SM State = | DLE

MCLI:



Swi t ch#show aut henticati on sessi ons

L

Interface MAC Address Met hod Domain Status Fg Session |ID
aGgo/8 f4db. e67e. dd16 dot 1x DATA Aut h 0A30279E00000BB7411A6BC4

FISEH , 1%#FOperations > Radius Livelogs , 3 #1A & {05 1E A Th B #EIA 7 E Y R ANEL & 3 4

Miscondl iqured Supplicants Misconty gured Network Devices RADIUS Drops. Clieny S1opped Responding Repoat Counter
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6. MR ESMIIFAN , BERRI LW AL TGS : debug dot1xFdebug authentication.
BEEE , ETCisco IOSHIEA R (802.11ac wave 1) A EZIFTLSARAR1.171.2, HRISES
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