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Authentication Request (Open)

Authentication Response (Open)
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Association Request (RSNIE,OWE-DHIE) o~

> . This is used to generate
Association Response (RSNIE,OWE-DHIE) ! PME on AF and client
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- M2 (SNonce,MIC,RSNIE)
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MacFPro Pixel Ga Samsung 523

Windows 11 with Intel AX211

L 4
GUINEIES IR :

BRI E—/NSSID , $FF N “OWE_Transition”s EARHFIH , WLAN ID 3HHRHERREE , GNEZA
“Broadcast SSID”#£11 :

514 1% ¥ Configuration > Tags & Profiles > WLANsEA 3T FFWLANs R o

25 A AddEARINETBIWLAN >R IIWLANR #R“OWE_Transition”>4$Status .t Enable >T{x
Broadcast SSID /I Disabled.



n 'é‘l's'ég' Cisco Catalyst 9800-CL Wireless Controller W #  ABO TWeo Q = x| o [k

WLANs Edlit WLAN x
& VLA .
General
1 T Name T o
OWE_Transition Radia Polficy @
AR
L OWE_Transition
WE_Transisce . 3 (e e —
sifida 3 2t G |
L
* Tl |
0 [ ]
o e BHe
St el
2.4 GHz

OWE#:1% 3858 B I ik X SSIDR=
535 % B Security > Layer 21> Select WPA3,
4% FProtected Management Frame(PMF)i%& & 5 Required,

FE5F EWPA Parameters > PFWPA3%E B, 1£IZAES(CCMP128)Encryption and OWE Auth Key
Management.,

OIS TFWLAN ID 4 ( FFAAEXWLAN ) R E“S EHEFXWLAN ID"HE,

7% | Apply to Deviceo

€| 'Icluls'élcl.' Cisco Catalyst 9800-CL Wireless Controller V : # % AB & TWOCo Q = >
3 LN Edit WLAN
&
Security
T oD
Lanyer2 13
¥ i P,
» 2+ WS Static L
% 2
‘ a
» o
WRA Paramaters East Transition

Auth Key Mgmit

Protected Management Frame

o
o
- 0oODO
oo

OWERs &z, — OWE SSID

BB EZ/NSSID , EARRHIFFEF R open” , WLAN ID 4 , H¥4R)3 F“Broadcast SSID” :

2814 % 4% Configuration > Tags & Profiles > WLANsEUITFFWLANsT H o



24 R HAJd SR INFTEIWLAN >R IIWLAN B #5“open”>fF Status Bt I Enable >R Broadcast

SSIDJ¥Enabled.
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* 3 WLANs

i
il
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OO0 000

OWERFF iz SSID

V # & AB 9 neo Q = P
General
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g epon Radia Policy @
*
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%35 %# Security > Layer 2i£I+> Choose None,

4L FWLAN ID 4(OWE_Transition)i# il E“Transition Mode WLAN ID"#EH,

585% M Apply to Deviceo

st 9800-CL Wireless Controller
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Edit WLAN ®
Security
T o
Layerz
*
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-
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OWER BEXF A WIANEZ £

Protected Management Frame Fast Transition

LREBRITTHRAER . —1PNEBR“OWE_Transition”fYWPA3+OWE+WPA3 B & HEl &
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HSSID , M“OWE_Transition” | & &,



n '.':L's'yo" Cisco Catalyst 9800-CL Wireless Controller Welcome ad # & ABS T"OT Q = R

WLANs
Selected WLAN: ; 0
Susus T Hame T D T ssD i T
o KARCEBE . 1 Mk
[+] L 4o
© .
Q apan L Co
[+] CBE e

OWE##iEWLAN

FE6H H 2 WLANBR S BIFF E /I Policy ProfilesE|Policy TagH & & M A EIAP,

Edit Policy Tag "

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag
Name* | WIfi6E_TestPolicy |
Description | Entar Dascription |

“w WLAN-POLICY Maps: 2

+ Add
WLAN Profile T  Palicy Profile T
D OWE_Transition CentralSwPolicyProhke
D OpEn CentralSwPolcyProhke
1 | 10 v |

RIS
ECiECLI:
1858 B IT HSSID:

Device# conf t

Device(config)# wlan OWE_Transition 3 OWE_Transition
Device(config)# no broadcast-ssid

Device(config)# no security ft adaptive
Device(config)# no security wpa wpa2

Device(config)# no security wpa akm dotlx
Device(config)# security wpa akm owe

Device(config)# security wpa transition-mode-wlan-id 4
Device(config)# security wpa wpa3

Device(config)# security pmf mandatory



Device(config)# no shutdown

Fr = SSID:

Device# conf t

Device(config)# wlan open 4 open

Device(config)# no security ft adaptive
Device(config)# no security wpa

Device(config)# no security wpa wpa2

Device(config)# no security wpa wpa2 ciphers aes
Device(config)# no security wpa akm dotlx
Device(config)# security wpa transition-mode-wlan-id 3
Device(config)# no shutdown

REGECE S F -

Device(config)# wireless tag policy Wifi6E_TestPolicy
Device(config-policy-tag)# wlan open policy CentralSwPolicyProfile
Device(config-policy-tag)# wlan OWE_Transition policy CentralSwPolicyProfile

IS UF
XERWERS .

KWIECLILAYWLANELE :

<tfroot>

Device#show wlan id 3
WLAN Profile Name : OWE_Transition

Identifier : 3

Description :

Net work Nane (SSID) : OANE_Transition

Status : Enabled

Broadcast SSID : D sabl ed

[...]

Security

802.11 Authentication : Open System

Static WEP Keys : Disabled



W -Fi Protected Access (WPA/ WPA2/ WPA3) : Enabl ed

WPA (SSN IE) : Disabled
WPA2 (RSN IE) : Disabled

WPA3 (WPA3 | E) : Enabl ed

AES Ci pher : Enabl ed

CCMP256 Cipher : Disabled
GCMP128 Cipher : Disabled
GCMP256 Cipher : Disabled
Auth Key Management
802.1x : Disabled

PSK : Disabled

CCKM : Disabled

FT dotlx : Disabled

FT PSK : Disabled

FT SAE : Disabled
Dot1lx-SHA256 : Disabled
PSK-SHA256 : Disabled

SAE : Disabled

OVE : Enabl ed

SUITEB-1X : Disabled
SUITEB192-1X : Disabled
SAE PWE Method : Hash to Element, Hunting and Pecking(H2E-HNP)

Transition Disable : D sabled

CCKM TSF Tolerance (msecs) : 1000

OVNE Transition Mdde : Enabl ed

OVNE Transition Mode WAN ID : 4

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Required

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200

[...]

#show wlan id 4

WLAN Profile Name : open

Identifier : 4

Description :

Net work Nane (SSID) : open



Status : Enabl ed

Broadcast SSID : Enabl ed

[...]

Security

802.11 Authentication : Open System
Static WEP Keys : Disabled

W-Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed

O/NE Transition Mdde : Enabl ed

O/NE Transition Mode WAAN ID : 3

OSEN : Disabled

FT Support : Disabled

FT Reassociation Timeout (secs) : 20
FT Over-The-DS mode : Disabled

PMF Support : Disabl ed

PMF Association Comeback Timeout (secs): 1
PMF SA Query Time (msecs) : 200
[...]

FEWLCH |, B U ZIAPE B H K IEFH MNWLANTEAP L FENRA -
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Client MAC Address : 286b.3598.580f

[...]
AP Name: AP9136_5C.F524
AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wireless LAN Id: 3

WLAN Profile Nanme: ONE_Transition

Wreless LAN Network Nane (SSID): OAE_Transition

BSSID : 00df.lddd.7d3e
Connected For : 682 seconds
Protocol : 802.1lax - 5 GHz
Channel : 64

Client IIF-ID : 0xa0000003
Association Id : 2

Aut hentication Algorithm: Open System
Idle state timeout : N/A

[...]
Policy Type : WPA3

Encryption G pher : CCWP (AES)

Aut henti cati on Key Managenent : OW\E

Transition Disable Bitmap : None
User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast :

Encrypted Traffic Analytics : No

Protected Managenent Franme - 802. 11w : Yes

EAP Type : Not Applicable

BN AEWLC GUIFRRZIEHIAR

DisabTed



B ‘vl Cisco Catalyst 9800-CL Wireless Controller : # % A B S TWeC C

Clsco

D -

General
Clients

Client Properties

~
Rt

Selected 0 out of 2 Clients

Glient MAG T Pu T
Addross Addross IPvE Addrass
D 479.2ec9.8371 F 192.168.1.1
D 2860.3598.580 F 192.168.1.159  2001:8a0:1b91:1c00:d0chod 1b: 7 1e4: (250
1 mn -
vark D
B vl Cisco Catalyst 9800-CL Wireless Controlier Welcome ad # " ABNTOCT
60 Vierw General o> otatshics \TF Statistics Mobilty Histor Coal
Clients
Security Information
4 —_—
=

Selected 0 out of 2 Clients

Cliont MAC T P T
(=] Address Address PvE Address AP Nama
O 04292002 £
0O  2seu35985800 A 1921880159 fBDiacSboelelS7bac352  APBIIE A
1 n v .

NTFAXZFERBBETHNES R , ENR8EF T MASSIDHEREEZF HASSID , MA2ME

MEMTR , XEFFRF ZFERETT M ( 25 =210S 15 E#iPhonefMac OS 12 E#Y
MacBook ) , ¥ B ReeFEEFKRIHESSID , HBEFRERME,



s Proximus = 17:04 < R

Wi-Fi

Wi-Fi @

open
Unsecured Network

aprOvO <

Other...

Ask to Join Networks Notify



Client MAC Address : b44b.d623.a199

[...
AP Name: AP9136_5C.F524

]

AP slot : 1

Client State : Associated

Policy Profile : CentralSwPolicyProfile
Flex Profile : N/A

Wreless LAN Id: 4

WLAN Profile Nane: open

Wreless LAN Network Name (SSID): open

BSSID : 00df.1lddd.7d3f

[..

-]

Aut hentication Algorithm: Open System

[..

-]

Prot ected Managenent Frane - 802.11w : No

EAP Type : Not Applicable
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ApplefE AL IE R T N HIEZH X,
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3. MREFIHEEFHASSID , ZIFOWE , BENMIARTHERAWPAIMITIER |, MR IEHER
VLAN DR EBEBHHAERNIMWLANKEHRF &, BUNEREFESRERX TEAAPHIROTAR
E, BRITUTSRUBRBL FTRF[EXNMVAP & FRFESZEXAAP Catalyst 91xx.

« RIEHESSID open” W EHRF B EOWERRIERIE , AP T EHWBEET KSSIDIFAE

£ , MBSSIDFSSIDA FR“OWE_Transition” : =
OWES 7 S SSIDIEHR

- EERRE T SSIDWEFROTA , IR FEA1#&bssidiTIE , Wi &KX ZIBSSID
00:df:1d:dd:7d:3e,BSSID 2 OWE## i K E:
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2023/06/23 15:08:58.567933 { wncd_x_R0-0}{ 1} : [client-keymgmt] [14854]: (note): MAC: XXxx.xxxXX.xxxx EAP Key management successful.
AKM:OWE Cipher:CCMP WPA Version: WPA3

2023/06/23 15:10:06.971651 {wncd_x_R0-0}{ 1} : [client-orch-state] [14854]: (note): MAC: xxxx.xxxx.xxxx Client state transition:
S CO_IP_LEARN_IN_PROGRESS->S CO_RUN
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