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wIAEEIP [OOM_IP] 192.168.0.25
NS IRER A > [OOM_GW] 192.168.0.1
EEARAFA [BEA] admin

EIE R [#3] ah1-7k++a1
APERRAFE [AP_ADMIN] admin

AP CLIZH [AP_PASSWORD] alkhb90jlih
APJS A iz [AP_SECRET] kh20-9yjh
R EVA [WLC_NAME] 9800-bcn-1
NEERE [HA] company.com
%= P HVLAN ID [CLIENT VLAN] 15

& FiwVLANS FR [VLAN_NAME] client_vlan
Ttk EEEOVLAN [WMI_VLAN] 25
FREEEOP [WMI_IP] 192.168.25.10
Ttk S O 10 [WMI_MASK] 255.255.255.0
Ttk SO RIAGW [WMI_GW] 192.168.25.1
NTP fR&28 [NTP_IP] 192.168.1.2
RadiusfR55851P [RADIUS_IP] 192.168.0.98
Radius A R Z %4 [RADIUS_KEY] ThislsASharedSecret
WLAN SSID WPA2FI L ZZ4AEH [SSID-PSK] AA

WLAN SSID WPA2 802.1x & {333 [SSID-DOT1X] NEBH
WLAN SSIDiFEA#tWeb & B EIUE  [SSID-LWA] guest1

WLAN SSIDIFEAR#WebF A KIUE [SSID-CWA

guest2
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DAO2#write erase

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

Sep 7 10:09:31.141: %$SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
DAO2#reload

System configuration has been modified. Save? [yes/no]: no
Reload command is being issued on Active unit, this will reload the whole stack

Proceed with reload? [confirm]

Sep 7 10:10:55.318: $SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.
Chassis 1 reloading, reason - Reload command
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Installation mode is INSTALL



No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will terminate if any input is detected on console

Autoinstall trying DHCPv4 on GigabitEthernetO

Autoinstall trying DHCPv6 on GigabitEthernetO

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:

*Sep 7 10:15:01.936: %$I0OSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

Machine Check: 0 Bank 9: e€e2000000003110a

*Sep 7 10:15:01.936: %$I0OSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

ADDR ff007£00 MISC 228aa040101086

*Sep 7 10:15:01.936: %$I0OSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

Machine Check: 0 Bank 10: ee2000000003110a

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

ADDR ff007fc0 MISC 228aa040101086

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

Machine Check: 0 Bank 11: ee2000000003110a

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

ADDR ff007£80 MISC 228aa040101086

*Sep 7 10:15:01.936: %$IOSXE-0-PLATFORM: Chassis 1 R0/0: kernel: mce: [Hardware

0:50654 TIME 1631009693 SOCKET 0 APIC 0 microcode 2000049
Autoinstall trying DHCPv4 on GigabitEthernet(,Vlanl

Autoinstall trying DHCPv6 on GigabitEthernet(,Vlanl

Acquired IPv4 address 192.168.10.105 on Interface GigabitEthernetO
Received following DHCPv4 options:
cisco.com

192.168.0.21

domain-name
dns-server-ip

OK to enter CLI now...
pnp-discovery can be monitored without entering enable mode

Entering enable mode will stop pnp-discovery
Guestshell destroyed successfully

BEnter® | NHBITFERE R no” , RER ‘yes"RILBHZETRE :

Q

% Please answer 'yes' or 'no'.

Would you like to enter the initial configuration dialog? [yes/no]: no

Would you like to terminate autoinstall? [yes]: yes

Press RETURN to get started!
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Error]:

Error]:

Error]:

Error]:

Error]:

Error]:

Error]:

Error]:

CPU O0:
TSC 0
PROCESSOR
CPU O0:
TSC 0
PROCESSOR
CPU O0:
TSC 0

PROCESSOR
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WLC>enable

WLC#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
WLC (config) #hostname controller-name

#a iR % R AT N E R

EREEEATERANUATH S, FURAHRAR T HERREFEEAHRE ASSH

hostname [WLC_NAME]

int gio0

ip add [OOM_IP] 255.255.255.0

exit

ip route vrf Mgmt-intf 0.0.0.0 0.0.0.0 [OOM_GW]

no ip domain lookup
username [ADMIN] privilege 15 password 0 [PASSWORD]
ip domain name [DOMAIN_NAME]

aaa new-model

aaa authentication login default local
aaa authentication login CONSOLE none
aaa authorization exec default local
aaa authorization network default local

line con 0

privilege level 15

login authentication CONSOLE

exit

crypto key generate rsa modulus 2048
ip ssh version 2

end

i — B RACDP

BREREEXTHEA , AEEAUTS®S. XTF9800-CL , O Te0/0/0FTe0/0/1 &} Gi1H
Gi2

cdp run
int te0/0/0
cdp ena
int te0/0/1
cdp ena

9800-CL — B A LRI+
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wireless config vwlc-ssc key-size 2048 signature-algo sha256 password 0 [CHANGEPASSWORD]

£ VLAN
EREEXT , REFEVERTRESNEFikvian , AR ETLEERED (WM RKIVLAN
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vianE XK ZHEBIPMAAIMGRZEF RN S , MABEANELLSIZEECAPWAPRSE

vlan [CLIENT_VLAN]
name [VLAN_NAME]

vlan [WMI_VLAN]
name [WIRELESS_MGMT_VLAN]

BER¥EEOD — k&

*FF9800-L, 9800-40, 9800-80 , EEEBEERT , IMEAU TGS AREFEENREEARIIAE
o ARBIBINFEALACP , EFAN GO L0 EEA,

EXRGAIREETRNAINERER.

RO TRSMNEEN RS EEFTENANBRREERENR , EABRTENHINARREE MR
OEE. Frans.

!lInterfaces. LACP if standalone or static (channel-group 1 mode on) on if HA before 17.1.
interface TenGigabitEthernet0/0/0

description You should put here your switch name and port

switchport trunk allowed vlan [CLIENT_ VLAN], [WMI_VLAN]

switchport mode trunk

no negotiation auto

channel-group 1 mode active

interface TenGigabitEthernet0/0/1

description You should put here your switch name and port
switchport trunk allowed vlan [CLIENT_ VLAN], [WMI_VLAN]
switchport mode trunk

no negotiation auto

channel-group 1 mode active

no shut

int pol

switchport trunk allowed vlan [CLIENT_ VLAN], [WMI_VLAN]
switchport mode trunk

no shut

l'1Configure the same in switch and spanning-tree portfast trunk
port-channel load-balance src-dst-mixed-ip-port

hl R EEEO
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int vlan [WMI_VLAN]
ip add [WMI_IP] [WMI_MASK]
no shut

ip route 0.0.0.0 0.0.0.0 [WMI_GW]

'l The interface name will normally be somethng like Vlan25, depending on your WMI VLAN ID
wireless management interface Vlan[WMI_VLAN]

RN XANTPEBNL

NTPXY TEMELIEREXREE, ERERXTEAU TR THITIRE

ntp server [NTP_IP]

1''"This is European Central Time, it should be adjusted to your local time zone
clock timezone CET 1 0

clock summer-time CEST recurring last Sun Mar 2:00 last Sun Oct 3:00

VTY i 7 A At < 3 AR S5

BERESIE  XFEEBIANVIYELRE , LUBRGUITERIFE , F 5 AERRS AR EREA
HTCP&iEALE

service timestamps debug datetime msec
service timestamps log datetime msec
service tcp-keepalives-in

service tcp-keepalives-out

logging buffered 512000

line vty 0 15
transport input ssh

line vty 16 50
transport input ssh

RADIUS &t

XEREEREE | LIS ASISERSSB[HRADIUSEE

radius server ISE

address ipv4 [RADIUS_IP] auth-port 1645 acct-port 1646
key [RADIUS_KEY]

automate-tester username dummy probe-on

aaa group server radius ISE_GROUP
server name ISE

aaa authentication dotlx ISE group ISE_GROUP

radius-server dead-criteria time 5 tries 3
radius-server deadtime 5

i —SAEERH



HTFZ2RR , BB RBERTFTPRSFNEFIBEIRERZ D :

archive
path tftp://TFTP_IP/lab_configurations/9800-config.conf
time-period 1440

Foixid il

ZIKmeé”THWLANéémE’JTT\@J @?EWPAZ'%TV\;{:."%H WPA25802.1x/radius, Central

WebauthFlLocal Webauth#J & HE, BNHBTINITEMAXLE | L& NIRRT ZMBR
e

RiBcountryl R EXEE , BREHFNEEFRICH TR . BRIEHES/MXT|ERCEZE
fLE :

ap dotll 24ghz cleanair
ap dotll 5ghz cleanair
no ap dotll 5ghz SI

Il Tmportant: replace country list with to match your location
! IThese commands are supported from 17.3 and higher

wireless country ES

wireless country US

ik — JiEXRR
KT HRAEGEERNRERE .

- EARBRATSSH, FRAZIEMRERE , UREHEHREL., X2 EARIAAPIIAE
X, MRRNEFEE fﬂHﬁFﬁ?éMEE&
- BR&R&E DK, J«XEEE%‘Q% IMENEFRRE

Tt

ap profile default-ap-profile

mgmtuser username [AP_ADMIN] password 0 [AP_PASSWORD] secret 0 [AP_SECRET]
ssh

syslog host [AP_SYSLOG]

device classifier

BIEWLAN - WPA2-PSK

MEEBRNAENRE. LRWLANEERTMAME, R&£7FHXFFRE02.1xI R YIER
M iz %

NFRSHELFTR , XRATIEN

wlan wlan_psk 1 [SSID-PSK]

security wpa psk set-key ascii 0 [WLANPSK]
no security wpa akm dotlx

security wpa akm psk

no shutdown

BIZWLAN - WPA2 — flb



WPA2 WLANK B %M AR ( EARadiusSHRIE ) . AFLAIFE

wlan wlan_dotlx 2 [SSID-DOT1X]
security dotlx authentication-list ISE
no shutdown

SIEWLAN — AR EWeb S HRIENTEE
ATEMBMHERN , FISEHEXH
RN | EOIRE — M SUMHH THAKEES  #EAR , 45

parameter-map type webauth global

ves ! this may not be needed depending on the version
virtual-ip ipv4 192.0.2.1

virtual-ip ipv6 1001::1

aaa authentication login WEBAUTH local
aaa authorization network default local

wlan wlan_webauth 3 [SSID-WEBAUTH]
peer-blocking drop

no security wpa

no security wpa wpa2 ciphers aes

no security wpa akm dotlx

no security ft

no security wpa wpa2

security web-auth

security web-auth authentication-list WEBAUTH
security web-auth parameter-map global
no shu

BIEWLAN — £/ P RWeb & B BE R 5 %
RATISEEX#F

aaa authentication network default local
aaa authorization network MACFILTER group ISE_GROUP
aaa accounting identity ISE start-stop group ISE_GROUP

aaa server radius dynamic-author
client [RADIUS_IP] server-key [RADIUS_KEY]

ip access-1list extended REDIRECT
10 deny icmp any any

20 deny udp any any eq bootps

30 deny udp any any eq bootpc

40 deny udp any any eq domain

50 deny ip any host [RADIUS_IP]

55 deny ip host [RADIUS_IP] any

60 permit tcp any any eq www

wlan wlan_cwa 5 [SSID-CWA]
mac-filtering MACFILTER

no security wpa

no security wpa wpa2 ciphers aes
no security wpa akm dotlx

no security ft



no security wpa wpa2
no shutdown

1l we will create two policy profiles, to be used later depending if the APs are local or flex
mode

wireless profile policy local_vlanclients_cwa

aaa-override

accounting-list ISE

ipvd dhcp required

nac

vlan [CLIENT_VLAN]

no shutdown

wireless profile policy policy_flex_ cwa

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central switching

aaa-override

accounting-list ISE

ipvd dhcp required

nac

vlan [CLIENT_VLAN]

no shutdown

T3 7 3 1 A P01 22 5 i
AAERAP RIS 5 Catalyst 980012 SIS T F — WBABMAP , B TFR—M% L,

#E , RNCLAFERENRZEENEGER , BT FTENWLANEEX# , RIHRFES
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EXRFHEER |, EikT 7 ffCatalyst 9800k #IEs fit Bt A

wireless profile policy policy_local_clients

description local_vlan

dhcp-tlv-caching

http-tlv-caching

radius-profiling

session-timeout 86400 !!Ensure to not use 0 since 0 means no pmk cache
idle-timeout 300

vlan [CLIENT_VLAN]

no shutdown

wireless tag site site_tag_local
description local

wireless tag policy policy_tag_local

description "Tag for APs on local mode"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is common to use a different policy profile, to map to a
different VLAN

wlan wlan_psk policy policy policy local_clients

wlan wlan_dotlx policy policy policy local_clients

wlan wlan_webauth policy policy policy local_clients

wlan wlan_cwa policy policy_local_clients

H Flexconnecti@ X AP &I 2 K i
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wireless profile flex flex profile_native

acl-policy REDIRECT

central-webauth

arp-caching

'l Replace 25 with the VLAN native on your AP L2 topology
native-vlan-id 25

vlan-name [VLAN_NAME]

vlan-id [CLIENT_VLAN]

wireless tag site site_tag_flex
flex-profile flex_profile_native
no local-site

wireless profile policy policy_flex clients

no central association !!Ensure to disable central-assoc for flexconnect APs
no central dhcp

no central switching

dhcp-tlv-caching

http-tlv-caching

idle-timeout 300

session-timeout 86400 !!Ensure to not use 0 since 0 means no pmk cache

vlan [CLIENT_VLAN]

no shutdown

wireless tag policy policy _tag_flex

description "Profile for Flex mode APs"

'l Include here only the WLANs types from previous sections, that you have defined and are
interesting for your organization

'l For guest WLANS (CWA/LWA), it is common to use a different policy profile, to map to a
different VLAN

wlan wlan_psk policy policy_ flex_clients

wlan wlan_dotlx policy policy_flex clients

wlan wlan_webauth policy policy_flex clients

wlan wlan_cwa policy policy_ flex_cwa

B — FHrIEMABEAR

&fE , BNEEFRMNEXNRICNAREMEAR, BLTRENMAPK SLARMACH HE #Hik N R
F AP 3

! 1Tag assigment using static method. Replace mac with your device
ap F4DB.E683.74C0

policy-tag policy_tag local

site-tag site_tag_local

IM{IERELAP MAC s 1t 51l &=

&\ LAfE A a5 show ap summary3R BR 2 51 10 A BIAP Y 51l 5%

Gladiusl#sh ap summ



Number of APs: 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address State

9130E-r3-sw2-gl1012 3 9130AXE 0c75.bdb6.28c0 0c75.bdb5.7e80 Testl23 ES 192.168.25.139 Registered

HEMR®
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