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Foreign-9800 WLC
Mobility Tunnel
Anchor-ssid

Anchor-9800 WLC

\\:.'_// Anchor-ssid

n

EMA9800 LERAAA

EHINAL , BEZLEFMRADIUSIRFZBJ|HBRZEACoA, XAIMUEXEPTER
Configuration>Security>AAA>Servers/Groups>Servers># HAddiZ 4.
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Create AAA Radius Server

Marne®

Semver Address* XXX

PAC Key

Key Type Clear Text -
Key* | e
Confrmkey* | e
Auth Port 1812
Acct Port 1813

Server Timeout (sec

Retry Count

Support for CoA ENABLED
- | -
[ D Cancel |_, Apply to Device

EONEFTEQNE—NMRFHE , FAHNRENRZFRAAZE, LRETEILETR
Configuration>Security>AAA>Servers/Groups>Server Groups>+Add,



Create AAA Radius Server Group

Name* ‘ CLUS-Server-Group ‘
Group Type ‘ RADIUS ‘
MAC-Delimiter | none v |
MAC-Filtering | none v |
Dead-Time (mins) ‘ 1-1440 ‘
Available Servers Assigned Servers
- CLUS-Server -
ENj N =]
L<] L]
(2] ]
- L] .| L[]
El Apply to Device

WE , E-IERFEIR (CWATEESHRIESEIIR ) , HPRE Nnetwork , BERE Agroup, L —HEPH
BRS5 BRLA AR INEI L 53R FI R

It Bt & 7£ b &b 52 B Configuration>Security>AAA>Servers/AAA Method List>Authorization>+Add



Quick Setup: AAA Authorization

Method List Name* CLUS-.QumZ—Mem-Lisi|

Type* network

Group Type group

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
[ radius = CLUS-Server-Group = =
Idap B L~
tacacs+
< ~
ISE1 —
2 L~

(k) EAERNAEIRMERNRSHFHRIEKA LR, ATAELLLSIEEKTIR
Configuration>Security>AAA>Servers/AAA Method List>Accounting>+Add




Quick Setup: AAA Accounting

Method List Name®

CLUS-Acct-Meth-List

Type™*

[ dentity

3

Available Server Groups

[radius
Idap
facacs+
ISE1

Assigned Server Groups

| Bl E

<

el [

El Apply to Device

HEWLC LA BWLAN

ERANWLC L AIZEMEEWLAN, FANWLANLEHWLANRICE, Z£RKBNHmacHiE , BNA
E—FHRNFEF|R, B EEConfiguration>Tags & Profiles>WLANs>+Add T 5B &%




Add WLAN

General Security Advanced

-
Profile Name* CLUS-WLAN-Name Radio Palicy Al -
S51D* CLUS-SSID Broadcast S5ID
WLAN ID* 2

Status enasLen )

D Cancel Apply to Device

Add WLAN

General Securi Advanced
Layer2 Layer3 ADA

Layer 2 Security Mode None v

Lobby Admin Access

Fast Transition Adaptive Enab...

MAC Filtering -

Over the DS
OWE Transition Mode

Authorization List” | CLUS-AuthZ-Meth-1| I

Reassociation Timeout 20

Apply to Device

FEIMEBWLC L o 2 52 1 0 I ST 4 F SR B AR AT



HE S FWLC Web Ul,

EQEREEE X , HHBIConfiguration>Tags & Profiles>Policy>+Add

HWER , SIER PRI,

Add Policy Profile

Access Policies QOS and AVC Mobility

General

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile
Name™ CLUS-Policy-Profile WLAN Switching Policy
y X
Description Policy Profile for CLUS Central Switching enasten
Status | ENABLED . | Central Authentication ENABLED .
Passive Client @ oisasLe | Central DHCP enasler i)
Encrypted Traffic Analytics . DISABLED J Central Association ENABLED .
—_— b ”

CTS Policy Flex NAT/PAT @ oisasLeD
Inline Tagging
SGACL Enforcement

Default SGT 2-65519

[El Apply to Device

EBRIETF L, AAABEZENRADIUS NACX TCWARZFR, MRERGELXITHEIIXK , &
A A A Z AT ESIR.



Add Policy Profile

Genera Access Policies QOS and AVC Mobility

WLAN Timeout Fabric Profile v

Session Timeout (sec) 1800 mDNS Service v
Policy

dle Timeout (sec) 300 Hotspot Server .

dle Threshold (bytes) 0

User Private Network

Client Exclusion Timeout (sec) || &0 s
Status

e A Saceinn T et
Guest LAN Session Timeout Drop Unicast

DHCP Umbrella
Pvd DHCP Required Umbrella Mot Configured v
Parameter Map
Clear
DHCP Server IP Address
Flex DHCP Option enasLeD )
for DNS
DNS Traffic [. IGNORE ]
AAA Policy Redirect —
r b )
Allow AAA Override " WLAN Flex POI[G"’
MNAC State o VLAN Central Switching
NAC Type RADIUS v Split MAC ACL v
Policy Name default-aaa-policy x| v Air Time Fairness Policies
Accounting List CLUS-Acct-Meth-bi » 2.4 GHz Policy v
\, .

EBEAFLE, FEPSHEQLJUERE  MEFEKIWLCHAMEHEIIR, BR]ATNAE
iR, BE-T , SBECEER MRS AR BHRE

Add Policy Profile

Pty A Fees

Aomilabbe [(O) sobacted {7}

Mrchor B At B2 Ao By

BEAPEALAREEX Y  SEBHRARIT TN RS EEANAP,

EBERREHRIC , 1E ¥ £ Configuration>Tags & Profiles>Tags?Policy>+Add



Add Policy Tag

Name* CLUS-Policy-Tag

Description Policy Tag for CLUS

v WLAN-POLICY Maps: 0

WLAN Profile v  Policy Profile
1] 10 =

Map WLAN and Policy

WLAN Profile* CLUS-WLAM-Name | » Palicy Profle*

CLUS-Policy-Profile . I

RLAN-POLICY Maps: 0

D Cancel

| = Apply to Device I

EFEEARMEIZ/NAP |, iH3 ZConfiguration>Wireless Setup>Advanced>Start Now. =%

ICAPE I E RS, FIR SN EREBAP,



Tags

Palicy | CLUS-Palicy-Tag _v]

Site v

RF .!

Changing AP Tagl(s) will cause associated AP(s) to reconnect

(==

HEHRKWLC L i 2 SR me e IR S 4

HEHKR[WLC Web Ul, 7£48 29800 EHIPolicy Profile ( SREEELE X 4 ) T Configuration ( EL[& ) > Tags & Profiles ( #7i2

MERXH ) > Tags ( #712 ) > Policy ( 5RE& ) >+Add (&0 ) . BRXSE/NEP IR KEE B4R , ERETF
MictkFIRER .

Fit, EFAMER , BERE\ETET T SHEQLUERE, BOELLAFMLITIIR, RE-T , SRELSERME
HIRR 2 R B3 REE

EE . RAEANHERXHESRERICAHWLANKE., MREXEN , SERAE, MREXNBWLC LNAPEAER
WLAN , R HelZE S — /R H & 34



Add Policy Profile

Mobility I Advanced

General Access Policies QOS and AVC |

Mobility Anchors
II:x:mrt Anchor I
Static IP Mobility (Il osasieD |

Mobiliny Anchors will cause the o WLANS to mamentanily
may result in loss of connectivily yme clients,

Urag £
Available (1) Selected (0)
Anchor IP Anchor IP Anchor Priority
ﬂ 192.168.160.16 >

D Cancel % Apply to Device

EH 19800 L EEMACLE i

BETXR, £FEERNT800 LIREEBACLEE. A ENFEEXREE , AN THENACLEA T RENH#HKIWLC,
HE—NERRCERE  AF-LA0. HRLNFRBEMXMELHFIHO8443 LMISE , A RF HMAMARNE, It
ACLIXNATMEFHENHRE , AEFFTERDREMNMAN . DHCPHIDNSHEACLHFRER B ET,



Add ACL Setup

1Pvd Extended

Rules
Source Tyf
Destination
Pro h
L a DSCI
-
Sequence -~ Source ~  Source ~ Destingtion ~ Destination - Source ~ Destination
i Action  ~ P Wildcard P Wildcard Protocel Port Port DSCP ~ Log
D deny any 192.168.160.99 wcp MNone eq 8443 Mone Dizabled
O oo pasmit any any D None Mone None Disabled
1
b v
E Apply to Device

B ISE

RE—FRNCWAEREISE, W[IFARERT , Bt ROMFREERNRE , FEARANETMA
P

KISEL , EFEERBNEEXH, /SR RERE /Y KBS R KRNE B AR REK
B , 9800 ( SMER ) N MEIRZERNIENISE , H IR/ B MBBLUE KM,

ECIERNEE X |, EF FPolicy>Policy Elements>Authorization>Results>Authorization
Profiles> , R/ # HAdd. BRIRERIRIZEE J“access_accept’ , AFIRBEEXEWAVP ( B
— B ) o XXFCWA , EECACLMEERURLENLEN |, BEHB AL IEEVLAN IDF&EER
ERNB. ACLEMAIE /NS 9800 L & E MACLHY & FRITHEL,



<« & A Mot secure | 192.168.160.99/admin/#policy/policy_slements/policy_elements_permissions/policy_elements_permissions_authorization/policy_element

"Gy ldentity Services Egine  pome ) Context Visibiity  » Operations » Administration  » Work Centers

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements
Dictionaries  » Conditions

Authorization Profiles > test

» Authentication .
Authorization Profile

= Authorization * Name | CLUS-AuthZ-Profile-1SE] |
I Authorization Profiles I Descrption | 4

Downloadable ACLS *Access Type [ACCESS_ACCEPT | I
» Profiling Network Device Profile | g i Cisco| »| &
» Posture

Service Template

» Client Provisioning Track Movement

Passive |dentity Tracking

* Common Tasks

\ioice Domain Permission

¥| \Web Redirection (CWA, MDM, NSP, CPP) i
Cenfralized Web Auth - ACL CLUS-ACL Value | Self-Registered Guest Portal (¢ v]

RE  BEBRE—MHE , FNCIRHRNEEXHNAZESCWANE iR, Al , —&5%

RO RREE EE%MABET%i‘i%@EﬁﬁE 72 A€ FAFE AR A4 0 I DR S X BY SSIDRY 1 A SRR e 18 3
#F;ﬁﬂlgﬁé BREIATUSEIR— 5 FUNRHEEEEARELLHNFE , B4, XDER
(L Chp 3

EOIZERBRE | B EPolicy>Policy Sets , AEEREBEALMPW+ZH., TFHRBKEDTS , HBERHE
iﬁlﬁﬁg“;!iﬁAﬂfﬁlﬁIlﬂ”jbuﬁ-MABE’J“&LIEEME&”E’JEEHJLILFE’JT?J@SLEI ® ( AREAFHINLTIER
, B # ZPolicy>Policy Elements>Results>Authentication>Allowed Protocols ) » T1E , TR 12

N RBEEDP B R/HZ+5,

NFEIREISERERAMABR WL RIEE | ©RESIRKE, 25 , SRS 5IDHIE TE
WEER | UERIER EANWANSATENSE R, ERRTNES , BTSSR,



Conditions Studio

Library Editor
mab Wireless_MAB
]
- —T—T— ; Set to 'Is not' @
CFO0xelRFERBECLO@ER )
EE wired_MAB
|:5 Wireless_MAB @ New AND OR

ERBERN , tEXK, FHRIERBEMABLEAERLTE , BEEAFEENDFEUEARNEFL
W, FEEE SUATUA SRS HIT S B RIERBMKREIAF,

Policy Sets = CLUS-CWA-Pollcy-Set Resstan Hitcourts 1 Resst T save ]
Statss  Policy Set Mame Descriphon Conatians ANt Protocels | Sarver Sequence  Hits

RESHRIERKES  SEEERNERPLUBFEMNAN, HREEZERSKACL , RItIIFEEE
IR B ERRIEEMAN  ERIRESHRIENAN, EEHRIEANNTEEEIHERNA
F. hERiH K MRMINELER , S EFXEAN , REELE, MBRMATEARES , N4ks:
MIIERFETRE BB IERANRINEER, RFPFRICGEBEAN SLASSIDLE B #9450 35 S ID# 1T
B, SAMER G HPEE N XEFEMAWLAN,



Policy Sels = CLUS-CWA-Policy-Set

Stales  Policy Sal Name Description Conaitions Allowed Prolocols [ Server 2
@ P it Wbk A
¥ Authentication Palicy (2)
¥ Authonzation Policy - Local Exceplions
¥ Auitharzation Policy - Global Exteptions
W Authorization Policy (4)
Results
+
Stag  Rule Name Condtions Profiles Security Groups
E EQUALS Guast Flow
@ AND = GLUS-Post-Auth + - %
=} 3-Station-1D EMDS_WITH CLUS-SSI0
= Cabed-Station-10 ENDS_WITH CLUS-55D
@ AND = CLUS-AthZ-Profie15E + +
=
@ [m] 35_W = CLLUS-Flecx + +
@ = Dory Arcess + +
&, BEEM[ISEFH HAED A FEEECENFHRIER. XALT
BREE ) BE ISE 9800 ( ), L ISElE1EE Subds. XAILATE

Adm|n>Network Resources>Network DeV|ce>+FF'yuﬁko BEENHD
RNEANEEFN ) |,
T E‘)"l‘]lﬂ:ﬁ%ﬂvﬁiﬂ&o ANEER , BERXZHAREFERE.,

ek Identity Services Engine

, REIP#baE ( FE A

FFERADIUS #iﬁl_/\?-fﬁ\%ﬁo ISELH,J/\?&?%ﬂbfﬁEQSOOLEﬁ/\;&?%ﬁ

Home + Context Visibility
» System  » Identity Management

- Network Devices | Network Device Groups
[

Netwol

+ Operations + Policy

+ Administration

pxGrid Services

+ Device Portal Management » Feed Senvice

Metwork Device Profiles  Extemnal RADIUS Servers  RADIUS Server Sequences

rk Devices List = JAysNet
Network Devices

Default Device

* Name || CLUS_Net-Device

Description |
1P Address | *IP I192.158.16'J.D I

Device Security Seltings

-

* Device Profile | % Cisco| ~| &

* Network Device Group

Location |4 Locations |_Set To Default
IPSEC [yg & | | Set To Default
Device Type |4l Device Types <) | | SetTo Default

« RADIUS Authenfication Settings

RADIUS UDP Settings

Frotocol RADIUS

NAC Managers

» Threat Centric NAC

External MDM  » Location Services

Ewred Secrel [aaases ._.J

| [_show |

Use Second Shared Secret [] &

CoAPort [ 1700

[ Show |

| | Set To Default

RADIUS DTLS Settings (i

, BFE

&/ EREFEEERANASBNZBRNIZRAE , K

UEAEATT R 1Z B8 M 4515 R X

PR 1_7(£Adm|n>ldent|ty Management>Identlty>Users>+Add'F:uﬁE , FARERNNERERR.

BISEWHMFEE—#  XRAEHN , FTL4RFBFHEOAAS,

B2

‘—‘—EE
X EEX [\

A ENEE,



‘ascs  ldentity Services Engine Home  » ConlextVisibiity  » Operations  » Policy ini » Work Centers

» System § - ldentity Management » Metwork Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

| «ldentities  §Groups  External Identity Sources  Identity Source Sequences  » Seftings
I

MNetwork Access Users List = New Network Access User

¥ Network Access User
Latest Manual Metwork Scan Results

- |
*Name [ CLUS-User _J

Status Enabled ~

Email |

¥ Passwords

Password Type: | Internal Users hd

—
Password Re-Enter Password

* Login Password

| | Generate Password | i

Enable Password | |

| | Generate Password | i

* User Information

First Name | |

Last Name | |

* Account Options

Description |

Change password on next login O

¥ Account Disable Policy

O] Disable account if date exceeds | 2020-07-17 (yyyy-mm-dd}

* User Groups

-
-

|Se|ect an item

G

€

Bl B 4 E BlAireOS WLCH Catalyst 9800



Foreign-9800 WLC /[ N\
Mobility Tunnel

Anchor-5520 WLC

\\3 Anchor-ssid

Catalyst 98005 & il (B
RESIHEHINCHNTRIRE , B “E4 SWLC L BIERRSEEX 585 .

i RAireOS WLC L FIAAAR: B

B33 # B Security>AAA>RADIUS>Authentication>New , FFREZEFRMBIWLCH . F MRS 25 IPit:
i, HEZAFCoAX K.

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS WELF  FEEDBACK Home
Security RADIUS Authentication Servers E@

Auth Called Stetan 1D Type (AP MAC Adéresa:SSID v

Use MES ey viran {Busigmed for FI5% customers and requires & ke wrap ssmabank SADD5 servar)

HAC Demter Hypher -

Framed UTY 1300
Phtwnrk Tunnel Seree e i
Mansgesest Proxy  Index Address{Tpvd/ Ipvi]) PSec Skatus

k Local EAP 5 T

3 | seconds
Advanced EAP . —

* Priogity Order Hacs, t Bl enatie

» Cortificate — T e

¥ Access Control Lists Tl -
Wiireloss Protection A Pravi

3 Poliches R B OnnG e

Phec
* Web Auth

AireOS WLC L FYWLANE it



EHZEWLAN , iF# ZEWLANs>Create New>Go,

Fl B EXFE#H. WLAN IDFISSID , RAea“RM A",

MONITOR  WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELF EEEDBACK

WLANs WLANSs

* WLANsS Current Filter: None [Change Filter] [Clear Filter] @
WLANS

» Advanced

] WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies

Saye Corigerstion.  Pmg  Legeut Beivesh

MONITOR  WiANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANS > New [
e w -
» Advanced Profie Name CLUS-WLAN Name
2350 CLuS-S530
i 1 v

XAMNEFEIWLANER B, £ EAGIFLE  MELTITENISER B N EAVPHREED | &1
DUORMALEFIREANEZED, RS2 |Security>Layer2i£I+ , Il 24£9800 L £ Ky “Layer 2
Security"Et i& 3 /g FA“MAC Filtering”,

alvaln Saye Confqurston  Ping  Logowt Befresh
CISco MOMITOR  WiANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP  EEEDBACK A Homa
WLANs WLANs > Edit "CLUS-WLAN-Name' =]
= WLANS
- Gneral Palicy-Mapging
wans Secortty J RIS |nchmasced |
» Advamced I Layer 2 I Layer3 | AAA Servers

np—
HAC Fitering®

Fast Tranaition

Fask Travatan =)

Labby Admin Configuration
Loblsy Admin Aooess

PE ¥ ESecurity>AAA Serversit I+ , fFISERS 871X & 7 “Authentication Servers’s #ZR“i2
kRS2 REEMAANE. BUEIEAH S A’ (Enable)E & 4E LA 1712 MK o

Saye Configuration. eg  Logout Befresh

MONITOR  WIANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANs > Edit "CLUSWLAN-Name® cma ] e
 WLANS
Palicy-Mapging
| Gonerol (S ) o5 | Policy-Mapsing | Advanced |
» Advanced Layer2 | Laver3 @

Sebect ARA servers below o averside use of defaslt servers on this WLAN
RADIUS Servers

RABIUS Server Overnrite wteface | IDnabied

Apshy Ciste 196 Delaut Settng Eeabled

Serie Gervers

Erabied
e 3 [19-192.123.180 55, Part: 1813 2

e felleficfclic

RADIUS Server Accounting

Imtariom Ligate

FEWLANEEH , YIRESRIETFHBRA ARTAAER" , R NACKRE"EHFISE NAC”



Saye Cofiguration  Bieg  Legeut Befesh

HONITOR  WLANS CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANs > Edit ‘CLUS-WLAN-Name' |
S | Gonessl | Socurity | QoS | Policy-Mapping [ advanced ]

b Advanced
l Al Ak Dvemde 18 prabing ' DHCR
Cowerage Hale Detestion Erabisd D Server [

Enable Seasion Timeout g 1800

Senuon Tmeest (secs) CHOF Addr. Assgnment Required
u n
ronet DE Enabied e
Dugnontic Chacnel A Ensbied
Cvemide taberfaze ACL 1Ped [Rizne v] et [lizee v St Turmel Erubied
Layes2 adl Hene
Managemsent Frame Pratectien (MFP)
R ACL Mone ¥
P3P Blacking Action Craabied - WE Chent Protection ¥ | Dptional ¥
chent Bvvhusian 3 Eenaties 120 DTIM Poriod {in beacon itarvals)
Tumasut Vabee (secs)
Hoamimim aligmed Cherts | 2 02158 {1 - 255) 1
Statie [P Tanneing & Ensbied 202.18brg/m (1 - 285) L
VHisFi Divect Clients Py Deaabied 2
Maxisumm Slswed Chents ber AP Bads 250 ]
iear Hetdper Conduianen Erated

Load Balancing and Band Schect

BE—HERRIETCEAEEECS L, Nk, HREWLANSTTH , & BIR=&EEWLAN>Mobility
Anchors B EEIE £, FRENIPHIE (R ) "REALRY , ARRBHELLEZE. R
B, ENEREERNON AR,

MONITOR  WLANs CONTROLLER  WJRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK

WLANSs WLANs
* WLANs Current Filter:  None [Change Filter] [Clear Filter] [Create New v
WLANs T .
» Advanced
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
= - . N -
01 WLAN CLUS-WLAN-Name CLUS-55ID Enabled MAC Filtering =
Mobiliay Anchors
—rm
| Fareiga Maps
Sarvice
| Hotpot 10
WLANS Mobility Anchors
- WiAHs
WLkl WLANSSID  CLUS-SSID
B el Swetch 1P Address {Anchor) Dt Path Castral Path Priarity
[ w ue ] -]
[Bsshiity Wncker cranta |
Switch 1P Address (Anchor) 192.168.280.18 %
Priarity L £
Foot Notes

#Z£AireOS WLC EEE@ACL

XRAreOS WLC ELRENRABRE, EREEEMACL , 5% 2ISecurity>Access Control
Lists>Access Control Lists>New, # AACLE ( XAMEAVPHRIENARLTE ) HaEHNA

o

Saye Configration.  Beg  Logout Befresh
cisco MONITOR  WiAWs COMTROLLER WIRELESS SECURITY | MANAGEMENT COMMANDS HELP  FEEDBACK # Home

Security Access Control Lists > New [ |

- AR

Access Control List Hams:

AL Tyee Eiped P

i BHENCIZIACLNBR, R RNINFANEE, 59800#2H2EFE , FAiIreOS WLC E
, BARWERISERNAREEERFEY , MEFTEER. MIAERTRFDHCPHDNS,



Saye Configuration PFing Logout  Refres

v
A Homd

CISCO MONITOR  WLANs CONTROLLER W]IRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK

<Back | [ AddNew Rule |

Security Access Control Lists > Edit [
* AAA
General General
- RADIUS
Authentication Access List Name CLUS-ACL
Accounting
Fallback Deny Counters 5
DNS
: T_\ci‘“;ll_‘mded i Seq Action  Source 1P Mask Destination 1P/ Mask Frotocol Source Port Dest Port DSCP_ Direction  Mumber of Hits
,
LDAP 0.0.0.0 / 193.168.160.99 /
Ucall Mok lsers L Permit 0.0.0.0 255.955,355.255 TCP Any 8443 Any Any 273 2
el i 152.168.160.99 0.0.0.0
= Disabled Clients S Permit 255'25 5'2 55'255 d 0'0'0'0 / Tcp 8443 Any Any Any 566 -]
User Login Polides — = B
AP Policies
Pasaword Policies
b Local EAP

Advanced EAP
¥ Priority Order
b Certificate

* Access Control L
ontro

CPU Access Control

ECEISE

CWAISE

ISE9800ISE
Policy>Policy Elements>Authorization>Results>Authorization Profiles>+Add“access_accept’AVP — CWAACLURLVLAN ID

ACLWLCACL

&« G A Notsecure | 192.168.160.99/admin/#policy/policy_elements/policy_elements_permissions/policy_slements_permissions_authorization/policy_element

;IH": Identity Services Engine Home + Context Visibility v Operations + Administration + Work Centers

Policy Sets  Profiling  Posiure  Client Provisioning | = Policy Elements
Dictionaries  » Conditions

Authorization Profiles > test

» Authentication L.
Authorization Profile

~ Authorization * Name | CLUS-AuthZ-Profile-15E] |
Authorization Profiles Description | P
Downloadable ACLs *Access Type [ACCESS ACCEPT | I

» Profiling Metwork Device Profile |4 Cisco| » | &

» Posture Semvice Template

¢ Client Provisioning Track Movement i

Passive |dantity Tracking ;

* Common Tasks

) Voice Domain Permission

¥ ‘\Web Redirection (CWA, MDM, NSP, CPP)

Centralized Web Auth M ACL | CLUS-ACL Value | Self-Registered Guest Portal (¢ » |

CWAMABIDSSID
Policy>Policy Set+“"MAB*“’Policy>Policy Elements>Results>Authentication>Allowed Protocols +



Chek oty 1 63 VHDERY $88UD D mat thow B sgan

Frofing  Fostwe  Clent Frovaionng o Folcy Elemants

Policy Sets
States  Policy Set Name Descnption Condtions Aligrared Profoccis / Server Sequence Hits. Actions  View
£ 4 >
Dtaun Metwark Access R 0 - »

@ Detmn Defat polkcy sel
o

ISEMABIDWLAN

Conditions Studio

Library Editor

Wireless_MAB

mab
@ Set to 'Is not' @
PF0aseREBFERECLO@ER

Wired_MAB @

I: B wireless_MAB ®

New AND OR

MABID*

C3ck hent o 20 vis Gty $#uD Do rol thow TS agan

I € ©

Policy Sets = CLUS.CWA-Policy-Set
Alkrwed Frotocats | Server Sequence Hits
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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