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Traditional Vs Identity PSK
Traditional PSK |dentity PSK

SSID= Demo
Q0000000

b SSID= Demo
Q0000000
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PSK= Cisco123
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#£ Configuration > Security > AAA > Servers/Groups > Servers T , JFISER NI RADIUSR 85

Configuration = » Security = > AAA

+ AAA Wizard
Servers [ Groups Add Method List AdA Advanced
+ Add
Servers Server Groups
TACACS+
Name Y Address T Auth Port Y Acct Port T
LDAP
|[:] ISE_iPSK 10.48.39.126 1812 1813
1 10

£ Configuration > Security > AAA > Servers/Groups > Server Groups T , 81Z2RADIUSHRS 254 H
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Configuration = > Security= > AAA

+ AAA Wizard
Servers [ Groups AAA Method List AAA Advanced

Servers Server Groups
TACACS+
Name Y Server] Server 2 Server 3
LEAS | O ISE_iPSK_Group ISE_iPSK NJA NiA

1 10 -

T£AAA Method ListiET =7 , {8 3K B “network” 148 32 F “group” £ 22 35 [@] LA 5 81 2 Y RADIUS BR
SERANENIIR :

Configuration= > Security - > AAA

+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication

Name T Type Y Group Type Y Groupl Y Group2 Y Group3 Y Groupd T
Accounting
|D Authz_List_iPSK network group ISE_iPSK_Group NiA MIA N/A
1 10 +

REICHK R AHEERE | B LUB R BUE & Oy “identity” 7 R H 48 (6] [E —RADIUS AR S5 2R 4A SR 2 FX

Configuration~ > Security = > AAA
+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
+ Add
Autharization
Mame T Type Y Groupl YT Group?2 Y Group3 Y Groupd i
|D Ace_List_iPSK identity ISE_iPSK_Group NfA MIA MN/A

1 10 »
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f£Configuration > Tags & Profiles > WLANsT , 8| HWLAN, EHE2EHET :
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Add WLAN x

General Security Advanced

Layer2 Layer3 ABA

Layer 2 Security Mode WPA + WPAZ  « Lobby Admin Access O
MAC Filtering Fast Transition Adaptive Enabled
Authorization List* Authz_List.. v | (D Over the DS O
Pmtemed Management Frame Rca SSDCiat iGI'I TimE‘Ou.‘ 20
MPSK Configuration
PME Disabled v
MPSK (]

WPA, Parameters

WPA Palicy ()
WPA2 Policy
GTK Randomize O
OSEN Policy O
WPAZ Encryption AES(CCMP128)
O cemp2se
O acmei2s
O cempass
huth KE}I‘ Mgl’[‘ll D 802.1%
PSK
O Easy-Psk
O cokm
OFr+802.1%
OFr+psk
O 802.1x-SHA256
O psk-SHA256
PSK Format ASCII -
PSK Type Unencrypted ¥
Pre-Shared Key* | . ] &

A LA 7EAdvancediETl+ FSRIAF 2 &, FHIZE JAllow Private Group/g , EAHREIPSKE A F~
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Genaral SECUrity Advanced Add To Policy Tags
Covirage Hole Detection
Alronet IE @ (W
Adverrtize AP Mame O

P2P Blocking Action

Allow Private Group «

bdutticast Buffer

f£Configuration > Tags & Profiles > Policy T , SIZ2#HI RBEE B X . EHRKKIETFF | &

P
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Add Policy Profile x

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling O
HTTP TLV Caching O
DHCP TLV Caching O
WLAN Local Profiling
Global State of Device ®
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | VLAN0039 v

Multicast VLAN

f£Advancedi < , /3 FHAAA Override A flAccounting%| & ( IR Z RIS BIE ) -

l Enter Multicast VLAN

Urivisrsal Admin O
OKC
Load Balance O
Band Select O
IF Sowrce Guard o

Advanced

WLAN ACL

PvaACL |
IPv6 ACL |
URL Filters

Pre Auth |

Post Auth |;




Add Policy Profile X

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profle O
- Link-Local O
Session Timeout (sec) 1800 Bridging
Idle Timeout (sec) 300 mDNS Service earch e -
Policy : ?
Idle Threshold (bytes) . 0 Hotspot Server o : v

Client Exclusion Timeout (sec) 60 User Defined (Private) Network

Guest LAN Session Timeout O Status O

DHCP Drop Unicast O

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address DNS Layer | NotConfigured v |
Security ‘ lear

Parameter Map

Flex DHCP Option
for DNS

Show more >>>

AAA Policy
Flex DNS Traffic
Allow AAA QOverride Redirect
NAC State O WLAN Flex Policy
‘ fault-aaa-policy % v |
Policy Name | default-aaa-policy X « | VLAN Central Switching O

Accounting List [ Acc_List_iPSK v | OR] Split MAC ACL R —— . .

£ Configuration > Tags & Profiles > Tags > Policy T , #8{RWLANBR 51 Z & 61 22 #9 SR BE B B 34 -
Configuration > Tags & Profies > Tags

Palicy Site RF AP A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
Name* default-policy-tag
Policy Tag Name
Description default policy-tag
[O setautt-polcy-tag | 4
1 10 » |items per page

| ¥ WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile T

| O wLaAN_iPSK Policy_Profila_iPSK

1 10 & |itens per page
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f£Configuration > Wireless > Access Points T , #{R lb#512 2 8 A F 4M

A
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Edit AP

General

General

AP Name*

Location*

Base Radio MAC

Ethernet MAC

ISE &R

Interfaces

High Availability

AP70DF.2FBE.184A

default location

500f.8004.eeal

70df.2f8e.184a
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= Cisco I5E

Dafault Davice

Device Security Settings

Network Devices Metwork Device Groups
I Network Devices Network ¥

Write Tag Config to AP

[ Administration - Network Resources |

Metwork Device Profiles

1 » New Notwork Device

Network Devices

External RADIUS Servers

=iEiaes 9800-WLC
Description
| i 1P Address "W gyp4sasss 4 32 o
* Device Profile
& Cisco @
Madal Name
w
Software Version
i
* Metwork Device Group
Location " [
All Lecations ~ Set To Default
PSEC p— [
s IPSEC Davice  w Set To Default
Device Type " = (
All Device Types Set To Default

~ RADIUS Authentication Settings

Protocol

RADIUS

* Shared Secret

Show

RADIUS Server Sequences

Inventory ICap Advanced Support Bundle
Tags
\ Policy default-policy-tag « ‘
‘ Site default-site-tag v ‘
RF default-rf-tag v ‘
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£ Context Visibility > Endpoints > Authentication ™ , R INEEZIPSKRMEWFIBEIRE ( B/ iR

) IMAC 3t -

= Cisco IS

Compliance Compromised Endpoints

INACTIVE ENDPOINTS g o AUTHENTICATION STATUS

No data avallable.

D B anc Export Impor

MAC Address Status IP Address Username  Hostname

¥ MAC Address Status IP Address Username Hostname

I 0OB:BE:AC:27:85:7E DEbeacZia... |

Endpoint Classification

[ ontext Visibility - Endpoints ‘ Q @ @ @&
Gueast Vulnerable Endpoints Hardware
g & AUTHENTICATIONS g o NETWORK DE
Fallure Resscn  Idantity Stors  idantity Group Location  Type
No data available.
\, M 1

Location Endpoint Profile Authentication Failure Re...  Authentication ..  Authorization P..
Location Endpoint Profile Authentication Failure Reason Authentication Polic  Authorization Polic
Location Unknown MAB Basic_Authenticate

£ Administration > Identity Management > Groups > Endpoint Identity Groups T~ , 81—/ =5 &4
HHA@MEeNN2EAF. UEUUNEEMNMEEENFRATENPSKIEEEIME,

= Cisco ISE | Administration - ldentity Management | ¥ Q & S8 &
Identities External ldentity Sources Identity Source Sequences Settings
dentlty Groups Endpoint Identity Groups
=
Selected 0 Towl 18 | &
1 Endpeint Identity Groups ‘
User Identity Groups LT ST Ecrgton
[H] Androld Idantity Group for Profile: Androld
O Apple-iDevice Idantity Graup for Prafile: Apple-iDevice
= Cisco |5t Administration - [dentity Management Q @ A &
ldentities Groups External ldentity Sources Identity Source Sequences Settings
—

» Mew Endpaint Group

Identity Groups _ )
= |Endpoint Identity Group

| * Narna \dentity_Group_iPSK

Endpaint Identity Groups

User Identity Groups

Cancel
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= Cisco ISk Administration - ldentity Management Q & 8 &

ldentities Groups External ldentity Sources Identity Source Sequences Sattings

Identity Groups Endpoint Identity Groups

=

Splected 1 Total 19 |

2 E Adc
Endpoint ldentity Groups
: Nam: D iption
User Identity Groups - - Sscipto
O Epson-Device Identity Group for Profile: Epson-Device
O GuestEndpoints Guest Endpaints ldentity Gioup

linina r-Maules Ity Cronn fnr Drafils: lininse- Neuirs

HABREYF , BIR/EMIMREAMNES BELSZEANTF mAMACHELE :

= Cisco ISE Administration + ldentity Management Q ® 5B &
ldentities Groups External Identity Sources Identity Source Sequences Setlings
—

» Mdentity_Group_iPSK
Identity Groups

= Endpoint Identity Group

Endpaint Identity Groups |

User Identity Groups

Reset
Identity Group Endpoints Selected 0 Total 1 L3 43
BfiRstc
MAC Addrass Static Group Assignment Endpoint Profile
| ] OEBEAC 2T 857E | rug Unknawn

f£Policy > Policy Elements > Results > Authorization > Authorization Profiles T , 812237 #Y X &
BEXf. REMREN :

access Type = ACCESS_ACCEPT

ci sco-av-pair = psk-npde=asci i

ci sco-av-pair = psk=

NFARERATREPSKINEMNAFA |, BEATENpsk av-pairf| B ME R, ttabiE AR E
ACLMVLANBZSHMSH,



= Cisco ISE

Policy -+ Policy Elements

Dictionaries Conditions

Authentication y

Authoerization w

I | Authorization Prafiles

@5 Mew Awhorization Profile

Authorization Profile

Authz_Profile_iPSK

Downloadable ACLs

Prafiling ¥

Posture ®

Client Provisioning

* Access Type

Metwork Device Profile &% Cisco @

Service Templata
Track Mavement
Agenlless Posture

Passive lgentity Tracking [ (0

~ Commaon Tasks

~ Advanced Attributes Settings

Clscocisco-av-palr w

Clscocisco-av-pair e

~ Attributes Details
Actess Type = ACCESS ACCERT
cisco-av-pair = pek-mode=asdi
cico-av-pair = pik=Ccol23

#Policy > Policy Sets T , 8|2 — MRk, ERRBT ARG REELE , BEANUATERYE

Ci sco: ci sco-av-pair EQUALS ci sco-wW an-ssi d=W.AN i PSK

Conditions Studio

Library

(o]

SEEEE

Editor

AEeRlEr)

Catalyst_Switch_Local_Web_Aut

hentication

Switch_Local_Web_Authenticatio

n

A LURINE R A EREEREENR S,

Cisco-cisco-av- pair

Equals

Set to 'Is not’

"WLAN i PSK" is WLAN nane

cisco-wlan-ssid=WLAN_iPSK |

NEW AND OR

@

iy

Duplicate



= Cisco ISE
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Policy Sets Reset Reset Pollcyset Hitcounts
Status  Pollcy Set Name Description Conditlons Allowed Pr Is | Server Seq Hits Actl View
)
el
i jsco-av-palr EQUALS clsca-wian-
=] Policy_Set_IPSK Ciseo-cisco-av-pair EQUALS cisco-wla

ssidaWLAN_IPSK Default Network Access

2 0 {@'} ¥
] Default

Dofault palicy set

Default Network Access (E 0 @

>
B K EHPolicy SetfT AU #Y 1 & 873k # A #7812 /IiPSK Policy SetF & :
PO“C\;’ Sets | Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits Actions View

) Cisco-clsco-av-palr EQUALS clsco-wlan
© Palicy_SeL_IPSK ssid=WLAN_PSK

Default Network Access <& 77 {@}
BRI B DR RRE R E RN N EPLR

= Cisco ISt Paolicy - Policy Sets Q @ @ @
ts— Policy_Set-iPSK

Reset Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols /| Server Sequence  Hits
)
e,
-] Palicy_Set-IPSK 2 Radius-Called-Station-1D ENDS_WITH WLAN_IPSK Default Network Access Q
~ Authentication Policy (1)
Status  Rule Name Conditions Use Hits Actions
Q
+
Internal Endpoints
[} Default ) 0 HeH
> Options

EBNERT W8N NAPENE— AN, ERRYE  BEA

I dentityG oup- Nanme EQUALS Endpoi nt

Identity Group:ldentity G oup_i PSK I
"Identity_Goup_i PSK' is nane of the created endpoi nt group

SZRIZACIENBRNERNXH. FFRDefaultH N1 F EKSHH 15 @ DenyAccess.



= Cisco ISt

[} Dalault

» Autharization Palicy - Local Exceptions

Authorization Policy - Global Exceptions

«+ Autharization Policy (1)

Policy - Policy Sets

> Options

Results
Status  Rule Namea Conditions Profilas Security Groups
IdentityGroup-Name EQUALS Endpaoint identity . yop
l [~ Authz_Rube_Group Greupa:idantiy_Greup_PSK thz SK Select from list
[} Dafault enyAccess Select from list

NRBNMNAPRAETRANER , MTAREESZL R

TR

Radi us-Cal | i ng- St ati on-1 D EQUALS <cl i ent _nac_addr >

Hits  Actions

& &

A PCE YRR A FAN | WA SL eI B H L

A . MACHbHE 75 FRREF AT BATEWLC L BYAAA > AAA Advanced > Global Config > Advanced
Settings TELE. EARHIG , EFATFHF —"

@ Authorization Policy - Local Exceptions

» Authoerization Policy - Global Exceptions

Authorization Policy (1)

Policy - Policy Sets

> QOptions

Results
Status  Rule Name Conditions Profiles Security Groups
Radius-Calling-Station-10 EQUALS 08-BE-AC-27- = —
(] Auithz_Rule_Single e L ithz_Praofile_iPSE Selact from list

] Authz_Ruls_Group1

L] Default

BEPCRBHANAERTSHASHREER S EEEANER, —£&K

1. BEAF L EHETER

ofile_iPSK Select from list

Selact from list

Q

Hits

F AN R

@

E &

Actlons
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EXfERT , WCEEFAPNERFEELXTISE, XAF—MIBWAFERA—IZE , M
F—MIBNWAFERATENZBE, 1 LATEConfiguration > Security > Wireless AAA Policy T

Eo B LI



Edit Wireless AAA Policy

Policy Name* default-aaa-policy
NAS-ID Option 1 System Name v
MAS-ID Option 2 AP Location - ‘
NAS-ID Option 3 Mot Configured v

2. B R &9 TR
EXfERT , FEREBEWLCUALRIEERE. X , EERUUNEICAREMMNBIFREER
ERENEB. £RHREDETEConfiguration > Wireless > Wireless Global T8 . B
ISELHEZRDWEE , HSHISED MiZ ISR,
BRTIREMBRZLAN , HTFUHRNEEES02. 11K ER , Rt T2 AT SUMISEREI HAAAARE 1%
, HlEACLEEVLAN id,

TP HE R

9800 WLC B HER

FEWLCLE |, WEMSHMETE XM R MRS A ZEEIB, X aUEWLC Web R E A R ESER > Bt
BETER. HNEFBMACHH  BRFBAS ARSI EE, 2HGeneratet|iEH TEH Y

Troubleshooting ~ » Radioactive Trace

Conditional Debug Global State: Stopped

MAC/IP Address Trace file
74da.38f6.760 debugTrace_74da.386.76f0.txt &

1 20

EZ:10S 14F1Android 108 8EF Hl L MIiPhonefE < Bx M & B 5E F BEAlmacitz it . Ltk ThEE AT BE
LSELEHRTIPSKEE. BREZFILINEE !


https://community.cisco.com:443/t5/security-knowledge-base/ise-profiling-design-guide/ta-p/3739456

MRS HEREARZLGRSIRE | WA EZEEWLC EWEHIESMHIR, ETroubleshooting >
Packet Capture ™ , AR . BINERT , WLCHERTL ERZE O ITIERADIUS AAAEE
o MBRWLCEAEEFiK , BNEHFXA/NEME100 MB:

Edit Packet Capture x

Capture Name* iIPSK
Filter* any v
Monitor Control Plane v
Buffer Size (MB)* 100
Limit by™ Duration v 3600 secs ~= 1.00 hour

Available (4)

73]
1t}
et
3

Q Selected (1)

@) vian3g €

(@) GigabitEthernet
(@) GigabitEthernet2

(@) GigabitEthernet3

@) vian1

¥ + b+ b

AT & B RIEMICKZ IRV BIRE MR M T BT R, R LEWiresharkidiE 27 AR H e 2 P i
MFTAMEXHES

i p.addr==

M vicpeappeap

File Edit View Go Capture Analyze Statistics Telephomy ‘Wireless Tools Help
AW @ RE_Res=FaE=Eeaan

[ Jip.addr==10.45.35.134 || eapol || bootp

MNao. Time: Source Destination Frotocol Length Source Port  Destination Port Info

1 8.0epaee 18.48.39.212 18.48.39.134 RADIUS 438 56248 1812 Access-Request id=123

2 B.@l4e07 18.48.39.134 18.48.39.212 RADIUS 224 1812 56248 Access-Accept 1d=123

3 B.pesas 18.48.39.134 18.48.39.212 RADIUS 224 1812 56248 Access-Accept id=123, Duplicate Response
4 5.944995 Cisco_24:95:8a EdimaxTe_fe:76:f@ EAPOL 283 5247 5253 Key (Message 1 of 4)

5 ©.085884 EdimaxTe_f6:76:f@ Cisco_24:95:8a EAPOL 213 5253 5247 Key (Message 2 of &)

& 8.801087 Cisco_24:95:8a EdimaxTe_f6:76:f8 EAPOL 237 5247 5253 Key (Message 3 of 4)

7 ©.984990 EdimaxTe f&:76:f@ Cisco_24:95:8a EAPOL 191 5253 5247 Key (Message 4 of 4)

8 4.318043 18.48.39.212 18.48.39.134 RADIVUS 569 56240 1813 Accounting-Request id=124

9 8.9813992 18.48.39.134 18.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124
18 ©.9800000 16.48.39.134 18.48.39.212 RADIUS 62 1813 56248 Accounting-Response id=124, Duplicate Response

BERRISER B

BRISEN T EHEHBRFRRREMNBZRE , U T#HE > RADIUS > R BET, TUBIHE
FimBIMACH#E 1t iZEEndpoint IDF B H T IEX Eithit, T TEMISER S AT RHBXBERE
MEZFAEE. BRES GRS EBISERE



Cisco ISE

Live Sessions

Misconfigured Supplicants

0

O Reset Repeat Counts Ty Export To v

&3 Refresh
Time Status Details  Repe Identity
X w identity
Aug 19, 2022 08:04:20.5... a 1 08:BE:AC:27:8...
B Y 08:BE:AC:2T:B...

Aug 19, 2022 08:04:13.3...

Operations - RADIUS

RADIUS Drops

0

Endpaoint ID

Endpaint ID

OB:BE:AC:27:85:7E

sow Q@ (@ @

Client Stopped Responding Repeat Counter

0 1

Rafrash Shaw Within
Never ~  Latest 20 records ~  Last 3 hours w
% Filter v @
Endpoi Authenti Authori; Authorization Pro...  IP Address
Endpaint Pr Authenticath Authorizatic Authorization Profiles P Address
Unkdwa Palicy_Sat.. Palicy_Set... faB0:eB64:6E
Unknawn Palicy_Sal..  Palicy_Sel..  Authz_Profila_iPSK
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