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Add ACL Setup
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Description

' WLAN-POLICY Maps: 0
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ip access-list extended HomeOffice_ ACL
1 deny ip any 192.168.1.0 0.0.0.255 log
2 permit ip any any log

!

wireless profile flex HomeOffice FlexProfile
acl-policy HomeOffice_ ACL

office-extend

!

wireless profile policy HomeOfficePolicy
no central association

aaa-override

flex split-mac-acl HomeOffice_ ACL

flex vlan-central-switching

ipv4 dhcp required

vlan default

no shutdown

!

wireless tag site HomeOficeSite
flex-profile HomeOffice_FlexProfile

no local-site

!

wireless tag policy HomeOfficePolicyTag
wlan HomeOffice policy HomeOfficePolicy
!

wlan HomeOffice 5 HomeOffice

security wpa psk set-key ascii 0 XXXXXXX
no security wpa akm dotlx

security wpa akm psk

no shutdown

!

ap 70db.98el.3eb8

policy-tag HomeOfficePolicyTag

site-tag HomeOficeSite

!

ap c4f7.d54c.e77c

policy-tag HomeOfficePolicyTag

site-tag HomeOficeSite

REAPEE

eWLC-9800-01l#show ap name AP3800_E1.3EB8 config general

Cisco AP Name : AP3800_El1.3EBS

Cisco AP Identifier : 0027.e336.5a60

MAC Address : 70db.98el.3eb8

IP Address Configuration : DHCP
IP Address : 192.168.1.99

IP Netmask : 255.255.255.0



Gateway IP Address : 192.168.1.254

SSH State : Enabled

Cisco AP Location : default location

Site Tag Name : HomeOficeSite

RF Tag Name : default-rf-tag

Policy Tag Name : HomeOfficePolicyTag

AP join Profile : HomeOfficeAP

Flex Profile : HomeOffice_ FlexProfile

Primary Cisco Controller Name : eWLC-9800-01
Primary Cisco Controller IP Address : 192.168.1.15

AP Mode : FlexConnect

AP VLAN tagging state : Disabled
AP VLAN tag : 0

CAPWAP Preferred mode : IPv4
CAPWAP UDP-Lite : Not Configured
AP Submode : Not Configured
Office Extend Mode : Enabled

ETNESEETAP  BTURTRE -

AP3800_E1.3EB8#show ip access-lists
Extended IP access list HomeOffice_ ACL
1 deny ip any 192.168.1.0 0.0.0.255

2 permit ip any any

AP3800_E1.3EBS8#show capwap client detailrcb
SLOT 0 Config

SSID : HomeOffice
Vlian Id : O
Status : Enabled

otherFlags : DHCP_REQUIRED VLAN CENTRAL_SW

Profile Name : HomeOffice

AP3800_E1.3EB8#show capwap client config
AdminState : ADMIN_ENABLED (1)

Name : AP3800_E1.3EBS8

Location : default location

Primary controller name : eWLC-9800-01
Primary controller IP : 192.168.1.15
Secondary controller name : c3504-01
Secondary controller IP : 192.168.1.14
Tertiary controller name

ssh status : Enabled

ApMode : FlexConnect

ApSubMode : Not Configured
Link-Encryption : Enabled
OfficeExtend AP : Enabled

Discovery Timer : 10

Heartbeat Timer : 30

DT EHBFESHRO R, ERAHRBATRE, Fit , Nk 2MIP}192.168.1.988 F F im Xy
Google DNSARSE 85 1T ping R 1E , ARIEX1192.168.1.254 0 1TpingiR¥E, ERLAE BIPH# 1A
192.168HIICMP, 1.99F TAP NATE AR thZ MR E M A 1x F|Google DNS., HFREZEDTLSPEE



REATINE , FENESNAKEN , B HicmpE|192.168.1.254,

M “Ethemet_yellowCable
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A" 0 (IBRE Rev=T oS EHaaan

L] |icmp
Ma. Delta Source Destination Length Info Ext Tag Number
+ 825 ©.000000 192.168.1.99 8.5.5.8 74 Echo (ping) request id=0x8001, seq=13/3325..
+— 831 @.0918660 5.8.8.8 192.168.1.99 74 Eche (ping) reply id=ex@eel, seqg=13/3328.
916  ©.991177 192.168.1.99 8.8.8.8 74 Eche (ping) request id-@xeeel, seq=14/3584.
928 @.8120e4 5.8.8.8 192.168.1.99 74 Echo (ping) reply id=0x0001, seq=14/3584.
951 1.869921 192.168.1.99 B8.8.8.8 74 Echo (ping) request id=0x8@81, seq=15/3840..
954 B.817744 §8.8.8.8 192.168.1.99 74 Echo (ping) reply id=exeeel, seq=15/3840..
lele 1.8€8264 192.165.1.99 8.8.8.8 74 Echo (ping) request id=8x@e@l, seq=16/4896..
1811  ©.918267 8.8.8.8 192.168.1.99 74 Echo (ping) reply id=8x8e8l, seq=16/4896.

Frame 825: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: Cisco_el:3e:b8 (7@:db:98:el:3e:b8), Dst: ThomsonT_73:c5:1d (@€:26:44:73:c5:1d)
Internet Protocol Version 4, Src: 192.168.1.99, Dst: B.8.8.8

Internet Control Meszsage Protocol
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