# Catalyst 9800 WLC LfEHCisco 8821El B iF &
WLAN

ik

REM

KR

FEREAH

FiESSID

HFEA: PR

AR o A ) 4R

£ . PR FEE 4

EhR#r . s BITHRE (CLI)

55 2% B : FlexConnectZsih 33 #
FlexConnectZ i 22 # R £%
FlexConnect 7K ith 32 36 1 &5 1 Fi (& 4
FlexConnectZx ith 3 a5 & 1T L E (CLI)
BENRSH

GUI it &

A EITHRE (CLI)

oana

8BS Bk BR

b))

AR R B A 1E R R FFlexConnect 4 i 32 3t _E £ A Cisco 882107 2 fil B 9800 4k LAN#E &
B|(WLC) A TIBEZ LB,

FRFH
EXR

Cisco BWIB THLUTEH :

A

=

PH:

Kl

. Catalyst7£4: 98008 E& =
- FlexConnect

. 802.11r

. FEOLE A $2=] (CAC)

SEANAH
R E S ETFI800L v17.6.1



ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(BN ) BE. MREHMBLTENRS , FRRETRAERTHIEBERE,

BcESSID

FRA: RRTKR
PRERALE
) e
000000,
T‘I;’WE']'ESS Local AP 9800 WLC
phone

AP R B

EAXHES AR IENEEXHNEEREASRELRETHK , RAMBIRCMEE X4
BER-X2 LERE.

S 1.5 ZE Configuration > Wireless Setup > Advanced > Start Now > WLAN Profile , A5 & i

+AddA BRI ZFTHWLAN, BLESSID, EEXHBF. WLAN IDFIWLANKVIRTS. ARG , SME
Security > Layer 2H B Ei%E :

Add WLAN x

General Security Advanced

Layer2 Layer3 Al

Lenpar 2 Sacurity Mode WA - WAz~ Lobby Admin Access D
MAC Filtering D Fast Transitiocn Disabled -
Protected Management Frame Ower the DS O
Reassociation Timeout 20
PrF Dizabled -

MPSK Configuration
WPA Parameters
MPSK 0



WPA Policy

WPAZ Palicy

O|®| 0O

GTK Randomize

(]

OSEM Paolicy

WPAZ Encryption D AES{CCMP128)

L ccmpzase
Oaoueizs
O ccmpzse

Auth Key Mgmt D BO2.1x
@ psk
(O Easy-PsK

O ccrm

BESSIDEEREF 27

— o
(O Easy-Psi

O corm

OFr - 8021«
Ot - psk

O s02.1x-5HA256
O Psk-5HAZSSE

PSK Format ASCI -

PSK Type Unencrypted

Pre-Shared Key™*

oo o

BEESSIDZEIREEIHPDIEEZSSIDLZEIREE1E S

X : FHAPSKSSIDHE , EERBAFT , AN EFHRANEFRE. BES02.1X WPAL LAY
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Add WLAN x

General Security Advanced
Coverage Hole Detection Universal Admin D
[aironet IE @ =] OKC
Advertize AP Name Load Balance D
P2P Blocking Action | Disabled | Band Select O
Multicast Buffer IP Source Guard ()
Media Stream Multicast- D WMM Policy | Alowed v |
direct
mDMS Mode | Eridging v |
11ac MU-MIMO
Off Channel Scanning Defer
WiFi to Cellular Steering D 9
- fommn - m

HE—H , BRILERS, 6M7ERATEENLBWILE ., XL EAPEIRE EAXLUPHE S
ey (EAXEREZTM ) F100EYREFEENTH.

Add WLAN x

Off Ch |5 ing Def
WiFi to Cellular Steering D anhel Scanning =
Fastlane+ (ASR) @

Defer Priority O O 0O:
Deny LAA (RCM) clients ()

0Oz 0Oas 5

Max Client Connections 6 O

Scan Defer 100
Per WLAN | 0 | Time
Ber AP Par WLAN | 0 | Assisted Roaming (11k)
Per AP Radio Per WLAN | 200 |

Prediction Optimization D
11v BSS Transition Support Neighbor List

H3.1%E B Policy Profile , A5 % HAdd:



Configuration~ > Wireless Setup~ »

Advanced

#
)
| Sta-rr_/ |
Paolicy Profile Name
Tags & Profiles
default-policy-profile
(1) | WLAN Profile = O ]
| J— Policy Profile b
(1] Policy Tag ] = 0O
o AP Join Profile =0
o Flex Profile = 0O
o Site Tag & = 0O
(1) I RF Profile =0
o I RF Tag T = 0O
Apply
(] ) I Tag APs =

| 10 «» ‘ items per |

BERBEEXHEN , FRSRENBA , ARFP O, FHWIE. DHCPHMXE (£

17625 , FORBRERERKX ) EEA !



Add Policy Profile *

A Disabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Marme* | PE1 | WLAN Switching Policy

Description | Enter Description | Central Switching ENABLED .

Status ENABLED . Central Authentication ENABLED .

Passive Client Central DHCP enasen [
0
()]

Encrypted Traffic Analytics B oissee Flex NAT/PAT B osceeo

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT | 2-65519

& HAccess Policies H B i& o4k & F in £ 1= # 2ISSID Voice : B2 B EIAIVLAN,




Add Policy Profile ®

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profila.

General Access Policies Q05 and AVC Mobility Advanced

RADIUS Profiing () WLAN ACL
HTTP TLV Caching 0 PuacL | v
DHCP TLV Caching 0O

IPv6 ACL | v
WLAN Local Profiling

LIRL Filters
Global State of Device 6]
Classification Pre Auth | v |
Local Subscriber Policy Mame | v Post Auth | v |
VLAN
VLAN/VLAN Group ] v
Multicast VLAN | Enter Multicast VLAN |

REEEX KRR RERE
% $HQoSHAVC , HIFAuto QoSS B K Voice. # ifiSave & Apply to Device,

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v | Flow Monitor IPv4
SIP-CAC Egress \ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPVE

Send 486 Busy
Egress ‘

Ingress ‘ v ‘

| =] Save & Apply to Device |

# F“Advanced ( B& )’ , FLiEBIHRENS4000 , BRZAFIEMNIPv4 DHCPH /5 AARPR I



Edit Policy Profile *

General Access Policies Q0% and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
: . ) - Link-Loca D
Session Timeout (sec) 84000 Bridging
Idle Timeout {sec) | 300 | mDNS Service | default-mdns-ser.. |
Policy Clear
Idle Threshold (bytes) 0 |
Hotspot Server | v |
Client Exclusion Timeout [sec) &0 | )
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Drop Unicast D
IPv4 DHCP Required 0O DNS Layer Security
DHCP Server IP Address |
DMS Layer | Not Configured L |
Security Clear
Show more ==> Parameter Map ===
Flex DHCP Option
AAA Policy for DNG
Allow AL4 Override D Redirect .
WAL Stete O WLAN Flex Policy
Policy Mame | default-aaa-policy x |
VLAM Central Switching O
Accounting List v
¢ | © Split MAC ACL | v |
WGB Parameters
Air Time Faimess Policies
Broadcast Taggin D
qqing 2.4 GHz Policy | v |
WGB VLAN O
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
Tunnel Profile ¥ |

IPvE Proxy | None v |

| Update & Apply to Device

REREEXHSRIRERH

HB4. %R Policy TagH B HAdd. BLEREEIRICE M. E“WLAN-Policy Maps”F , #d“+Add”. M
THREREZFWLANEBXANKBERXH K ARLLERENMANRE, AF , RHRE



HBRABRE

Add Policy Tag L

MName* | PT1 |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

WLAN Profile ~  Palicy Profile W

0 | 10 « | items per page No items to display

Map WLAN and Policy

Policy Profile* | PP .

I WLAN Profile* | Voice v

RLAN-POLICY Maps: 0

[ =| Save & Apply to Device ]

SIS IERRIRIS H 2 HRIN, EHEAERBIYSE , FAPEARABER TET. AR5, B
Save & Apply to Device:

Add Site Tag x

Name* ST1

Description Enter Description

AP Join Profile default-ap-profile R
Control Plane Name default-control-plage
Enable Local Site v

O Cancel =| Save & Apply to Device

HIR6EFERFE B H 2 ERM. BIFREERFEE N .




Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

Add RF Profile x

General 802.11 REM Advanced

Name* | VoicebGHz |

Radio Band | 5 GHz Band - |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

EMZES02.1M1K 2, BAFAERKT 12MopsiViEE | FF12Mbpsik BN HIERE , HIRFEW NN
FEIZIE18 MbpsHE FIEE,

2.4 GHzE iR R = .



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5 GHzEERR :



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

ST IEERF Tag(RFIRZ) , R ETHAdd, RBFEATESSFUENRFEENH. RF , 24
REHMABRE,



Add RF Tag x

Name* RT1

Description Enter Description

5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v

9 Cancel =| Save & Apply to Device

$IRG.1EETag APs , EEAPH M AR KR, WRMRFIFIZ, RE , RERFEFNATIR

o

Tag APs x

Tags

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

X - HHITSRE (CLI)

MCLIEITEA R8T

//////// WLAN Configuration
w an Voice 1 Voice
ccx aironet-iesupport



no security ft adaptive

security wpa psk set-key ascii 0 GCiscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration
wireless profile policy PPl

aut ogos node voi ce

i pv4 ar p- proxy

service-policy input platinumup
servi ce-policy output platinum
session-tineout 84000

vlian 1

no shut down

//////// Policy Tag Configuration
wireless tag policy PT1
w an Voi ce policy PP1

//////// Site Tag Configuration
wireless tag site ST1
local -site

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M mandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT1
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G+

//////// AP Configuration
ap a023. 9f 86. 52¢c0
policy-tag PT1

rf-tag RT1

site-tag ST1

7% B : FlexConnectsith 32t
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$ B 1.5/ ZE Configuration > Wireless Setup > Advanced > Start Now > WLAN Profile , A5 & i
+AddABIZFHTAIWLAN, ELESSID, BEX#HAM. WLAN IDFMIWLANEVIRES. AR5, SME
Security > Layer 2H Bl E R & :

Add WLAN x

General Security Advanced

Layer2 Layer3 Abh,

Ver i WPRA + WPRAZ
Layer 2 Security Mode | v Lobby Admin Access D
MAC Filtering O Fast Transition | Disabled v |
Protected Management Frame Cwver the DS O

Reassociation Timeout 20 |

MPSK Configuration

PMF Disabled -

WPA Parameters
MPSK O



WPA Policy

WPAZ Palicy

O|®| 0O

GTK Randomize

(]

OSEM Paolicy

WPAZ Encryption D AES{CCMP128)

L ccmpzase
Oaoueizs
O ccmpzse

Auth Key Mgmt D BO2.1x
@ psk
(O Easy-PsK

O ccrm

BESSIDEEREF 27

— o
(O Easy-Psi

O corm

OFr - 8021«
Ot - psk

O s02.1x-5HA256
O Psk-5HAZSSE

PSK Format ASCI -

PSK Type Unencrypted

Pre-Shared Key™*

oo o

BEESSIDZEIREEIHPDIEEZSSIDLZEIREE1E S

X : FHAPSKSSIDHE , EERBAFT , AN EFHRANEFRE. BES02.1X WPAL LAY
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Add WLAN x

General Security Advanced
Coverage Hole Detection Universal Admin D
[aironet IE @ =] OKC
Advertize AP Name Load Balance D
P2P Blocking Action | Disabled | Band Select O
Multicast Buffer IP Source Guard ()
Media Stream Multicast- D WMM Policy | Alowed v |
direct
mDMS Mode | Eridging v |
11ac MU-MIMO
Off Channel Scanning Defer
WiFi to Cellular Steering D 9
- fommn - m

HE—H , BRILERS, 6M7ERATEENLBWILE ., XL EAPEIRE EAXLUPHE S
ey (EAXEREZTM ) F100EYREFEENTH.

Add WLAN x

Off Ch |5 ing Def
WiFi to Cellular Steering D anhel Scanning =
Fastlane+ (ASR) @

Defer Priority O O 0O:
Deny LAA (RCM) clients ()

0Oz 0Oas 5

Max Client Connections 6 O

Scan Defer 100
Per WLAN | 0 | Time
Ber AP Par WLAN | 0 | Assisted Roaming (11k)
Per AP Radio Per WLAN | 200 |

Prediction Optimization D
11v BSS Transition Support Neighbor List

H3.1%E B Policy Profile , A5 % HAdd:



Configuration~ > Wireless Setup~ > Advanced

— L4
| Start |

NS
Paolicy Profile Name v
Tags & Profiles
default-policy-profile
o I WLAN Profile = 0O 1 | 10 « ‘i‘.ur'n_é per |
(i Yoo §  Dojicy Profile b
o Policy Tag & = 0O
(i) AP Join Profile = 0O
(i | Flex Profile = 0O
o Site Tag & = O
o RF Profile = 0O
o RF Tag T = O
Apply
(i} I Tag APs =

BERBEEXHEN , FRSRENGA  ZAPRIMNHPRDHCP, M TFPSKSSID , 57K
WAIBERM , LELEASEBREPSKNA®, N T802.1X , BEHLEWLCHLEINITL02.1XH
PRI,



Add Policy Profile x

A Dizabling a Policy or configuring it in "Enabled” state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies Q05 and AVC Mobility Advanced

Encrypted Traffic Analytics B oseeen Flex NAT/PAT B osqee0

Name* | pe2 | WLAN Switching Policy
Description | Enter Descriptior | Central Switching
Istatus EMABLED . Central Authentication

CTS Policy

Inline Tagging

Passive Client Central DHCP B cisaeen
O

SGACL Enforcement

Default SGT | 2-65519

| oty to Dece

Flex Local3 # 5K BE B i& A B iE

SfnZEAccess Policiesit Tl , LD Bl L& B P infE BRIATE IR TOEEE I WLANES 2 BL 2 A VLAN,
BRI LT RS R AFIEEFE—ANVLANEBF , HEZEAVLAN ID,

% $HQoSHAVC , HIFAuto QoSS B K Voice. # iEiSave & Apply to Device,

Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Auto QoS | Voice v Flow Monitor IPva
SIP-CAC Egress ‘ v
Call Snooping Ingress ‘ v
Send Disassociate Flow Monitor IPVE
Send 486 Busy
Egress ‘ v ‘
Ingress ‘ v ‘

| =] Save & Apply to Device |



FH“Advanced ( B4 )" , HLEBEHRE 84000 , WREAFMENIPv4 DHCPHZEAARPRE

o

Edit Policy Profile ®

General Access Folicies Q0% and AVC Mobility Advanced

WLAN Timeout Fabric Profile O
S ’ﬁ ., I Link-Local O
Session Timeout (sec) 84000 Bridging
Idie Timeout (sec) | 300 | mDNS Service | default-mdns-ser... |
Palicy Cloar
Idie Threshold (bytes) 0 |
Hotspot Server | v |
Client Exclusion Timeout (sec) &0 | )
User Defined (Private) Network
Guest LAN Session Timeout D
Status D
DHCP
Crop Unicast D
IPvd DHCP Required 0O I DNS Layer Security
DHCP Server IP Address |
DNS Layer | Not Gonfigured - |
Security Clear
Show more ==> Parameter Map

Flex DHCP Option
AAA Palicy for DNG

Flex DNS Traffic
Allow A8 Override D Redirect .

NAC State O WLAN Fiex Policy

Policy Name | default-aaa-policy X v |
VLAM Central Switching O

Accounting List | A | @

Split MAG ACL | v |

WGBS Parsmeters Aijr Time Fairness Policies

Broadcast Taggin D
aging 2.4 GHz Policy |

WGE VLAN ()]
5 GHz Policy | |

Policy Proxy Settings

I ARP Proxy B oiseeen I

IPv6 Proxy | None v |

=1 Update & Apply to Device

HMRBEEEXHNSRIRE

EoGRE Tunnel Profiles

Tunnel Profile v |

HBR4.1%E$FPolicy TagH ¥ HAdd, BB REEIRIZEFR. F£“WLAN-Policy Maps™F , ##H“+Add"s M



THXEPERWLANEBR XA NRRERNYG R ARLEERENRFNRE, RE , LERE
HBRABRZ.

Add Policy Tag *®

MName* PT2

Description Enter Description

v WLAN-POLICY Maps: 0

{ Add

WLAN Profile ~ Policy Profile v

o : 10 « .' items per page No items to display

Map WLAN and Palicy

WLAN Profile* Voice v Policy Profile* PP2 v |

RLAN-POLICY Maps: 0

E Save & Apply to Device

$H5 ¥ FHFlex Profile” , RIFHREH RN, BEFlex Profile&#. AfEVLAN IDFIE FARPETF




Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

Name* l FP2 ‘ Fallback Radio Shut D
Description [ Enter Description ‘ FHlex Resilient O

ARP Caching
Native VLAN ID [ 1 ‘

Efficient Image Upgrade
HTTP Proxy Port [ 0 ‘

OfficeExtend AP O
HTTP-Proxy IP Address ‘ 0.0.0.0 ‘

Join Minimum Latency ()
CTS Policy

IP Qverlap O
Inline Tagging D

mDNS Flex Profile | v
SGACL Enforcement (@)
CTS Profile Name ( default-sxp-profilex v ]

Flexf & X 4 RI§ 1R E

X : RIEVLAN IDRIETE R O F#E B ZAIEVLAN , SiltFlex ProfilexBx I APIEZE|
ZR YL Ao

SIE LRI RIRICH L TR, BEWRIRCER , BUNE B A IS LT R INFlexEl B
Xt RE  RERFFNATERE.

Add Site Tag x

Name* ST2

Description Enter Description

AP Join Profile default-ap-profile . v
Flex Profile FP2 . -
Control Plane Name default-control-plasg v

Enable Local Site

=] Save & Apply to Device |

EE  ZRBRAAMIE SR, 284S kiESiRICHAPR B 3B & I FlexConnect AP,

SR7IEERFEBXHHETHM. BMREERFEEN .



Add RF Profile x

General 802.11 RRM Advanced
Name* ‘ Voice2dGHz ‘
Radio Band | 2.4 GHz Band v |

Status enasle [

Enter Description ‘

Description

Add RF Profile x

General 802.11 REM Advanced

Name* | VoicebGHz |

Radio Band | 5 GHz Band - |

Status ENABLE .

Enter Description

Description

=| Save & Apply to Device

EME02.11¥K L, ZAMAIKT 12MbpstVIER | F12MbpsiRE REFIERE | FHENMIRIEFN
EEIZEN18 MopsRES .

2.4 GHzE iR R = .



Add RF Profile x

General 802.11 RRM Advanced

S—
Operational Rates 802.11n MCS Rates
1 Mbps | Disabled v ‘ Enabled Data Rates:
2 Mbps Disabled v
| ‘ [0,1,2,3,4,5,5,?,8,9,1D,'I1,12,13114,15,1511?,18
i .19,20,21,22,23,24,25,26,27,28,29,30,31]
5.5 Mbps | Disabled v
6 Mbps | Disabled v ‘
Enable MCS Index v,
9 Mbps | Disabled v .
'
11 Mbps | Disabled v v 1
v 2
12 Mbps | Mandatory v
v 3
18 Mbps | Supported v ‘ v .
24 Mbps | Supported v ‘ vl 5
v 5]
36 Mbps | Supported v ‘
v 7
48 Mbps | Supported v v .
54 Mbps | Supported v v o
1 2 3 4 w #

‘ 10 v "Lcms per page

1 - 10 of 32 items

=| Save & Apply to Device

5 GHzEERR :



Add RF Profile x

General 802.11 RRM Advanced

Operational Rates 802.11n MCS Rates
6 Mbps | Disabled L | Enabled Data Rates:
9 Mbps Disabled v
| | [0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
,19,20,21,22,23,24,25,26,27,28,29,30,31]
12 Mbps | Mandatory v |
18 Mbps | Supported v |
Enable MCS Index v
24 Mbps | Supported v | b .
36 Mbps | Supported - | = 1
v 2
48 Mbps | Supported v |
o ]
54 Mbps | Supported v | y 4
o 2
o 6
v 7
o 8
v 9

1 2 3 4 » w
‘ 10 « ‘ilcr‘rs per page

1 - 10 of 32 items

= Save & Apply to Device

P PR8.1LFERF Tag(RFITFZ)FH £ HAA () » BEEEATESHUBNRFEEXH. AT
, BHREHRARRE,



Add RF Tag
I Name* RTZ2 |
Description Enter Description
5 GHz Band RF Profile Voice5GHz v
2.4 GHz Band RF Profile Voice24GHz v
O Cancel

| =| Save & Apply to Device |

HPRO.IEFE Tag APs , ILEAPH RN BI IR AV RES, ¥ RAMRFIRIC, RfE

Changing AP Tag(s) will cause associated AP(s) to reconnect

‘ D Cancel ‘ _ ' Save & Apply to Device

BhHREHF AR

APREHZ s ECAPWAPRRE H EH A 9800 WLC, i ZEConfiguration > Wireless > Access

Points , H#IAAPE R HFlex:

Total ~ AP ~ Base Radio ~ | AP ~ | Admin ~ Operaton ~ | Policy w gm ~ RF ~ | Tag
AP Mame & ~ Slots Model MAC Mode Status Status Tag Tag Tag Source Location +~ Country
e default
AP28021-21 2 AP28021-B-  a023.9186.52c0 | Flex Enabled Registered PT2 T2 RT2 Static location us
Ka

FlexConnectZsi#th 32 ¥ #5175 H (CLI)



MCLIZfTATHH :

//////// WLAN Configuration

wl an Voice 1 Voice

ccx aironet-iesupport

no security ft adaptive

security wpa psk set-key ascii 0 Ciscol23
no security wpa akm dot 1x

security wpa akm psk

no shut down

//////// Policy Profile Configuration

wireless profile policy PP2

do wirel ess autoqos policy-profile PP2 node voice
service-policy input platinumup

service-policy output platinum

vl an 2672

no shut down

//////// Policy Tag Configuration
wireless tag policy PT2
w an Voice policy PP2

//////// Flex Profile Configuration
wireless profile flex FP2

ar p-cachi ng

vl an-nane 1

native-vlan-id 1

//////// Site Tag Configuration
wireless tag site ST2

no |local-site

flex-profie FP2

//////// 2.4 GHz RF Profile Configuration
ap dot 11 24ghz rf-profile Voice24GHz

rate RATE_11M di sabl e

rate RATE_12M nandat ory

rate RATE_1M di sabl e

rate RATE_2M di sabl e

rate RATE_5_5M di sabl e

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// 5 GHz RF Profile Configuration
ap dot 11 5ghz rf-profile Voice5GHz

rate RATE_24M support ed

rate RATE_6M di sabl e

rate RATE_9M di sabl e

no shut down

//////// RF Tag Configuration
wireless tag rf RT2
24ghz-rf-policy Voi ce24GHz
5ghz-rf-policy Voice5G

//////// AP Configuration
ap a023. 9f 86. 52¢0
policy-tag PT2

rf-tag RT2

site-tag ST2



KETRSH
GUI R i

S 1.5 M ZE Configuration > Radio Configuration > Network. Zf5 GHz#12.4 Ghz3iEk , Rig &
il

FER , XNENERABRFASghz wifiN 4 | REEL TEF EORETHST

Configuration~ > Radio Configurations ™ > Network

5 GHz Band 2.4 GHz Band

General

5 GHz Network Status

Beacon Interval® 100
Fragmentation Threshold(bytes)* 2346
DTPC Support v

$ 2.5 i1 E Configuration > Radio Configuration > Media Parameters. £2.4 GHz#15 GHz3lEk £
JBRAEAEGRE T AR AEARSI(CAC) , AL EHRA:



Voice

Call Admission Control (CAC)

Admission Control (ACM)

Load Based CAC

Max RF Bandwidth (%)* ‘ 75 |

Reserved Roaming Bandwidth (%)* ‘ 6 |

Expedited Bandwidth
SIP CAC and Bandwidth
SIP CAC Support

$ 3.5 M1 E Configuration > Radio Configurations > Parameters, £ /MEX L FEDCARE B #
EEAMIES , RieEENA"

Configuration~ > Radio Configurations - > Parameters

5 GHz Band 2.4 GHz Band

EDCA Parameters

EDCA Profile | optimized-voice

v

DFS (802.11h)

£ 8451 = Configuration > Radio Configuration > Network., @RS 5 GHz#12.4 Ghz$iEk , A&
JﬁiEEAppl}'o



WHTSRE (CLI)

MCLIZITATHH :

Andr essi _9800( confi g) #ap dot 11 24ghz shut down
Andr essi _9800( confi g) #ap dot 11 5ghz shut down

Andr essi _9800( confi g) #dot 11 24ghz cac voice acm
Andr essi _9800( confi g) #dot 11 5ghz cac voice acm

Andr essi _9800( confi g)#ap dot11 24ghz edca-paraneters optin zed-voice
Andr essi _9800( confi g)#ap dot 11 5ghz edca-paraneters optim zed-voice

Andr essi _9800( confi g)#no ap dot1l 24ghz shut down
Andr essi _9800( confi g)#no ap dot1l 5ghz shut down

WriE

LA ERAT SRS RIESIEE !

show wlan { summary | id | name | all }

show run w an

show run aaa

show aaa servers

show ap config general

show ap nane <ap-nane> config general

show ap tag sumary

show ap nane <AP-nanme> tag detail

show Wl an { summary | id | name | all }

show wirel ess tag policy detail ed <policy-tag-name>
show wirel ess profile policy detailed <policy-profile-name>

EERCACSLIHERMFIEFIESRE  HETUTHT :

HoHH H OH H KR HHH

#show ap nane AP2802l -21 dotl1l 5ghz voice stats
#show ap nane <ap-nane> dot 11 5ghz call-control metrics

PR HERR
SHBANTELEEDRE

Radio Active(RA)BRER N SHEESRMA ( RPIFAFFIRMACH U ) REMNAAERERMAEAL R
o ERAZKMER , BHITUTHR, RIMNEKITE9800 WLCTE AL RERH A fi Hi

SR1BERRE BB

# clear platformcondition all
S22 B ABRENTLEFisMACH U R I Z 4. it HREERENMACH 1305 &
(1800 ) o #&TT LA IRIF B (5] 48 AN F12085978494 1,

# debug wirel ess mac <8821- MAC- address> {npnitor-ti me <seconds>}



EE BE-RUEBRSAEFE , #iEmaciiitiZ{Tdebug wireless mac <aaaa.bbbb.cccc> i

o

AR BETHLRSFLEFREINAL , RAMBEARHBERBRSF , UEUFES,

$3.M8821 Cisco |PE,FE I I,
SIRA LI TE R R B BRIA S BB Ay S A | 5T B 2 sl EFL A= LB,

# no debug wirel ess mac <8821- MAC- addr ess>

B REERBRATLELE , 9800 WLCHEKE R :
ra_trace_MAC_aaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

HBREWEMACH I TEBN RIS, AL ra trace logE HIEIABRSFRERERBE LERAH
o MERARERXHFHAF

# dir bootflash: | inc ra_trace

X HEH BN SRS RS

# copy bootfl ash:ra_trace_MAC aaaabbbbcccc_ HHMVES. XXX ti nezone_DayWek _Mont h_Day_year. | og
tftp://a.b.c.d/ra-Fl LENAME. t xt

ERAE :

# nmore bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX _ti mezone_DayWeek_Mont h_Day_year. | og

H3R6. M BRI 5o

# clear platformcondition all

AR BRERELRSEEHLRBREE M4

HERABRERAVRIHER , HTRENE(TSPEC)HE , XFHAERE L8821 L AL A R6IRICH
RE , URBRERUEIFWY, EHREIASI6HNER , 8821 R EMBREREEIERNR.

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Got action frame fromthis client.

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Recei ved Action frame with code 0: ADDTS request

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Got LBCAC Metrics I E

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
ADD TS fromnobile slot_id 1 direction = 3

up = 6, tid =6, upsd = 1, nediumtine = 653, TSRSIE: No

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
U- APSD Power save



FEHFEIHIRS

»| IEEE 802.11 Action, Flags: ....css.C
v IEEE 802.11 wireless LAN
v Fixed parameters

Category code: Management Notification (17)

Action code: Setup request (0x0000)

Dialog token: @x2a

Status code: Admission accepted (0x0000)

v Tagged parameters (84 bytes)
v| Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element

Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1

v |TS Info: 0x0034ec

1000 oooo oooo o000 ooo . = TID: 6
i Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)
Reserved: AxAAAA8KA

WLCHERBREBNTRRDEFMU , 1RE , EQREEZITSPECHERIRFEM :

S

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [auth-ngr] [18106]: (info): [0000.0000.0000: unknown]
Session info 0x559e2019/08/25 18:53:54.510 {wncd_x_R0-0}{1}: [ew c-qgos-voice] [18106]: (info):
MAC:. 0027.902a. ab24 LBCAC checks for tspec PASSED for ns slot_id 1 bwreq = 653, tot_avail able
MI for tspecs = 22031 tx_queue_req = 20, current tx queue util =0

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Calls in progress
incremented to 1

2019/ 08/ 25 18:53:54.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): allocating voice bw
for client: maxBW = 23437, BWrequested = 653, total voice bw alloc = 653

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-client] [18106]: (info): MAC. 0027.902a.ab24
Call Accepted for tspec client

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (ERR): MAC. 0027.902a.ab24
TCLAS Set Not used for TCLAS of tid=6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Reconmended rate
6500kbps: MCS 0 i s not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Reconmended rate
13000kbps: MCS 1 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): Reconmended rate
26000kbps: MCS 3 is not operational for radio: 6

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Sendi ng Successful ADD TS resp to nobile slot_id 1

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Build ADD TS slot:1, tid:6, user_priority:6, upsd_enable:1, dir:3, bandw dth: 653, avail_bw 0,
inactive_tiner:0, tsmreq_id:0

2019/ 08/ 25 18:53:54.511 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. a023.9f86.52c0
send qos ADD TS payl oad to AP

EHFESHERF



» IEEE 802.11 Action, Flags:
v IEEE 802.11 wireless LAN
v Fixed parameters
Category code: Management Notification (17)
Action code: Setup response (0x0001)
Dialog token: @x2a
Status code: Admission accepted (0x0000)
v Tagged parameters (119 bvtes)
v|Tag: Vendor Specific: Microsoft Corp.: WMM/WME: TSPEC Element
Tag Number: Vendor Specific (221)
Tag length: 61
OUI: 00:50:f2 (Microsoft Corp.)
Vendor Specific OUI Type: 2
Type: WMM/WME (0x02)
WME Subtype: TSPEC Element (2)
WME Version: 1
v |TS Info: @0x0034ec

clllllllc

TID: 6
= Direction: Bidirectional link (3)
= PSB: U-APSD (1)
= UP: Voice (6)

Reserved: 0x000080

I1II
@lll
u-@@

II11
00.-

0000

0000

25, BESIPEHIEERFRETI TN  HELARTPRE.

|Destinatior| iTrans mitter address | Receiver address Protocol | Info

16:11:41.860884 172.16.78.64 172.16.56.109 B9:27:90:2a:ab: 24 a0:23:9f:86:52:cf SIP/SDP Request: INVITE sip:181@172.16.56.189;user=phone |
16:11:41.864384  172.16.56.189  172.16.78.64 a0:23:9f:86:52:cf 80:27:90:2a:ab:24 SIP Status: 1@@ Trying |

16:11:42.529759 172.16.56.109 172.16.78.64 a9:23:9f:86:52:cf 90:27:98:2a:ab:24 SIP Status: 188 Ringing |

16:11:47.581067 172.16.56.109 172.16.78.64 20:23:97:86:52:cf 80:27:90:2a:ab:24 SIP/SDP Status: 200 0K |

16:11:47.594494  172.16.78.64 172.16.56.109 09:27:90:2a:abi24 a8:23:9f:86:52:cf SIP Request: ACK sip:181@172.16.56.109:5060; transport=tcp |

RTP#ES

16:11:47.700968 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
16:11:47.701470 172.16.78.65 172.16.78.64 a0:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.717783  172.16.78.65 172.16.78.64 00:eb:d5:db:0@:d6 a0:23:9f:86:52:cf RTP
16:11:47.718528 172.16.78.65 172.16.78.64 20:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.730826 172.16.78.65 172.16.78.64 0@:eb:d5:db:00@:d6 a0:23:97:86:52:cf RTP
16:11:47.731395 172.16.78.65 172.16.78.64 a@:23:9f:86:52:cf 00:27:90:2a:ab:24 RTP
16:11:47.751602 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 a0:23:9f:86:52:cf RTP
16:11:47.752316 172.16.78.65 172.16.78.64 a0:23:9f:86:52: cf 00:27:90:2a:ab:24 RTP
16:11:47.766859 172.16.78.64 172.16.78.65 00:27:90:2a:ab:24 a@:23:9f:86:52:cf RTP
16:11:47.776488 172.16.78.65 172.16.78.64 00:eb:d5:db:00:d6 al:23:9f:86:52:cf RTP
ARfE , 8821 BHIFIEERFIE LI |, B RES —MRENE XN T B EARAFIGKIWLC:
2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
CGot action frame fromthis client.

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Recei ved Action frame with code 2: DELTS request

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
DEL TS fromnobile slot_id 1up =6, tid = 6, bw deleted = 653

2019/ 08/ 25 18:54:08. 510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24
Call Termnated for tspec client

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a.ab24

Calls in progress - 1,

Roam calls in progress - O



2019/ 08/ 25 18:54:08.510 {wncd_x_R0O-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. 0027.902a. ab24
Bui |l d DELETE TS slot:1 tid:6 up:6 upsd_enable:1 avail _bw 0

2019/ 08/ 25 18:54:08.510 {wncd_x_RO-0}{1}: [ew c-qos-voice] [18106]: (info): MAC. a023.9f86.52c0
send qos DELETE TS payl oad to AP

SIP£& 1E FNRAEM

80738 78.64 17 56.189 27:98
:54.487572 172.16.56.109 172.16.78.64 23:91:86:52: :27:90:2a: Status: 208 0K |
:54.409575 172.16.78.64 172.16.56.189 27:90:2a:ab: :23:9f:86: Request: BYE sip:181@172.16.56.109:586@; transport=tcp |
:54.428215 172.16.56.109  172.16.78.64 23:97:86:52: 127:99:2a: Status: 280 0K |
:54.431823 172.16.78.64 172.16.56.109 27:9@:2a:ab: :23:9f:86: 51254 - 5868 [ACK] Seq=14915 Ack=T435 Win=39736 Len=@ TSval=443233
:54.5030838 Cisco_B6:52:cf - 123:97: i Action, SN=3887, FN=@, Flagss...P....C
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