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HPR1.12 % Wireless Management ip address 4515 A B MEB , AR EEO TR ME D
T (WREA),

CLI :

# show run | inc username
# show run | inc enable
# show wireless interface summar

FSE2.ECMX L , ERMFELLANIZEHIZE , 155 H1ZE System > Settings > Controllers and Maps
Setup , ¥ d7Advanced,

BLRBREMS (MR ERTR ) HRFRERE, XWNREEMTARR

SETTINGS

k

Tracking
Filtering Maps
Locati

Please select maps o add or modify:
stic

Delete & replace existing maps & analytics data

Delate & replace existing zones

Controllers
Please add controllers by providing the information below:
Controller Type Alra0S WLG

IP Address

Controller Version
[Optional]

Contrelier SNMP Version vac

- o .
Controller SNMP Write private

£ 3. MController Type#) THIFIFRH , i£#ECatalyst(lOS-XE)WLC ( £10.6.1L , THER R
Unified WLC for Cat9800 WLC ) ,



SETTINGS

Tracking
Filtering Maps

= Please select maps to add or modify:

Location Setup

Data Privacy -

Data Retention L) Delete & replace existing maps & analytics data
Mail Server ! Delete & replace existing zones
v Controllers and m
Maps Setup
Import
Controllers
Advanced

Please add controllers by providing the information below:
Upgrade
- Controller Type Aire0S WLC -
High Availability

IP Address - AireOS WLC

Catalyst (I105-XE) WLC
Controller Version
[Optional]

Controller SNMP Version vac

Controller SNMP Write
Community

private

E3x

FBRA IR Cato800 WLC IPHutit, Priv 15 &, ZIEHEAZE , LAFCMXEE 1517 Cat9800
WLC, CMXfFEASSHIERE (ALEELEHAIRZ ZRITFHHSSHIRA ) KiEREIS00H B &
NMSPR2E, EZFHRMEBFIZ  REXRFARBED,



SETTINGS

Tracking
Maps

Filtering

Please select maps to add or modify:

Lot up

Data Privacy Browse...
Data Retention  Delete & replace existing maps & analytics data
Mail Server Delete & replace existing zones

S
Maps Setup

import

’
Controllers

Advanced
Please add controllers by providing the information below:

Upgrade

Controller Type Catalyst I0S-XE) WLC ~
High Availability

IP Address - 192.168.1.15

Controller Version
[Optional]

Username adimin

Password

Enable Passwaord

CMXFf B [ ix LE B & #E 3% FICat9800 WLC H ZE I NMSPR&E

nmsp enable

aaa new-model

aaa session-id common # aaa authorization credential-download wcm_loc_serv_cert local
aaa attribute list cmx<mac>

username <CMX mac address> mac aaa attribute list cmx_<mac>

attribute type password <CMX key hash>

H oFH FH H FH FH H*

netconf-yang
¥

WIENMSPRRIE R EAL TIENIRZE , FHM9800H & E A& F TR

9800#show nmsp status
NMSP Status

CMX IP Address Active Tx Echo Resp Rx Echo Reg Tx Data Rx



10.48.71.119 Active 16279 16279 7 80
TLS

System at a Glance

Node IP Address

10.48.71.119 Low-End

Coverage Details

Placed AP Missing AP Active AP Inactive AP Campus Building Floor Zone Total Associated Client Probing Client RFID Tag BLE Tag Interferer Rogue AP Rogue Client Total

Fri Aug 09 11:47:58 CEST 2019
o 0 ] 2 1 1 [ 4 [} 0 ] 0 o ] o

B Healthy Warning I Critical

Controllers

oo o T oo _

16.12.1.0 207 KB 208 KB 08/08/19, 3:56 pm

N Acive I insctive

BirrtEES
R RRFCMXFWLCHE [ [5] — R 4& B R AU (NTP) BR 5587
f£9800 CLIFF , BE1T8F T :
(config)#ntp server <IP address of NTP>
EFHRCMXHNTPIRS ESHY Pt :
SB1.Lemxadmin B3 B ZHH1T
L2 RENTPScmxosiz TR RntplI R 5
F=H . MRESHEEBENTPIRSES , ATLAfEAcmxos ntp clear , A& A cmxos ntp type.

$B4. NTPIREZ B ECMXEIS a |, iE1TM S omxctl restart LA EH /5 I CMXERS H {1 # [l
cmxadminf F .

Wi #AR %
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CMXH AR e T 23E -



(config) #username <CMX mac> mac aaa attribute list cmx_<CMX MAC>
(config)# attribute type password <CMX key hash>

ETHBCMXERISHA2EZHARM AL |, FEM :

cmxctl config authinfo get

wiEn

NMSPE{XMZEOERIEZN TLERED (RIAMBERT , 9800-CLERGIg2 ) » AERSZHON
0O (k& Mgig0/0519800-CLAYGIgT ) AEKIENMSPHRE.

ERGEH

&7 AR AE£9800 WLCHINSMP BT A T BRLE AR S5

9800#show nmsp subscription detail
CMX IP address: 10.48.71.119

Service Subservice

RSSI Tags, Mobile Station,
Spectrum

Info Mobile Station,
Statistics Tags, Mobile Station,
AP Info Subscription

AT UIREINMSPRRE S iHE B

9800#show nmsp statistics summary
NMSP Global Counters

Number of restarts : 0

SSL Statistics

Total amount of verifications
Verification failures
Verification success

Amount of connections created
Amount of connections closed
Total amount of accept attempts
Failures in accept

Amount of successful accepts

oOr OPFr OFr O o o

Amount of failed registrations

AAA Statistics

Total amount of AAA requests
Failed to send requests
Requests sent to AAA

Responses from AAA

Responses from AAA to validate
Responses validate error

RO R R PO R

Responses validate success



9800#show nmsp statistics connection
NMSP Connection Counters

CMX IP Address: 10.48.71.119, Status: Active

State:
Connections 1
Disconnections : 0
Rx Data Frames : 81
Tx Data Frames H

Unsupported messages : 0
Rx Message Counters:

ID Name Count
1 Echo Request 16316
7 Capability Notification 2

13 Measurement Request 2

16 Information Request 69

20 Statistics Request 2

30 Service Subscribe Request 2

74 BLE Floor Beacon Scan Request 4

Tx Message Counters:

ID Name Count
2 Echo Response 16316
7 Capability Notification

14 Measurement Response 2

21 Statistics Response 2

31 Service Subscribe Response 2

TP HEBR
iz
RENVMSPRSER T 0 B , 18 TEUEM M16.12% EAIRATF B RS KRBT AR

#debug wireless ip <CMX ip> monitor-time x

W S APREAHCMX IPHbitE Axo #i8id. Z3X 4’ Ebootflash:/F 12 |, H B EREEI&
“ra_trace_IP_X.X.X.X_....... ~ BNEE5NMSPERMEXMWMEECEERE,
EBEFeWLCK IR EMWERER | BMASGD

#monitor log process nmspd level debug

EFIEXAER , B8 ACTRL+C,

WiE TR

FeWLC LW ELKIEAMHIK |, FRAACLIUEEeWLCHICMX ipZ BEFRE. eWLC ip
192.168.1.15KICMX ip 192.168.1.19 4% :

eWLC-9800-01#conf t
Enter configuration commands, one per line. End with CNTL/Z.



eWLC-9800-01 (config) #ip access-1list extended CMX

eWLC-9800-01 (config-ext-nacl) #permit ip host 192.168.1.15 host 192.168.1.19
eWLC-9800-01 (config-ext-nacl) #permit ip host 192.168.1.19 host 192.168.1.15
eWLC-9800-01 (config-ext-nacl) #end

eWLC-9800-01l#monitor capture CMX access-list CMX interface gigabitEthernet 2 both start
eWLC-9800-01#

Jan 30 11:53:22.535: %$BUFCAP-6-ENABLE: Capture Point CMX enabled.

eWLC-9800-01#monitor capture CMX stop

Stopped capture point : CMX

eWLC-9800-01#

Jan 30 11:59:04.949: %BUFCAP-6-DISABLE: Capture Point CMX disabled.

eWLC-9800-01#monitor capture CMX export bootflash:/cmxCapture.pcap

RIE , A LUEE CLISIMGUIE Troubleshooting > Packet Capture > Export 83k, HEES
Administration > Management > File manager > bootflash:,
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html
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