1£Catalyst 9800 WLC LB E T HE & 7 IR UEAY
FlexConnect

B =%

/5

ikl

AR HS ST 4B G0 fAI £ Catalyst 980074k LAN#E 85 £ Bl B 7 B H R ok A< ith & 17 36 iF AY FlexConnect.
FoRF M

=R

Cisco BWER T AT EH :
« CatalystZTo4 9800 E & =
* FlexConnect
« 802.1x

ERREHF
AP EEETUATREMEHRE

+ C9800-CL, Cisco IOS-XE® 17.3.4

AXHEPNEEHRETREXRENEFNREFEN, AXHFEANMERZZNERAR
wh(RIA) BRE. MRENMELTEHIRS , FHRETHRAERTHBERRE,

db B /=
85 E 8 [=PTir

FlexConnect A TR N N EHENLELBRE R, EAWLEIL HMWAN)EBENL AN NETEREEAR

(AP) , MEREZMIEIFRHIZF. FlexConnect APAILAEAR M RRE FinBIERE | H1E 5L HI SR ERMIT A
TARE KRS ORIE, EEZERXT | FlexConnect APIE A SUAIT A ith & 13 301 .

BoE



) 4%

( o e
Q00000 WAN

Flex AP 9800 WLC
Client
Local
Servers
[
9800 WLC EHAAAEL &

S| 1:FBHRADIUSAR S 25, MGUI : SfinEConfiguration > Security > AAA > Servers / Groups > RADIUS > Servers
> + Add % ARADIUSHR S 8315 2.

pnfiguration = » Security= > AAA
+ AAA Wizard
AfA Method List AAA Advanced
»
+ Add )

TACACS+

Name ~  Address ~  Auth Port ~  Acct Port

WMREUHERREAETAFTECOAN L L XA | FHERE ACAX R,



Edit AAA Radius Server x

Name* AmmISE

Server Address* 10.48.76.30

PAC Key

Key Type Hidden v
Key* (@ o ooe o00(

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 5
Retry Count 3

[%] Update & Apply to Device

N 3 ZE : Flex connectZ<ith & 175 if #f B F X FFRadius CoA,
FE =% : FRADIUSHR S 23 /A INEIRADIUSA ., MGUI : S EConfiguration > Security > AAA > Servers / Groups >
RADIUS > Server Groups > + Add.

Configuration= > Security = > AARA

+ AAA Wizard

Servers | Groups AfL Meathod List AlA Advanced
—

RADIUS
Servers Server Groups

TAGACS+

Marme ~  Server 1 Server 2 Server 3



‘

Edit AAA Radius Server Group

Game* ‘ AmmISE '

Group Type ‘ RADIUS ‘
MAC-Delimiter | none v
MAC-Filtering | none v
Dead-Time (mins) ‘ 2 ‘
Source Interface VLAN ID ‘ 76 v
Available Servers Assigned Servers
~ — AmmISE o —
) k)
(] (~]
(»] (v]
J © J @

E| Update & Apply to Device

B=H  QIREHRIEFESIR, NGUI : SMEIEE>R 2> AAA > AAATTESIR>F A KIE> + Add

Configuration ~ > Security~ > AAA

+ AAA Wizard

Servers [ Groups ‘ AAA Method List ' AAA Advanced

( Authentication ) : y
l -+ Add l
Authorization

Name v  Type

Administration




Quick Setup: AAA Authentication

(Method List Name* AmmISE

)
( Type* dot1x . @
9

(Group Type group v

Fallback to local

Available Server Groups 4 Assigned Server Groups
radius o) \fkmmISE
Idap
tacacs+

A&
<) (J BJ B

= Update & Apply to Device

MCLI:

H* H*

HFOH W OH KR R

H* H H*

config t
aaa new-model

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813
timeout 300

retransmit 3

key <shared-key>

exit

aaa group server radius <radius-grp-name>

server name <radius-server-name>

exit

aaa server radius dynamic-author
client <radius-server-ip> server-key <shared-key>

aaa authentication dotlx <dotlx-Tist-name> group <radius-grp-name>



WLAN Fi &

FER1MGUI : SMEBIEE>TT4%> WLAN , AFEE+FMLGIEFNWLAN , AFHAWLANER., RAEREMNAE
w&o

Configuration = > Tags & Profiles~ > WLANSs

Number of WLANSs selected : O

Status ~  Name v 1D ~  SSID
Add WLAN x
General Security Advanced
Profile Name* 802.1x-WLAN Radio Policy Al v
SSID* 802.1% Broadcast SSID enasleD [}

WLAN ID* 1

Status enasten ([l

E=% : AGUL: S M EISecurityi BT F - RBEH2E/F3IREEER - REMBAZREER - SHRIEIIRE
802.1xMIER FhEER - REKREEMANARRZ




Edit WLAN »

i Changing WLAN parametars while it i enabded will result in loss of connectivity for clients connected to it
General Security Advanced Add To Palicy Tags
Layer2? Layer3 Adh,

Layer 2 Security Mode
MAC Filtering

Protected Management Frame

PMF

WPA Parameters

WPA Policy
WPRAZ Policy
GTE Randomize
OSEM Paolicy

WPAZ Encryption

Auth Key Mgmt

REEENHEE

WPA + WPAZ o

Lobby Admin Access

Fast Transition

Owvear the DS

Reassociation Timeout

Disabled v

MPSK Configuration

MPSE

< | AES[CCMP128)

CCMP2Z5E

GCMP128

GCMP2Z5E

BO2.1x

PSK

CCKM

FT = BOZ.1x

FT = PSK

Adaptive Enab... «

K

|_I;_'[ Update & Apply to Device

e

SB1:MGUISH : SfiiEConfiguration > Tags & Profiles > Policy , A5 = th+Add A B2 K BE B & 3L




dlnalve Gisep Catalyst 9800-CL Wireless Controller

CISCO 1774 ESWE

Configuration = > Tags & Profiles - > Policy

|-|—Ad~::||

Status ~ Policy Profile Mame

FEZL . RMBFHBUEEF Central SwitchingtE, B MIEE , BHISBLEEF %S BRIE , FlexConnectiE A S EAR
#th IR E PR IR D .



Edit Policy Profile M

ﬂl'"l-| g i engiied] <1578 vl fasi 1 a8 of connectrdaly lor chenls associated wilh s | hke

Genearal Access Policies :;'-.- S and AVC Moty ndvanoed

—
Mama® VLANX WLAN Switching Policy
LS riprton

Cantral Switching

Sitares reaen [l Cantral Auhentication |El»mELE|:r .l
Passive Chent . CERARLED | Cantral DHCP

Encrypted TraMic Anahtics . DESAHLED l Cantral Assnciation
- LI SSOCLN L
CTS Policy Fleaxt NAT/PAT

Irlirs TagEing

SEACL Enborcamen

Daatault SGT

x
[=] Update & Apply 1o Device

N T ABENRARBART  MEREAT hOSE  MEHFlexconnect APE | FEFTA %
BEEB L | B BUFER,

B=F : NGUI : SMEIRRMETF - MOBRELEFIRERIAER TEZZ LEWLANR T L5 ECEIAIVLAN,
BRI T RIS R PikFE—NVLIANE R , BATBAF BB AVLAN ID,



Edit Policy Profile x

& Conhguring in enabled state will result in loss of connactivity for clients associated with this profile.

General Access Policies

RADIUS Profiling
HTTP TLV Caching

DHCP TLW Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name
VLAN
WVLAMN/NLAN Group

Multicast VLAM

MY . MGUI : SfnFlAdvancediEli& - LIBECEWLANERY - DHCP. WLAN Flex PolicyfAAASRHE , LABSE(]IE

Q0S and AVC Mability
Disabled @
| v
| 76 » |

| Entar Multicast VLAM |

EEAD - AR5 % diUpdate & Apply to Device,

Advanced

WLAN ACL
IPvd ACL | - |
IPvE ACL | " |
URL Filters
Pre Auth | ¥ |
Post Auth | v |

|_I;_'[ Update & Apply to Device




Edit Policy Profile X

~
A Configuring in enabled state will result in lass of connectivity for clients associated with this profile.
General Access Policies Q0S5 and AVC hobility Advanced
WLAN Timeout Fabric Profile 5
Session Timeout (sec) | 1800 | mDNS Service | default-mdns-servic] » |
Palicy . /
Clear
Idle Timeout (sec) | 300 | _
Hotspot Server | - |
Idle Threshald (bytes) | 0 | ' '
User Defined (Private) Network
Client Exclusion Timeout (sec) | | B0 |
Status
Guest LAN Session Timeout
Drop Unicast
DHCP
Umbrelia
IPvd DHCP Required
Umbrella | Mot Configured v |
DHCP Server IP Address Parameter Map ' e
Show more === Flex DHCP Option
for DNZ
A Py
Redirect
Allow ASA DOverride )
WLAN Flex Policy
MAC State
_ VLAN Central Switching
Policy Name | default-gaa-palicy # » | )
' : Split MAC ACL | - |
Accounting List | - | @
' } Air Time Faimess Policies
2.4 GHz Policy | v |
5 GHz Policy | * |
EoGRE Tunnel Profiles ¥
[zl Update & Apply to Device

KRR E

FE1MGUI : S EE B>FRiCHMEE X HF>Pric> K> +75R 1,
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Edit Policy Tag

‘

A Changes may result in loss of connectivity for some clients that are associated to APs with this Paolicy Tag.

Mame* | Palicy |

Description | Enter Description |

W WLAN-POLICY Maps: 1

WLAN Profile «  Policy Profile w

BOZ2.1x-WLAMN VILANX

1 |:1|:| 1|

Map WLAN and Policy

WLAMN Profile® 302 1x-WLAN v Palicy Profile* VLANX L

==

RLAN-POLICY Maps: 0

[rl Update & Apply to Device

FlexBl & X 4B &




1% : NGUIF : SMEEE>FRICMEEX 4> Flex , RFRH+AMAIE - MIEE.

Configuration - > Tags & Profiles~ » Flex

+Ad~::||

Flax Profile Mama

Sal_Flex

Edit Flex Profile
General Local Authentication Policy ACL WVLAN Umbrella

Name* Flex-Pro Fallback Radio Shut
Description Enter Descriptior Flex Resiliant
MNative WLAN 1D 71 ARP Caching il
HTTP Proxy Port 0 Efficient Image Upgrade
HTTP-Proxy IP Address 0.0.0.0 OfficeExtend AP
CTS Policy Join Minimum Latency
Inline Tagging IP Owverlap
SGACL Enforcement mDONS Flex Profile -
CTS Profile Name default-sxp-profile s »

E Update & Apply to Device

N 5E  AVLAN IDRIST S EILFlexB B THRAPERIIVLAN , Ft B EEAPH A
i A EBLE 54 # 48 EAYVLAN 1D,



FZW  EVLANETIRT |, FINFTEMVLAN, B RS EE S4B IA 2 Bl 44 WLANAYVLAN SR RADIUSHR 55 88 #E 3% £Y
VLAN, #Rf5# FHUpdate & Apply to Device,

Edit Flex Profile ®

General Local Authentication Palicy ACL VLAN Umnbrella
-+ Add
VLAN Name ~ I ~ ACL Name ~ ‘
/| * VLANTG
o — VLAN Mame 7
VLAM Id* 76
ACL Mame v

B Update & Apply to Device

N sxE - W FPolicy Profile | #3125 A SSIDEIBAVLANGS, H18 751225 B wh 5
VLANE % , BHRAEFlex Profile BB H £ HMRNVLANEF , BN | B ST )

WLAN,

N 2B BHflexConnectBAAAEEMACL , B policy ACL’ LREE , MBACLE S &
BASEVLAN |, BERIMVLANEDRIACL , RETE “policy ACL” £ HNACL,

U RIREELE

HR1:MGUI : SMEEME>FRICHNEEXH>IRE>UHR , RERT+AJULBIERTE 35 [RARIE. BUHIEF Enable Local
SitefE A RVFAPE A R E P InBIERE | H A28 812 I FlexBl & X .
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Profiles - » Tags

Marme* Flax_Sita

Dascription Flax_ite

AP Join Profile dalfauli-ap-proils v

Fliax Profle

Fabric Control Flane Mame L

2 Cance [ Update & Apply 1o Device




N orE NRMEAAMEAN | KU SRS RAAP TR BN FlexConnectiE =,

% =% : MGUI : SfinElConfiguration > Wireless > Access Points > AP name , ¥Site Tag#lPolicy TagiRINEIREXHY
AP, X &5 HAPE /3 3 HCAPWAPRSIE iR [E £/9800 WLC,

— Configuration = » Wireless - » Access Points

|E Dashboard Vv All Access Points

Number of AP(g): 1

} Monitoring




General nterfaces High Axadability mventory Cap Advancad Support Bundie
I
General Version
AP Name™ | talormar i Primary Software Version 17.3.4.154
Location® | detault location Fredownloaded SLaus MNIA
Base Radio MAG bdde. 31476920 Predownloaded Version MiA
Etharmat MAC 005d. 7319 bhZa MNext Retry Tima NIA
A SrMus Boot Version 1.1.24
AP Moda 105 Varsion 17.3.4.154
Mini 105 ersion 0.0.0.0
Oparation Status Registered
Fabric Status Digabled IP Config
[~
LED Sxate CAPWAP Praferred Mode  IPvd
LED Brighinass | 8 v DHCP Pvd Address 10.48.70.77
Ll
Static 1P (IPvd f1PsE)
Tags
Time Statistics
& Ci anging Tags will cause the AP 1o mamenlanly lose
BRSOCIaIn .ﬂl.l." I'I'l-. r..:.'l"lllll-'l .ll'l'l.ll:. T;..- Conhg 1o AF Lip Time 0 days O hrs 3
s il el wihile Changers] Tags i 28 saes
Controlier Association Latency 2 mins 4} secs
Policy | Policy v
Site Flun_Site] v
AF | defautt-ri-tag ¥

Write Tag Config o AP

2 Cancel

APEFTIIAJE ,

Update & Apply to Device

HEEAPTIFE 4L FFlexConnectiE o



Cantgurson

55 F S\ EPRADIUS R S5 83 B9 2 3th B 47 I8 3iF

SRR1FAPES MK R & FINFRADIUSER S 2. BXRHI , BSHMMAER
B=F : BIZWLAN,
BEBEAAE R ENEERE,

Add WLAN x

General Security Advanced
Profile Name® | Local auth | Radio Policy | A v |
SSID* | Local auth | Broadcast SSID
WLAN ID* |9 |

B=%  FREEXHEE.
BOLBIEFEEREAZAEEN. At , BUB%HCentral Switching, Central Authentication, Central DHCP#I
Central Association EnabletE



https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/201044-802-1x-authentication-with-PEAP-ISE-2-1.html#anc10

Add Palicy Profile x

& Confguring in enabled state will result in loss of connactivity for clients associated with this profike.
General Access Policies Q05 and AVC Mability Advanced
Name* | Local | WLAN Switching Policy
initi Entar Descriptior | . )
Descrigtion | ' Central Switching B osesen
Status EMNABLED .

Central Authentication . DISABLED

Passive Client B oissse Central OHCP B oisaee

Encrypted Traffic Analytics . DISABLED

Central Association B osesen

CTS Policy Flex NAT/PAT B oseecen

Inline Tagging

SGACL Enforcement

Dafault SGT 2-65519

BT RERSEE.

KEXE B E R WLANA 2 62 1 SRR L & X4

BhE : FlexBENHEE.

BIEFlexBLEXH , SMEIA L HHRIDETF , BERadiushRS5 874 H & F RADIUSHE




Edit Flex Profile

General Local Authentication Policy ACL WLAMN Umbrella
(Fladius Server Group | AmmISE " |) LEAP
Local Accounting Radius Server . | PEAP
Group
TLS

Local Client Roaming

. ( RADIUS *)
EAP Fast Profile | b |

Users
+ Add @
- Salact TSV File
Usernama ;

0 |i10 v|

L'._'L' Update & Apply to Device

FAL  hErCE B,
B EE LS BRSSP E A FlexBl E X4 , HEUEEFEnable Local Sitet,




Add Site Tag x

Name* | Loeal Auth |
Deascription | Enter Dascription |
AP Join Profile | default-ap-profle L |
Flex Profile | Local v
Fabric Control Plane Mame | L |

Enable Local Site

El Appty to Device

DRI
MGUI : &fEIMonitoring > Wireless > Clients 3 #iAPolicy Manager State#FlexConnectZ#,

SR EHRWIE
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BULERUTHTRIEYFIERE !

MCLI:

show wlan { summary | id | name | all }

show run wlan

show run aaa

show aaa servers

show ap config general

show ap name <ap-name> config general

show ap tag summary

show ap name <AP-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>
show wireless profile policy detailed <policy-profile-name>

FHOH OH K KR H W H KR KK



HUEHEER

WLC 98001R A TTIRI TR BRI RE, X AIBRIFEICRAMA T M ImEEMAXNEIR, BEENEIR!
HE , AELT U ERAESHIHAERREERTHLBET

- X RB\EERNEEE  SWSLFREMNLNNEEER LR,

A TEF800 WLCHERIATER TIKREMRER , &7 LB SSH/TelnetE # %9800 WLCH SER AT
SB (BREFKATRERIIXARIMH ) .
SEIKEREIBRHBIATE |, BUE &R S RIE A A 2 B R A R R ER B &

MCLI:

# show clock

B2  BRERGEENET , NEHSEFXFARBREATRERGEAE, IFETUREESR
REBTRRMER (WRE ) -

MCLI:

# show Togging

F=F RIUERBBRTHEMARFZME,
MCLI:

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:
Packet Infra debugs:

Ip Address Port
______________________________________________________ [

. X MRRBFHOEMRA , WEKSESGE ARG (macibit, ipititF ) WATERERN



N REFIEREBHARS . XSEMATE, Fit , BUEFEDBEHANBERABRGE

EE . MRBBIZESTIF RGN B mactb it 518 &4 |, EREHFEmacitb it FHIRLELE
R A R R

MCLI:

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

BRLERREAR , A LU X4 ERIZISNEE TFTP ARSS 25,

MCLI:

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

SR To Lk BIE B IR R

R KT EL (always-on) RERTREN ERE BB ERRBEMBERBENARARR  WAERA%
A HBRELEN(RARE , ZREATUNEEESRMS ( AFHAFEFIRMACHLE ) RENART
A BERHERAARNBRER, BEEAZAER  EXRA TSR,

FES  BRABAREAZMHS,
MCLI:

# clear platform condition all

BARYL  NEEENTLEFIRMACHIEE A @R &4,

A B RS RR AN macith 1biR305 ¥ (18008 ) » BALLEREKGEENE , B K
2085978494 #,

MCLI:

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}



~ EE-REBRSANEFE , BEXNE M macttt itz 1Tdebug wireless mac <aaaa.bbbb.cccc>1n
A

T o

N B EFLELRATLEIESHIPNHE  BAFERNEHENDEN  #USEE

o

SHR7TENELZENRTHITH.
S SMRERIANSEEN LZRBEFE 2 EIRB , N4E AR,
MCLI:

# no debug wireless mac <aaaa.bbbb.cccc>

BN RS RITEMERHFLS , 9800 WLC 2EK — MRt XXH , HEHR .
ra_trace_MAC_aaaabbbbcccc_ HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

HIR 9 IRE MAC #bEFI XM, BRI LURE ra trace.log EHIFIA RS2 , LA NEEERE
LR R,

KERARER M HFH BT

MCLI:

# dir bootflash: | inc ra_trace

RXHERB AR R

MCLI:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

- oia
ETRHA :

MCLI:



# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log

FRAVMRBRARERNTAE , BREATAE , FLEAXERBARLEI BENEFAUNE, BLHE
BRBAE PR, RAEFEHAER T EREARNSFEN BB,

MCLI:

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N B HeARHEEFARERNTE B SIRANEE TENBMRYA. ERFREE
BErtnEHBY |, B3R Cisco TAC,

&) LA ra-internal-FILENAME.txt E &I Z RS ES , TN ERERELE REad,
P X HEHEINEBIRS ST
MCLI:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

ERAR
MCLI:

# more bootflash:ra-internal-<FILENAME>. txt

ST 11BR AR &M,
MCLI:

# clear platform condition all

N e ERREHERRAEERANBRAREE,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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