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. OpenSSLK A
ANHEPNEEHRETREXZRERETNREREN . AXEPEANAMERBERVIEXAR
M (BIAN) BE. MREHRBLTENRES , FRRETHAEGSHNEEZN,

#£16.10.X L , 9800 X #FWeb & R IEMWebEERN HMIEH, MR IBRAFERARIANLES

o

#16.11.XLE , AT AIWebH B RIIREET AL , E2RSBMSE P ELEER.
BRI R LAZREL9800 WLCHYEH

1. EFOpenSSLE M ESSLA A4 K IEPBEZER(CSR). FREVHEHEB M AV (CA)Z
ZHWPKCS12iE$ , N EERNEFI9800 WLC, XEWRBEASZIERHEE,
2. 9800 WLC CLI% R CSR , BE3CANHBMITER , ARNEPHNEMEBFhmE 2
9800 WLC.,
FERARPFEEERNT R

EI1 — MR FENPKCS 128 EUEH
EXEHER
MBLEDZELES , UBBERERFENCANSEER,

MEHBTE F (ERE T OpenSSLVEIEAR BN L ) 4riBopenssl.enfXX# , EFIH MM LLT |, LUE
EFOENCSRAILEEEE AE(SAN)FK,

[ req ]
default_bits
distinguished_name

4096
reqg_distinguished_name

req_extensions req ext
[ reg _distinguished_name ]

countryName Country Name (2 letter code)

stateOrProvinceName State or Province Name (full name)

localityName = Locality Name (eg, city)

organizationName = Organization Name (eg, company)

commonName = Common Name (e.g. server FQDN or YOUR name)
[ reg ext ]

subjectAltName = @alt_names
[alt_names]

DNS.1 = testdomain.com
DNS.2 = example.com
DNS.3 = webadmin.com

FIDNS XBEMEBRNEHNSAN, FEFERFRANMENIULBFEMEE . BRESANFER(DNS.X)H
EEBEABM. Google ChromeERURLHW B FSANFERF , AEFEEIES,

X TFWebEER , BEFEFEAURLIEAXERSANFR(BIMRENE , RELREHS
(FQDN)) , AEXLH SRR =FURLFHNERR KRB R ML | iEHEITE,

FE AL T a5 MOpenSSLAE K CSR:



openssl req -out myCSR.csr -newkey rsa:4096 -nodes -keyout private.key -config openssl.cnf
BRIENBOIRETERE , BNCSREZTOpenSSLA B ZH LR AMYCSR.csr , HZ4ALER N
private.key.

¥R FMprivate.keyX A T NZBERREFEL L,
BAIUERALTARRIEERNS
openssl req -noout -text -in myCSR.csr

ARG, BOULIEEHCARMILCSR , ULBZHBWENTEH, BEMCATHRTESE , HAUEHXA
Base641&x , LIS EE#H —FAE,

|AULED

SBR1:7E T 9800 WLCT/ R 49 18] 2 ST S M (TF TP) BR S5 88 L R R MIPKCS12iE 8,
PKCS12iE B 4B EFAEA A R BB CARIE P 4%,

8= : ITFF9800 WLC GUIH S ZIEE>Z 2> PKIEE , 2 HRFMEBETF, BFFImport
PKCS12 Certificate 3 £ HEETFTPIFH{E S, =¥ , Transport Type FH 5|k HY
Desktop(HTTPS)i£ T /o 181 X M 25 # {THTTP L4%&. Certificate Password 2 154 A PKCS12iE$
NREEEL: R



Configuration = » Security ~ > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate

© Generate CSR
« Input certificate attributes and send generated CSR to CA

Authenticate Root CA

« Copy and paste the root certificate of CA received in .pem format that signed the CSR

© Import Device Certificate
» Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate
» Signed certificate can be received in pkcs12 format from the CA

+ Use this section to load the signed certificate directly

Generate Certificate Signing Request

Authenticate Root CA

Import Device Certificate

v Import PKCS12 Certificate

Transport Type Desktop (HTTPS) v
Source File Path® & Select File

[ 9800.pfx
Certificate Password® (ITITTYTY

B RIIEEREBER , AFEGImport(§A). 25 , B EKey Pair Generationit <+ &
B FHEESNIFEIBRAN. ERISFAE , 9800 WLCE LN ZRCABIBHINNEES.

FE . BEl, ¥ EEESA T WebauthsiWebadminkt , 9800 WLCH £ E R EEMIEHEE
, MRENRZIEIBREEENAE, FMACisco Bug ID CSCwa23606x1 it {TIRER , B4
Cisco IOS® XE 17.8%{8 &,


https://tools.cisco.com/bugsearch/bug/CSCwa23606
https://tools.cisco.com/bugsearch/bug/CSCwa23606

Configuration~ > Security = > PKI Management

Trustpoints CA Server Key Pair Generation Add Certificate
s
key Mame «  Key Type « Key Exportable w  Zeroise Key
TP-self-signed-1997188793 RSA No
alz-9800 RSA No
Josue RSA Yes
TP-self-signed-1997188793 server RSA No
CISCO_IDEVID_SUDI_LEGACY RSA No
CISCO_IDEVID_SUDI RSA No
9800.pfx RSA No
1 10
CLI :

9800# configure terminal
9800 (config) #crypto pki import

EE  EPXH4BENEESEHLSIMEI800 WLCTELEE , SMERN ZSRCAREEMEME
FRo

ZHCATRPHNPKCS12ME K R L P&,

BATREAHIAUTER : £EPEMRCRTHEINNAANGNIIS , HEFEFEIIN
PKCS12(.pfx)IERNA S EEFI9800 WLC, At , FWAL TSRS :

openssl pkcsl2 -export -in

MSREHEE ( — PRSP HECATRCA ) £MRAPEMBR , WFBRABIEHASHE N .pxX
e

B , BXEFHRCALEBEHE -4, FAREFHKBEE - ( LlpemiB X RIFX4



————— BEGIN Certificate ---——----
<intermediate CA cert>

—————— END Certificate --------
————— BEGIN Certificate -----
<root CA cert>

RIE , BALURFRIBPKCS12IEB N HE

openssl pkcsl2 -export -out chaincert.pfx -inkey

ESHAANERWBIELHS , EERLEHHIN,
W2 — #9800 WLC EE X ZANEE HR(CSR)

SBWIERBARSAZSAX . SMIRE>RE> PKIEE | EEBANERLETF , AFEE+R
o MAEMAFER , B{RiEPKey Exportable S 1% 4E , A5 % fiGenerate.

- » PKI Management

Key Pair Generation

Key Mame «  Key Type « Key Exportable v Feroise Key ‘
TP-zelf-signed- 1997 188793 RSA Mo B Zeroise | Key Name* 9800-keys
alz-9800 RSA Na )

Key Type® ® RSA Key O EC Key
Josue RSM Yes
TF | n 1597 188793 , S, i
TP-self-signed-1997 188793 server RSA ho Modulus Size® 4006
CISCO_IDEVID_SUDI_LEGACY RSA No B Zeroise
CISCO_IDEVID_SUDI RSA No | Key Exportable” .

CLI B E :

9800 (config) #crypto key generate rsa general-keys label 9800-keys exportable
The name for the keys will be: 9800-keys

Choose the size of the key modulus in the range of 512 to 4096 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [1024]: 4096
% Generating 4096 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 9 seconds)

E=F : 79800 WLCEFHKCSR. SfinZElAdd Certificatei 1+ } & 7 Generate Certificate Signing
Request , EEEFMAFEEHMNTHIIRHPERZFICIRNZLAXT. Domain Name 244159800
WLC ENZEFimiARENXHWURL (WebBEE R TNE. WebFHRIENESE ) ILE , Certificate
Name2EESEH , AL ELURERLFER#TH S



AR 9800 WLCXHEHLNARFEEBRAS KL,

Configuration = > Security = >

Trustpoints CA Server

© Generate CSR

« Input certificate attributes and send generated CSR to CA

© Authenticate Root CA

+ Copy and paste the root certificate of CA received in .pem format that signed the CSR

Key Pair Generation

PKI Management

Add Certificate

© Import Device Certificate

+ Copy and paste the certificate signed by the CA
© Import PKCS12 Certificate

+« Signed certificate can be received in pkes12 format from the CA

+ Use this section to load the signed certificate directly

% Generate Certificate Signing Request

Certificate Name* 9800-CSR Key Name* 9800-keys . v o
Country Code MX State CDMX

Location Mexico City Organizational Unit Cisco Systems
Organisation Wireless TAC Domain Narme alz-9800.local-domain

Generate

BRESLEW  REHEEHGenerate, XRFCSRERERMREZ DI XAEF,

' Generate Certificate Signing Request

Cerihicale Name” GB00-CSR
Country Code WX

Location Mexico City
Organisation Wireless TAG

Koy Mame” 9B00-keys S+
State COMX

Organizatsonal Linit Cisco Systems

Domain Name alz-9800.local-domain.c

Generate

Generated CSR

=====BEGIN CERTIFICATE REQUEST=====

MIFETCCALOCAQAWGZ 4xIAGBGNVEAMTGWF s8i0SODAWLMAVY 2FsL
WRVEMFpbIS]
B2OXFALBGNVEASTOUNDCZNVIFNSC3RIDXMEFTATBGNVBAGTDF dpcm
VsZXNZIFRE

QzEUMBIGAT UEBXMLTWYAaWNvIENpaHIoDTAL BGNVEAGTEENE TVgx
CzAJBGNVBAYT

AT YMRCWF Y JKOZImveNACQKCFghhbHOOT gwMDCCAIWDOY JKoZihy
CMACEEBOAD

EHAFRAREIENNR , UELKTLUEEM R XA RESHRECSR, MR%EESave to
device,9800 WLCHF 8|2 CSRI Bl A& H [ H Z % £ bootflash:/csrf, il |, BT TGS :

9800#dir bootflash:/csr

Directory of bootflash:/csr/

1046531 -rw- 1844 Sep 28 2021 18:33:49 +00:00 9800-CSR1632856570.csr

26458804224 bytes total

(21492699136 bytes free)

9800#more bootflash:/csr/9800-CSR1632856570.csr

CLIEE :



9800 (config) #crypto pki trustpoint 9800-CSR

9800 (ca-trustpoint) #enrollment terminal pem

9800 (ca-trustpoint) #revocation-check none

9800 (ca-trustpoint) #subject-name C=MX, ST=CDMX, L=Mexico City, O=Cisco Systems, OU=Wireless TaC,
CN=alz-9800.local-domain.com

9800 (ca-trustpoint) #rsakeypair 9800-keys

9800 (ca-trustpoint) #subject-alt-name domainl.mydomain.com,domain2.mydomain.com

9800 (ca-trustpoint) #exit

(config) #icrypto pki enroll 9800-CSR
% Start certificate enrollment ..

% The subject name in the certificate will include: C=MX, ST=CDMX, L=Mexico City, O=Cisco
Systems, OU=Wireless TaC, CN=alz-9800.local-domain.com

% The subject name in the certificate will include: alz-9800

% Include the router serial number in the subject name? [yes/no]: no

% Include an IP address in the subject name? [no]: no

Display Certificate Request to terminal? [yes/nol: yes
Certificate Request follows:

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/no]: no
TRATEBEHEENSH
C: BEx/KX 6 RERMIMNKEFH,
T: REMN/E , BEIMBH,
L: BB, B,
O:HLREH , ELAL
OU: ALABNEHR , FSHA—T,

CN:(2HABMBIEEMAENERE  BXTEEEFRNESEIPH ( TEEEIP, BUIPE
) SEFAFQDNE BN EHE

EE  RERMEBRABH , BT CiscoBug ID CSCvt , 1£17.8.1 2 HiKICisco I0S XERR
ZISJ:%/£1?37JH15177 WIER ATRERESANAFEMSI AR LR BI[ER , 7 7T HZ HI XM
B, BRRIETMREUBBHAFMCSRELRES.

=Y  LENIEBHMRIE(CAZECSR, REMCARETEFZHRS RN HRITES,

R FEAWindows Server CAIEBE R |, 15 T8 Baseb4tis WL RiEH, BN , BEEFEH
Wmdowstfl::ﬁ‘“ﬂx%ﬁg%ﬁﬁ&rﬁﬁ%|':|:'|o


https://tools.cisco.com/bugsearch/bug/CSCvt15177
https://tools.cisco.com/bugsearch/bug/CSCvt15177

ok . X

| General Detals Certification Path €& & Certificate Export Wizard
Show: | <all> w
= Export File Format
Field Value Certificates can be exported in a variety of file formats.
- | version V3
- | Serial number 00
_|Signature algorithm sha512RSA Select the format you want to use:
| Signature hash algorithm sha512
- |tssuer Chuu Root CA, Chuu Wireless, ... (ODER encoded binary X.509 (.CER)
___: Valid from Tuesday, April 28, 2020 11:58... @ Base-64 encoded X.509 (.CER)
~ Valid to Friday, April 26, 2030 11:58:0...
e S e v (O Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P78)

Indude all certificates in the certification path if possible

o Cance

AEE  EERFNRISEERTEECSRHNCAKE, MRFELRCA, NiEhIR4a, W
RESZLKCA , NWEESH|Ib, XRLFN , ANEER —RREFEEAMNES ( EFILEHBM
MR BULESH ) o

S M4a.F98005FM A ECA, THE.pemi& XA & & CAIUEH(Base64), BIFE—KEHH
Authentication Root CAZf % , MTrustpoint T H7%| &R iEF LRI ENLNETR , FH LM A & CAIL
F, BREMAEEREER , A5 ¥ HAuthenticate,

% Authenticate Root CA

Trustpoint™ 9800-C5R v

Root CA Certificate (.pem)*  |77=== BEGIN CERTIFICATE-----

Authenticate

CLIEE :

9800 (config)# crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself



Certificate has the following attributes: Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C
Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809 % Do you accept this certificate?
[yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully imported

SHADEEEZSNIENRIINERLT , EICARFBEE—NTNEER. XEEEANEES
BRI R HIER T —NEHRIERS, WERBNECLIFTER , EARGS , H—NFECAT—
MRCA:

9800
9800
9800
9800
9800
9800

config) #crypto pki trustpoint root
ca-trustpoint) #enrollment terminal
ca-trustpoint) #chain-validation stop
ca-trustpoint) #revocation-check none
ca-trustpoint) #exit

config) #crypto pki authenticate root

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:

Fingerprint MD5: 6CAC00D5 C5932D01 B514E413 D41B37A8
Fingerprint SHAl: 5ABD5667 26B7BD0OD 83BDFC34 543297B7 3D3B3F24
% Do you accept this certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

Q

% Certificate successfully imported

9800 (config) #crypto pki trustpoint 9800-CSR
9800 (ca-trustpoint) #chain-validation continue root
9800 (config) #crypto pki authenticate 9800-CSR

Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

Certificate has the following attributes:
Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C



Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.
% Certificate successfully imported

AEE  MRBANEERFEESNHRECA , WARABNANNINER B ERFTHEER. LE
£ 2 24751 FA & 5 chain-validation continue <trustpoint-name>5| & & T —RKBIIAERSE

AN O

BEYP  FXRIEPMEFII800 WLC, 7E[E—H £ H & FFImport Device CertificateZf 7. E#F &
HEXHEER , HEUCARENEZRREZIEH, RIFEPRELSF , EHimport.

Vv Import Device Certificate

Trustpoint® 9800-C3SR v

Signed Certificate (.pem)* |77 BEGIN CERTIFICATE-----

CLI B E :

9800 (config) #crypto pki import 9800-CSR certificate

Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

% Router Certificate successfully imported

ERFEH
WebEE

S EIEE>EE> HTTP/HTTPS/Netconf , REMNBER TR I RPERES ARIEH,



Administration~ > Management~ > HTTP/HTTPS/Netconf

HTTP/HTTPS Access Configuration

HTTP Access [ENABLED .]

HTTP Port 80

HTTPS Access [ENABLE[:I .]

HTTPS Port 443

Personal |dentity Verification |. DISABLED |

HTTP Trust Point Configuration

Enable Trust Point [ENABLED .]

Trust Points 9800.pfx v

Netconf Yang Configuration

Status [ENABLE[:I .]
SSH Port 830
CLI B.E :

9800 (config) #ip http secure-trustpoint 9800.pfx
9800 (config) #no ip http secure-server
9800 (config) #ip http secure-server

it Web 5 31 E

£ #nElConfiguration > Security > Web Auth , #£1¥globalZ ¥ 5% , A MTrustpoint T 1 51l 5 A ik
BSANEER. FiHiUpdate & Apply R FE N, BRELIPVAENE SIEH PR LS T,



Edit Web Auth Parameter =

General Advanced -

Parameter-map name ‘ global |

Banner Type ® None O Banner Text (O Banner Title (O File Name

Maximum HTTP connections ‘ 100

Init-State Timeout(secs) ‘ 120 |

Type | webauth v |

Virtual IPv4 Address ‘ 192.0.2.1 |

Trustpoint | 9800-CSR v |

Virtual IPv4 Hostname ‘ alz—QBUG.IocaI—dumain.c|

Virtual IPv6 Address ‘ KIHIXIX |

Web Auth intercept HTTPs

Watch List Enable

Watch List Expiry Timeout(secs) 600

Captive Bypass Portal |
3

Disable Success Window )
:C_é:

Disable Logout Window %
=

Disable Cisco Logo

Sleeping Client Status
W

CLIEE :

9800 (config) #parameter-map type webauth global

9800 (config-params-parameter-map) #type webauth

9800 (config-params-parameter-map) #virtual-ip ipv4 192.0.2.1 virtual-host alz-9800.local-
domain.com

9800 (config-params-parameter-map) #trustpoint 9800-CSR

EEFIEBERARBR , FEMBIHTTPRS :

9800 (config) #no ip http server
9800 (config) #ip http server

B AMEREN



ERNRSYTRE THEHA SSO)EERI9800x £, FRIAIEBENHRMER TN EIEBHEFIFIH
BhiEH, XSBERAEEFR[AS EERNIES , BIERSAZAEEN T T SFH. BMHAXG |, A
BMEZENEIPHRZREFRMEHEL , FARBILEPBIWKEEH,

KIS BTHEIEN. IR FRSIIRSMIZFIBUER S X EANERHBARNIES,
MR Web3 ¥ 88 S EIEF
WRWebN KBEMERN , REZRUATEREMR :

- HCommon Name ( S SANZFER ) 24015 5x ¥ 2515 Al URLEHEL

- BDAEBREA.

- BAHENEERETEHBHCASRCAZE R . Atk , WebRFFRMUMNIEH LM TSN FIEIIE
F,ER(F—EBE) TEFHNKEEE (BENRCA) EEMNIEB N L,

- MRTTERMESIR , WX KEEETEZEY TEXLESK , HFEFRESHIEFHCN,

g

BAUERAT ST RIFEREE

9800#show crypto pki certificate 9800.pfx

Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx

CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX



c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha aes-128-cbc-sha
aes-256-cbc-sha dhe-aes-128-cbc-sha ecdhe-rsa-3des-ede-cbc-sha
rsa-aes-cbc-sha2 rsa-aes-gcm-sha2 dhe-aes-cbc-sha2 dhe-aes-gcm-sha?2
ecdhe-rsa-aes-cbc-sha2 ecdhe-rsa-aes-gcm-sha?2

HTTP secure server TLS version: TLSv1.2 TLSv1l.1l TLSv1.0

HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: 9800.pfx

HTTP secure server active session modules: ALL

SR LAFE9800 EIIEIE 88, WRIRFIEHEZATECAMAR , MERSFRBERCAMEN , &
—MEER , B MEBNAHS , LB BEESHNEER. EARHIF , 9800 WLCE
9800.pfx AR IRZEIUEH ( WLCIES ) REMACA (RECA) ., RERE —MEER , HIRCAKH
ZHIECA,

9800#show crypto pki certificate 9800.pfx
Certificate

Status: Available

Certificate Serial Number (hex): 1236
Certificate Usage: General Purpose
Issuer:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Subject:

Name: alz-9800

e=user@example.com

cn=alz-9800

ou=Cisco Systems

o=Wireless TAC

1=CDMX

st=CDMX

c=MX

Validity Date:

start date: 17:54:45 Pacific Sep 28 2021
end date: 17:54:45 Pacific Sep 26 2031
Associated Trustpoints: 9800.pfx

CA Certificate

Status: Available

Certificate Serial Number (hex): 1000
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless



o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Intermediate CA

ou=Chuu Wireless

o=Chuu Inc

st=CDMX

c=MX

Validity Date:

start date: 05:10:34 Pacific Apr 29 2020
end date: 05:10:34 Pacific Apr 27 2030
Associated Trustpoints: 9800.pfx

9800#show crypto pki certificate 9800.pfx-rrril
CA Certificate

Status: Available

Certificate Serial Number (hex): 00
Certificate Usage: Signature

Issuer:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Subject:

cn=Chuu Root CA

ou=Chuu Wireless

o=Chuu Inc

l=Iztapalapa

st=CDMX

c=MX

Validity Date:

start date: 04:58:05 Pacific Apr 29 2020
end date: 04:58:05 Pacific Apr 27 2030
Associated Trustpoints: 9800-CSR 9800.pfx-rrril

85 A OpenSSL#t 1TiE 5 ¥
OpenSSLA A TRIFIE P AR & Hin T R L IRIRE,

EFEFHOpenSSLERIUEP |, BHRITUATIRME -

openssl x509 -in

EERCSRNAR , BHIATUTERE :

openssl req -noout -text -in

WMRERIF9800 WLC LML IHIES |, BHFLEEARKR[UANEMRZR , OpenSSLAT UNITILER



1, ARBRREFAER.

openssl s_client -showcerts -verify 5 -connect

& T LA 980089 webadminfIURLER 5 & 1 BIURL ( BHUIP ) Bi#e<wicURL>, &4 0] LAFIPHy
WELLL, ESHIREERT LR , EERIPbIMARENEN , IEPRIEKTT A6
2100%EBK,

EEFRNBHRBILPKCS12(.pfx)iE P ERIEF %

openssl pkcsl2 -info -in

TR RIEHE LS RA , EPRZIEPBEFR intermediate.com”fHEICA ( EB FHHN
“‘root.com”BRCAM K ) MALEHRZFFHL(TAC):

openssl pkcsl2 -info -in chainscript2.pfx

Enter Import Password:

MAC Iteration 2048

MAC verified OK

PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048

Certificate bag

Bag Attributes

localKeyID: 1D 36 8F C2 4B 18 OB 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
subject=/C=BE/ST=Diegem/L=Diegem/0=Cisco/CN=TAC
issuer=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/0=Cisco/OU=TAC/CN=intermediate.com/emailAddress=int@int.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

Certificate bag

Bag Attributes: <No Attributes>
subject=/C=BE/ST=Diegem/L=Diegem/0O=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com
issuer=/C=BE/ST=Diegem/L=Diegem/0=Cisco/OU=TAC/CN=RootCA.root.com/emailAddress=root@root.com

PKCS7 Data

Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048

Bag Attributes

localKeyID: 1D 36 8F C2 4B 18 OB 0D B2 57 A2 55 18 96 7A 8B 57 F9 CD FD
Key Attributes: <No Attributes>

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:



<Private key >

TP B BR

FERLGSHTHELR, WRETESTE ( SSHHtelnet ) LMK , M EEterminal monitorsk &
T

9800#debug crypto pki transactions

FRZh R 37 SR 8
B BR800 LR AR B S ARMFMM L. EEALSSENSEFBERERS :

Sep 28 17:35:23.242: CRYPTO_PKI: Copying pkcsl2 from bootflash:9800.pfx

Sep 28 17:35:23.322: CRYPTO_PKI: Creating trustpoint 9800.pfx

Sep 28 17:35:23.322: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx created succesfully

Sep 28 17:35:23.324: CRYPTO_PKI: examining cert:

Sep 28 17:35:23.324: CRYPTO_PKI: issuerName=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu
Inc, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: subjectname=e=user@example.com,cn=alz-9800,ou=Cisco

Systems, o=Wireless TAC,1=CDMX, st=CDMX, c=MX

Sep 28 17:35:23.324: CRYPTO_PKI: adding RSA Keypair

Sep 28 17:35:23.324: CRYPTO_PKI: bitValue of ET KEY USAGE = 140

Sep 28 17:35:23.324: CRYPTO_PKI: Certificate Key Usage = GENERAL_PURPOSE

Sep 28 17:35:23.324: $CRYPTO_ENGINE-5-KEY_ADDITION: A key named 9800.pfx has been generated or
imported by pki-pkcsl2

Sep 28 17:35:23.331: CRYPTO_PKI: adding as a router certificate.Public key in cert and stored
public key 9800.pfx match

Sep 28 17:35:23.333: CRYPTO_PKI: examining cert:

Sep 28 17:35:23.333: CRYPTO_PKI: issuerName=cn=Chuu Root CA,ou=Chuu Wireless, o=Chuu
Inc,l=Iztapalapa, st=CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO_PKI: subjectname=cn=Chuu Intermediate CA,ou=Chuu Wireless, o=Chuu
Inc, st=CDMX, c=MX

Sep 28 17:35:23.333: CRYPTO_PKI: no matching private key presents.

Sep 28 17:35:23.335: CRYPTO_PKI: Setting the key type as RSA

Sep 28 17:35:23.335: CRYPTO_PKI: Attempting to insert the peer's public key into cache
Sep 28 17:35:23.335: CRYPTO_PKI:Peer's public inserted successfully with key id 21

Sep 28 17:35:23.336: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.337: CRYPTO_PKI: Deleting cached key having key id 31

Sep 28 17:35:23.337: CRYPTO_PKI: Attempting to insert the peer's public key into cache
Sep 28 17:35:23.337: CRYPTO_PKI:Peer's public inserted successfully with key id 32

Sep 28 17:35:23.338: CRYPTO_PKI: (A0323) Session started - identity selected (9800.pfx)
Sep 28 17:35:23.338: CRYPTO_PKI: Rcvd request to end PKI session A0323.

Sep 28 17:35:23.338: CRYPTO_PKI

alz-9800#: PKI session A0323 has ended. Freeing all resources.

Sep 28 17:35:23.338: CRYPTO_PKI: unlocked trustpoint 9800.pfx, refcount is 0

Sep 28 17:35:23.338: CRYPTO_PKI: Expiring peer's cached key with key id 32Public key in cert and
stored public key 9800.pfx match

Sep 28 17:35:23.341: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.341: CRYPTO_PKI: cert verified and inserted.

Sep 28 17:35:23.402: CRYPTO_PKI: Creating trustpoint 9800.pfx-rrrl

Sep 28 17:35:23.402: %PKI-6-TRUSTPOINT_CREATE: Trustpoint: 9800.pfx-rrrl created succesfully



Sep 28 17:35:23.403: CRYPTO_PKI: Setting the key_ type as RSA

Sep 28 17:35:23.404: CRYPTO_PKI: Attempting to insert the peer's public key into cache

Sep 28 17:35:23.404: CRYPTO_PKI:Peer's public inserted successfully with key id 22

Sep 28 17:35:23.405: Calling pkiSendCertInstallTrap to send alert

Sep 28 17:35:23.406: CRYPTO_PKI: no CRLs present (expected)

Sep 28 17:35:23.406: $PKI-6-PKCS12_TMPORT_SUCCESS: PKCS #12 import in to trustpoint 9800.pfx
successfully imported.

HAS AR BCANPKCS12iE45

MREAEBHBBIATER  “REBICAILES, », XEKRE pkXHEFEEENEH - CATE
o

9800 (config) #crypto pki import pkcsl2.pfx pkcsl2 bootflash:pksl2.pfx password

Q

% Importing pkcsl2...

Source filename [pksl2.pfx]?

Reading file from bootflash:pksl2.pfx

% Warning: CA cert is not found. The imported certs might not be usable.

W Riz1Tin S openssl pkes12 -info -in <path to cert> , # B EREHF— A%A%HE’J MNES |, Mk
/T\CATT?TEO RIFLEZEN WS BRI AT B, MR R e BINEPR

, WIFEEFEE,
R R B — T 5 & R FFPKCS12f 8 APEMA EIREREE, BT —1NRblF , BRMNE—INRE
BIER(WLC)IEPRERAM . pixX . EHPEICA ( EPKCS12XHHFFE ) XA, mAE
CAXHARPTEA A IRCAZ R,

FHRIFRASHEE,

openssl pkcsl2 -in

B=X  FEBSHAPEM,

openssl pkcsl2 -in

$E=% : P ECAILER TERPEM,

CAMIKIFEURTFHME , IRTRAHCA , NBKHEREUERE®EE, BN , CAEE G SR

1,\Base64$§T( pemMiEH, MEEZNMRFWCA , NFESPEBENAXHH , ERT1SATRE
LRt B RAY TR

FF : NF4HH, RIBEPBFCAILEREEPKCS 12,



openssl pkcsl2 -export -out fixedcertchain.pfx -inkey cert.key -in certificate.pem -certfile
CA.pem

BT EH fixedcertchain.pfx” , A L5 {E i#th 5 H S A Catalyst 9800!

B 2 90 PR 5

- Cisco IOS® XEF X158 % #2099 CAIE+ : Cisco bug ID CSCvp64208

. Cisco I0S® XEAR X #FSHA2565H B EPKCS 12452 ( X¥FSHA256IE+H |, EME
PKCS12iR48 a4 & E FISHA2563# 1TXH , WA ) : Cisco bug ID CSCvz41428

- MBRWLCEEEFTRHFIES , FEANAC/ISERZ @I EEBRMiGR (i , ZESD-WANIEE +
), WAIAEE D, IEBJLFERAFI500FT ( XEKESKEZSPRADIUSEIEBRKE
WIIPER ) , IREEMNBBEEPESANTENMTIU , ALK ERADIUSEIE SR FH
BEDR. EXMERT , RINBENEEIE—BRERIEMBEWLCRENUDPHIER , LUER
B B Bk M XS -5 BEER /L 3 7]



https://tools.cisco.com/bugsearch/bug/CSCvp64208
https://tools.cisco.com/bugsearch/bug/CSCvz41428

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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