fECatalyst 9800 #4158 L B BAPBUIE SR
H

A

E;
=

N
t i
e
ol
gl

et
S
W \
¥ 18

b
v

E AR
BLiE
) 45

2

=
\
R

% =
=

B
iR
ot
B

I

)

AR LB an ] {5 AR 2 A (AP B iR S IR Th B,

TRER

LtIhEe{X3E A FCisco 10S AP ( JIAP 3702 ) , Et7ECisco |I0S XEMRA17.3Z2EFRBER.
IEARR A RAXFADNACH EREHREU , RFBEIFAPRENRIFRBENENERF R,
APHIEBHIRITNeEE BB R M B HE B I ZEPHTHIECHR. BRALIIESRS K FIEEELLE
SR B A28 28 A NZRESR BAPHI S E Toemactt it | TG & B ST R R
(FTP)RE RS , Bl EEPRETH N pcapXth , AEAEEEEEI M I ENETH,
BHBIESHRE , B RMRBKNAPIEFTPIRS 88 LI H M . pcapXXtf (AR AFTPERIEE
WAFBEEEANR ). NREFIHEN , TAPREFTPIRS 28 LOIEH M pcapX . MREE
FmERSERIRFF(SSID)Z BB , WAPRRIEHFEIHRLE TEHRES , IELEFIRKREKE
¥SSIDEY |, &% AT LAE B P A E M,

MBEEFFHRASSIDEHTHIR (TLEM ) , BULUEIHRESNARE , ERNREF SRS

SSID ( ZBRWARIAISSIDHB02.1xR &M ) KBk , MHFE TN HRIEB o FWME |, 7+ BT EUA
XERo

SERZMH
ER
Cisco BB THUTEH :

- N T EFIRRN a5 1T SR E(CL)RE A 7 S E(GU)EH.
- FTP IR 8%



. .pcap3#
fERAKNAEH

- 9800 WLC v16.10

- AP 3700

. FTP BRE 5
AR NESSRETRERRERE TN RERHEN . SR ERNFERERNETAR
(BN ) BE. IRCHRSLTEIRS  BRRETBAEH S 0EERI,

9800 WLC

R

HEEH , RETLE i o] AR EE HBLAP,

SR RIEETLE P in o] A TEEANAPKERHY =51 [ARIC.
GUI:

SRIEE-TL>BEAR



Q Search Menu ltems Access Points

Dashboard
Number of AP(s): 1

<) Monitoring

v All Access Points

.AP Name " ls equal to" 3702-02 x | Y

AP w Base -
MName AP ~ Radio AP ~  Admin
i Madel MAC Mode Status
AlR-
. Troubleshooting 3702-02 i«:&::?()?.‘l— fo7f.06ee.f590 Local Enabled

CLI :

# show ap tag summary | inc 3702-02

e

Operation ~ Policy ~
Status Tag

default-

Registered :
EHESE policy-tag

3702-02 f0O7f.06el. 9eal0 default-site-tag default-policy-tag default-rf-tag No Default

B REGZIARIREXRBKEAPH

GUI:
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Q, Search Menu Items

Dashboard
Monitoring

% Configuration

@ Administration

QA

% Troubleshooting

)

EBRERWAPIIAEL & X

Manage Tags

Policy Site

RF

+ Add

Site Tag Name
ST1

ST2

default-site-tag

Site v
Tag

default-
site-tag

RF
Tag

defau
rf-tag



Edit Site Tag

Name* default-site-tag

- Description default site tag
AP Join Profile | default-ap-profile
Control Plane Name | v
Enable Local Site v

CLI :

# show wireless tag site detailed default-site-tag

Site Tag Nane : default-site-tag
Description : default site tag

AP Profile : default-ap-profile
Local -site : Yes
I mage Downl oad Profile: default-ne-inage-downl oad-profile

FB=F . EAPIABREX4PRMBESHIRIEE
GUI:

£ 1 FConfiguration > Tags & Profiles > AP Join > AP Join Profile Name > AP > Packet Capture
H A EIAP Packet Capture Profile,

AP JOIN PROFILE Edit AP Join Profile
General Client CaPwWAP Management Rogue AP

& Dashboard General Hyperlocation BLE Packet Capture
P ; AP Join Profile Name
; (1| cetaun-ap-protie <| AP Packet Capture Profile v E
1 10 + | items

dministration
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RELENBIEERE,
& X K= 1024-4096

FELatE= 1-60

Create a new packet capture profile
Name* l Capture-all Packet Classifiers
Description l Enter Description 802.11 Control v
Buffer Size (KB)* ‘ 2048 | 802.11
J Management
Duration (min)* ‘ 10 802.11 Data v
Truncate Length [ 0 Dot1x v
(bytes)*
ARP Y4
FTP Details
IAPP v
Server IP l 172.16.0.6
P Y4
File Path ‘ /homefbacku
P Broadcast v
UserName [ backup Multicast 4
Password [ ...... TCP v
Password Type " clear n TCP Port ‘ 0 ‘
ubpP
UDP Port ‘ 0 \

==

RIFHREEXMHE , #HUpdate & Apply to Device.

ARP v
FTP Details
IAPP 4
Server IP 172.16.0.6
‘ 71 Update & Apply to Device
CLI :
# config t

# wireless profile ap packet-capture Capture-all
# classifier arp



cl assifier broadcast
classifier data
classifier dot1x
classifier iapp
classifier ip
classifier tcp

ftp password 0 backup
ftp path /hone/ backup
ftp serverip 172.16.0.6
ftp usernanme backup
exit

HOHH H OH H K H HHH

H*

ap profile default-ap-profile
packet - capture Capture-all
end

H* H*

# show wireless profile ap packet-capture detail ed Capture-all

Profile Nane : Capture-all

Description

Buffer Size : 2048 KB
Capture Duration : 10 Mnutes
Truncate Length : packet length
FTP Server |IP 1 172.16.0.6
FTP path ./ home/ backup
FTP User nane : backup

Packet Classifiers

802. 11 Control : Enabled
802.11 Mynt : Enabl ed
802. 11 Data : Enabl ed
Dot 1x : Enabl ed
ARP : Enabl ed
| APP : Enabl ed
P : Enabl ed
TCP : Enabl ed
TCP port coall

UbP : Disabl ed
UDP port coall

Br oadcast : Enabl ed
Mul ti cast : Disabl ed
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h Menu ltems Clients

Clients Sleeping Clients Excluded Clients
Dashboard
f(.. N N
@ Monitoring
., Configuration Total Client(s) in the Network: 1 (@ Only 'Contains' is supported while filtering two or more columns.

Client MAC Address "ls equal to" e4:b3:18:7c:30:58 x Y

Administration

Client MAC Address ~  IPv4/IPvE Address ~ AP Name ~  WLAN ~ State ~  Protocol ~  User Name
Troubleshooting £4:b3:18:76:30:58 11.11.0.10 3702-02 3 Run 11ac

1 10 »

CLI :

# show wireless client summary | inc e4b3.187c.3058

e4b3. 187c. 3058 3702-02 3 Run 1lac

FHY . FFHRER
GUI:
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Troubleshooting

Ping and Trace Route

Check Ping-ability and Trace route info
of a target destination through different
sources

AP Packet Capture

AP Packet Capture for troubleshooting
wireless clients

WmAERENE P mPmacit it Hi%FCapture Mode(HRER), BHIXRRELEFFREENEN
APBEZN BRI —NEFH .pcapXtF. BAATEEERE —NMEENAPREERTLEF iR,

£ FStart ( 745 ) B 31K,



Q. Search Menu ltems Troubleshooting : AP Packet Capture

+ Back to TroubleShooting Menu

Dashboard Start Packet Capture
Monitoring
Client MAC Address* e4b3.187¢.3058
~\, Configuration
Capture Mode © Auto Static

§O? Administration

e « Start

3 Troubleshooting

Currently Active Packet Capture Sessions

Client MAC Address v AP MAC Address v Mode
0 10 v |items per page
SRR BT LAE BHIRAY AR ¢
Currently Active Packet Capture Sessions
Client MAC Address w AP MAC Address +« Mode « Capture State ~ Site Tag Name « Stop AP Packet Capture
e4:63:18:7¢:30:58 f0:71:06:0€:f5:90 Auto dle default-site-tag [ @ Stop |

1 0 -

CLI :

# ap packet-capture start <E4B3.187C. 3058> auto
FARL  FLLERK

HIRFTZET NG , BEGUIZCLHZ L3R -
GUI:

Currently Active Packet Capture Sessions

Client MAC Address ~ AP MAC Address ~ Mode ~ Capture State ~ Site Tag Name ~ Stop AP Packet Capture
ed:b3:18:7¢:30:58 10:7:06:ee:15:90 Auto Idle default-site-tag

1 0 -




Do you want to Stop AP Packet Capture ?

No

CLI :
# ap packet-capture stop <E4B3.187C. 3058> al |
ST 7. MNFTPIRS 85 EE .pcap X

&I IR B B #R9 <ap-name><9800-wlc-name>-<##-
file><day><month><year>_<hour><minute><second>.pcap#y X #

Ll -
3702-02Gladius-0111102018_212026.pcap
e ot laTa il aleaTall [ A A AA A LA P
SR BEAUERAEENBIREI O M T ETFZXH.
[ N ] ™ 3702-02Gladius-0111102018_212026.pcap
Am 1O RR QesEF s EH aQaaql
M wian.addr == E4:B3:18:7C:30:58
No Time Source MAC Destination MAC Source Destination Infe
223 16:21:16.603957 11.11.8.180 11.11.0.1 Echo (ping) rec
224 16:21:16.603957 11.11.0.1 11.11.08.180 Echo (ping) reg
233 16:21:17.615950 11,11.0.10 11.11.0.1 Echo (ping) rec
234 16:21:17.615950 11.11.0.1 11.11.0.10 Echo (ping) reg
235 16:21:18.639951 11.11.0.18 11.11.0.1 Echo (ping) rec
236 16:21:18.639951 11.11.0.1 11.11.0.190 Echo (ping) reg
237 16:21:19.455970 10.88.173.49 11.11.0.190 Application Dai
16 .459967 .10 .88.173.49 Destination
239 16:21:19.663951 11.11.8.10 11.11.0.1 Echo (ping) rec
240 16:21:19.663951 11.11.0.1 11.11.0.180 Echo (ping) reg
241 16:21:20.507969 10.88.173.49 11.11.0.10 Application Dai

2 16:21:20.507969

11.11.08.18 10.88.173.49 Destination

BRI ERAXEGTRIEBEIHIRIENRE.

# show ap status packet-capture
Nurmber of Cdients with packet capture started : 1
Cient MAC Dur ati on(secs) Site tag name Capt ure Mode

e4bh3. 187c. 3058 600 default-site-tag aut o

# show ap status packet-capture detail ed e4b3. 187c. 3058



Client MAC Address . e4b3. 187c. 3058

Packet Capture Mode ;o auto
Capture Duration : 600 seconds
Packet Capture Site : default-site-tag

Access Points with status
AP Nane AP MAC Addr St at us

APf 07f . 06el. 9eal fO7f.06ee.f590 Started

B SR BT SRS I D Re 1T i PR HERR -

SR BRABREN

# set platformsoftware trace wirel ess chassis active RO wncngrd al | - nodul es debug
B=H BEIZITH

F=H  RESAEFISRNE , EES R RERE

# show cl ock

UL WEBXE

# show | oggi ng process wncnmgrd internal | inc ap-packet-capture

FhL  FEEFRMHRENRIAE

# set platformsoftware trace wireless chassis active RO wncngrd al |l -nodul es notice

AR EHEHFRSESERE  FFLREBERF , LEBRERTLEN BT,
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