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%TRE%ZEiﬁﬁEq , aZ\éﬁTHE"“:%U%%ZI‘E?EEE*E Eﬂggf&béﬂgﬁ_\ Fast Transition (FT) EE Cisco Centralized
Key Management (CCKM) IET:I_:EFH o,

RIMBERT , TIFANERLLAMMACHE |, ZOFTR show version FEGUI £ R BREEFIMACHE 1t .
HKIANBERT ) ECLIE ) #zmacit 1t 530000.0000.000 ) ﬁu':F'Fﬁ'ZI_? show run all | inc mobility mac-address
TSR FFI800FELXT High Availability (HA) Stateful Switchover (SSO):

WMREERENRINE , FEVBEMACHU A TERBHBE K NAEREEBN , THAVENE
B BREFF KMo

Rt , 58519 C9800 HAX B BB BIMACHE 1t

%1 i . ’T:EGULI: ) ?E'rﬂf_l,g Configuration > Wireless > Mobility > Global Configuration.

— Configuration™ > Wireless™ > Mobility ]

Global Configuration Peer Configuration
@ Dashboard
P . Mobility Group Mame* default
<) Monitoring
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration
Keep Alive Interval (sec)* 10
Licensing
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address™® 001e.e67e. 751 ]

B CLI:

# config t
# wireless nobility mac-address <AAAA. BBBB. CCCC>
# wireless nmobility group name <nobility-group-nanme>

SR 9800 WLCH B ZHEE.

X FFHN9800 WLC |, IS ZE configuration > Wireless > Mobility > Global Configuration F3EE E Mobility
Group Name *ﬂ Mobility MAC Address.

BECLI:



#show wirel ess nobility summary
Mobi ity Summary

Wrel ess Managenent VLAN: 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobility MAC Address: 00le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

=S AN EER

S ZE configuration > Wireless > Mobility > Peer Configuration 73 AX EZHIZFE R, X HN9800 WLCHR
THEREBRE,

B> GUI:

i Dashboard

Monitoring » W Mability Peer Configuration

Configuration & Add

-1 Administration 5 IF Address < Public I? »  Group Name *

_ 0 Dy
Troubleshaoting

Mon-Local Mobility Group Multicast Configuration




Add Mobility Peer x

MAC Address* 001e.e67e.75ff

Peer IPv4/IPv6 Address* 172.16.51.88

Public IPv4/IPv6 Address 172.16.51.88

Group Name* default | v

Data Link Encryption [. DISABLED |

SSC Hash ‘- SSC Hash (must
BECLI
# config t

# wireless mobility group nmenber mac-address <peer-mac-address> ip <peer-ip-address> group
<group-nane> [ data-link-encryption ]

EX  SE BRI AREERME.
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BEGUI:

E’rﬂﬁi Configuration > Wireless > Mobility > Global Configuration #7“ %E Mobility Group Name *ﬂ Mobility MAC
Address.

Configuration ™ » Wireless~™ > Mobility ]

Global Configuration Peer Configuration
Mobility Group Name™ default
Multicast IPv4 Address 0.0.0.0

Multicast IPve Address

Administration
Keep Alive Interval (sec)® 10
Licensing
Mobility Keep Alive Count® 3
Troubleshooting
Mobility DSCP Value® 48
Walk Me Through »
[ Mobility MAC Address® 001e.e67e.75ff ]

B CLI:

#show wireless mobility summary
Mobi lity Sunmary

W rel ess Managenent VLAN. 2652

Wrel ess Managenent | P Address: 172.16.51.88
W rel ess Managenent | Pv6 Address:

Mobility Control Message DSCP Val ue: 48
Mobility Keepalive Interval/Count: 10/3
Mobility Group Nane: default

Mobility Milticast |pv4 address: 0.0.0.0
Mobility Milticast |pv6 address:

Mobi I ity MAC Address: 001le.e67e. 75ff
Mobility Domain ldentifier: Ox34ac

g5 . \9800 WLCUR ) #{E

# show wireless management trustpoint
Trust poi nt Name : Jay-9800_W.C TP



Certificate Info : Available

Certificate Type : SSC

Certificate Hash : d7bde0898799dbfeffd4859108727d3372d3a63d
Private key Info : Available

FIPS suitability : Not Applicable

$£=2 : 9800 WLCIE B FMEIAireOS WLCH,
BEGUI:

S %= CONTROLLER > Mobility Management > Mobility Groups > New.

Sawve Configuratien  Fing  Logout | Refresh

cisco MONITOR ~ WLAM: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:admin(Readwrite) M Hame
e——

Controller Static Mobility Group Members
Genaral
— Lacal Mobility Group  TEST
Inventary "
e MAC Address Address(Ipwa /Ipw6) Group Mame Multicast IF Status Hash Key Seoure Mobility
D806 8d ac: Fhogd 108817372 TEST (RN N Up rone HA

Interface Groups
Multicast

F Matwork Routes

b Fabric Configuration

F Redundancy

* Maobility Management
Ml 0
it S5

BMAE, REEE Aply.

Sawe Configuration  Ping  Logout Refresh

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS User:admin(ReadWrite) M Home
Mobility Group Member > New | <Back | | apply |

Member IP Address(lpvd/lpv6)  [172.16.51.88

Member MAG Address [001e.e67e. 756 |

Group Name | defauit |

Secure Mability Enabled v

Data Tunnel Encryption

High Ciper Disabled ¥

Hash | d7bde0B98799dbreffd4859 1087270337 2d3a63d

1. Hash, Secure mobility and Data Tunnel Encryption are not supported for IPv6 members

¥ NY9800ME A HERIEF ( HIINCI800-CL ) BRI FEEH G, BHikEZEHGSUDIEH
, FEE#F ( H12N9800-40, 9800-L%F )

B CLI:

>config nmobility group nenber add <9800 nac-address> <9800 W.C-| P> <gr oup- nane> encrypt enabl e
>config mobility group menber hash <9800 W.C-1 P> <9800 W.C- Hash>
>config mobility group menber data-dtls <9800 nmc-address> disable

9800 WLCEL R
S EAIreOSEZIER.

BEGUI:



%iﬂAireOS GUl;:FTEJ"ME CONTROLLER > Mobility Management > Mobility Groups #iﬂiMACﬂﬁﬂt\
Pt A A

CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
Controller Static Mobility Group Members
General
Icons Local Mobility Group TEST
Inventory 1P
Interfaces MAC Address Address(Ipvad Ipve) Group Mame Multicast IP
Interface Groups 08:96:ad:ac: 3b:Bf 10.88.173.72 TEST 0.0.0.0
Multicast 00:1e:e6:7e:75:ff 172.16.51.88 default 0.0.0.0
b Network Routes
} Fabric Configuration
¢ Redundancy
w Mobility Management|
Maobility Groups
Mobility Anchor Config
Multicast Messaging
B CLI:
>show nobility sumary
Mobility Protocol Port........................... 16666
Default Mbility Domain.......................... TEST
Multicast Mode ....... .. .. ... Di sabl ed
Mobility Domain ID for 802.211r................... Ox6ef 9
Mobility Keepalive Interval ...................... 10
Mobility Keepalive Count......................... 3
Mobility Group Members Configured................ 2
Mobility Control Message DSCP Value.............. 48

Controllers configured in the Mobility G oup

MAC Addr ess | P Address Group Nare Mil ticast IP
St at us
08: 96: ad: ac: 3b: 8f 10. 88.173.72 TEST 0.0.0.0
Up

#E=% : FAiIreOS WLC{E B R NE9800 WLC
BEGUI:

%ﬂﬁi Configuration > Wireless > Mobility > Peer Configuration > Add



Configuration = » Wireless ™ >  Mobility

Global Configuration [ Peer Configuration ]

" Mobility Peer Configuration

|I s
L L&)

MAC w P « Public +~ Group +~ Multicast -~ Multicast
Addrass Addrass IP Nama IPvd IPvE Status ~] PMTU «~ 33CHash
0Mees?e 75f 172.1651.88 N/A default 0.0.0.0 : MNIA NFA d7bde0BIE79
1 10 =
Walk Me Through > Non-Local Mobility Group Multicast Configuration

# AAireOS WLC{E B,

X 9800 WLC L , Z#EIFEMBHARA , FERBELEEEEACOSKEALZLB3., B
=, BESENZRTEN, MREBWBEATE , iHEAreOSEEAT , H# Aconfig
mobility group member data-dtls enable

Add Mobility Peer X

MAC Address* 0896.adac.3bBf
Peer IPv4/IPv6 Address*® 10.88.173.72 = Ping Test
Public IPv4/IPvE Address 10.88.173.72
Group Name® TEST v
Data Link Encryption [. DISABLED ]
S5C Hash Enter SSC Hash (must
B CLI:
# config t

# wireless mobility group nmenber mac-address <peer-nmac-address> ip <ip-address> group <group-
name>

g

ERAARE D TRIAE RS ERET.



AireOS WLCIiE

>show nobility sunmary

Mobility Protocol Port..........................
Default Mobility Domain.........................
Milticast Mode ... ... ... .
Mobility Domain ID for 802.11r..................
Mobility Keepalive Interval.....................
Mobility Keepalive Count........................
Mobility Group Menbers Configured...............
Mobility Control Message DSCP Value.............

Controllers configured in the Mbility G oup
MAC Addr ess | P Addr ess

Mul ticast IP
00: 1le:e6: 7e: 75:ff 172.16.51. 88

0.0.0.0

08: 96: ad: ac: 3b: 8f 10.88.173.72
0.0.0.0
Catalyst 9800 WLCYiE

#show wirel ess nobility summary
Mobi l'ity Sunmary

W rel ess Managenent VLAN 2652

Wrel ess Managenent | P Address: 172.16.51. 88
Mobility Control Message DSCP Val ue: 48
Mobil ity Keepalive Interval/Count: 10/3
Mobility Goup Nane: nb-kcg

Mobility Multicast |pv4 address: 0.0.0.0
Mobility Multicast |pv6 address:

Mobi ity MAC Address: 00le.e67e. 75ff

Controllers configured in the Mbility Donain:

TEST

Di sabl ed
Ox6ef 9

St at us

G oup Nane
def aul t

TEST

Mul ticast | Pv4
PMIU

Mul ti cast

I P Public Ip G oup Nane
| Pv6 St at us
172.16.51. 88 N A defaul t
N A N A
10.88.173.72 10.88.173.72 TEST

R HE R
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AireOS WLC

SR B A IER,



enab

debug nobility

debug nobility error
debug nobility

debug nobility dtls event
debug nobility

debug nobility

debug nobility

handoff enabl e

e

dtls error enable

enabl e

B4 EHEEF KR
FEAIrOS WLC E R Zh 632 B 3 BB /Y =B,

*capwapPingSocketTask:

172.16.0.21:16667

*capwapPi ngSocket Task
*capwapPi ngSocket Task

bytes: 48

*capwapPi ngSocket Task

clr_pkt _len 2048 peer

*capwapPi ngSocket Task
*capwapPi ngSocket Task

frag_|l en=23

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task
*capwapPi ngSocket Task

bytes: 48

|
I <--output-onmted-->
|

*capwapPingSocketTask:

validation as success

*capwapPingSocketTask:
*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task

bytes: 503

*capwapPi ngSocket Task

bytes: 56

*capwapPi ngSocket Task

clr_pkt _len 2048 peer

*capwapPi ngSocket Task
*capwapPi ngSocket Task

frag_|l en=6

*capwapPi ngSocket Task

172.16. 0. 21: 16667

*capwapPi ngSocket Task
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:
ngSocket Task:

*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
*capwapPi
bytes: 56

*capwapPi ngSocket Task

bytes: 91

*capwapPi ngSocket Task

clr_pkt _len 2048 peer
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07
07

07

07

07

07
07

07

07
07
07
07
07
07
07
07

07

Feb 07 09:

Feb 07 09
Feb 07 09

Feb 07 09
acl100015

Feb 07 09

Feb 07 09

09:

09:
09:

09:

09:
09:

09:

09:

09:

Feb 07 09
ac100015
09:
09:

09:

09:
09:
09:
09:
09:
09:
09:
09:

09:

Feb 07 09
ac100015

prt u- di scovery enabl e
config enable
directory enable

53:

53:
53:

53:

53:
53:

53:

53:
53:

53:

53:
53:

53:
53:
53:
53:

53:
53:

53:

53:
53:
53:
53:
53:
53:
53:
53:

53:

53:

38.

38.
38.

38.

38.
38.

38.

38.
38.

38.

38.
38.

38.

38.

38.

38.

38.
38.

38.

38.
38.
38.
38.
38.
38.
38.
38.

38.

38.

507:

507:
508:

508:

508:
508:

508:

508:
508:

511:

511:
511:

511:

511:

511:

511:

511:
511:

523:

523:
523:
523:
523:
523:
524:
524:
524:

527:

527:

Client initiating connection on 172.16.0.5:16667 <->

Sendi ng packet to 172.16.0.21: 16667
Recei ved DTLS packet fromnobility peer 172.16.0.21

nmm dt| s2_process_data_rcv_nsg: 1207 rcvBufLen 48

Record
Hndshk

type=22,
type=3,

epoch=0, seq=0
| en=23 seq=0, frag_off=0

Handshake in progress for link 172.16.0.5: 16667 <->

Sendi ng packet to 172.16.0.21: 16667
DTLS consuned packet fromnobility peer 172.16.0.21

dtls2_cert_verify callback: Forcing Certificate

Peer certificate verified.
Handshake in progress for link 172.16.0.5: 16667 <->

Not hing to send on link 172.16.0.5: 16667 <->

DTLS consuned packet fromnobility peer 172.16.0.21
Recei ved DTLS packet fromnobility peer 172.16.0.21
nmm dt| s2_process_data_rcv_nsg: 1207 rcvBufLen 56

Record
Hndshk

type=22,
type=13,

epoch=0, seq=6
| en=6 seq=3, frag_off=0

Handshake in progress for link 172.16.0.5: 16667 <->

Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
Sendi ng packet to 172.16.0.21: 16667
DTLS consuned packet fromnobility peer 172.16.0.21

Recei ved DTLS packet fromnobility peer 172.16.0.21

nmm dt | s2_process_data_rcv_nsg: 1207 rcvBufLen 91



*capwapPi ngSocket Task: Feb 07 09:53: 38.527: Record . type=20, epoch=0, seq=8

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: Connection established for link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09: 53: 38.527: ci perspec 1

*capwapPi ngSocket Task: Feb 07 09:53:38.527: Nothing to send on link 172.16.0.5: 16667 <->
172.16. 0. 21: 16667

*capwapPi ngSocket Task: Feb 07 09:53: 38.527: DITLS consumed packet fromnobility peer 172.16.0.21
bytes: 91

*mmMobility: Feb 07 09:53:38.527: DTLS Action Result message received

*mmMobility: Feb 07 09:53:38.527: Key plumb succeeded

*mrivobi lity: Feb 07 09:53:38.527: nmdtls2_cal |l back: Connection established with
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: mmdtls2_db_status_up: 895 Connections status up for entry
172.16. 0. 21: 16667

*mrivobi lity: Feb 07 09:53:38.527: nmmdtls2_cal |l back: DTLS Connection established with
172.16. 0. 21: 16667, Sendi ng update msg to nmobility HB

Catalyst 9800 WLC

BINBRT |, 980012 HIRRFLICHKHEEE , TRAEMEKR BRI E,
REERIEZEFR[ARRESEMTLAMHHERE B EBN A3 T HESERR,
BEAREBHRX ; XERTEHSRAEITEE.

NELDH , TR ESEERSE S BB EE ( BANEIREN100% ) , EAIRIPE
MACii’E,iJJ:JZL,m

SRRIAQE RGBT E LAY RIATE | SUER A BURERRIBUR £ B A B RATH

# show cl ock

FTH  ERFIRBEE | UBsCisco I0SH 3 H I Al sE & FIB M x W AEIE .

# show | oggi ng

FB=F  UEBEHIANTRMENRIRE, EUUERBINFIPEMACH TR,

# show | ogging profile wireless filter ipvd to-file bootflash:ra-AAAA. BBBB. CCCC. t xt

W TERTE10D MM BE , ATLAEA LS AE LLATE show logging profile wireless last 1 hour filter

macAAAABBBBCCCCt&mebomﬂmmw&AAAABBBBCCCCIM.

BALERSFEFHANE , WAL EF B TFTPIRSS 25,

# nore bootfl ash: al ways-on- <FI LENAME. t xt >
or

# copy bootfl ash: al ways-on-<FI LENAME. t xt> tftp://a.b.c.d/ path/al ways-on- <Fl LENAME. t xt >

Tobk BB TE ) R ER
MBFKEEL AR RUZBNEERTHBERBENEAMRNEE , NTLSBREBENE



3R Radio Active (RA) BRER , IR E INFMEVRIEESD
SR1BIEREREARHAEZS.

# show debuggi ng
| OSXE Conditi onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Tracing Confi gs:

Packet Infra debugs:

I p Address Por t
______________________________________________________ [ —
MRRIEEGZN I TRNERZRS  FREZER,

EMEREE I |, FHATATRE -

# no debug platformcondition feature wirel ess { mac <aaaa. bbbb.cccc> | ip <a.b.c.d>}

EMBRATESRMG (BWAR ) | BHITUTRE

# clear platformcondition all

=L NEREAIORINRRZME,

# debug platformcondition feature wireless ip <a.b.c.d>

335 : DD%EEH?}%}E%¢$§@N%¢ ) "IEEFH debug platform condition feature wireless mac ﬁi‘%o
FE=3 : 1L9800 WLCIE I E th b SEBI BV M5 42,

# debug platformcondition start

AE  BYEINRERSER , ANAMBERESHERNDBES , HEKE,

SN ENERENEBERITHN

%EZ’F . %.u:.‘lﬁ.liito

# debug platformcondition stop

EAY  EHUEF @



# show | ogging profile wireless filter ipv4 to-file bootfl ash:ra- AAAA. BBBB. CCCC. t xt

o SERTE1004 8 B &, 7L Ashow logging profile wireless last 1 hour filter mac
AAAA.BBBB.CCCC to-file bootflash:ra-AAAA.BBBB.CCCC.txtan 4 18 Z 1ttt 8] o

O LLE &l FLENAMEt REEERELE R,
Tt E HIBIANEBIRS BT

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt
ERAR :

# nore boot fl ash: ra- Fl LENAME. t xt

SRR 7MBMATERIWENRR |, FRERNEE B TR,
(EFEBRREE iR, FACAMEENES , BREESEE WHEE).

# show | ogging profile wireless internal filter ipv4 to-file bootflash:ralnternal-
AAAA. BBBB. CCCC. t xt

B LAE # FLENAME It REEERE LE R"EH.
FXHEFRBANIBIRS S

# copy bootflash: FI LENAME. txt tftp://a.b.c.d/ra-Fl LENAME. t xt
ERAR :

# nore boot fl ash: ra-Fl LENAME. t xt

PR 8BRS A o

# clear platformcondition all

AR ERATHREIHRSER | BHRARBRERSES.

#9800 WLC LR Zh 632 BZhBRE R R A,

2021/09/28 10:20:50.497612 {mobilityd R0-0}{1}: [errmsg] [26516]: (info): %MM_NODE_LOG-6-
MEMBER_ADDED: Adding Mobility member (IP: IP: 172.16.55.28: default)

2021/ 09/ 28 10: 20: 52. 595483 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595610 {mobilityd_RO-0}{1}: [nm pntu] [26516]: (debug): Peer IP:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 10: 20: 52. 595628 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80578) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 20: 52. 595686 {nobilityd_RO0-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet mi sssed, total m ssed packet =1

2021/ 09/ 28 10: 20: 52. 595694 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:



172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet =1

2021/ 09/ 28 10: 21: 02.596500 {mobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10: 21: 02. 596598 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepal i ve data packet misssed, total m ssed packet = 2

2021/ 09/ 28 10:21:02.598898 {nobilityd_R0O-0}{1}: [mmclient] [26516]: (debug): MAC

00le. e68c. 5df f Recei ved keepalive_data, sub type: 0 of XID (0) from (ipv4: 172.16.55.28 )
2021/ 09/ 28 10:21:12.597912 {mobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 10:21: 12.598009 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Data link set state to UP (was DOWN)

2021/09/28 10:21:12.598361 {mobilityd RO0-0}{1}: [errmsg] [26516]: (note): %MM_ NODE_LOG-5-
KEEP_ALIVE: Mobility Data tunnel to peer IP: 172.16.55.28 changed state to UP

I I'<--output-onmited-->!

2021/ 09/ 28 10: 21: 22. 604098 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/09/28 10:21:22.604099 {mobilityd R0-0}{1l}: [ewlc-infra-evq] [26516]: (info): DTLS client
hello

2021/ 09/ 28 10: 21: 22. 611477 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611555 {nobilityd_R0-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611608 {nobilityd_RO-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10: 21: 22. 611679 {nobilityd_R0-0}{1}: [ew c-infra-evq] [26516]: (debug): DTLS record
type: 22, handshake

2021/ 09/ 28 10:21:22.611933 {mobilityd_RO-0}{1}: [nmmdtls] [26516]: (note): Peer IP: 172.16.55.28
Port: 16666, Local |P: 172.16.51.88 Port: 16666 DTLS SSC HASH VERI FY_CB: SSC hash validation
success

2021/09/28 10:21:22.612163 {mobilityd R0-0}{1l}: [ewlc-dtls-sessmgr] [26516]: (info): Remote
Host: 172.16.55.28[16666] Completed cert verification, status:CERT_VALIDATE_SUCCESS

I I'<--output-onmited-->!

2021/ 09/ 28 10: 21: 52. 603200 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172.16.55.28 Control link set state to UP (was DOMN)

2021/09/28 10:21:52.604109 {mobilityd RO0-0}{1}: [errmsg] [26516]: (note): %MM_ NODE_LOG-5-
KEEP_ALIVE: Mobility Control tunnel to peer IP: 172.16.55.28 changed state to UP

BMARYEIRR

XSBERT , CHEEHTFREWLCZ AZRNKRED. THFLEBRBIIEM , Access
Control Lists (ACLSs) LXFE%Uﬁﬁﬂgsﬁ%o

X RCLI LB AN IR B B AR
SR BB TIEARACL:

conf t

ip access-list extended <ACL_NAME>

10 pernit ip host <W.C | P_ADDR> host <PEER W.C | P_ADDR>
20 pernmit ip host <PEER W.C | P_ADDR>host <W.C | P_ADDR>
end

BT EXNHRSH

nmoni tor capture <CAPTURE _NAME> access-|ist <ACL_NAVE> buffer size 10 control -plane both



interface <I NTERFACE_NAME> both limt

XX . NINTERFACE_NAMEZBUEREEEZO

B=F TR

noni tor capture <CAPTURE_NAME> start

EML  FIEEIR -

nmoni t or capture <CAPTURE_NAME> st op

SFhE  EGUILSMEI MRS BEIHBRARELRETRHIRM .

LSRRI ]

duration 300

T —/NRBIBFEEI800 WLCZ [ T2 AL HIBEIE

F T 46 ) A B2 ) I S B 4

enable Always-On-Logs Fll Embedded packet captures IR I EHERRI EMBE R :

2021/ 09/ 28 09: 54: 22. 490625 {nobilityd_RO0-0}{1}:
0000. 0000. 0000 sending keepalive_ctrl_req of XID (80552) to (ipv4: 172.16.55.28 )
2021/ 09/ 28 09: 54: 22. 490652 {nobilityd_RO0-0}{1}:

172. 16. 55. 28 keepal i ve data packet mi sssed,

2021/ 09/ 28 09: 54: 22. 490657 {nobi | i tyd RO-0}{1}:

2021/ 09/ 28 09: 54: 32. 491952 {nobilityd_RO0-0}{1}:
0000. 0000. 0000 sending keepalive_data of XID (0) to (ipv4: 172.16.55.28 )
2021/ 09/ 28 09: 54: 32. 492127 {nobilityd_RO0-0}{1}:

BRESHRN THRIATHEEERA,

98 2021-@9-28 12:33:52.024930
91 2821-09-28 12:34:02.925046
92 ZO21-@9-28 12:34:12.925946
93 ZBZ1-A9-28 12:34:22.0927M45
94 2021-@9-28 12:34:22.927845
95 2021-@9-28 12:34:32.027045
96 2021-@9-28 12:34:42.029044
97 2821-99-28 12:34:52.930951

172.16.51.88
172.16.51.88
172.16.51.88
172.16.51.88
172.16.51.88
172.16.51.88
172.16.51.88
172.16.51.88

172.16.55.28
172.16.55.28
172.16.53.28
172.16.53. 28
172.16.53.28
172.16.55.28
172.16.55.28
172.16.55.28

[mMmclient]

[ M keepal i ve]
m ssed packet
[ M keepal i ve]
172. 16. 55. 28 keepalive ctrl packet misssed, total missed packet
[mMmclient]

t ot al

[ M keepal i ve]
172. 16. 55. 28 keepalive data packet misssed, total missed packet

(debug): MAC

[26516]: (note): Peer IP:

[26516]: (note): Peer IP:

(debug): MAC

[26516]: (note): Peer IP:

116 Mobi-Contrel - PingReq[Malformed Packet]

172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive - Mobility CAPWAP Ping Request
116 Mobi-Control - PingReq[Malformed Packet]

172 Mebi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive — Mobility CAPWAP Ping Request
172 Mobi-Data Keep-Alive — Mebility CAPWAP Ping Request

HEEE |, debugFMWLCHE R&BE MR EFH R EIEping. ELBRERAFIPER , BFATFRO

1666621666713 M ELEE.

WLCZ Ry & B T &

EARGIF | BN TWLCZ AR IR A KEEMY | {44 % PMkeepalive miss.

enable Always-On-Logs H] Embedded packet captures IR EHBRHVEMER :



2021/ 09/ 28 11:34:22.927477 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_data of XID (0) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11: 34:22.928025 {mobilityd_RO-0}{1}: [nmpntu] [26516]: (debug): Peer |P:
172.16.55.28 PMIU size is 1385 and cal cul ated additi onal header length is 148

2021/ 09/ 28 11: 34:22.928043 {nobilityd_RO-0}{1}: [mmclient] [26516]: (debug): MAC

0000. 0000. 0000 Sendi ng keepalive_ctrl _req of XID (80704) to (ipv4: 172.16.55.28 )

2021/ 09/ 28 11:34:22.928077 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive data packet misssed, total m ssed packet = 8

2021/ 09/ 28 11:34:22.928083 {nobilityd_RO-0}{1}: [nm keepalive] [26516]: (note): Peer |P:
172. 16. 55. 28 keepalive ctrl packet misssed, total m ssed packet = 3

X E172.16.55. 28 &0 B S AT A BhHA T N B E T T &

2021/ 09/ 28 17:33:22.963 {nobilityd _RO-0}{1}: [mm keepalive] [27081]: (ERR): Peer |P:
172. 16. 51. 88 Failed to validate endpoint: Invalid argument

2021/ 09/ 28 17:33:22.963 {nmobilityd_RO-0}{1}: [errnsg] [27081]: (ERR): %M NODE_LOG 3-
PI NG_DROPPED: Drop data ping fromIP: 172.16.51.88. Failed to validate endpoint

ﬁmEEIEZ: EEE@;% . éﬂ% */J’_\;FIEEﬁ , JZE’Q;FEEE Data Link Encryption *ﬂ%’a*i%ﬂ’ﬂ@ibmaci&ijto

AARPLE B

2021/ 09/ 28 17:33:22.963 {nobilityd_R0-0}{1}: [errnsg] [27081]: (ERR): %M. | NFRA LOG 3-
M5G_PROC_FAI LED GROUP_NAME_HASH: Pkt group nanme hash: 82FE070E6E9A37A543CEBEDI6DB0388F Peer
group name hash: 3018E2A00F10176849AC824E0190AC86 Failed to validate endpoint. reason: Group
name hash mismatch.

MAC#s 31t S PR B &

2021/ 09/ 28 19:09: 33.455 {nmobilityd_RO-0}{1}: [errnsg] [27081]: (ERR): %W I NFRA LOG 3-
MSG_PROC _FAI LED MAC ADDR: Pkt MAC:. 00le.e67e.75fa Peer MAC. 00le.e67e. 75ff Failed to validate
endpoint. reason: MAC address mismatch.

DTLS{EF @&

WEREBEWLCZ BIHIDTLSRRER L B X, XA gEEData path is UP but Control path
remained#Y &) DOWN.

enable Always-On-Logs Fll Embedded packet captures IR I EHERRI EMBE R :

2021/ 09/ 28 19:30:23.534 {nobilityd_RO-0}{1}: [mmnsg] [27081]: (ERR): Peer |P: 172.16.51.88
Port: 16666 DTLS MSG DTLS nessage process failed. Error: Invalid argunent

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [errnsg] [27081]: (warn): %M NCDE LOG 4-

DTLS HANDSHAKE_FAIL: Mobility DTLS Ctrl handshake failed for 172.16.51.88 HB is down, heed to
re-initiate DILS handshake

2021/ 09/ 28 19:30: 23.534 {mobilityd_RO-0}{1}: [ew c-capwapnsg-sess] [27081]: (ERR): Source

I P:172.16.51. 88[ 16666], DTLS message process failed. |ength:52

ﬁﬁﬁ show wireless management trustpoint %ﬂ show crypto pki trustpoints commands BﬁiIEiIE:F}1§,§o

HA SSO#Z &

MREESTRMSSOXNPRESR , FEZTH - IMEERB. MIAER TREEBIHIMACH I
, MRREMERE , IS BBIHBERA.

show wireless mobility summary H &R % 7 HaiEANBHIMAC , EFFEHRITEE. REERER



A fEAshow runfl i 7 B3IMAC | i3I
MREZETEEPREERSImac , CEHREREZAWLCELER , X&SHBHRBEXK

o

k

fa] B2 B iR R 75 R 2 5 1 B Configuration > Wireless > Mobility Web UITTE H# R thapply. X &5
BIMACREFIERE. RAF , EREWERANBIHFZER , MACKREFTE,

=]

MREBEBIBHITRIBIREH TICEEBIMACHELE , WEELRELFB, SEMAREN
, Web UI& BRI {RIFBIMACH L,

HXRER

. ¥ Catalyst 9800 E EWLANH 2 B3 TheE
- BARFTEHMIH - Cisco Systems



https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213912-configure-mobility-anchor-on-catalyst-98.html
https://www.cisco.com/c/zh_cn/support/index.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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