2022F12A48B 2 G , A TREZ R UEPH T H
, |OS APER{& T & L I (CSCwd80290)

B =%

=2 Julorad

R
HAireOS WLC E
FE10S-XE C9800 WLC E

ESHA-1 AP ( #£2014 B

o
h_

£SHA-2 AP ( 2014 B ) b
R FE

fEAIreOS WLC E

E10S-XE 9800 WLC

'“"5 Ol [a E"ﬁﬁ% (EAQ)

CED

A EREHEBEXRIOSEALX(AP)IMAXMAIFHEE. , FSHAIreOSHCIB00TTL LANTE Hl 25
(WLC)#E20225 12 B4 B 2 EHIER . LtiEE M Cisco bug CSCwd80290FField Notice FN72524 1R
iR, RHAPMEGSZIEPRIUFLAMEIEHN.

SR m

WRIBEZTIOSHMMEREZEA S — &% : 802.11ac Wave 1

AP ( IW3702/3700/2700/1700/1570%& 5l ) M EHAP(2HE
700/1530/1550/3600/2600/3500/AP802/AP8 033 5, ZH IR EIOSIRRAIEZER R R20124F
128 E2022F 118, AireOS, Catalyst 9800R 7| M@ S AZFEZIFM, ZITAP-
COS(802.11ac Wave 2, Wi-Fi 6, Wi-Fi 6E AP)WAPAZ&IE | I0S APt R FHEERN,

] 2

LB CAPWAPH L ERIOS APRY , 202251248 2/5 , EfATRELB ARG THEE , M\
MAEMAWLC , RATERIE THNRGEPHILFIEH,

BRARE


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd80290
/content/en/us/support/docs/field-notices/725/fn72524.html

WEIEAP IOSRRE P W RGEZIEH T20125F12 4B MK , #T2022F12A4B 2|H, ZFAPLZ
BR8N, 10S APERLLIERRIEMWLC TR R, Rt , £20225F12R4H2/5 , HAPH
TRUEAR/FERIESTARRENWLC 2 BB FHARBE , APRTTERIEREGHF TR
iR ¥ TEREIEIR. PIBEAIreOSHIOS-XERR A5 H 3 A1 &H

FEAIR

ERTERETLRAE , BAEWLC LREAPREEHETE MRS, AK , FTHBERIRE
, iH@dssh, telnetHITH A EZIZEMWHWAPHETHEAE ( & KsysloglR%E e EHAPA R
) o

fEAIreOS WLC £

EWLCE , show ap image status(AireOS 8.10)& M Z EMHAPE R AT EH RS

1£8.5% , iEfEAshow ap image all , ZHHF/ETE P ERESTHENAP,

(Aire0S WLC-8.5) >show ap image all

Total number of APs........cciiiiiiiniiiinnnnnn. 1
Number of APs

Initiated. ... it i ettt ettt 0

DownTloading. .. .ooei i 1

PredownToading. . ...... ..o 0

Completed predownloading........cccviiiiinnnnnnn. 0

Not Supported........uuiiiiiiiiiii it iieennnnn 0

Failed to Predownload........ ..., 0

Predownload PredownToad

AP Name Primary Image Backup Image  Status Version Next Retry Time
AP1700 8.5.182.0 0.0.0.0 None None NA

(Aire0S WLC-8.10) >show ap image status

Total number of APS. .. ...ttt X
Total AP's Downloading.........ouueuiiinnnnnnann. 1
AP Name Primary Image Download Status
CAP3702E.4CD4 17.3.6.76 Downloading

#£10S-XE C9800 WLC Lt

C9800#show ap summary

9800-L#show ap summary

AP Name Slots AP Model Ethernet MAC Radio MAC Location

Retry

AP2702E 2 2702E 0081.c4fb.2e74 843d.c673.10d0 default location



BEEEE , APEERERREUTUTRATNER

FESHA-1 AP ( FE2014F iz ai & ) £
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327:

Using SHA-1 signed certificate for image signing validation.
%PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
Image signing certificate validation failed (1A).

Failed to validate signature

Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.3PJ9/final_
AP image integrity check FAILED

FESHA-2 AP (2014FFrpzfaEr ) £ .
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20.
20.
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20.

R E

mR
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0N

159:
223:
227:
227:
231:
231:
231:

Using SHA-2 signed certificate for image signing validation.

DTLS_CLIENT_ERROR: ../capwap/base_capwap/dtls/base_capwap_dtls_record.c:169 Pkt to
%PKI-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed. The c
Image signing certificate validation failed (1A).

Failed to validate signature

Digital Signature Failed Validation (flash:/update/ap3g2-k9w8-mx.153-3.IPJ7c/final.
AP image integrity check FAILED

REBITEERNS , FERUATHRAFIOS APTIA,

1. BRINTP , BABs 3228 BahiREH R AT,

Aire0S:
(Aire0S WLC)>show time

make a note of all configured NTP servers, and delete each one:

(Aire0S WLC)>config time ntp delete

IOS-XE: C9800#show run | i ntp ntp server ip

C9800#config terminal (config)#no ntp server 1ip



I for each configured NTP server

2. FWLCERM HEIE S N2022F 12848 28l , BARAEHRN2022FE1MA1BZBINEANBE , AR
T I BE A IR FHIES R FTAP B UE P Ko

(Aire0S WLC)> config time manual 12/02/22 00:00:00

C9800#clock set 00:00:00 2 Dec 2022

IKIUEWLC LR EREEE XK

N 1 1T Fri Dec 2 00:00:02 2022

C9800#show clock
00:00:02.573

Fri Dec 2 2022

4 ERMAAPER RGP HEA B EMRES.

~ EEEREBRT , REECEHHEREENBHAPTREFAPIIA, BER , BESLER
ED300%8 , LAFAPEFHMA , AEBEHBIAP

5.BRBRANTP



(Aire0S WLC)>config time ntp server 1

C9800#configure terminal (config)#ntp server ip

6. &R FEIE

(Aire0S WLC)>save config
Are you sure you want to save? (y/n) y

C9800#write memory

7. EHBIEWLC LR Y&

(Aire0S WLO)>show time
C9800# show clock

F 49 F B E 54
E£AireOS WLC Lt

1. MREFAAPETRIEFFE , HREFRNREKRERDR , UEAPEARI R4 2B AT
TE AR AEARES
1. AXRRELF RN FAEE , FEELREERT ERSD

2. MBREHRTRERRA , BFLEFRELCIRAE , NELEZEIMAIOS APER MAEEIZS | 4l
In>c B B a3 #Hlin A 2 2 ZACLLARE I CAPWAP,

2. MIERBEAPR T FERA |, BHAWLCH AR E N HaiatE ( EFHBANTP) .

3. HAIreOS WLC L ZEE E 4 ( 8.10.183.0KESHRA ; MR T EMS.5HLE , FEMH
8.5.182.7 ; MR AE 8.5 mainline , NIfEH8.5.182.105 , EA F8.5 IRCM, ) iHSFILAT ok
TEEERM4

« 8.10



8540:https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0

5520:https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0

3504:https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0

VvWLC:https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0

« 8.5 ([R#EMT)

8.5.182.7(8.5
mainline):https://software.cisco.com/download/specialrelease/8f166c6d88b9f7 7aabb63f78affa9749,

8.5.182.105(8.5
IRCM):https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34.

4. (T ) EEHB2H , FEEHAHR B MANAP,
5 EFB3h WLC.
6. IR AP A% O KE LE T CAPWAP |, EMIBRFE LE LA FIOS APEETINAFIFH 4.

F£10S-XE 9800 WLC £

1.0$17.3.6. 17.6.4, 17.9.2 IOS-XEXX 4 T & FI9800/AFF, ESFHFEHCI800 WLCHIIOS-XERR
A, DREFEEHFRHHNAPE S M IEEEAN LR ERESENIRN R,

2.4917.3.6 APSP7517.6.4 APSP15§17.9.2 APSP13X# ( #10S APISE1RF ) T ZI9800N 1%,

+ 17.3.6:17.3.6 APSP7 , @33 CSCwd83653/CSCwe10047 ( APSP2FIAPSP5H thiR iE 512
)

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6

980-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.3.6

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6

« 17.6.4:17.6.4 APSP1 ( A FIW3702 ) , B3 CSCwd87305

9800-40:https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4

980-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4



https://software.cisco.com/download/home/286284728/type/280926587/release/8.10.183.0?catid=278875243
https://software.cisco.com/download/home/286284738/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/286312601/type/280926587/release/8.10.183.0
https://software.cisco.com/download/home/284464214/type/280926587/release/8.10.183.0
https://software.cisco.com/download/specialrelease/8f166c6d88b9f77aabb63f78affa9749
https://software.cisco.com/download/specialrelease/bc334964055fbd9440834f008e5aca34
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/214749-tac-recommended-ios-xe-builds-for-wirele.html
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd83653
https://software.cisco.com/download/home/286316412/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286322605/type/286325254/release/17.3.6
https://software.cisco.com/download/home/286323430/type/286325254/release/17.3.6
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87305
https://software.cisco.com/download/home/286316412/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286321396/type/286325254/release/17.6.4

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4

9800-L: https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4

+ 17.9.2:17.9.2 APSP1 ( EATFIW3702 ) , BIFCSCwd87612

9800-40:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

980-80:https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2

9800-CL:https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2

9800-L:https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2

~ AE
1)17.3.6 APSP7E2 &4 XN Z N RIS (CSCvx32806, CSCwc32182, CSCvz99036,
CSCwd37092, CSCwc78435, CSCwc8148) , LAKRCSCWD80290
2)17.6.4 APSP1EE4 X1 % MEA M EE(CSCwc73090, CSCwc71198, CSCwc78435,
CSCwd40731, CSCvx32806) , S\ & CSCwd80290 ( SEAFIW370 ) .

3BRIFEREK17.3.6 , BMEUENL%17.3.6 IOS-XEH EFTINEL,

C9800#install add file bootflash:/C9800-L-universalk9_wlc.17.03.06.SPA.bin activate commit

4 7E9800EH B E — MREZH[RNAERNEAE , REFHNBEREN L5 (EHEA
NTP ),

5% FEAPSP7ELREIOS AP:

C9800#install add file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install activate file bootflash:/C9800-universalk9_wlc.17.03.06.CSCwel0047 .SPA.apsp.bin
C9800#install commit

I REEE (FAQ)

« HEUEMAPRE BT bt B B A E S TTEMA ?
EITEWLCHERANAPHAZEREEIT , MASHIARE , ARKEERHMMA, LF
B RGF OS2 P B GRS 1R

- APTRTFHREZ I ?

Yes.HTAPT T4 M R T HEIAPH RAPKIERRG |, F itk 2318 248 [E A9 12 HBUE - MR G360
UE KMo


https://software.cisco.com/download/home/286322605/type/286325254/release/17.6.4
https://software.cisco.com/download/home/286323430/type/286325254/release/17.6.4
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd87612
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286321396/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286322605/type/286325254/release/17.9.2
https://software.cisco.com/download/home/286323430/type/286325254/release/17.9.2
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc78435
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwc88148
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwd40731
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx32806

« NERLENBSFEFLARE? BEFREEPFTRLRE? RN ZRFE - NP ED
, LEENHZERS ?
ERIEFISRNENAPIMAMEL B imERIERAERE, B2 , DNAFOLRIE, CMXHZE
BHONA)ZHARELZ R, —BEAPMABNENIREN HEaE , XERSHITRRE.

- MRFTEEEF2HRLIRENE , ZEALAD?
RESEFWLCERMHEBERBRANIGEEWLC ( VWLCE9800-CLEER ) » MRS ImeT
WLC LAYEY B FFAP I AIGEIWLC, —BAPTEHABHABEMAWLC LR EEMRE | &
FAPBEEFWLC,

« REEEERREREERAAIESE ?
RAEMEAAIreOSE , MIRAPEHFE THRES. AXEFARE , BEAARIEERHED .

- MPRMIFHAPLRKEMALER ?
WMRFAPLREHE SR FIZRMERRA L, MAPRAEIRFIIOA o
S—7HE , MERATEE , WAPHZIR THANNRE, WREFR EVKBREEE
APBRAHNRE |, XNFSFHAPT EZZMRHITHE , FEFERBUERT E.
WMRZHJ[EARINENEERA , MATAEFERNFAP , ATRARTE.

« MRMARZIHIRE S REMFABER?
XFEETRMFMTBWAP . MRS THFAPREEERFNRFIRRAN , EMTFEBSNAMALR

o

BN, 15 A R E#ER T E.

- REERENBEFERBEE ?
B, APERARIRER , EAILUFEFSRRED S AR , REEHSANTP,

+ ETEAPHE%PKI-3-CERTIFICATE_INVALID_NOT _YET VALID - EZItb5E 1= ; iE P EERUE
KMo IEB(SN: xx) i REM. BREMHH:MM:SS UTC Mar 1 2022"F #8, X 2 E K EIR
R FHVEIR ?

LR IR R RWLC LAV #hiRBE20225F3 A1z /G , ZAMRIUEPHTTHREH ( EAHFIH ). 1t
BHIRA~WLCH BRI ESIWLC E4 K B X & iEH /YR T R
& RWLC LAY B B BAEIEFH A Mo

« BRHMARy Lt EB B R & ?
BMNEEZRXN AR~ mVSETZ , UBE TRARWR TN EMIUEE , F3RELIE
oy
sk, BEXI0S APBRBERIER 1T T B , SAE IE &,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



