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5508 WLC Layer 2 Switch Root AP Mesh AP

ERATXESE | AN SFEEE WLC # AP,

1. R FPRAPHIMAC s 31 7 N B 2 HI 2 I MACTE IE 8=

2. EXMRTELEBEARNAE (RAPHEMAP ) ,
FF PR To 4k 32 A S HIMAC Hb 1k 75 b0 21 22 5l 2R I MAC T IR 88
XRGUIELE, HXEMATHER :

1. $FSecurity > AAA > MAC Filteringo R44F & RMAC Filtering 7T H


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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CI5C0 MONITOR  WLANs CONTROLLER WIRELESS /SECURITY 'WAMAGDMENT COMMANDS HELP  FEEDBACX

Securty MAC Fitering — sl @J

@ " - - -] lInthe Radus Acoess Requast wih Mac Auhentication passeond 5 cerfs
s RADILS Compatibalty Mode [Cisen ACS | MAC adiess )
--L'-;-:'.:-_'::'_':‘.-‘.*. NAC Delmier Pl it
Asinta
Falliack Local MAC Filters Enkries 1 - 6 of §
) TRCACS+
10
Prefile Rame Isterface IF Address Description
Ay WLAN managamen kT JlHE
. Ay WLAN mataamet KON
Pazswor Polioes MalediseE]  Amy LN i

CI15C0 MONITOR  WLANs  CONTROLLER W]
Security MAC Filters > New cBack | Apply
.~ WAC e |

v RADAUS Srofie ame [dary WL <]
oy Dot |
- . 1 L |
LOAF erface Name: matagament _!
i et sy
[ l""-;'r\;rr.lq
[Cesalipe] Chinctic
Lser Login Posges

3. MAMRELEARKMACH I, EARREIF | BFRINEF L TMACH! 31EH
AP:00:1d:al:cd:db:984-64:9e:f3:90:7a:ea

4. MProfile Name T #2%|&k+ , %&#HEAny WLAN,
5. £ 15 BF (Description) ZEX & |, 35 E WA LLUR BI85 MR TTL A .
6. MInterface Name T fI%|&k A | EFEFIRTLIZEA S EEZNZEHEEFED, ERGH | &EF

Management interface,
7. R HEAMEHNER, MRELZEARIEE REMAC FilteringTl HIFIMACT IEES 5K H .

8. B 7 Save Configuration SLRTEZEE X,



9. EE ERPR] , UEFEZANFRTLIEA SKIMACHEUE R INE FI R P,

Save Corfigursbion Py Logout Refrash

C15¢0 MONITOR WiMNs CONTROLLER WHELESS SECIRITY WANAGDMENT (DMMANDS HELP FEEDBAK

Security MAC Filtering N | R |
- pth- DS Competity Mk m Ehz“tﬁira::-im‘m with Mac Authentication password is deent’s
et WAC Delnier [hoDdimter 1]
Aceontey)
Fal Local MAC Filters Entries 1-5.0f 5
PTACAC
Lo Yot U
MAC Fiting [ hddrag Frofile Kame Inberface [P Address Description
““*-’ _ ey WLAN ranagement winown el g
e Dmwe® e ragenet ke ]
Pastwond Folces 04000 Ay WA managenert wingun d
b Locel EAP By WLAN Fatagemet unkrun 4]
} Priority Order MESSESIEE Ay WA raraganert i bge- 1143 merk 1]
b Certificaie
b Aocess Control Lists
bhﬁﬂa&ﬁm@ﬂu
Policies
b Wk duth

& Hiconfig macfilter add ap_mac wlan_id@p % , SAMEEMACTIEEFRIMMACH It , 7E 1t & R4l
, AIFEAMAPEIMACHEHE

(Cisco Controller) >config macfilter add 00:1d:al:cd:db:98 0
(Cisco Controller) >config macfilter add 64:9e:f3:90:7a:ea O

EXMRTLEARINAE (RAPEMAP )
XRGUIERE, BERATEER :
1. B HEWireless AT FFAIl APsTT [H o

2. BHFEBARNEBR. EAXTRHIP , 2151524-Roote REFFE RAIl APs > Details(General) T8
Ho

3. BdHMeshit I+,



Sope Configeebon Ping - Logoat 2ehn
] il Lt Ll

cisco
Viireless £l AP3 > Details for 1524-Root Cwtack | [ Apply ||
Y’
Al 5“|M|_m_|nm|_mr®m_
e 2 b

Fpaip Fo Bredge Tie rcdoor
b Advanced Brudge Growp Kame

ek Ertgrees Bradgts “

Backtad [rrarfaoe i1l

RF Profiles
FloaCins s Crangs Bedge Dats Rate (Me] [sutn -
Pl ACLS Bl Lk Shadus e
¥ BOLL1ajn Hesber St L
A PRI el Tempertrs. 2
b Mediy Stream
Coustry Ethernet Bridging
s Interface Hams OgerStatus  Mede  Wlan 0D
Sl Patfthemetl L bomal 1

4. MAP Role T #7151 & Fi£#FERootAP,
5 BEHEApply ARREXHFEEAREFB 3.
6. EEFRIES , BE-NMEAR ( HlN1524-Mesh ) BLiE } MeshAP

& Hconfig ap role {rootAP | meshAP} Cisco_ AP % :

(Cisco Controller) >config ap role rootAP 1524-Root
(Cisco Controller) >config ap role meshAP 1524-Mesh

U
EARES TR BAE ERET.

R HERER ([RFEMAF ) (OIT) ZFEL show tvH. FH OIT AIEEX show fnH %
H 8 2 # o

= AP EMEI WLC Z2f5 , ATLA#E WLC B9 GUI TREBRY Wireless T T &EEH XL AP :
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il D
All APs Emirees 1 -3 af 3

T, _—
Current Filter T [£ -

Humber of Afa

Operatsznal

AP Hame AF Hodel AP HAL AP U Timee Mdmnin Slalus  Stabus Port AF Hode
AT | o eh P UL $d, 19k 5 mis Ershisd G LAS  Brdge
AIR-LAPT LR 48 S 3P T e 040000 $d,19h M mils Erashied G L&S  Brdge
._._: . :: . : s paFh 50 T id, 15h X maks Erwabled mEG LG Brudge
f£ CLI /|, ATBAfE A show ap summary SR KiE AP 2B B ME WLC :
(Cisco Controller) >show ap summary
>show ap summary
Number of APS. ...ttt ittt et e ean s 3
Global AP User Name.......cuveirnnrnnrennennennns admin
Global AP Dotlx User Name..........uuuueeeennnnn- Not Configured
AP Name Slots AP Model Ethernet MAC Location Port Country
1524-Root 2 AIR-LAP1524SB-A-K9 00:24:14:45:92:92 default location LAG AU
1524SB 3 AIR-LAP1524SB-A-K9 00:24:f7:ae:00:00 default Tocation LAG AU
1524-Mesh 2 AIR-LAP1524SB-A-K9 64:9e:f3:90:7a:ea default location LAG AU

(Cisco Controller) >

f£CLIE |, #& 7] LA{#E Ashow mesh ap treefs S RIE 2% E B WLCEMAP:

(Cisco Controller) >show mesh ap tree

|| AP Name [Hop Counter, Link SNR, Bridge Group Name] ||

[Sector 1]

1524-Root[0,0,default]
| -1524-Mesh[1,77,default]

[Sector 2]

Number of Mesh APS.......ciiiiiiiiiiiiiriinnennrnn 3
Number of RAPS. ...ttt t ittt 2
Number of MAPS. ...ttt ittt it it it san e 1

Pr



(Cisco Controller) >

HUEHEER

AE D RENE R TATXNE Ed1THESER,
Mesh APs doesn't associate to the WLC # kxR %E 7 g § e dz — o SERERE -

KREEARN MAC it 2% E7RMNE WLC B Mac Filter 5k F, XARERL> MacHEFEE

o

EMAPEZEZIWLC 28T , IRZFEMAP LR IEEAIFRE |, BT ERBEAWPPRIRA,

MRBEMFH B IR EFNETEN XY, BABLWLCE R R , HRH -
showHldebugip T U EE FMAPR A Z R EE,

1. show mesh adj child
2. debug mesh adj child
REMRRSINREETH.
Bt , EEAPRABERIIRMM

<#froot>
1524-Mesh#

show nmesh status

show MESH Status

MeshAP in state Maint

Uplink Backbone: Virtual-DotllRadioO, hw DotllRadio?2

Configured BGN: Srl11-2106, Extended mode 0

Children: Accept child
rxNeighReq 0 rxNeighRsp 7115 txNeighReq 4688 txNeighRsp 0
rxNeighRsp 55126 txNeighUpd 13770
nextchan 0 nextant 0 downAnt 0 downChan 0 curAnts 0O
nextNeigh 3, malformedNeighPackets 0,poorNeighSnr 0
excludedPackets 0,insufficientMemory 0, authenticationFailures 0
Parent Changes 1, Neighbor Timeouts 2
Vector through a8bl.d4d4.f100:

Vector ease 1 -1, FWD: 001d.alcd.db98

« EMAPAL FMaintiRES , RRTEEKIRT R , FELTRENAWPPEMeshiR7S, RX#k
HLREAMAC db984E BHIAP,

—MRERFZERE , IRMRLERPFERKXFKE |, 5K Hshow mesh adjacency parentii ©o



Check for IP Address - IP Addressts RILAPS RAPZ BN ZRARIR BRI . HMRE&EIPHiE
, B EDHCPRSE 8. MRERBHMAPT EIREUPHELE | B EAHENAEIREY , MiX ATRE R <R )&

o

B RRS

DOHEMEBER ((XEEMAF ) (OIT) ZEHEL show 8T, A OIT AIEEX show T
HE Do

AR FHdebugii 528l , BHZEABXDebugin THEEEFE L.

« debug capwap detail enable — bt#5 T & RCAPWAPE B H 1.

« debug capwap events enable - WLCH % H & RLAPE SE M EIWLC,
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