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C s MR Shared Secret:

5510 Manapger

Server Manager | Apply || Delete | | Cancel |
Local RADILE Serer |

Advanced Security | Corporate Servers |

Current Server List

RADILIE =
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10.0.03 Shared Secret:

eniatlon (164 {0-65536)
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ErEn L nling

Rgrt (optional): Lo 10-65536)
[Concel ]
Default Server Priorities |
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Choze Window Copright {c) 1992-2004 by Cisco Syslems, inc.

WAM CLIFRHEUATES :

AP#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
AP (config) #aaa group server radius rad_eap

AP (config-sg-radius) #server 10.0.0.3 auth-port 1645 acct-port 1646



AP (config-sg-radius) #fexit

AP (config) #aaa new-model

AP (config) #aaa authentication login eap_methods group rad_eap

AP (config) #radius-server host 10.0.0.3 auth-port 1645
acct-port 1646 key labapl1200ip102

AP (config) #end

AP#write memory

 ARESPRIFBRESERHEALEEN AAA BB, Bl , 7 Cisco Secure ACS /# | 1]
£ Network Configuration TR SERRMIEE , ZTP I ENEALS AN, IP ihit, HEZEAM

S HWIFAE ( RADIUS Cisco Aironet 38 RADIUS Cisco IOS/PIX) » BXxEft3E ACS 5%

RIFRS2RMEE , 55 R BIER R AR X,
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XE : UTHBAEATETWEPHZE, 5% WPA ( AR Cipher MA2 WEP ) W{ER , B
25 WPA FiB#iR,

1. 7£3# A 2 #9 Encryption Manager J£I ( Security > Encryption Manager R8I F ) L5ER
UTHR . 5EEFE A WEP Encryption. $§E WEP 7 Mandatory, #iAR S 2FHEA KN
RERN 128 L. F i Apply.

Gogen SvaTemg

Cisco 1200 Access Point

RAMNOO_BOZ. 118 TI RADIO-B02 114 1 D%

Hostrame AP A2:42:22 Mon Sep 20 2004

Security: Encryption Manager - Radio0 802,118

_ Encryption Modes |

SECURITY
Adrmin Access £ Mone
Encrypstion Mansger
SSID Manager -
Server Manager =} WEP Encryption | Mandatory =
Local RADILE Sarer Cesco Compliant TKIP Fesmures: [] Enable MIC [ Enable Per Packet Keying
Avanced Security
) Cipher WEP 128 bil w
Encryption Keys
Transmit Kay Encryption Key (Hexadecimal) Key Size
Encryption Key 1: O 126 bit
Encryption Key 2: = 12Bbil ¥
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Global Prapenies
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R T

Cancel

Close Window Copyright {c) 1997-2004 by Clsco Sysiems, Inc.

M CLI XA HUTHS :

AP#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
AP (config) #interface dotllradio 0

AP (config-if) #encryption mode wep mandatory

AP (config-if) #end

AP#write memory

2. 7E#E A K SSID Manager &I ( Security > SSID Manager REM T ) LR THER
: L BRFTER SSID, #E“Authentication Methods Accepted” T , & F#r12H Open K EIEAE
, R TR PIKRERE With EAP. I1R#E Cisco HF IR , ik FHRi2H Network-EAP B
HiEE, FSHNE EAP SR A EAP A RK B BRI 5 FHiTie. #F Apply.
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) Custoemiza
Friarily 1 |HONE » v
Priarity 2 | $ HONE > =

Priorily 3= | ¢MNONE > =

SECURITY
;‘4 Admin ACCESS Cumrent 5510 List
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Server Manager WLAN: LHOME > % |  [igdfing Vi ANS
B
|| Local RADUS Senver Hetwork |0z 4096
Advanced Security s
| Delste-Riadiol || Delete-all |
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O Shared
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MNetwark E&F: < MO ADDITION w
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EAP Authentication Servers MAC Authentication Senvers
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AP#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
AP (config) #interface dotllradio 0

AP (config-if) #ssid labapl200

AP (config-if-ssid) #authentication open eap eap_ methods

AP (config-if-ssid) #authentication network-eap eap_methods

AP (config-if-ssid) #end

AP#write memory

WIATER EAP BEEMNEARIIGEC R , THEMERMEMIIENFRAEE, EEMMEZ LD ER
MESEINEE , WAL EREDEBRS IR,

Kiur
B REHNER THYEBALNEB RS TEREA,

mOHHEREFTIE (XEEMAS ) ZFFE L show 9 , AL T EATLIEEX show i
wHN .

. show radius server-group all - &7~ AP ELFrE E R ER RADIUS RS BRAMN TR,

B ERR
G e

TERATER , WEEH#THREDRR.

1. ZEZFPRXARFSRGS , ERHESMELSHOIETNEE X HFHEE , LAREEF R
R & R R IR,

2. AT HERAMEIERII#H T HRIEN RF F# |, BREUA TR RIGNZA S GRIE : £
CLI # , £ no authentication open eap eap_methods. no authentication network-eap
eap_methods Hl authentication open @i . £ GUI # , £ SSID Manager 71 L EUH %
Network-EAP. & Open I T HI% &K% E[E No Addition, MREFFIHKIIKER , N RF
EXREREIB LR,

S HWARERAOSECEBARNIARIERSZHZ2ERELS., BN , JEKKEIUTHEIRER !

Invalid message authenticator in EAP request
E CLl ':F' y ﬁﬁ radius-server host x.xX.X.X auth-port x acct-port x key <shared_secret> ‘?-J_'o
£ GUI & |, 7£ Server Manager T E#¥Rri2“Shared Secret’fIEH E & AN RSP HE
#Z4. RADIUS RS HR LEARNAEZRAFZEL AT E LREENAERHAOT,

4. \ RADIUS BRE2MIBRFRE AP . B8t , RADIUS FREB[|EXWAFHAMERBEFHAF,
P R2RERR, KE RADIUS RS ASTFREFHNABZHNZHRMNERER,

R HEBR G5
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mEAHERERFTE (REMA, ) XFHEL show BH , BALITRETUEEX show @

A DA,
i S HRUF PR A T B X MAKRENEEREX T EAP B debug i T HtHH ABFMEE.,

p:

E R HdebuginF 28l , HZHAEXdebugin THEEFEE.

debug dot11 aaa authenticator state-machine — £ REFIHm M G IIIRZ /2 AMENEE
o (FRE ) o UTHRDHTEHBRENNEL :

*Mar 1 02:37:46.846: dotll_auth dotlx_send_id _reqg to_client: Sending
identity request to 0040.96ac.dd05

*Mar 1 02:37:46.846: dotll_auth dotlx_send_id req to_client:
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.930: dotll_auth dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,EAP_START) for 0040.96ac.dd05

*Mar 1 02:37:46.931: dotll_auth dotlx_send_id req to_client:
Sending identity request to 0040.96ac.dd05 (client)

*Mar 1 02:37:46.931: dotll_auth dotlx_send_id reqg to_client: Client
0040.96ac.dd05 timer started for 30 seconds

*Mar 1 02:37:46.938: dotll_auth dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,CLIENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:
Sending client 0040.96ac.dd05 data (User Name) to server

*Mar 1 02:37:46.938: dotll_auth_dotlx_send_response_to_server:
Started timer server_timeout 60 seconds

*Mar 1 02:37:47.017: dotll_auth_dotlx_run_rfsm: Executing

Action (SERVER_WAIT, SERVER_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.017: dotll_auth dotlx_send_response_to_client:
Forwarding server message(Challenge) to client 0040.96ac.dd05

*Mar 1 02:37:47.018: dotll_auth dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.025: dotll_auth dotlx_run_rfsm: Executing

Action (CLIENT_WAIT,CL IENT_REPLY) for 0040.96ac.dd05

*Mar 1 02:37:47.025: dotll_auth_dotlx_send_response_to_server:
Sending client 0040.96ac.dd05 data(User Credentials) to server

*Mar 1 02:37:47.030: dotll_auth dotlx_send_response_to_client:
Started timer client_timeout 20 seconds

*Mar 1 02:37:47.041: dotll_auth dotlx_run_rfsm: Executing Action
(SERVER_WAIT, SE RVER_PASS) for 0040.96ac.dd05

*Mar 1 02:37:47.041: dotll_auth dotlx_send_response_to_client:
Forwarding server message(Pass Message) to client

0040.96ac.ddo5

*Mar 1 02:37:47.042: dotll_auth dotlx_send_response_to_client:
Started timer client_timeout 30 seconds

*Mar 1 02:37:47.043: %DOT11-6-ASSOC: Interface DotllRadioO,
Station TACWEB 0040 .96ac.dd05 Associated KEY MGMT[NONE] (Client stays
associated to the access point)

XX : 1£12.2(15)JAZ BT Cisco IOSE IR A | tkdebugin & #YiE % S debug dot11 aaa
dot1x state-machine.

debug dot11 aaa authenticator process — & R~ & Fin Ml & 4 KR E RS 2R 2 B IPEH SN E
BB, FE : £12.2(15)JAZ BIHICisco |OSE R A | ttdebugdn +#IiE% N debug
dot11 aaa dot1x process.

debug radius authentication - Z RIESERAE i ( 35H AP #% ) 2EK RADIUS thiE. X
THSPRIELABMFNRE

*Mar 1 02:34:55.086: RADIUS/ENCODE (00000031) :0rig. component type = DOT11
*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: ssid [264] 5
*Mar 1 02:34:55.086: RADIUS: 73 73 69 [ssil
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*Mar 1 02:34:55.086: RADIUS: AAA Unsupported Attr: interface [157] 3
*Mar 1 02:34:55.087: RADIUS: 32 [2]

*Mar 1 02:34:55.087: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.087: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.087: RADIUS(00000031): sending

*Mar 1 02:34:55.087: RADIUS(00000031): Send Access-Request

to 10.0.0.3 :164 5 id 1645/61, len 130

*Mar 1 02:34:55.088: RADIUS: authenticator OF 6D B9 57 4B A3 F2 0E -
56 77 A4 7E D3 C2 26 EB

*Mar 1 02:34:55.088: RADIUS: User-Name [1l] 8 "wirels"

*Mar 1 02:34:55.088: RADIUS: Framed-MTU [12] 6 1400

*Mar 1 02:34:55.088: RADIUS: Called-Station-Id [30] 16 "0019.a956.55c0"
*Mar 1 02:34:55.088: RADIUS: Calling-Station-Id [31] 16 "0040.96ac.ddo5"
*Mar 1 02:34:55.088: RADIUS: Service-Type [6] 6 Login [1]

*Mar 1 02:34:55.088: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.089: RADIUS: 73 8C 59 C4 98 51 53 9F 58 4D 1D EB A5

4A AB 88 [s?Y??QS?XM???J?°?]

*Mar 1 02:34:55.089: RADIUS: EAP-Message [79] 13

*Mar 1 02:34:55.089: RADIUS: NAS-Port-Id [87] 5 "299"

*Mar 1 02:34:55.090: RADIUS: NAS-IP-Address [4] 6 10.0.0.106
*Mar 1 02:34:55.090: RADIUS: Nas-Identifier [32] 4 "ap"

*Mar 1 02:34:55.093: RADIUS: Received from id 1645/61

10.0.0.3 :1645, Access-Challenge, len 79

*Mar 1 02:34:55.093: RADIUS: authenticator 72 FD C6 9F Al 53 8F D2 -
84 87 49 9B B4 77 B8 973

*Mar 1 02:34:55.117: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS/ENCODE(00000031): acct_session_id: 47
*Mar 1 02:34:55.118: RADIUS(00000031): Config NAS IP: 10.0.0.106
*Mar 1 02:34:55.118: RADIUS(00000031): sending

*Mar 1 02:34:55.118: RADIUS(00000031): Send Access-Request to
10.0.0.3 :164 5 id 1645/62, len 168

*Mar 1 02:34:55.118: RADIUS: authenticator 49 AE 42 83 CO0 E9 9A A7 -
07 OF 4E 7C F4 C7 1F 24

*Mar 1 02:34:55.118: RADIUS: User-Name [1] 8 "wirelg"

*Mar 1 02:34:55.119: RADIUS: Framed-MTU [12] 6 1400

*Mar 1 02:34:55.124: RADIUS: Received from id 1645/62

10.0.0.3 :1645, Access-Reject, len 56

*Mar 1 02:34:55.124: RADIUS: authenticator A6 13 99 32 2A 9D A6 25 -

AD 01 26 11 9A F6 01 37

*Mar 1 02:34:55.125: RADIUS: EAP-Message [79] 6

*Mar 1 02:34:55.125: RADIUS: 04 15 00 04 [???7?]

*Mar 1 02:34:55.125: RADIUS: Reply-Message [18] 12

*Mar 1 02:34:55.125: RADIUS: 52 65 6A 65 63 74 65 64 0A 0D

[Rejected??]

*Mar 1 02:34:55.125: RADIUS: Message-Authenticato[80] 18

*Mar 1 02:34:55.126: RADIUS(00000031): Received from id 1645/62

*Mar 1 02:34:55.126: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes
*Mar 1 02:34:55.126: RADIUS/DECODE: Reply-Message fragments, 10, total 10 bytes
*Mar 1 02:34:55.127: %$DOT11-7-AUTH_FAILED: Station

0040.96ac.dd05 Authentication failed

- debug aaa authentication - £ REF i iR& NS ARIERSERZEHXN FHRIERN AAA .

HXER

- iR 5 0 IF
- BERSHWITERE
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