BERRE T AP F3EINA WLC Y [F] &R
H %

p)
WLC KB 0 AT FZELR
MR HIEE# 1T
debug capwap events enable
debug pm pki enable
M AP #THIR
LAP i ARSI R R4 ?
ENEXRRER
73 IS EE- FN63942

ERMOBEAD ; T

R ER1 ;. fE g et iE iF 8] B
R B2 B HISEE A ITE
[A]#E3 : WLC AP 1  LAPAIE |

B]#4 : AP AYIE 555 2 4R 4R

[F]F78 . B IR LAPEEIIAWLC
B]#R9 : Microsoft DHCPih it £51R
HXEE

&g
AR BAIreOSToL IR 51 (WLC) R AR M A LR,

TR
=R

Cisco BWERTHUTE®A .
- BEE AR (LAP)HCisco AireOS WLCHEL & Ky E fiti &1iR

- BERFTLEARDI (CAPWAP) B E A HiR



E AV A L

RIHE RN BAIreOS WLC , HFEZE Catalyst 9800 , RE AT TE KA EL,

AR ELBRETRHESREFEPNREREN. S P ERANFERESILTAE
% (BN ) BE. DEENMELTEDRS  FRRETRAESSNBERN,

A

BRXEAMNWFHAEE , HSH Cisco

WLC K I A 0 A Z F2 B

£ Cisco Zi— T4 M&EH | LAP AAMBEEXKIMHMA WLC FEATFLLEF iR,
BR , X&TXR—NAE : HEEB[BUTAEFME , LAPHAIEREHIZFHNEEIPHbit ?

R RBIDHCPEL43, FHA R 5 (DNS)ERAT Cisco-capwap-controller.local_domaings H1LA P2 188 8 i1 B 8 X4 EL3# 4T
RAKRE - MWLAPFAESMEEMNEDMMMIEEKRZTIRNEREO -

MRIXLEFTIEZSN - LAP S EEHEAMFM _EEHKEER 255.255.255.255 X — At/ B UL AYIEFIER - LS - LAPRICERZEHIRM
EE Pl , BMEEEFRENR - ZRRIETHABHINES - BZ - %AP?JI])K%—/\WLCETJ ERicEZ ¥ﬁWLC&E?§ﬂJX]‘E‘}
FRIP, MACR/ZAMBHMNES - Bt - MREFLAPHETEREZONFMFN L - ESEREHREEREOFCHEZML -
MASIER - MREEHRESR LAP , HIBERSFBENEHINEHIZE - FIE - ClscoﬁlXEFHDHCP EIA3HDNSEH i%.

LAPRA LB RERARNBERERZTFIZRNERREOMI - 2455 - ZFIR20 LAP &% 3 E AP EERED (RMABER T
MREEED ) B9 1Pk, BUE LAPBERTILURMABRREE AP EHEEREN,

APEEHNSZHAMTERE :

o LAP EzhFF{EF DHCP MYIKE— IP it (IR Z2 Rk D BLEEZS (P k) .

o LAPBEEMAMEZCIZHRRERINER - WE—MEHRIIR - FEL - LAP JLUBELITED T B iEHIsR 5%
AR O REZ RV IR FZ O3t -

a DHCP#Ti43 (BB TFAAZMZHBUTFRAARBMNZIKEAT ) -
cisco-capwap-controller

- HIDNSHEEB (WA WAFA- A TEXRTAPMANAE ) MRFEACAPWAP , BIRRAE—THBT cisco-
capwap-control lerfyDNSZ B o

o LAP ZRIICEAVIEHIZSAEIER 1P Mtk
o FWMERMSE 3 BB

* %IL.\EEEE@{%E


https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
https://www.cisco.com/c/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html

EHISRHINTE AP REMAR WLC B9 ohAS.

TEHRFIRT , RERNNESEZEF LAP RESZHIREREOMEMNFND - HRW LAPE 3 B BERITHE - 1675
EVRFBTRAE/NENERRBARMDNSIRSZRZNAT -

B_EERRIEE S AZ R DNSEBS DHCP A5 %R - ILIAR— DNSBMZEUZMNRE - BF—K - LAP BRERAZ
PRI - WA ELABEMBEERSRUTR—UEHHAERMDNSIRSZ R[N AEER - 5E - HAEZ1 DNSHEER - ZiEHREH
RS RIAT] -

AELTEADHCPETI43 I DHCPXE BT AMIE - IEHAZERTHAE DNS FHAIAEEW - FI40 - Cisco 7EBR
M BRANIAMEERBNAE - R LAP REXRMAAZEHES - Cisco TEEFERA DNS KB - 251 DHCP option 43
EREIF LAP AHUZHISIAEIE P it —H 4 -

BfE , BSEERTAS DHCP IRSB[BHIMLE - MO LUEZZEH S OMAPHICLI BASREMAZFIRAENER - BRU
AERAAPCLIBSEEZHRERNER - BEAUTHS :

AP#capwap ap prinmary-base <W.CNane> <W.Cl P>

HARMEAEDHCPIRSS 23 EACEDHCP option 4389{E 8 , 152 IFDHCP option 43 & R4

« AFNRLWESMEFIBRRERIER , HEFEHR[RINE , ZANETESREEN. APEER P, SEZIE
MAPEEREONAPREIURZFIZNEEAIREE.

o EFERHSRIIRFZUATIRFERHBRZEMAER (RE AP RIRHBHRIABNEHIT ) -

a TRFRREEN (UABELAPLEE ) .

b. HBNZHIRRAERN ( LHELAPLERE ) .

CE=HHBRAEBN ( LHELAPLEE ) .

d EEFBRMRLAPERIREEEME, HBYHE=ZLFRFEN. ATHLDNEWBNERBFILIHLAPIIA),

e MIRABIEMERER , BEARAMAEFHBATBEERER AT ATSE,

MRFMEHERHIREEDAER |, W @B & I R0 R & TE R SE —MNMEFIRS AR MAER, mMRBNEFHIZEE
ZNEO EBEZAD AP-manager , BEREE APRERADH AP-manager 0,

BHBBNAERNER , IAERLIBRERAPEIE, ER , MABERSAEEERIESF RN EIZRIRE A
Bl MRLAPRBEWEIREHIEZHMABN , MLAPESZRHFIRPHT —MEFIER | FRIFEFIBRCEBENIZHIZR
(E/HFHBIE=)


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/97066-dhcp-option-43-00.html

o WMRBKHMAEER , APFHITRENBRTCERFZEETHRNREG. BN , AP RFMIREIEE T HBREIH E /S 30 A0
BUHBRE , RENSE 1 FREFNTEZLRE,

o NMREER-MRAERE , FOEREREREEHFEERERLRADERRS.
TREER , APIBRERMBANAFEE. At , TSR EFTHNNERNR , XREETH.

MEEHI BT IR

A LA R FIES B — debug S TECLI L EF R TEERE -

.

debug capwap events enable: & R X BB S MABE S,

debug capwap packet enable: & R AIMAMMALE SN HITFESRFES.

debug pm pki enable: & RIEHRIET 2,

debug disable-all: < 81z,

A PR R B B BV R IR A, B A P RBE R 2R (SSH)/ Telnet TEZEEZHR  HMANUTHS

<#froot>

config session timeout 120



config serial tineout 120

show run-config

(and spacebar thru to collect all)

debug nmac addr <ap-radi o- mac-address>

(in xx:xx:xx:xx:xx format)

debug client <ap-nac-address>

debug capwap events enabl e



debug capwap errors enabl e

debug pm pki enabl e

TEHIRBIX e debugin B /5 , W EA{E A debug dissble-allip 2 AFFE AR,

BETRNEDERTLAPERSIZRHITEMEY |, Xdebug rH I Ho

debug capwap events enable

W IREEXCAPWAPKX I MM A S REF % £EHNCAPWAPEHMEIRNER,

LT 24X SWLCE BRI LAPK debug capwap eventsenable i B HI I H



AR ATZEERS , AHPHRETEREE T,

<#root>

debug capwap events enabl e



*spamApTask7: Jun 16 12:37:36.038: 00:62:ec:60:ea:20 Discovery Request from 172.16.17.99:46317

1--- CAPWAP di scovery request sent to the W.C by the LAP.

*spamApTask7: Jun 16 12:37:36.039: 00:62:ec:60:ea:20 Discovery Response sent to 172.16.17.99 port 46317

l--- WLC responds to the discovery request fromthe LAP

*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

l--- LAP sends a join request to the WC

*spamApTask7: Jun 16 12:38:33.039: 00:62:ec:60:ea:20 Join Priority Processing status = 0, Incoming Ap's
*spamApTask7: Jun 16 12:38:43.469: 00:62:ec:60:ea:20 Join Request from 172.16.17.99:46317

*spamApTask7: Jun 16 12:38:43.472: 00:62:ec:60:ea:20 Join Version: = 134256640
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 apType = 46 apModel: AIR-CAP2702I-E-K9
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join resp: CAPWAP Maximum Msg element Ten = 90

*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 Join Response sent to 172.16.17.99:46317
*spamApTask7: Jun 16 12:38:43.473: 00:62:ec:60:ea:20 CAPWAP State: Join

l1--- WL.C responds with a join reply to the LAP.

*spamApTask7: Jun 16 12:38:43.964: 00:62:ec:60:ea:20 Configuration Status from 172.16.17.99:46317



*spamApTask7:

Jun

I--- LAP requests

*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask?7:
*spamApTask?7:

Jun
Jun
Jun
Jun
Jun

1--- WLC responds

*spamApTask7:

*spamApTask7:
*spamApTask7:

*spamApTask7:

*spamApTask7:

Jun

Jun
Jun

Jun

Jun

16 12:38:43.964: 00:62:ec:60:ea:20 CAPWAP State: Configure

for the configuration information fromthe W.C

16
16
16
16
16

by

16

16
16

16

16

12:
12:
12:
12:
12:

38:43.964:
38:43.964:
38:43.964:
38:43.964:
38:44.019:

provi di ng al

12:

12:
12:

12:

12:

38:46.882:

38:46.883:
38:46.883:

38:46.883:

38:46.883:

00:62:ec:60:ea:20 Updating IP info for AP 00:62:ec:60:ea:20 -- stati
00:62:ec:60:ea:20 Updating IP 172.16.17.99 ===> 172.16.17.99 for AP |
00:62:ec:60:ea:20 Running spamDecodeVlanProfMapPayload for00:62:ec:6
00:62:ec:60:ea:20 Setting MTU to 1485

00:62:ec:60:ea:20 Configuration Status Response sent to 172:16:17:99

the necessary configuration infornation to the LAP

00:62:ec:60:ea:20 Change State Event Request from 172.16.17.99:46317

00:62:ec:60:ea:20 Radio state change for slot: 0 state: 2 cause: 0 d
00:62:ec:60:ea:20 Change State Event Response sent to 172.16.17.99:4

00:62:ec:60:ea:20 CAPWAP State: Run

00:62:ec:60:ea:20 Sending the remaining config to AP 172.16.17.99:46

l--- LAP is up and ready to service wireless clients

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmInterferen

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmNeighbourC



*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for RrmReceiveCtr

*spamReceiveTask: Jun 16 12:38:46.897: 00:62:ec:60:ea:20 Configuration update request for CcxRmMeas pay

l--- WLC sends all the RRM and other configuration paranmeters to the LAP.

WM HEDHAHR , —B LAP B WLC #1T5EM , eFaREUBEACERERHREEHENMEG, MR LAP EHBRES WLC
THMETE , BBA LAPFE XM WLC R TEI MG, MR LAPSE WLC EEEEMNME , BN WLC R TEEBENHtS
.

MERLAPIESE M IR P MR &I TE G |, 89 debug capwap eventsenable Wi FHIH T BRI THE :

*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Sending image data block of Tlength 1324 and msglLen
*spamApTask6: Jun 17 14:23:28.677: 00:62:ec:60:ea:20 Image Data Request sent to 172.16.17.201:46318

*spamApTask6: Jun 17 14:23:28.693: 00:62:ec:60:ea:20 Image data Response from 172.16.17.201:46318

RETRTRE , LAPREHBIHBRETRAHMAEE,

debug pm pki enable

FERMAZ RN -2 , WLCELH NS LAPHIEHE BT HE1T & HRIE,

M@ WLC £3%E CAPWAP IIAERE , AP &N E X509 iE#H# AE| CAPWAPHEHF, APELER—MHENAIEID, ZA2iFEID
SETE CAPWAP IIAERS, HWLCIEICAPWAPIIAERE , ©REAAPAARIEX S0 PNZER , ARBIUIPREHZEM
HIEBFENEMNE o

CREFAPEBERARBHFT S ABRME  FFZEHANASHEECH BBMTRA®TER (Eit , SHERSEERENE
EHE BEAFIATE ) » 205 X509 iIF BB WIE , WLC FEK —MNEVIEY AESMFEFR. WLCHAESEHRAAEMZHSIZE | LUETR
LANBZ BRI REAPKIEMCAPWAPEEEE, B35S , BIEEE LAP Si2H|35 2RI CAPWAP BREF LB E R & 1%,

debug pm pki enable 5 & REZRSIBI M MA M R A ERNERIEERE., MBEAPELWAPPERRZFGIEM BZRIEH(SSC) , debug
pm pki enable i SESEMAHEHE RAPKHE, MBEAPEFDAIEREIEBMIC) , NEE RIS FHHH.



AR 1 200656 AUEEFNAIAEAREE —IMIC,

BT 2#AMICHILAPIN A2 4]258¢debug pm pki enable S RIS H



AR ATZEERS , AHPHRETEREE T,

<#root>

*spamApTask4: Mar 20 11:05:15.687: [SA] OpenSSL Get Issuer Handles:

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:

CN=AP3G2-1005cae83a42/emailAddress=support@cisco.com

*spamApTask4: Mar 20 11:05:15.688: [SA] OpenSSL Get Issuer Handles:

locking ca cert table

x509 subject_name /C=US/ST=Californ



i ssuer_nane / O=Ci sco

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:

Cert

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:
*spamApTask4:

*spamApTask4:

Verify User Certificate:

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

Mar

Mar

i s issued by

Mar
Mar
Mar
Mar

Mar

Mar
Mar
Mar

Mar
Mar
Mar
Mar
Mar
Mar

Mar

20
20
20
20
20
20
20
20
20

20

20

Syst ens/ CN=Ci sco Manuf acturing

11:
11:
11:
11:
11:
11:
11:
11:
11:

11:

11:

Ci sco

20
20
20
20

20

20
20
20

20
20
20
20
20
20

20

11:
11:
11:
11:

11:

11:
11:
11:

11:
11:
11:
11:
11:
11:

11:

05:
05:
05:
05:
05:
05:
05:
05:
05:

05:

05:

15.
15.
15.
15.
15.
15.
15.
15.
15.

15.

15.

688:
688:
688:
688:
688:
688:
688:
688:
688:

688:

688:

Syst ens.

05:
05:
05:
05:

05:

05:
05:
05:

05:
05:
05:
05:
05:
05:

05:

15.
15.
15.
15.

15.

15.
15.
15.

15.
15.
15.
15.
15.
15.

15.

688:
688:
688:
688:

688:

688:
688:
688:

688:
688:
691:
691:
691:
691:

691:

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

[SA]

[SA]
[SA]
[SA]
[SA]

[SA]

[SA]
[SA]
[SA]

[SA]
[SA]
[SA]
[SA]
[SA]
[SA]

[SA]

Get
Get

OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL
OpenSSL
GetMac:
OpenSSL
OpenSSL

Get
Get
Get

Get
Get

OpenSSL Get

OpenSSL Get

MAC:

MAC:

CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:
Issuer Handles:
1005.cae8.3a42
Issuer Handles:
Issuer Handles:

openss1 Mac Address in subject 1is 1
CN AP3G2-1005cae83a42
issuerCertCN Cisco Manufacturing CA

openss1 Mac Address in subject 1is 1
Cert Name 1in subject is AP3G2-1005c

Issuer Handles: Extracted cert issuer from subject

Issuer Handles:

Retrieving x509 cert for CertName cscoDefaultMfgCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultMfgCaCert>
Found matching CA cert cscoDefaultMfgCaCert in row

Found CID 260e5e69 for certname cscoDefaultMfgCaCert

CACertTable:

Found matching CID cscoDefaultMfgCaCert in row 5 x

Retrieving x509 cert for CertName cscoDefaultNewRootCaCert

sshpmGetCID:
sshpmGetCID:

called to evaluate <cscoDefaultNewRootCaCert>
Found matching CA cert cscoDefaultNewRootCaCert in

Found CID 28d7044e for certname cscoDefaultNewRootCaCert

CACertTable:

Verify User
Verify User

sshpmGetCID:
sshpmGetCID:

Found matching CID cscoDefaultNewRootCaCert in row
Certificate: X509 Cert Verification return code: 1
Certificate: X509 Cert Verification result text: ok

called to evaluate <cscoDefaultMfgCaCert>

Found matching CA cert cscoDefaultMfgCaCert in row

OPENSSL X509 _Verify: AP Cert Verfied Using >cscoDefaul t MgCaCert<



*spamApTask4: Mar 20 11:05:15.691: [SA] OpenSSL Get Issuer Handles:

Check cert validity times (allow expired NO

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: called to evaluate <cscoDefaultIdCert>
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmGetCID: Found matching ID cert cscoDefaultIdCert in row 2
*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle: called with 0x1b0b9380

*spamApTask4: Mar 20 11:05:15.691: [SA] sshpmFreePublicKeyHandle:

freeing public key

M AP#ITIRR

MRZHFRAHARERMABER , WEAPRARFARANTTUMAPRRHEE, EUUEAXLESTERAPENERE , B4MEL
HABAER (BIAOSHACisco) o

debug dhcp detail : & 7~ DHCP %11 43 &

« debugip udp : ERAPEWME MWK FIEUDPREES.

debug capwap client event : & 7~ AP B9 capwap B4,

+  debug capwap client error: &7~ AP B9 capwap iR

« debugdtisclient event: &7~ AP 8 DTLS E44,



+ debugdtiserror enable £ /R AP ) DTLS 8%,

undebug all: £ AP EZ AR,

T E Rdebug capwapin T BV H R Bl HERD IR EAPESI SEIBRPRENBIESNELR , RRIMMAZSIER,

<#froot>

AP can discover the WLC via one of these options :

*Jun
*Jun

*Jun

*Jun

AP di scovers the

28 08:43:05.839:
28 08:43:15.963:

capwap Di scovery

28 08:43:15.963:

Capwap Di scovery

28 08:43:15.963:

WL.C via option 43

%CAPWAP-5-DHCP_OPTION_43: Controller address 10.63.84.78 obtained through DHCP

%CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.78 with discovery type set

Request using the statically configured controller information.

%CAPWAP-3-EVENTLOG: Discovery Request sent to 10.63.84.32 with discovery type set

Request sent using subnet broadcast.

%CAPWAP-3-EVENTLOG: Discovery Request sent to 255.255.255.255 with discovery type



1--- capwap Join Request sent to AP-Manager interface on DHCP di scovered controller.

*Jun 28 08:40:29.031: %CAPWAP-5-SENDJOIN: sending Join Request to 10.63.84.78

LAP RIMAZEFIBRHNERZEMF XL ?

ENEFXREER

APEERE WLCEBE?

.

F{RAPMDHCPIREUE 1 ( 8 ZDHCPIRSE B3 FAAPKIMACHEHE ) o

I I 283 APHAT ping#R 4E

BRERHLWSTPREREBER , XHEFRHEIERESVIANNBIES,

IR ping R, BR AP EDALEE —F G ERRED — N AR ARBIRHEN WLC #2F A telnet/ssh LUz TR,

BREFHEHN , APELE WLC XMFIHZREN AP, EFEZ APHREERSIMA WLC,



TEHHET LAPRMA WLCH—EERLEFER,

i BA : P H- FN63942

EHEPRANEPNEXBNEFEZBRE 10 £, NREZNAPEWLCHEIRBE10E | SEHNIEPBIESSHAPMARE, X
HEENFMER | IFEEfiddnotice : Field Notice : FN63942,

EERNEERA : RO

&1 RERRe EE Y TIER A RERE

EX S RBAITHEIRR , BERATESR

«  TEAPL ) Hdebug dtls client error + debug dtls client event@i % :

<#root>

*Jun 28 09:21:25.011: DTLS_CLIENT_EVENT: dtls_process_Certificate: Processing...Peer certificate \
*Jun 28 09:21:25.031: DTLS_CLIENT_ERROR: ../capwap/base_capwap/capwap/base_capwap_wtp_dtls.c:509 (
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL :

Bad certificate Alert

*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_client_process_record: Error processing Certificate.
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_disconnect: Disconnecting DTLS connection Ox8AE7FDO
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_free_connection: Free Called... for Connection Ox8AE
*Jun 28 09:21:25.031: DTLS_CLIENT_EVENT: dtls_send_Alert: Sending FATAL : Close notify Alert

HERBFENE REFIRNETEAPHIERERERA. Eit , APTEIMEIRFIZR, AP LLZENIEHEETMELHER
EfE, MHARERFERE , EEEAPLEBRIESERERA.

o MERFIZRBICLIAE showtime @y , AMERIEIRHIZ LM BHMN RRERTELEREBA. 0RERHBI2REFEL
BRERA , NiEESRH RN EREAERRERAN.


https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html
https://www.cisco.com/c/en/us/support/docs/field-notices/639/fn63942.html

AR WRERR ENNERETER , HERHERGUIER TiEE Commands > Set Time , SEZEHIZRHICLIF
& Hiconfig timeds & iR B 2 HI 2281 H

«  FEWLUFECLIKAPL , iEMAPICLIH f A show crypto ca certificates & X3 il 5 3 1T

BELGS , B LBEIAAP LNIEBAERERIEE. REWT :

AP00Oc1l.649a.be5c#show crypto ca cert



Certificate

Status: Available

Certificate Serial Number (hex): 7D1125A900000002A61A
Certificate Usage: General Purpose

Issuer:

cn=Cisco Manufacturing CA SHA2

o=Cisco

Subject:

Name: AP1G2-00c1649abe5c

e=support@cisco.com

cn=AP1G2-00c1649abe5c

o=Cisco Systems

1=San Jose

st=California

c=US

CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca2.crl
Validity Date:

start date: 01:05:37 UTC Mar 24 2016

end date: 01:15:37 UTC Mar 24 2026

Associated Trustpoints: Cisco_IOS_M2_MIC_cert
Storage:

RIIHBENMaH  RATRFEFSELGTHEXRNEREAR. REBXBREE/EENERER
: Cisco_lOS MIC_certMBAMHRFERHPMMERAPERR, UL ROIFES , WRRBAName : C1200-001563e50cTe. XREZE
RHSEBREB AR E R,

. FZREREHEID CSCuql9142


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

LAP/WLC MICESSCE ARSI S BDTLSHE : 2ERUEEID CSCuq19142,

B2 . EHSEE A TE

#& 7] LATE debug capwap eventsenable S S H R E B E A

<#root>

*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure
*spamApTask7: Jun 28 11:56:49.177: 00:cc:fc:13:e5:e0 AP 00:cc:fc:13:e5:e0: Country code is not configure


https://tools.cisco.com/bugsearch/bug/CSCuq19142
https://tools.cisco.com/bugsearch/bug/CSCuq19142

*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:
*spamApTask7:

Jun
Jun
Jun
Jun
Jun
Jun

28
28
28
28
28
28

11:
11:
11:
11:
11:
11:

56:
56:
56:
56:
56:
56:

49.
49.
49.
49.
49.
49.

177:
177:
177:
177:
177:
177:

WL.C nsgl og show these nessages :

00:
00:
00:
00:
00:
00:

ccC:
CccC:
CcC:
CC:
CC:
CC:

0 13:
1 13:
0 13:
0 13:
0 13:
0 13:

e5:
e5:
e5:
e5:
e5:
e5:

el
el
el
el
el
el

Setting MIU t 01485

AP 00:cc:fc:13:e5:e0: Country code is not configure
Regul atory Dormain M smatch: AP 00:cc:fc: 13:e5:e0 nc
Fi ndi ng DTLS connection to delete for AP (192: 168: ¢

Di sconnecti ng DTLS Capwap-Cirl session 0x1d4df 620 f
acDt | sPl unbControl Pl aneKeys: |rad: 192. 168. 47. 29( 60:

*spamApTask5: Jun 28 11:52:06.536: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7095 00:cc:fc:13:e5:e0: DT
closed forAP 192:168:47:28 (60389), Controller: 10:63:84:78 (5246) Regulatory Domain Mismatch

HEEERRALAPHIWLCH EHE AR, WLCKEFSNMESE , BELARRESNMNESE , APFTRENZEMA, Hin, A
FAEMA (BARH ) . HBWEAPE , FRARTNAZHENEFTE. REXHF

B A B WLC

ReeE5EHEEE A B AP

AP FREZIZE| WLC,



EE X TEANAP, 802.1b/gF1802.11aFcLk BAAME B — B #lE .,

B3 : WLCEB A TAPERIIEK ; LAPREZMRFIRA

EUEBERT , BFIEHHIES L debug capwap events enablef S HI ML A B ZIMLE LS -

<#froot>

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received CAPWAP DISCOVERY REQUEST



from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Received LWAPP DISCOVERY REQUEST
from AP 00:0b:85:51:5a:e0 to ff:ff:ff:ff:ff:ff on port '1’

Wed Sep 12 17:42:39 2007: 00:0b:85:51:5a:e0 Successful transmission of

CAPWAP Discovery-Response to AP 00:0b:85:51:5a:e0 on Port 1

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 Received CAPWAP JOIN REQUEST

from AP 00:0b:85:51:5a:e0 to 00:0b:85:33:52:80 on port '1'

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 AP ap:51:5a:e0: txNonce 00:0B:85:33:52:80
rxNonce 00:0B:85:51:5A:EQ0

Wed Sep 12 17:42:50 2007: 00:0b:85:51:5a:e0 CAPWAP Join-Request MTU path from
AP 00:0b:85:51:5a:e0 is 1500, remote debug mode is 0

Wed Sep 12 17:42:50 2007:

spanRadi usProcessResponse: AP Aut horization failure

for 00:0b:85:51:5a:e0

MRFATELRHEAHEONLAP , F£/8% Hdebug capwap client errorin SENF 2B RMHEE -

<#root>

AP001d.a245.a2fb#

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG: spamHandleloinTimer: Did not receive the
Join response

*Mar 1 00:00:52.267: LWAPP_CLIENT_ERROR_DEBUG:

No nore AP nmanager | P addresses renmin.



XEXPRRBELAPTE TEFHIES EWAPEXTIEK,

ZAUERUT R TEEAPRRIIRIRE

<#froot>

(Cisco Controller) >

show aut h-1i st

Authorize APs against AAA . ... ... it enabled
AlTow APs with Self-signed Certificate (SSC) .... disabled

EFLAPRMBAPERFIER S | &M Hconfig auth-list add mic <APMAC Address> &%, BXIAERE LAPENNESZESR | 5

B4 - APLBIEP HEB IR

HATERFERE , LAP T2MAZEFIR,

& Hidebug capwap errors enablefldebug pm pki enable 856, #0FE 25 Hil P RBZARTHE S,


https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html
https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/98848-lap-auth-uwn-config.html

AR BT ZERS - MUNHBIABTEBESE T -

<#root>
Tue Aug 12 17:36:09 2008: 00:0f:24:a29:52:e0

CAPWAP

Joi n Request does not include valid certificate in CERTIFI CATE_PAYLQAD
from AP 00: Of : 24: a9: 52: e0



Tue Aug 12 17:36:09 2008: 00:0f:24:29:52:e0
Deleting and removing AP 00:0f:24:a9:52:e0 from fast path
Tue Aug 12 17:36:09 2008: 00:0f:24:a9:52:e0 Unable to free public key for AP

ER AT HMET . — SRR R LR E

*+  MICAP-ERBHFZEI(RMA).

* LSCAP- EFiFE LSCiE+.

[BIRE5 : EHIBFEPEEIRVLANEHNAPRIUEE. ( BB ERIVERdebug , EFRLETR )

#:7] LUFE debug capwap events enableds S H R B R HE A -

<#root>

Recei ved a Discovery Request with subnet broadcast with wong AP I P address (A B.C. D)!

HEH BRI E S BIP I RIER | &SRR AL AR P u R ERGIR LEMEREN FMF, XtUEREEFHES
Y R IR bR,

BFBETFAPT2REE Pt KX LI BERWER, EHFRERBEHEFLREENHVLANN BEIER, HTRUNK T
VLANE R FERSIHNTLVLANG , BEASREXER.

ERRMAE | BEERA TSR

o MRVPHEDBEEMFNE , KFEHIIRHIERAIPHULTTES AP, BN , APKIER KIS E 2 —BUHERHIZR Pt

o THHEEN AT —LEVLANTIEZRSIZEF Eo 1 trunk EFR&IRFE VLAN,



BIE6 : APTTEMAWLC , BHAEREXEN RO

MBLWMEFER THAE , WHREH A LR AXERD | LAPT N AZHE I SEHBBE,

FRHBRAT®RA

7 CAPWAPREF LT UDPI%A :

BAE - 5247

4 - 5246

RBEHUEREZSHAOT UDPIRA :

16666 - 16666

16667 - 16667

3 CAPWAPEE A UDPI%O 5246 F 5247,



AT SNMP#Y TCP 161 #1 162 ( @A F Wireless Control System [WCS] )

X ORAIES (BURTENER ) -

UDP69 , AT TFTP

TCP 80 /= 443 , ATF&EX HTTP = HTTPS B GUI 18]

TCP23 #/=% 22 , AF &N Telnet = SSH &9 CLI 514

BIFE7 : PEREIPHUES

XRIAPEHMAWLCHERN S —NELME, HAPZIAMAZF RN , BAUFIRERER.

<#froot>

No nore AP nmanager | P addresses remain

SHHMWEREEN—IMRERRE , NEREFEES APmanager IP it T2 —HMNESHN IP i, EXTERT , LAPHRIEEHE
BEIIRDS , TEMAZEFIE,

it B RWLCMAPERLWAPPAIER |, FHIFLWAPPA BN R 4% # BIAP,



it , WLC T2l AP X HE LWAPP IIAER,

BT X ] BB AT BEHERR |, EM AP manager FRTE IP TR L — A EL ENX AP manager 31T ping #B1E. AR5 , ERE ARPE
7. MRRIESHIPHL  BEHREESESIPHUIRE  REXEZN P | FEAEMEHEGH—IPit,

RS, APRATLUIMA WLC To

B8 . EEMIRBKHILAPE EMAWLC

RBRTEBEART 20 WLCEM. AFRERLERHEE:

AAA Authentication Failure for UserName:5475xxx8bf9c User
Type: WLAN USER

MRBBRTLEAIPEMPRMRGIH 4 THEES |, WTRQRELRE, R LAP ERRMER4—REITE , NEEFH LAP R
nE AP BIRFIRF, FOREEREREM > APEKE , FF APRMEIRNIIRP. RE , APKIMA , NZHEIZBRTHREG , REEH
BEEATEMBWLC, AR5, EEEN APEINF RN, LAPTRRE, EHME , HURBEEMEEHER,

[B1 &9 : Microsoft DHCPih it 48 iR

LA MAWLCE |, AR TUBRERERHEIPHEIE | X4 S B Windows DHCPIRS 259X LE1PFRIZ I BAD_ADDRESS , M iREFER
DHCPith, BXEFMEE , HSMCiscockinsl EIERES.ARNE,ImERE—%,

HEXES

+  APS5SCatalyst 9800RYE 15 12


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-guide/b_cg82/b_cg82_chapter_0101000.html#dhcp-release-override-on-aps
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9120axe-access-point/221056-understand-the-ap-join-process-with-the.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



