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( SHIDE: Guest ]

Aeoess Point
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Corporate Employee/
Contractor/Personal Devices

WVikhware Host
Hicl/Vmnetd = DHCP

Hame IP Address Credential
Vimware Host 10.10.10.2 |(Machine used fo host the ISE 1.0 MR vmwane server files)
Identity Senice Engine 10.10.10.70 [admin/ default 1A
Active Directony DNS/ DHCPS CA Server (10.10.10.10 | (Machine used fo host Active Directory” DNS/ DHCPY CA Server]

|
BXTRANGEEES | WSH Cisco HAETAN,
To LANZR HIBERADIUS NACHICoASER

IR BFEWLCAREB EH K BHISE RADIUSIRESBHNURLEERAVY ., XMNEATHERBHT
RADIUS NACIZERIZOHWLAN, LU ZIAFURLEE[MHAICisco AV-Pairft |, & i A
POSTURE_REQDIAZ, XEX 514185 ZHWEBAUTH_REQDIRASAEE,

YISE RADIUSTRE B[N A EZEFBRFS Z 21 ER , B2 X HCoA ReAuth, Session_IDA T HIE
BEE—&, FALHHAUKC (ERFHRIE ) ¥, EF2KIEZURL-Redirect AV-Pairs, HT&E
URLEZEM@BAVH , RIEWLCHER FiwmFBEEL 2T,

MR KR FARADIUS NACIRE , WLCHZBURLEE[VSA.

CoA-ReAuth : iIXBIIRFC 35761% B8 . ReAuthZhaE 2 RINEILA BT XM M B CoA S+,
RADIUS NACIREES L HNEEE K , (HCOAZEEE FRET 1R,

Pre-Posture ACL : Y& P imdt FPOSTURE_REQIAASHE , WLCHIERIA 1T R 2 FE L BRDHCP/DNSZ

SNNFTERE. Pre-Posture ACL ( #Eurl-redirect-acl AV-Pairdh#58 ) A T&F % , iZACLH S
THRNBERE iR AUEENRNE,
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Pre-Auth ACLEVLANZEE : 7.0MR1FXIFSEAVLANT R BEEHAUthC VLAN, RN KEE R
FERIREVLAN , EFfFRAENSFENVLAN, BARRETLTEERVLAN,

TR AN HIZBERADIUS NACHICoATHEETR

LTEREHTEFRBEYFRiRRS SRS DRIEMNACRERIENEEXRNFERES

1. B i A dot 1 x & A IIE# 1T & 4RIl

2. RADIUS Access Acceptfk % i 0 80/Y B E [0 URLF ‘215 S 1 1P i ik R O = PR B VLANEY Tl
F 3% UEACL,

3. BN EE M Flaccess acceptHFIRHAURL , H#H AFRE , ERITERRDRIE, &Fit
RSN EFIHESISERSEFERE , HIRIEISE NACRRS B LEENRERIIE S,

4. BPiE FMNACREBIRARIE ( BiKOAS0MRE ) : REMBOSOKEHTTPAIER
 BREIBREEM G RESHREENURL, ISENERFHERTRIAEZEMNNEF K, X
, B ImENA THRISERREEBRIP , NILER , BR iR EESISERSS=#HTHEE.

5. HFACLEEE A AFILRE , AEWLCATFRRE, MRKXEVLANEE , REAFIZUEES
JKISERRSS 85

6. ISEE FimE K14 /E , RADIUS CoA-Req with reauth servicefF £ EFIWLC, XFBHHFF
WHNEFERRIE (BT LEEAP-START ) . EFFHRIEKINE , ISEARKEBEH
ACL (NRE ) MFTURLEE [ 15 EVLANK 7R #32,

7. IERFC 3576, WLC X #FCoA-ReqHDisconnect-Req. RIERFC 5176 WLCEEX R EFH
B AR SS #Y CoA-Req.
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1. $TFF BB E O iA [\ https:/ISEipHb it

2. S ElAdministration > Identity Management > Identities.

(" identities Groups

] «l» System
External Deployment
— L [:,r_rr'.ging

S Identity Management

Idanli'tlﬁ
Groups \

Identities Certificates External Identity Sources
F = - —
3. % & Users , AFEHAA (MBHRAF ) . MANTAFEHSESEMployeed : #H
: employeeZ 3
: XXXX
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«%s System | Gl identity Management = [jjjj Network Resources |4 Guest Management
Idantities Groups External Identity Sources

Identity Sourca Sequences Seftings

o [ ——— |
Idantities | l Nabwork Access Users > Mew Network Access Liser
~ o) * Network Access User
LS . F
é~ S hk
o * Name mployee Status
T Users  ofp— » -
[ Encpoints » Emal |

* Password

Pasoworg [ 4 |

* Re-Enler Password |—-— |

r User Information

4. BH“Submit’, #H  REEEF : XXXX
5. WA Mk P EE R,

Identities H Network Access Users

C L) S Est obadd | [changeStatus v | oimpont
@~ r e Status ~  Name Des|
L Usors : (1 Enabled O contactr g

&5 Endpoints ’ () B Enabled 2 employee
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[ISEXREZERADIUSTE RV AR EMLMEISERBAE N, XEMBFREZBREFEHIPHILE XK,
ISEM &R & E XA LIEEIPHITERE , AN ATENRRSNEEGRRE.
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SSH,

MERFELNE NP EESHRNRFATESSE , LEATUERNEZHRKRERERL DA,
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1. MISE%: Z Administration > Network Resources > Network Devices.
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{ Habwork Devices Network Devica Groups Extarnal RADIUS Servars RADILS Server Sequences 5064 AAA Servers
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&- it Description

[ Matwork Devices 3 \

il Dstout Device | * IP Address: [10.10.10.5 [tz | |
ModelName [ ~]

Sofware Verson [ 7]

* Network Devioe Group

Location | AN Locasons s [[SetToDotast
Device Typs ANl Device Types =| [ SetToDefast

‘ » Authentication Seitings
Enable Authenticalion Seflings
Prowocal  AADIUS
* Shared Secret [smes| | [ show

[+ NMP Semings
[) » Secunty Geoup Accass (SGA)
L) » Devics Configuration Deployment

[ Bubma | | Cancel |
2. 7ENetwork Devices ( M&i&& ) F , £ HAdd. i AIPHbiE | #HEH & Authentication

Setting , R/E % AciscotE N HZE 4,
3. RIFWLCKE , HEFIFRFHEIARFIZ,

='=System  Jil idenity Management  [ji§ Network Resources | | Guest Management
{ Matwork Devices Hatwork Device Groups External RADIUS Sarvers AADIS Sanver Saquences SGA AR Sarvers

Notwork Devices |mnm-

t:* _..I:"j Jem doads  [youpicsts Lowmpen gl Evpent = ¥ Dolsts -
_ e Narne «  IPMask Location
i Metwork Devices 2 pod-wic 10.10.10.532 Al Locations

ERISER{TELR S GBI

FEMBISELX802.1xTL T F imitt 1T HHBWIE , HEHActive DirectoryfEN & 115,

BREBRATSRE :

1. MISESin B SE > & I
2. BHEFDot1x > Wired_802.1X(-)o
3. BE N ERREUMERRMEYE,



|4 Puirenbeaton | [8 Athoreation [ Profing [ Postum [ Glenl Proesioning | ) Secury Group Access 3l Poliey Elerme s
Pulies T [ Elmple (=) Rue-Based

* Fuln Dased

B = e | l' allwe peodnienti | Mllowes Froloos - Defact Netem | w0 G Mdoes =

B - panx [ | wred_pozix :ﬁwuww Allrses Fraloosl : Dafseh Metata o | 50, i Atias -

B - Dl Rule 000 maksh A [ Addad Condinng Below i Libay O -

Corefitian Masss Expresinon ‘
e Wiree_B0J. 10 | AN oy
R Anehinatl s
_‘ A Cand ban from Liseany
Dot

4 NEHRBTHIIRS | RBFEEZHE> Wireless_802.1X.

| if | wired_802.1X

=

* Dot
.

Default Rule (i no match) E

Condition Mame

|
allove protocals | Allowed Protocol : Defaull

[ Add &l Conditions Below to Library

Expression

L IWirad_ElJ‘Ej}{

| Select Candition

(il
i

g Wired_MaB
B Wired_802.1X
B Wirgless_S02.1X

B Switch_Local_Web rtication

5. FExpress&#i% E NOR,

6. B FFafter allow protocolsi&I , %32 BRIAK K ZF A F (Internal Users) ( BRIA ) o

= | |Daity It

Wairge_B02 13 A

— | alkows prolocols | Allgwed Prolocod | Defaull Mebvoi el and 3

- H Add Al Condlions Below Iy Library

Drafaiuill Fa (1T md makeh) a

Conddion Mame

o Wired_anz.1x |

o wiineless_B0ZAN W

Expressaan

Acondition 1o match an@02.1% based T.I'I"IE rilication reque




':«;Ifs'él.;'.' l[dentity Services Enaine

iy Home  Monitor = Folicy = Administration »

|4 Authentic ation L Authorizaton b Profiling __"T"'. FPasture |ﬂ Client Provisioning |; Security Group Access

e e s—
Policy Type () Simple (%) Rule-Based
* Rule Based
- [mem I‘[ Viired_MAE ] allow protocols | Allowed Protocol | Defaull Net|
- | [Dotix |~[ Wired_B021X0.. < J allow protocals | Allowed Pratocol : Default Nef

B - Defaut use | Infernal Users |

|dentity Source | Intarnal Users

Options
Ifauthentication failed | Reject -

= | Default Rule (f no match) allgw prg .
ifuser notfound | Reject >
if process failed | Drop -

7. REHMAAIRIE, £HiSaveSTEIXEL TR,

Bootstrap7c £k LANIZ § 85
FWLCHEEBIR 4&

Cisco 2500 Series Wireless Controller Deployment Guide 3£ 124t 7 Cisco 250074k LAN3Z2 &1 38 20
/M,

52 1 /5 3 () - Bic IR 420 B 8%

(Cisco Controller)
Wel come to the Cisco Wzard Configuration Tool Use the '-' character to backup
Woul d you like to termnate autoinstall? [yes]: yes AUTO | NSTALL: process term nated
-- no configuration | oaded System Nanme [Ci sco_d9: 24: 44] (31 characters nax):
| SE- Podx Enter Administrative User Nane (24 characters nmax): admn
Enter Admi nistrative Password
(3 to 24 characters): Ciscol23
Re-enter Admi nistrative Password: Ci scol23
Managenent Interface | P Address: 10.10.10.5
Managenent | nterface Netmask: 255.255.255.0
Managenent Interface Default Router: 10.10.10.1
Managenent Interface VLAN Identifier (0 = untagged): O
Managenent Interface Port Num[1 to 4]: 1
Managenent |nterface DHCP Server |P Address: 10.10.10.10
Virtual Gateway |IP Address: 1.1.1.1
Mobi lity/ RF Group Name: |SE
Net wor k Nanme (SSID): PODx
Configure DHCP Bridging Mdde [yes][NJ: no
Allow Static | P Addresses [YES][no]: no
Configure a RADIUS Server now? [YES][no]: no
Warni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.


/c/zh_cn/support/docs/wireless/2500-series-wireless-controllers/113034-2500-deploy-guide-00.html

Enter Country Code list (enter '"help' for a list of countries) [US]: US

Enabl e 802. 11b Network [YES][no]: yes
Enabl e 802. 11a Network [YES][no]: yes
Enabl e 802. 11g Network [YES][no]: yes
Enabl e Auto-RF [YES][no]: yes
Configure a NTP server now? [ YES][nho]: no
Configure the ntp systemtine now? [ YES][no]: yes
Enter the date in M DD YY format: midd/yy
Enter the time in HH MM SS format: hh:nm ss
Configuration correct? If yes, systemw |l save it and reset. [yes][NJO: vyes
Configuration saved!
Resetting systemw th new configuration...
Restarting system

BEXRIER

PR 5855 2 B A 4B XAl (Fast Ethernet 1)BILAARER O, 4RER#HLIE OB B N802.1QH 4 H it
Hehgk FRATEVLAN, ZAMEVLAN 102 ¥ EEWLCH BEREO,

802.1QX ¥ im ABENT :

swi t chport

swi tchport trunk encapsul ati on dot 1q
swi tchport trunk native VLAN 10

swi tchport node trunk

T 5 0% BRSS27(ISE)RINBIWLC

EEFISERMBIWLC , MER L LB A802.1XFCoATIRE,

BERATIR

1. FRIKE | AFEEEIPod WLC ( EAREHTTP ) > https:/wlce
2. SMERE>SHBIE>WE,



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACI

RADIUS Authentication Servers > New

Server [ndex (Priorty) 1 =

Server [P Address 10.10.10.70

Shared Secret Format ASCIT -

Shared Secret LT

Confirm Shared Secret T ‘.\
= (Designed for FIFS customers and reguires a key wrap compliant RADIUS server)
Part Number 812

Server Status Enabled =

Support for RFC 3576 Enabled - *...
Server Timeout 2 seconds
Netwark User | Enable
Management | Enabla

IPSec Enable

3. MALLTE : fRSSE5IPHu4E : 10.10.10.70 ( REDH ) HEH4H : ciscoZFRFC
3576(CoA) : B A ( BiA ) HAr BN A : i

4. B T Apply4k4L,

5. %&#RADIUS Accounting > Add NEW,

afear]es
CISCO MOMITOR WLANS CONTROLLER WIRELES SECURITY MAMAGEMENT L
Security RADIUS Accounting Servers > New
¥ AAA Server Index (Priorty) 2 -
General I«-I-"i
» RADIUS Server IP Address 10.10.10.70
Authentication
Accounting Shared Secret Format ASCI -
_ Pallback Shared Secret reewy
P TACACS+
LOAP Confirm Shared Secret weani ‘“’"‘h
Local Mat Users
MAC Filtering Port Number 1813
Disabled Clients Server Status Enabled =

Uzar Lagin Policias
AP Policies Server Timeout 2 Seconds
Password Polices

Network User [ Enable
k Local EAP

IFSec [l Enable
¥ Priority Order
F Certificate

6. M ALLT{E : BRESEIPHAE : 10.10.10.70 L = 2734R : ciscoEtFIERZA : BRIk
7. B HApply , AERFWLCHEE.,

SIEBWLCR TahA&#O

SERATEER , MEAWLCHRINEFT s A8 O HFH RS FEmployee VLAN:




1. M\WLCEHinEIController > Interfaces. SA/5# &5 New.

_.r. nan Fl: DulhTd T Harres
BMOMITCR  WliMNs CONTRCOUER  WIRELESS SECURITY  MANAGEMEM IELF  FEEDHWACE
Cantraller Ivterfaces [l I
General

Inwentory Interface Mame wWLAN ldentifier [P Address Interface Type Oyname AP Managene st
Interfaces . management urttagged 101010 % Fhatic Ersbled
Tnterface Graups varbal HA 1114 Static Mot Suppomed

U Ty

2. A\WLCEfnZEIController > Interfaces. H AL THE : #DO B : EmployeeVLAN
ID:11

MONITOR WLANs CONTROLLER WIRELESS SECUR

Interfaces > New

Interface Name |Empln}ree (

.HAIREMAUTHE : OS5 : 1VLANARIREF : 11IP#bt : 10.10.11.5M KT
: 255.255.255 .0/ 3%
10.10.11.1DHCP:10.10.10.10

VLAN Id [11




Configuration

Quarantine

0

Quarantine Vlan Id 0

Physical Information

Port Number
Backup Port
Active Port

Enable Dynamic AP Management

Interface Address

VLAN Identifier
IP Address
Netmask

Gateway

DHCP Information

Primary DHCP Server

Secondary DHCP Server

\“J‘

0
0
C

o

11

10.10.11.5 ’

255.255.255.0

1I:l.1I:I.1l:I.1I‘II'F

&
10.10.11.1 '_

4. WIACOIEFHN A THSED,
|I|l1l|lh

CISCO
Controller Interfaces
General
Inventory Interface Mame
Interfaces amployes
Interface Groups management
Multicast wirtual

WIFRELESS SECURITY

YLAM Identifier I[P Address

11 10.10.11.5
untagged 10.10.10.5
A& 1.11.1

MAMAGEMENT  COMMA

Interface Type
Diynamie

Static

Static




SIBWLCHh EahAEN

SEREAT SRR, BAE R WLCHNINRTBY 3 2548 O 317 H RS 215 & VLAN:

1. A\WLCEfin ElController > Interfaces. ARG £ & New,
2. N\WLCSfnE|Controller > Interfaces, AN THE : OB : (FEFVLAN

ID:12
ol I (K l I
CISCO MONITOR WILANs CONTROLLER WIRELESS
Controller Interfaces > New
General Interface Name  |[Guest f
Ll VLAN Id [z
Interfaces ‘- ‘\
Intarfaca Crounc

J.ANBEEOMALUTHR  wOF : 1VLANFRIRAF : 12IPHbit : 10.10.12.5M K #E1E
: 255.255.255.0M %
: 10.10.12.1DHCP:10.10.10.10



Configuration

Quarantine =
Quarantine Vian Id .El
Physical Information
Port Number 1 I

Backup Port
Active Port

0
0
Enable Dynamic AP Management =

Interface Address
VLAN Identifier 12 ‘ | g
Netmask 255.255.255.0

Gateway 10.10.12.1 ’.

DHCP Information

Primary DHCP Server 10.10.10.10 #—

Secondary DHCP Server

Access Control List

ACL Name | none =

Note: Changing the Interface parameters causes the WLANs to be
temporarily disabled and thus may result in loss of connectivity for
some clients.

4. BINSARINEEEO,



cISCO MOMITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT  COMMAM

Controller Interfaces
General
Inventory Interface Name VLAMN Identifier 1P Address Interface Type
|m,.|.far.m,#-_- gmplpyes 11 10.10.11.5 Dy namic
Interface Groups guest 12 10.10.12.5 Diynamic
Multicast J [MAnagement untagged 10.10,10.5 Stabic

b Internal DHCP Server “oi& Lt i11a e

#hn802.1x WLAN

MWLCHI#I#AE| S5 , ATEEE BIZRMINWLAN, WRR , HRBEETNRAERCREIZ -
FIWLANBA X 5 T04802. 1 X B I IE

BERERATSR

1. AWLC S EIWLAN > Create New,

t'lltllli Save Configuration  Ping  Logout  Re

CISCO  MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDE

WLANs WLANs Entrias 0 - 0

] WLANS Currant Filkar: None [Change Filter] [Clear Filter] Go
WLAN=

v Advanced Disable Selected

Enable Salectad
Remove Selected

T WLAM ID Type Profile Name WLAMN S5I0 Admin Status

2. 3 FWLAN , BRAL TS : BEXHBF : pod1xSSID : #E

I
CISCO MONITOR  WLANs CONTROLLER WIR S SECURITY My
WLANS WLANMNS > Mew
- WLANS Type WA =
WLANS
b Adwancad FProfile Marme |p|:|d1x

S51D [podix ‘
o] =]

3. X FWLAN settings > Generali€ Wi+ , HEAN TGS | TLBEKR  25E0/4H . EBH
fFFENEA : BRIA



MONITOR  WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit ‘pod1x’

General ! Security T QoS T Advanced ]

Profile Name podlx

Type WLAN

SSID podlx

Status I Enabled

Security Policies [wWPAZ][Auth{B802.1X)]

(Modifications done under security tab w

Radio Policy All hd
!3":;_';';‘5::3” ntarcace managernent v ?!

Multicast Vlan Feature I Enabled
Broadcast SSID ¥ Enabled

4. X FWLAN > SecurityltTi+~> Layer 2 , BIRENUTHZR : F2ERE | WPA+WPA2WPA2R
BE/IN% : S A/AESE R RIIFFEE



MONITOR  WLANs CONTROLLER ~ WIRELESS SECUF

WLANSs > Edit ‘pod1x

|; General | | Sec:urity‘Qns | Advanced |

Layer 2 | Layer 3 | AAA Servers

Layer 2 Security & | WPA+WPAZ (

[~ Z8MAC Filtering

WPA+WPAZ Parameters

WPA Policy r

WPAZ Policy v

WPAZ Encryption v aes I TKIP
Auth Key Mgmt [802.1% N

: 802.1X

5. X3 FWLAN > Securityi£I+> AAA Servers , BIRBEUNTAZR : TLBERSHESED . B2

R EHRIEACIKRS SR : ©E RS 2R
1:10.10.10.70

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs > Edit ‘pod1x’

~ General | Security | QoS | Advanced |
~ Layer2 | Layer3 | AAA Eunrurs*-—

Select AAA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface [~ Enabled

\;ﬂhentlcatiun Servers ‘.ﬁtcnuntmq Servers
Enabled M Enabled

Server 1 | IP:10.10.10.70, Port: 1812 ;I [1P:10,10.10,70, Port: 1813 =

Server 2 | None =] | Mone =l

Server 3 | None =] | Mone =l
|| _Local EAP Authentication

-

6. ¥ FWLAN > AdvancedifTF |, BHiRELTAR : RIFAAAZRE : EF/ANACIAZA : Radius



NAC ( &
)

WLANS > Edit "podix’

MLONITOR WLANS CUONTROLLER WIRELESS

| General | Security | QoS | l.dnu:!dr-_

Allowe AR Owerride
Cowerage Hole Detaction

Enable Session Timeout

fronet [E

Diagnostc Channel

IPv6 Enable L
Owerride Interface ACL
PFZF Blocking Action

Client Exclusion

Maxirmurn & |lowed
Clients 2

Stabic IP Tunneling iz

¥ Enabled
¥ Enabled

r Ilﬂﬂﬂ

Secsion Timeout [secs)
W Enabled
™ Enabled
-
[Nnnz 3
| Disabled =

|50
Timeout Yalue {secs)

¥ Enabled

T

[ Enabled

MARNGGLEMERT COMMANDS HELF FEEDBALE

HLF

DHCP Server C overids

DHCP Addr. Assignmant [ Required

Yanagement Frame Protection {MFP})

MFP Client Protection ¥ [ptional =]

DTIM Period {in beacon intervals)

802.11afn (1 -288) |1

802.11b/g/n (L - 255) |1
WAL

Load Balancing and Band Select

7. IREIWLAN > Generali£Iil+~> Enable WLAN ( Ei&4E ) .




WLANs > Edit 'pod1x’

 General | Security |

QoS | Advanced

Profile Name
Type

ssID

Status

Security Policies

Radio Palicy

Interface/Interface
Group(G)

Multicast Vlan Feature

Broadcast SSID

podlx
WLAN

podlx (
V! Enable

3

[WPAZ][Auth{8D2.1X)]
(Modifications done under security tab

| all -

I management = |

I” Enabled
¥ Enabled

AXWLCEIAEO

BLEEREREERNATHNHEREO, FHEMERSWLANXKE , ARERWLANZE O S E.

1. AWLCE#EIWLAN > WLANs, $£HLURBEREMNE S PIENEL£SSID,
2. FInterface/Interface Group® 2k JEmployee , A f5 &£ tiApply.




CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURIT

WLANS WLANs > Edit ‘podi1x’
* W'—iNS ‘Ganarul | Security | QoS | Advanced |
WLANS
g Advanced Frofile Marne podix
Type WLAN
S3ID podlx
Status M Enabled
Security Palicies [WPAZ][Auth{BDZ.1X)]

{Modifications done under security t:

Radio Policy | All |
Interface/Interface :
Group(G) '..“.lﬂ.!'."_‘i#_“.'!.?ﬂ.t.w
Multicast Ylan Feature guest

management
Broadcast SSID nable

3.MBERMBIER , RZITME TVLAN(10.10.11.0/24) B URIPHE3E . b R 51 S R IR LT IP e 31k 9

"Wi-Fi Networks | pod1X

Forget this Network
IP Address
DHCP BootP | Static
IP Address 10.10.11.100
i0Si8%



4. WINZBIREEOJE |, MWLANE O 2B E X N Guest , RAJ5 £ FHApply.

MONITOR WLANs CONTROLLER WIRELESS S

|l|| |l'|l
CISCO
WLANSs
v WLANS

b

wmws‘.

Advanced

WLANS > Edit ‘podf )‘

General | Security | QoS | Advanced

P

Profile Name
Type

s351D

Status

Security Policies

Radio Policy

Interface/Interface
Group(3)

Multicast Wan Feature
Broadcast SSID

podlx
wWLAN
podlx
M Enabled

[WwPAZ][Auth({B8D2.1X)]
{Modifications done under sg

| All =l
fguest =
employes

management
nable

5. MREEER , REFMIFEZEVLAN(10.10.12.0/24) WP 3, 1tk R BB REREUETIP e 31k B9



“Wi-Fi Networks pod1x

‘ Forget this Network ‘
b &
IP Address
LBl Bootb | static
" IP Address 10.10.12.102 l
iOS1E%& o

6. EEFR  FEOSEERERKREER,
7. B HApplyF REFWLCHE E.

iIOSTc4k & 13 ik (iPhone/iPad)

f£MiPhone. iPadsiPod%iOSik& , BEIZLE HHRIEMNSSIDERTAS ( NERMNADAF ) X
BREWLC, MRFER , BT X LSRR,

1. FEiOSi&& £ , HEIWLANIRE. BAWIFI , REiEERE E—T P eIE/ S A802.1XAISSID,
2. REALUTEELEE . AFE AT (A — AT ) SRITE (AZ — RETHE ) BB



. ATET = 4:31 PM o

cancel Enter Password

Username aduser

Password esessssss

j:-Mgda Automatic }
1]2|3]4]5]6]7]8]9]0
BA8A00000CE
~ HHEEIE <

o XXXX



w... ATET 3G 4:31 PM (==, ]

Enter Password certiﬁﬂﬂte

i“-mmir"dﬂm ﬂ‘-ﬁ. -
corp-RFDEMO-CA

Not Verified

Description Server Authentication
Expires Jul 12, 2013 1:56:32 PM

More Details >

3. B LUERISEIEH,
4. |IAIOSI® & [EE W\ E B (VLAN10)$Z O FREUPHu it .




... ATET = 4:31 PM =M

Wi-Fi Networks pﬂﬂ'l X

: Forget this Network )
IP Address

BootP l Static

4 N
IP Address 10.10.10.102

| Subnet Mask 255.255.255.0 |

| Router 10.10.10.1 |

| DNS 10.10.10.10 |
Search Domains corp.rf-demo.com |

| Client ID

5. £EWLC > Monitor > Clients £ , WiFTAIREE , @IEFEH. IRAFEAPRE,



CISCO MONITOR WLANs CONTROLLER WIRELE
Monitor Clients > Detail
Summary
b Access Points Client Properties
# Cisco Cleandir MAC Address 5c:59:48:40:82:5d
b Statistics IP Address 10.10.10.102
» CDP Client Type Regular
* Rogues User Name aduser
Clients Port Number 1
Multicast Interface management
Mobility Peer IP Address N/A
Policy Manager State RUN
Management Frame Mo
Protection
Security Information
Securky Folc
Policy Type RSH (WPAZ)
Encryption Cipher CCMP (AES)
EAP Type PEAP
SNMP NAC State Access
Radius NAC State RUN
AfA Override ACL Name none

6. E# , B/ i%E B W LLAISE > Monitor > Authentication T EH 122,




cisco ldentity Services Engine

& Home m Folicy »  Adminisiration =

B Authentications I 'E'.ﬂdarms  Reports % Troubleshoot

.Lé‘.ﬁ.ddnrﬁerrwe Columns = @Rr{rm

SRMAME Endpaint iI0 Miteinrk DAl | Authdnzation Profiles | ldent)
. Jul 13,11 0423936573 PM . a I G S9-AE-40A2E0  WLGC . Permilsctess
Jul 13,11 04:36:46.285 PM a SIS BT EC80-4E4082E0 2 WLE Parmildccass
7. B HDetails B 5 AT AL B 2 F RN ERRAE B

e, N .
cisco |dentity Services Engine

= & ™

Showing Page 1 of 1 |

AAA Protocol > RADIUS Authentication Detail

RADIUS Audit Session ID : 0a0a0a050000000d4e1e2ad5
AAA session D : 1I5e/99967658/11
Date : July 13,2011

Generated on July 13,2011 4:41:11 PMPDT

Authentication Summary

Logged At: July 13,2011 4:39:36.573 PM
'RADIUS Status: Authentication succeeded
MNAS Failure:

Username: aduser

MAC/IP Address: 5C:59:48:40:82:8D

Metwork Device: WLC : 10.10.10.5 :

Allowed Protocol: Default Network Access
|dentity Store: AD1

Authorization Profiles:  PermitAccess

SGA Security Group:

Authentication Protocol : PEAP(EAP-MSCHAPY2)




FRESEEMACLAMBIWLC

EWLC LB EXREZEIEEERACL , ISEFATRAAFFRNLERZEITE, ACLED AN
RFISECRRRE, NMRFE , JLIELACLAR AN M

1. SMEIWLC > Security > Access Control Lists > Access Control Lists. % & New,
Save Configuration  Ping  Logout Refres

alver]is
tlscn MONITOR WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDE
Security Access Control Lists . P |  Appty |
* AAA
General Enable Counters ,_:
» RADIUS

Authenticatian Name

Accounting
Fallback
F TACACS
LDAR
Local Met Users
MAC Filternng
Disalbled Claonis
User Login Policies
AF Polices
Password Policies

F Local EAP
F Priority Ordér
F Certificate

* Access Control Li
Access Control Lists
CPU Access Contrgl Lists

2. AACLERHBZFR(ACL-POSTURE-REDIRECT),
Nimir

cCISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY

Security Access Control Lists > New

* RAA
General Access Control List Name |ACL-F05TURE-RED]RELi

w RADIUS
Authentication
ACCoUnting
Fallback

3. £ HAdd New Rule SURINFTACL, A TEIRENACLEII#1. THR/EETHApply. KR : £
EBH : IP#1E10.10.10.70, 255.255.255.255t : EEIRIE : AT




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Access Control Lists > Rules > Edit
Sequence ‘1
Source oy

L m w::j:lr::im “::“5:?5.255.255 g
Protocol | Any #

Dicecton (any 3

pcion (oot

4. ERMEINFS,

Destinatian

Seq Action Source IP/Mask IP/Mask Pratocol Source Port Dest Port DSCP Direction Number of Hits

5. B Add New Rule, JFUA T EIEERNACLFFI#H2, SEREETTApply. KR : IPHbit
10.10.10.70, 255.255.255.2558 %% : {E= N : E=BE : AW

Sequence ‘ 2

IP Address MNetmask *
Source IP Address ‘I 10.10.10.70 255.255.255.25
Destination &*J

Protocel | Any ﬂ’

DSCP _Any )
Direction [ Any

Action Permit y

6. EAFEIAFS,

Destination
Seq Action Source IP/Mask IP/Mask Protocol Source Port Dest Port DSCP Direction
0.0.0.0 10.10.10.70
1 Permit f ! Bny Any Any Army  Any
0.0.0.0 255,255 255 255

10.10.10.70 0.0.0.0
/ !

255.255.255.255  0.0.0.0

7. BT ERENACLFIIH#3, TREESGApply. KR : FE B : FEMHI : UDPIRE®A
: DNSE#RiR O : EXRE : AW




Sequence ‘l 3

Source I' Any

Destination " Any i-ﬂ‘

Protocol ' UDP :

Source Port ' DNS i-j*
Destination Port " Any »ai

DSCP | Any

Direction " Any

-+
+
Action [ Permit H-I'

8. EARINHE N3,

Destination
Seq Action Source IP/Mask IP/Mask Pratocal Source Port Dest Port DSCP Direction
0.0.000 10.10.10.70
4 Permit f ! Ay Any By Any  Any
0.0.0L0 255,255.255.255
10.10.10.70 0.0.0.0
2 Permit f Aty Any Ay Any ARy

255,255.255.255 0.0.0.0

9. 27 Add New Rule, FUATEIRENACLFSI#4, TRGETApply. KR : FEE+H . 8
i : UDPIRI% A : EZ B0 : DNSIEE : /iF



Sequence

Source F Any

Destination [ Any

Protocol _ UDP

Source Port [ Any

Destination Port ' DNS

'
DSCP " Any ¥4
Direction _Any B
s [’ - a
Action . Permit
10. EARMFEIFS,

Seq Action Source IP/Mask ID:;::;I“H Protocaol Source Port Dast Port DSCP Direction
0.0.0.0 10.10.10.70

1 Permit / Ay Ay Any Amy  Any
0.0.0.0 255.255.255.255
10.10.10.70 0.0.0.0

2 Permit ! Ay Any Any Amy Ay
255.255.255.255 0.0.0.0
0.0.0.0 0.0.0.0

3 Permit 7 uoe DS Any Amy  Any

1. REFEHHIWLCEE,

EISELE RS RN

FENISER BN RN B M 58w, MIABERT , REETLTERRS. FTNMEN
fAPRFISEBL B 9 #RM Zh BB



1. NISEEE , SfZIEES>RE>HE.

cisco ldentity Services Engine
& Home Monitor v  Policy v

Administration v

L ] &
ol System Ll Identity Manage
l.'r Network Devices

Network De

Network Devices

ols System .

Deployment ‘-

Licensing ‘&?
Certificates

2. IE#RISE, #EHEdit ISE host,

cisco ldentity Services Engine
o= System = L3 Identity Management [ Network Resources  [s4 Guest Management
{ Deployment Licensing Certificates Logging Operations Admin Access Setiings
Deployment * Deployment Nodes
@" R .E e : Edil B Ragisinr @ Syneup E Da-ogsle E:? Fiter =
+ ' Deployment (] Hostname a MNode Type Personas
O ke @' ISE Administration

3. MEdit NodeTT A , i&3#ZEProfiling Configuration #ELELA THZ : DHCP : B, =3B ( RERIA
) DHCPSPAN : 5., =% ( REIN ) HTTP : B, £38 ( REIA ) RADIUS : EBH , F

EFDNS : 288 , 7 &EH



e =
cisca [dentity Services

ﬁ Home MOrtor v Folicy =

ofo system | SRidentty Management i Network Resources [ Guest Management

rErEpInymEmt Licensing Certificates Logging Cperations Admin ACCess Seftings

€- == w~ | I Edit Node
b =te Deployment
| Genaral Setlings
™ ¥ pHCP
Interface [ Al =

Pot |67
Degcription [D HCP

'ﬁ
v DHCPSPAN
Interface [AN___ -]
Description  [DHCPSPAN '
v HTTP :
: Interface | Al - |
: Description  [HTTP '
v RADIUS

# ]

Description RAaDILS
\‘ * DNS

# ]

| Save | Resst

4. EFXBKIRE (iPhone/iPad/Droids/Mac )
5. WIAISELwm & 1. S ZE|/Administration > Identity Management > Identities. =&
Endpoints ASHE SRR . FX : #1185 #T5k BERADIUSERINZR.




atnanfus
ciseo  Mdenbby Seraces Engine

# Home  Monitor v Folicy = Administration

=t Syatem | O3 Identily Managament | [ Network Resources |24 Guest Managament
(" identities Groups Extemnal ida as Idantity Sourca Sequences Setings
Identities Endpoints
= =) y i 57
. / JEan sponate Meete + Bomper v @ Bpon - Filter -
- W Endpoint Prafile « | MAC Address
| Uzars
— #‘ C aadroid L0FCA9T56443
= . r Appla-Device SC59:48:40:82:BD
T apple-Device 44:24B0:F 73004
I wicrosofwarkstation 0021506994 39
T wicrosofyworkstation 0026 CEOC 3356
T windows T-veorkstation 00;1E:21-4DEE;CO

N ig% 5 AISER B X 45Kk

ISEFRENARMEMAREENHE. EEARBNEEXH , BERATIR

1. MISESfin B SERE> 2 4T

cisco ldentity Services Engin

& Home Monitorv | Policy v ML C 0 g

¥ - .
7v System | %% Ident [2] Authentication 2t Gu
fDapIn*_.rmenl Licens NS

|@, Authorization h

Deployment odes

&, == E%

» =% Deployment @, Posture

[l Client Provisioning -~

2. EEMERS , BIT 5K,

3. #fiApple Device > Apple iPad , AFRBIU T : KEEEEH : CERABRTENSHA
C Bk



Wil e ntity Sarvices Enging

[L, Authentication | &, Authorization ["_"u Profiing | | Posture | Client Provigioning |z, Security Group Access

Profiling Profier Policy List > Apgle-iPad
( L) *Name [Apple-iPad | Des
e EE i Policy Enabled ] ™™
» [ Profiling Policies -
5 Anduid * Minimum Centainty Factor |20 | (Valiq
v |4 Apple-Device * Exception Action  [NONE -
[+ Apple-MacBook ﬂ@ Create Maiching ldentity Group
|4 Apple-iPad & L 4 O Use Hierarchy
|4, Apple-iPhone -
|"_‘:H Appie-iPod * Parent Policy | Apple-Device - |

|| Applera-Device

4. B Apple Device > Apple iPhone , i BLL T : RKEEEEA : EEAAECRENSMHE : 2
i
'.'1,'.2.;';;' ldentity Senvices Engine

& Home  Monitor » m Administration =

|4, Authentication |8, Authorization | [4 Profiling | [, Posture e, Client Provisioning |, Security Group Access

*Mame |Apple-iFhone| | o

== W PolicyEnabled v <=
» . Profling Policies
[Z] Android * Minimurn Certainty Faclor |2IJ | val
» |4, Apple-Device * Exceplion Action |NCINE "l
£ le-MacBook
k5 App —. © Creste Matching Identity Group
H‘ Apple-iPad _
|fu Apple-iPhone .#5' O Uge Hierarchy
L4, Aople-iPod *ParentPolicy [Apple-Device -]
|4 Applera-Device
» |4 Aruba-Deavice Cudas

5. #B#Android , IREL T : KEEEH  CERACECEMN KA Bk



difueius -
cisco |dentity Services Engine

& Home Maonitor = 01T B Administration v

|, Authentication  |[e, Authorization | [ Profiling = |7 Posture  |&, Client Provisioning [, Security Group Acces
Profiling
*Name |Android |
& =E &
= v Policy Enabled ¥ e
» [0 Profiling Policies
<) Androld ‘ * Minimum Cerainty Factor |30 v
v 4] Apple-Device * Exception Aclion | NONE -]
|4 Apple-MacBook
.:*J Create Matching Identity Group
|4 Apple-iPad
|~‘_‘:.| Apple-iPhone O Uze Higrarchy
|4 Mpple-iPod *Parent Policy | NONE - |
|4 Applera-Device

Rip R 2 ¥l &3 ETE [ 1Y ISERARN A 8 X #

ERUATSBURBENEBRRSEED , APNFRRECOIISEFHTEYNRMAMON
1. MISE , S EIKME>ER TR>ER,




cisco ldentity Services Engine

£y Home  Monitor v

Iﬁ LUt |_ﬂ] Authentication

@) Authorization

— [«] Profiling

e
Il

v [ Profiling Policies | | Posture
|4, Android

_ Client Provisionin
v |4 Apple-Device o v

4, Apple-MacBg |[=| Security Group Access
+, Apple-iPad Egress Policy
<) App.lg.qm Network Device Authorization
+, Apple-iPod
- Prendt &, Policy Elements
ﬁ".‘ Applera De.vn::a Dictionaries
> 1 Arba-Device Conditions

» |4, Avaya-Device
+, BlackBerry {;?

2. RIFEB. ¥ tAuthorization Profiles ( £&# ) , REE HAdd,



sifisi]is
:Ill!'.-n:E:lr [dentity =enices Engina

& Home Monitor » m Administration =

|4 Authentication  |@ Authorization | |4 Profiling  [@ Posture  [eg Client Provisioning [ Security Group Access
Dictionarias Condiions  ( Results

i@ Demmccess
b Permithccess
v [ Downloadable ACLs
» [ Inline Posture Mode Profiles
k] Profiling

Resuls | Standard Authorization Profiles
¢ P) & i L™y Duphicate Howae 5P riner -
€- == i I MName U Description
» 0 Authentication - = L

= Authorizati r I:-\I'-'I'I'l_||:h_|-"|"lI'II"IF"'c\. Profile For Cisco Phon
v = zation

W Er
» | Authorization Fm‘lm‘-I DenyAccess Default Nefwﬂrkﬁﬂﬂiu]
Q Cigco_IP_Phones T Permitaccess Ciafault Metasark Autho

3. ERALUTAHARCIERNEEXH : B : Posture_Remediationif[AIZKE : Access_Accept®
AIER  RERD , EREARAKRI. ACL ACL-POSTURE-
REDIRECT

bl -
cisco  ldenfity Senices Engine

A Home e v [ECETRERE srenisiaton v

|2, umneriication | | Aulncemation | |4 Profling | 2% Posture g ClentProusionng [ Secuy Grcup Access | b PolcyElements

Dichioraries Condiions | Resuls

e —
Besaults BorwTaion Proviiec = Maw Bl esbon Prolie

L= o) *Mame  |Fosture_Remediation

¢I " .= ' DG otABEn Fermil Access To Posiure And Renedisdon Sepaces, Redrecl Teafic To Clisnl Frrasioning &3 Posure
L Auitande abon e EamiceR

» (5 Awhonizabas
= __ Aathorizalon Frofles
i Cisco IP_Fhanas
g DarwAccoss
i PeimilArcess
» O Daovenleadable AL

*acress Type | WCCESE_ACCERT [=]

* Caitvinii Tasks

* [ Inling Postors Mods Profles I DAcL Hame

L~ Froing

v £ Poskue ™ wuan

b [ Clend Fronissining I vaica Domain Famussian

» [ Fecunly Grous Access K
- *F Fasturs Disrovn AL [ACLPOSTURE-REDIRECT

I Contralmes web Autentication
I Auto Smant Fort

* Advanced Atiributes Seflings

Bewctan mm 2| = =

= Anributes Detalls

Arrass Typa = RCCESE_ACTEFT
cigin-avpair = urk-radingt-at EACL-POBTURE-REDIRECT
clpcn:aw.palr & uril-radimciships Tp A443iguesiporaligabeway?se s sionkde3ns sionka kS acinon=pp

*ﬁ] Concel |

4. B HSubmitTE BLES o
5. WIAT A INFTAY R IE B Mo



cisco  Identity Seraces Engine

ﬂ Home Monitor = F'I:||II:.'|-'T Apminvsirabon «

i Auihenfcation (&, Aushonzaion |4 Profiling [ Posture | [ Chent Provisioning | |, Secundy Group Access | s Policy Elements

Diclionarias Condiliong [ Results )

(= 2) # fl 0 %3
. - ¢ Edit SpaAdd LY Deplaaie “l:'chrlc  Filkar -
e =F b | Mame Diascription
| Authenbication
_— Authonizatio. r Clzoo_IP_Fhones Frofile For Clsoo Fhonss.
* 5 | ry n
= Authorizafion Profies T Denyéccess Default Neftwork Authorzation Frofile wiih access
@ Cisco_®_Fhones T Permitsccss Defaull Network Sulharzation Profile with access
) DenyAccess [T Pasture_Remediafion ‘*— Parmil Acoiss To Poghung And Rernedialion Siery
i Pernificess
i@ Posturz_Remedision s
P laadanle B0 &

A BT ORISERNE B X #

AR THRNEEXHAFISERRMATERETBEEMENTER, &RFIH2E TR TVLAN

11,

BERATIR

1. MISES i 2ISEM>4 R, EITAuthorization , A5 % f5Authorization Profiles , A& &
Add,.

M e :
cisco ldentity Services Enaine

M Home  Monitor v SGLIE R  Administration »

|&, Authentication  |@, Authorization |4 Profiling  |@), Posture  [& Client Provisioni

Dictionares Conditions [ Resulls

(-' p) F,-" Edit Elm Li’_‘-'l"'uplu-;ate
&-

I
il

™ Name
» [ Authenticahon
= 7 I Cisco_IP_Phones
v | Authorization ‘, -
» __ Authorization Profiles DenyAccess
I PermitAccess

&4 Cisco_IP_Phones

el

2 ARAIENBEEXHHMALTHNE : B : Employee_WirelessEN1E%E:VLAN , EEH

VLAN , F{E11

3. B EHSubmitTE A LAES



v [ Awthorization
» _ Authorization Profiles
&2 Cisco_IP_Phones
kg DenyAccess
&2 Permitaccess
k4 Posture_Remediation
¢ | Downloadable ACLs
# [ Inline Posture Node Profiles
Profiting
Poslure
» [ Cliend Provisioning
Secunty Group Access

BN

W

Resulis
G )
¢ - = -EE "ffﬁ"v

~ | ™ DACL Name

Wi (coner

Authorization Profies = Mew Authorization Profis

* Name IEmpIcryaa_WilErlass*- I

Description |FuII Network Access For Employees

*Access Type | ACCESS_ACCEPT B

* Common Tasks

M vLAN 1|

[ Voice Domain Permission
I Posture Discovery
[ Centralized Web Authentication

¥ Advanced Attributes Settings

Select an item 1l | =

T Attributes Details

Access Type = ACCESS_ACCEPT

4. BN BIEHH R TRNEE

silisi]is

ciea  Idenity Sendces Engine

Mannr « Paolicy v Mdrminésirstion

& Home

|2/ authentication | |s, Authorzation | | Profling
Dictionaries Condiions [ Resulis

L

|7}, Posture

&g Chizrt Provisioning [ Security Group Access | Policy Elements

v £ Authentcation

v 0 Authonizshon
v _ Authorizalon Profiles
& Cisto_IF_Phanes
g Denyiccess
G Ernploves_wireles: =

F—aMlal HI

§ Edit sfass Wy ouptioas
™ Mame
M Cisco_IP_Phones
[ Doprmisees
| [T Employes_Wireless “‘—-—
T Pemrnitaccess

™ Posture_Remediation

Heoeete  Trie -

Desecriplion

Prodile For Cisco Fhanes.

Dfaull Metvark sulhosizatian Profile wilh acc
Full Matwark Access For Emplovess

Diedault Metwork Ruthoszataon Profile with acc

Fermit Access To Posiure And Remeadialian

7R O RISERANE B XX 4

NAEASEHIMBEREE X4 AFISERNMATERE P EEMN I,

VLAN 12,

EABR , 5B T ALE



BERATIR

1. MISES M ZIEM>L R, EITAuthorization , /5% fAuthorization Profiles , A58

Add,
2. AR IRNEEXHMALTAS . B : Employee_WirelessE N F%:VLAN , EFH
VLAN , F{&
12
| Results |"'I' Authorization Profiles = New Authorization Profile
(- £) *Name |Contractor_ Wireless o
e =EE . Description |
v O Authentication
v £ Authorization "Access Type | ACCESS_ACCEPT =]

¢ | Downloadable ACLS
¢ [ Inling Posture Node Profiles

=

* Common Tasks

[ DACL Name

¥ VLAN |1z
J [ Voice Domain Parmission
[ Posture Discovery

] Centralized Web Authentication

[T Awto Smart Port
3. B HSubmitE H L 1ES
4. FIA B I B A TR RN B &
Results ~ Standard Authorization Profiles
- b -
l( "‘ﬂ.a" ,.-# Edil l=||]=lﬁd.r_l -.I:-ID-_np' cate an'e*.e
#" = = I 1 | Name
> =l .-1.: et (O Cisco_IP_Phones
v thorization
— ‘ (] Contractor Wireless h
»  Authorization Profiles - -
DenyA
» () Downloadable ACLs -
» = Iniine Posture Node Profiles e
» = Profiling [ PemitAccess
» ) Posture [ Posture_Remediation
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R E AN , HEXEERYD
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ZEHORA, EARLIF |, FHOERNER  LEFHREEEQIISERTRARRZEWME (X T
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BERRUATEE
1. MISESfin B SEBE >4

cisco  Hdantity Services Engine

dy Homa  Manitor « Ariministration »

| 4, Authentication | |&, Auozaton ‘|:_,Fmiln|; | Posture [y, Cliem Provisioning |, Secunity Group Access  J3, Poicy Elaments

Dafing the Authorization Policy by configuring rnules based on ihentity groups and'or othier congditions

[ First Matched Rule Applies o

r Excoptions

 Standard
Swaus  Fule Name Idantity Groups Cithar Conditions Pamissions

! B = [Protied Cisco IP Phanes |||| ChetP-.. b .1.-|.-:| Condison(s) £ '.1r:n| Cloca_IP_Pro.. b
B - oo I fio matches, then | PemitAccess < |

2. B—1MEKBAT 2 #HMCisco IPBEE, XRFFHEEIAN. FitHmENREERR,
3. NILERBEM A LLTE : MNB K : Posture_Remediation & 348 : £ Other Conditions >
Create New:(Advanced)Session > PostureStatusPostureStatus > Equals : & Al

(

Il

=
Client Provisioning |-, Security Group Access 8, P

B Agent-Request-Type

B CurrentDate
e & CurrentDay
B CurrentMonth
B CurrentTime
¥ CurrantWookDay
B CurrentYear
B OS5-Architacture
Other Conditions Permissio © PostureStatus ﬁ
Session:PostureStatus EQUAL... < |then | Selectg = URL-Redirecied
! [F] Add All Conditions Below to Library
Condition Name Expression \
¢ Session:PostureStat « | || Equals [~ | [Unknown [~

e

4. % B LA TR : Permissions > Standard:
Posture_ Remediation




Permissions

Selectanitem < F

Select an item

Standard ==
C L)
G- E = %

Cisco_IP_Phones

[l

Contractor_Wireless
DenyAccess

Employee_Wireless
PermitAccess

? Posture_Remediation @

5. Click Save X ¥ : & , TSGR B E KR TENRIE NS Ak,

AR 4 R B

ALMATREIEE TR , LERISEEREL IRR £ AR EWR DT IRE,

1. MISE , $iEIEE> 5 HEE>5145.

stfuan] s

cisco ldentity Services Engine

¢ Home  Monitor v m Administration v

»%= System Jol Identity Management
Deployment Identities

2 Licensing Groups

Define th horiration Poll b cnind
2. RERuk, KERHEREIRE ( ARHIFHiPhone ) o




N e |

oo Sysiem | S idemity Managemint | [ Network Resountes
[ ldaniteas Groups

|t Gunst Manngermian
Exfernal idantify Sourcas Identity Sowce Saquencas Sabings

| Endpoints
- ~
§ L2 JEdt drcwan | M Doew v | Foimped v @rExed v | T rie -
- e Endpoint Prafile «  MAC Address
= Usors

&

= 1 Apple-Device SCS0048: 4008280
| Endpaints »

3. RIF&imIR, WRLEHNES

4. MR RISE N BB . URL:http://www ( 5810.10.10.10 ) B EWEE M, EZFIEBNEMER,
5. B R L EEMRE , NMISEBXRIFALIRSIK, MBEEXL, L—N&i% (HIa0 , Apple-

Device ) BIE X “Apple-iPhone’®, RERHTTPIEN e EEE R BEFIME TR
A M IREUA P R EBE R,

Endpoints

9

Ject bcreate | M Delete v  Boimpot v Y Export
Endpoint Profile ~ MAC Address

[E Apple-iPhone ?‘ IEC:EE:AE:AD:BZ:BD

ER{LIE R RAUE M

BNEZEIERNE , #ENERE  UAXBFATNAEENEZRLCEE , SBEAMRZNE
ETAFAENTRERVLANDE (ElZRF , ATNEEHE ).

BERATIR :

<7 Fiter =

1. M EISE > Policy > Authorization,
2. fEPosture Remediation policy/line_t J3 5 in/3 A FH N .

* Standard
Slalus e Name legntity Grouss Dt Condgitions Parmegeions ‘
~  Posture_Remedason | 1] Any o | Condmon(s) > | then | Posture_Rem.. < | i Actions =
Insar New Fue Above
e I s mlchas . Pemilsoones . * * - - - = = =
B - owme ' [ Pemisecess < | eert New Rk Bl 33
Sluphiate Ao

SNMERMBMALTE : ANEH : ATISHA(FTR)  KBinsH4A




teee’ Identity Services Engine

& Home vahdrlirimm'l!

| Firsl Matched Rube Applies ;]

» Exceptions
* Standard

| Swius  Rule Name ’- Identity Grou Other Caonditic
i * [Emcioyee | | Any = E"ld| Condition(s)
~  |Posture_Remediation I

_ 02 —

=121 81

KisFHA : BB D4 : Android, Apple-iPadsiApple-

 Proflled |
C L)

ey E = b

@ Android

W Apple-iPad

@ Apple-iPhone
ononel 8 Cisco-IP-Phone

4 BEREEAMREFRE  BREHHPMEZRE (WRFR)  KRSHE  EOMESN

: Android, Apple-iPad=ZiApple-
iPhone




Identity Groups Other Conditions

Any <> | and | Condition(s)

Apple-iPhone / @| or

Apple-iPad | or
| [Anorod B

5. AMRMIEENA T RRE : K44 (B ) : SIBHFM4 ( SRET
)

Identity Groups Dther Conditions Parmissions
Apple-Ph... < | ana | Condition(s) = | hen | AuthZ Profiieis) < |

4

Ay <}|fml:l
| Seloct Existing Condition from Library | i gr | Greate Now Condition {Advance Option) |

ZMH>RIERX ( MFIEK ) : InternalUser >Z 5

£ DEVICE >
. Guest
e — \
Other Conditions Permissio [ infemalUser ‘{b
Condition(s) = | then [ Authzp| 5 Microsoft >
| Network Access >
[2) Ada Al Conditions Below to Library = Radius y A
T
Condition Name Expression Sl '
0  |selectAtribute o]

InternalUser >
Name:employee



Other Conditions Permissions

Select Attribute = | then | AuthZ Profile(s) <:

[M} Add All Conditions Below to Library

Condition Name ‘Expfﬂﬂﬂm ‘ '
0 InternalUser:Name )| [Equals [~ fempioyee

6. NE2 AL FSHMMEM | NR>E B X H>FR/HE

: Employee_Wireless

Permissions

AuthZ Profile(s) — h

Select an item if’ S
—

Standard
C P)
& E .

Cisco_IP_Phones

Posture_Remediation

7. Click Save.T8IA B IE 7N 0K BE

v Standard

' Swms  Fule Name Identity Groups Other Conditians Parmissins

- B - [Emoioyes | | Appie-Ph.. <: |and | InternalUserName EQUALSe.. <> |ihen | Employee Wi <o |

- B - |Posture_Remediation | v | Any < | and [ SessionPostureStanss EQUAL.. <> | then [ Posture_Rem... < |
B - Defsut W re matches, then | DenwAccess < |

8. RERINEA TR, EARET , EH 7T 2B RBEUUMNRTR (RE , BUUFHEEIN
ST RIFRE ) . MEmployee policy > Actions® , # #Duplicate Below,
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Stalus  Fule Name Nty (Groaess Othar Gonditons Parmissking *-
B v Emeoyes || Asmen. D |anc| iemalisecName EQUALS .. < |men | Empioyes W | g3 Actions v

- - Ingset M Ruk Above

" B ~ | Postre_Remedaton | |1| Ay ~'-_-'-|.'|rn| SessonPostweSiaiue EQUAL . < |11nn| Posture_Rem A
B - Detsa Ilmmnl-‘-'ﬁ.m | Uoplam Aboms |

el Duplicate Bolow i,

Dl

9. WEILRBHUTFR (EHEA )  ANEBH : REFEEFRMA>RBAF>HE  AEZEN

PR

: Contractor_Wireless

* Standard

Status  Ruba Hame

idantity Groups Onher Conditions Parmissions

B -~ [Employee

| n| Apple-iPh... < |a.-..:| InternalUser:Name EQUALS a... -{,:'Irmnl Empioyea_WI.. N>

B ~ |Posture_Remeciation

B - |Employes_copy ™ | 1| Apple-Ph.. < |and | IntemalUserName EQUALS e... :{"}I‘tﬂenl Empioyee_Wi... <

| :1| Any -.'}Ia.ndl Session:PostureStatus EQUAL... < | Posture_Rem... <o

Hm:-mah:hes.'.ren[ Deryhcesss <o |

10. Click Save. #IA Z B EHIEIZA ( MHFT R ) SEBEE,

+ Standard

'Ennﬁri_'mm.e idaniity Groups Other Condiions. Permissions

B - [Employee | 1| AppledPh.. <> | and | InemalUserName EQUALS e... <> |ihen | Employee Wi.. < |
B - [Cortractr |n|u-m-l=n... ﬁ}|wimmmm..¢hm| Coniracior_W... <}]
Bl - [Fostuss_Remediation | | Any 4 | end | sessionPosturestatus EQUAL... < | hen [ Posture_Rem... < |
| B - Defan i no matches, then | Denyhccess - |

11. EMNREE |, 185 % thPolicy-at-a-Glance.
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LogOut Feedback

: | = Task Navigator =

., Client Provisioning [; Security Group Access  J?, Policy Elements

/|
& and/or other conditions ;jEﬂEIQE}EEEE
Other Conditions Permissions
4 | InternalUserName EQUALS e... <> | then | Employee Wi... < o Actions =
4 | InternalUserName EQUALS co... < | then | Contractor W... < i Actions

R EEBLE (Policy at Glance) IR HAC BN RBRBENS TEEN R,

Auihodization Policy AL A Glance

First Matched Rule Applies
Exceptians
Stalus Aule Nama Identty Groups Other Conditons Pesmissions

B ain sratdanis
‘Swandard
Slalug Fluka Hame Ismniiy Groupe Ciher Conditons Pasriggiong
2 Andmiz OF Appig-iPad OF Appke- taMAkEsRrHATS ECLIALS Smpkass Emplirgan_sWinkss
B Enatdad Comeactor m s Intomalser-Names EQUALS corracinr Conractor_Wirshnss
B Enanied Posiure_Remodiaion Aany Sassion:PogivreSaius EDUMLE Unknown Posture_Rsradiston
B Enatied Dbt ARy Demphloess

AR CoAUL X i8]

R X 531 R] 10 A 2 B9 R A B B S A ISR G, R AR 1 '}ﬂlhitT MRERAENRZEWLAN , 1Y

BRI E P E G TVLAN | A S ESE D EE#JEK@??VLANO ANRBIE B R Apple
iPhone/iPad,

BRBRUATSR :
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o XXXXX
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cancel Enter Password

]

Username employee “
Password eeeeeeel ¢

- .
[Mode Automatic ?
1)2]3]4[5]6]|7]8]9]c

2. BEJoine WIAENRTHETVLAN 11 ( RTVLAN)




Wi-Fi Networks = pOd1X

[ Forget this Network }
IP Address

BootP _!_i‘» . .tic j

- S
IP Address 10.10.11.100
Subnet Mask 255.255.255.0
Router 10.10.11.1
DNS 10.10.10.10

3. B fiForget this Network, # diForgeti# 1TH# A,



Forget “pod1x” to stop automaticall joining
this network.

Forget

4. REIWLCHMFBRABNEFFinER (MRENENSRDER THRENEE ) . SMEKR
>E > MACHEHE | AR5 2 Sl ER.



MONITOR  WLANSs

Monitor Clients
Summary Current Filter
» Access Points
>
L Client MAC Addr
» Statistics 44:2a:60:f7:3a:4a
b CDP 5¢:59:48:40:82:8d
» Rogues
Clients *—
Multicast
Status Auth Port WGB ‘
Associated Yes 1 No K9
) I
Associated No 1 LinkTost
Disable
HDEH.TEEE
B02.11b/gTSM




5 5 —MERUIIZEFHSFENTRESEZRZER/BHAWLAN, #ZEWLC > WLANs > WLAN , &
BRETEREHWLAN, BUHEFEnabled > Apply ( A2 A ) ., £ FEnabled > Apply S i%iE
(AEFHEBEA)

cISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY M
WLANSs WLANSs > Edit 'podix’
4 WLAN ; e
! I' General | Security = QoS | Advanced |
2 Advanced Profile Name T
Type WLAN
SSID podlx
Status ™ Enabled
Security Policies [WPA2][Auth(802.1X)]

fMadifiratiane Aana ondar cacorihe bak will =

6. REIBHIER, FRAUTEIEEFHREESIE—WLAN:HF A : contractorZig
T XXXX

cancel Enter Password

v N
Username contractor *

Password eeeeeees| ¢
\ y

Mode Automatic ?

2]3]4]s]e]7]s]s]o




7. #ifiJoin, WINNATEAF 2B TVLAN 12 ( A BE/FZEVLAN ) o

Wi-Fi Networks

podix

IP Address

Forget this Network

-

DHCP BootP Static
IP Address 10.10.12.100

Subnet Mask

255.255.255.0

Router

10.10.12.1

8. WA LAEISE > E>ENAHPEFISEEN AENE, ZRZFENMNAAFS (AT, AEHE ) &
T E#IVLANH IR 8 7 &) B9 3R X B B 3 4 (Employee_WirelessContractor_Wireless).

Admirisiraton ¥

S

B fwiherfications 'Eih.rm: ! Reporis

%, Troubleshoot *

[ i o Fesmoren Columes = i Rafres Fafreah | Evary 3anconde |- | Smow| Lamws]
Tera i P Ervpoint ID P Address .MM. Diervices Port } Autharization Profles
_ il L Il [ I |
Aug 02,11 9340098331 PM ]| g empaes ROR AR AR AD Wi ﬁ Employan_Wirnkss
Aug 0211 03 MIIGEIPM ) 5 contrecior BE:BSARA0-RAD w Carracins_irdae

WLCTHEEWLAN

TR TSR IMGEWLANI AW F L RISERIEABEIF,



1. AWLCE i EIWLANs > WLANs > Add New.

2. REFTR A EWLANB AL T a6 : BEXHER

: pod1guestSSID:pod1guest
ol I ) I L

CISCO MONITOR WLANS CONTROLLER WIRELESS SECUR

WLANS WLANSs > New

v WILANS
T -

wians o= Ype [wian |

b Advanced Profile Name [pod1guest
SSID |podiguest
1D > B

3. & Apply.

4. ETHFEWLAN > Generalif M F T AU THS  RA : EERAEOQAEOYL - HE



MONITOR WLANs CONTROLLER WIRELESS SECUR

WLANSs > Edit 'podiguest’

General [ Security T QoS T Advanced ]

Profile Name podlguest

Type WLAN

SSID podlguest

Status [.; Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security

Radio Policy All v
Interface/Interface *—
Group(G) [k (1

Multicast Vlan Feature [ Enabled

Broadcast SSID V¥ Enabled

5. M E|iFEWLAN > Security > Layer2 , AEHMALTHR : F2RZE . &



MONITOR WLANs CONTROLLER WIRELESS SECURIT

WLANSs > Edit 'pod1guest

. General | Security | QoS | Advanced |

Layer 2 T Layer 3 T AAA Servers ]

(

Layer 2 Security & nNone v

"] 20MAC Filtering

6. S EIHEEWLAN > Security > Layer3i£Tl+ , RAEHWAUTHER : £3IBRL | TWebK
- BB AWebRE FE : FHRIETSHARIEACL:ACL-POSTURE-REDIRECTWeb & 3181
RE AN ((EEMEIANEFIRS 27
) URL:https://10.10.10.70:8443/guestportal/Login.action




MONITOR WLANs CONTROLLER WIRELESS SECURITY

WLANs > Edit 'podiguest’

I

_ General | Security | QoS | Advanced

|" Layer 2 | Layer 3 Servers |

Layer 3 Security = None + *

* ¥ web Policy %

() Authentication

O Passthrough

() Conditional Web Redirect
() Splash Page Web Redirect

O On MAC Filter I'alilq.lr\:"‘—1

Preauthentication ACL . ACL-POSTURE-REDIRECT

&
L

| dp=

Over-ride Global Config ¥ Enahl*

¥

Web Auth type _ External(Re-direct to external server) =«

URL https://10.10.10.70:8443/guestportal/Login.action

7. B Apply.
8. BMRRFWLCEE.

AR BHEWLANFIBE I

I, BANHBEWLANNEE. MR AEEERRISERET .

BRI TSR

1. MiPhoneZiOSi% & S ZIWi-Fi Networks > Enable. A5 , &EPODIHFEM L,
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settings  WI-F1 Networks

Lab

mi-demo-1x

mi-rf-mgt

-

v podiguest

podix

2. HII0SIR & RS RK B 5 EVLAN(10.10.12.0/24) K9 B 3Pt
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Wi-Fi Networks podiguest

{ Forget this Network J

IP Address

-
BootP J Static |

i -
IP Address \10.10.12.102

Subnet Mask 255.255.255.0

3. $TFFSafariil %88 HiE# 3 : URL:http://10.10.10.10 R &R E RWeb S B RIFEFE M,
4. Rk  BIREIERISEHREITFRE.



Cannot Verify Server ldentity

Safari can't verify the identity of
“10.10.10.70". Would you like to

continue anyway?

Cancel

Details

Continue

. : T—MrRPIRE
BRERBEFIFEFRENOSKRE ., XALEIAWLANMISET &1/ # ERIREL TESR
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alualn  ldentity Services Engine 1.0
CISCO Guast hoosss

Virskon: 103377 I

Chango Password

E2010-2011, Ciaco Systema, Inc. Al rights resaned

= l.'- 5 m E

ISETXZBIHFEA

ALACHISEREN AT RBIER. EXMERT , SRHEEISET F R R FRAEFRADE ( 21R
£/ ) AFREHELR. SEFEEISEARTRBAEETERERDE (L ) , IXNEAXKRRE
#Bh,

BIXRATETR :

1. ® A TAFP R MEISponsorAllAccountl, BRI A AR SANITILIRME | EEEEIA |, SR
BRAFPHSEA, ERARAG  SHIEESSHEESASAFSHG4E. AR, 2§
SponsorAllAccountF R ME TAF,



»%s System | S Identity Management iﬂmrkﬂmwm E‘Eumumw
identities ( Groups External Identity Sources Identity Source Sequences Settings

Identity Groups User Identity Groups > SponsorAllAccount
(_‘.- p} ‘: Identity Group
- EE Gy
N *Name  |SponsorAlIACCouUNt
»  User identity Groups * I |
» 2 Endpoint identity Groups Description  |Default Sponsor Identity Group
Save Resat
¥ Member Users

2. S EIEESHEEESRIEAL,

il | dentity Services Engine

£ Home  Monitor »

¥ System . If-ldﬂnuty Manag ] «!- System S Identity Management
identiies ( Groups = External Deployment Identities
— Lmnﬁ]ng Gmupﬁ
Identity Groups Certificates External Identity Sources
(" Logging Identity Source Sequences
*, = ‘g Operations Saftings
» O User Groups Admin Access
» {3 Endpoint Identity Groups Sengs ! Gponor raup Polcy
i Network Resources * m%
MNetwork Devices Seilings

3. Riim  REIEERBARBIKS



atfusn ] =
cisco !dentity Services Engine

@& Home  Monitor v Policy v SRR RS

o’sSystern  J5% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit <-Add M Delete <7 Fiter

r Sponsor Group Name 4  Description

W SponsorAllaccounts ‘ﬁ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup
4. & Authorization Levels HiZF B THRA : EFHEZFL : 2




III‘I*I'I

cisco Identity Services Engine

£ Home

Monitor = Policy = Administration v

ofsSystem 5L Identity Management [ Metwork Resources | [ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P e—
Sponsor Group List = SponsoralAccounts

| General H Authonzation Levels | Guest Roles Time Profies |

* Maximum Duration of Account

Allow Login | Yes |~
Create Accounts | Yes A
Create Bulk Accounts | Yes B
Create Random Accounts | Yes (v
Import CSV | Yes B2
SendEmail | Yes 2
Send SMS | No A4
View GuestPassword | Yes I
Allow Printing Guest Details "r’e*s—;T
View/Edit Accounts | All Accounts 2
SuspendReinstate Accounts | All Accounts L~
* Account Start Time Days (Valid Range 1 to 999999999)

Days (Valid Range 1 to 999999999)

5. BiiSave A\STER I ES

B Bh 5

Hal , LEREMNNBEREME , LAFADEAFS RBIGIIEE. #TKR , LRHBRAREAN
P a2 a7 F U RAUR

BERERATHR

1. M ¥E 288 & M E LU R URL:http://<ise ip>:8080/sponsorportal/Bhttps://<ise
ip>:8443/sponsorportal/, AE , FAULTRABER : AF® : aduser(Active Directory),
employee ( WEFAF ) &B

: XXXX



AMO Sponsor Portal Login —

li:,:E}" = i';h} ':_- " hittp:/ fise:8080 /s ponsorportal/ e ©NETEDY
q'*_‘ Comvert =

L ] Sponsor Portal Login

wilinle  Identity Services Engine 1.0
CISCO Sponsor Portal

Version 1.0.3.377

© 2011, Clsco Systems, Inc. All rights reserved.

Dane A
2. £ &% AN"(Sponsor) WHF , B HAIREMNGERF LIl
vtfran]n, |
CISCO Sponsor Portal
* SpOnsor
Home
SNGR Cusiurization Sponsor Portal: Getting Started
-h Wiew All Guest User Accounts
» Account Management
mmm k Create Multiple Guest Usar Accounts
Create Multiple Accounts




3. XN FIREHEE , RIMATAHR : B8F : Z4E (0, Sam ) B K : 24E (fla0 , Jones ) A A
& : HENEEE XY : DefaultOneHourBt X : {£E/2R1A

4. BEH“Submit”,

Sponsor Portal

L NMAccount Management > View Al Guest Accounts > Croate Guest Account

| Create Guest Account

=
First Name: ‘Sam

Last Name: iAm

Email Address:

Phone Number:
Company:
Optional Data 1:

Optional Data 2:
Optional Data 3:

Optional Data 4:
Optional Data 5:

& Group Role:

| DefaultOneHour 3

# Time Profile:

& Timezone: [EI' ﬁ

& = Required fields

&lhnill(_ﬂunnﬂ_)

5. RS BRIBEEZANBMACRE, BER , EBTL (MNLE—NEKIF ) |, SEIEBA™
6. REFUEOHIT , ERGENAFBNED, BFERAENURABEIFZER(T-F ).




Account Management > View Al Guest Accounts > Create Guest Account

Successfully Created Guest Account siam0002

samoooz M

Username:

Password: 5_5g6d7TKx

First Name: Sam

Last Name: iAm ‘\

Email Address:

Phone Number:

Company:

Status: AWAITING INITIAL LOGIN

Suspended: false

Optional Data 1:

Optional Data 2:

Optional Data 3:

Optional Data 4:

Optional Data 5:

Group Role: Guest

Time Profile: DefaultOneHour
Timezone: EST
Account Start Date: 2011-07-15 13:56:04 EST

Account Expiration Date:  2011-07-15 14:56:04 EST

( Email ) ( Print ) ( Create Another Account ) ( View All Accounts

A BEF

EAADAF/REA IR RN, , WIRGEIF MG RNRBEET .

BIXRATETR :

1. EEIEIRE ( AFF N Apple iOS/iPad ) £ , E#EZIPodif BSSIDH L EIPH#b L AERE,
2. FARKER/HZESMEntp/ww, BFEEBRHEIIFAER TH,




alialn  Identity Services Engine 1.0
CISCO  Guest Access Lisarname:;

Vaersion: 1.0.3.377

. FEAEL—NMNEIHAENILTEKRSEFR, MRKY , REFE RAcceptable use policy TTH

4. % Accept terms and conditions , A /5 & diAccept.

nine 1.0 Guest Portal

Please aacapl e polity:

1. You are resporsibls for
- maintaining the confidantialty of tha passwond and
= Al ackwitees al Gotur under your usemEame and passeond.

2. Cipo Sysiems offers the Senvice for activiies such as the active use of e-mal, inslant messaging, browsing the Warld Wide Web and accessing corparata infrancts. H
il dlals transfars, aspacially susianed high volure data fransfers, am nol parmimed, Hesling 8 wed saraer or any athar sanar oy Lee of clr Servica s probibiled. Tr
1p accass someans elsa’s acoount, sencing unsalicited bulk a-mad, collection of other people’s parsenal dala withowd their incwladge and inlerfemnce with other nabwork)
usarg ang all profibilec

3. Cisca Sysiems raserves the nght (o suspend the Serdos if
- GigCo Syalems masenably Dalenas thal vour use of e SenAe 5 uwraasenally SeomEsaig oF
-y are uEg The Serdos for ciminal of Begal activities,

4. You do mot have the right 1o msell this Serdon 10 a thind pary.

5, Ciann Sysiams rasanvas tha ight 1o mviss, amand of modify thase Tams & Conditors, our athar polcies and agrasmants, and sepacts of T Sardcs (el Nodes of
rewision, amandment, o modification will be posied on Cison Syalent's websile and 'will be sfiecive os 1o existing users 3 days afler poating.

FRIURLE R , # B R TFEIRIERNTBETF,

UEHE

ERPEISENBEE , FREZBERENRIIHEXERATISEEE, #Hlln , XX FAEHISE Web
UKEE , EEEEXS509E BB EEEELE BIERHINE,

BERATSE :

1. NEBLIEZEWNPCLE | T —IMXKEEED |, #ZEhttps://AD/certsrv, XX : FRHZEHTTP,
X : B #E A Mozilla FirefoxZMS Internet Explorerif[8]ISE,
2. LB 5 /Cisco123 B 17 & .



# Cortificate Error: Navigation Blocked - Windows Internet Explorer

ey w [2] Fpeai10.10.10.100ertery A o35 o
v Favorkes () Certificate Emor: Mavigation Blocked | | - -

@ There is a problem with this website's security certificate

The security certificate presented by this website was not izsued by a trusted certificate authority
The security certificate presented by this website was 1ssued for a different website's address.

ﬂ

Sec certificate problems ’
ecunty certificate problems | rnecting to 10.10.10.10. )

SEMVET,

Werecommend thatyou NS

Dromain: KFT-MASSIVE
& Continue to this website | Bl Remember my credentials

= More information

3. B2 Download a CA certificate, certificate chain, or CRL.

e

Microsoft Active Directory Certificate Services - corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-
your identity to people you communicate with over the Web, sign a
you request, perform other security tasks.

You can also use this Web site to download a certificate authority {
(CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services,

Select a task:
Request a certificate
View the status of a pending cerdificate request (
Download a CA certificate certificate chain, or CEL

4. B #HDownload CA certificate # IR 7€ ( FERFNE ) -



Microsoft Active Directory Centificate Servi - comp-RFDEMO-CA

Download a CA Certificate, Certificate Chain, or CRL

To trust centificates issued from this certification authonty, insta

To download a CA certificate, certificate chain, or CRL, select

CA certificate:

Current [corp-RFDEMO-CA,

Encoding method:
& DER

 Base 64
Dowinload CA certificat /

Dowinload CA cerificatd_thain
Download latest base CRL
Dowinload latest delta CRL

5. FTF 3 KB E O iF B hitps://<Pod-ISE>,
6. ¥ ZAdministration > System > Certificates > Certificates Authority Certificates.

il I Ial [ I - — - -
cisco ldentity Services Engine

@ Home Monitor v  Policy v " Administration =

@
Metrics o T
Deployment
Active Endpoints Licensing
0 - Certificate:

7. £ % Certificate Authority Certificatesi® /£ 3 i3 ¥& 2 LA G T EHAICAIE B,
8. % #Z Trust for client with EAP-TLS , RF1RXR,



cisco  /dentity Services Engine

il ==
' Gystem | [ identity Management [ Metwork Resowrces  [4L Gues! Managament
Daplayman Licansing |m“¢ﬂl‘|—m Oparations Admin Acoess Settings

Canificate Authorty Carsfcaing > Import

Certificate Operations

& Local Cortl * import 8 new Trusted CA (Certificats Autharity) Cortificate

L3 Higning Requesis * Cortificas y

& Conilcann Axharily Corsficilos Fila marnt

K Al Camfcals Ceriicates ang available sor sslaction as the FHoot 1CA for sacurs LDAP o0
they mery ba anabled for EAP-TLS below:

sl Trust for chont wih EAP-TLS
Dagcription

9. WIAERCAR NN ZEFEHIRCA,

cisea ldentity Services Engine B admin

A oo+ Rl

.‘_': Spstam .’kﬁlmﬂm Managamant imﬂmmﬁ [ Giaest Management
Dapioymant  Licensing | Coriicales ~ Logging  Operations  Aomin Actess  Senings

Certificate Operations  Cartificate Authority Centificates
#?ﬂ:;wmm JEm cbhid | iy B M Cuinte
o R [ Friandsy Mame « Expration Issued To
© Conficate Authority Coticais
Ba.cam. f-Gamo.oom This Jul 12 1214:47 PDT 2002 tsa.con,r-damo.com

10. MXI 8 25 ¥ ZJ Administration > System > Certificates > Certificates Authority Certificates.
11. £ HAdd , RAJ5 % EHGenerate Certificate Signing Request.

il | il Il i _ _
CISCO '-l'?'[ L |..'-.-' —alvices Enaine

fiy Home  Monitor v Policy v S e e 0] (R

«ls Systern | &% Identity Management [ Network Resources  [#% Guest Managemeant

Deployrment Licensing [ Cerdificales Logaing Operations Admin Access Seftings

Certificate Operations : Local Certificates
@ Local Cerlificates fffpmm 7 ean deasa Expot | I Delete

© Certificate Signing Requests | Eren  '™PortLocal Server Certificate
— Generate Selt-Signed Cenificate
Generate Certificate Signing Requast

Bind CA Cerlificate

& Cerificate Authorlly Cerlificates
I isece

12. BRETE : iEPED : CN=ise.corp.ri-demo.comZHAKE
: 2048



Local Certificates > Generate Certificate Signing Request

v Generate Certificate Signing Request

Certificate -
* Centificate Subject |CN=ise.corp.rf-demo.com

* Key Length [2048 < v

Digest to Sign With SHA1

13. ISEfRRHECSRIEF R HCSR, Click
OK.
| 4

A Certificate Signing Request was
generated and can be viewed in the
"Certificate Signhing Requests" page.

14. MISE CSRTIHIEBRCSRH R THFH.
15. X HREFEIMEAVE (Flmn , THSF)
16. XS FH*.pem,

tluan]n . -
.:I!ICGI Idantity Sarvices Engine

@ Home  wpnitor v Policy v ST R
<fagystern | SEdentity Management | i Metwork Resoumces £ Guest Managemeant

Dip oyman] Licersing [ Ceificabes  Logging Cperations Adrrin ACCREE Seflings

Ceriificate Dperations i I | ! Reqpests

& Local Certificales - ¥ palats
@ ¥  Friendy Mame s  Cerlificate Subject Key Length

& Cerlificales Aulhoriky Carfificabes -
|f IE8.cofp. i-dermo. conn Ch=iza.corp. i-dermo.com 2048

17. HEICSRXHHERILER/ BEF R/ XA RIEBHTHE.
18. EHIAR (“R"™>"EH") o



Faragraph

Lists *

19. FTFF X ¥ 85 8 O 17 Al https://<Pod-AD>/certsrv,
20. REREIEH,

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Welcome

Use this Web site to request a certificate for your Veb brow
communicate with over the Web, sign and encrypt message

You can also use this YWeb site to download a certificate aul
pending request.

For more information about Active Directory Certificate Ser

Select a task: ‘.ﬂ

Request a certificat

View the status of a%ndinq certificate request
Download a CA certificate, certificate chain, or CRL

21. BHURXEGREP PR,



Microsoft Active Directory Certificate Services -- cor

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an:advanced certificate request

)

22. FFCSRABH MBI ERFERFRF,

Microsoft Active Directory Certificate Semvices -- corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Civ
source (such as a Web server) in the Saved Request box,

Saved Request:

Base-bd-encoded

cerificate request Undao
(CMC or

PKCS #10 or o
PKCS #): copy

ml
Delete

Certificate Template: Select Al

|Adr v Check Spelling j'
Languages »
Additional Attributes:

Convert Web Page to Adobe PDF. .. L
Add Web Page to Existing PDF...

Attributes:

23. 1% $ZEWeb ServertE R iEPIEMR , RS 2 T Submit,



J _ Microsoft Active Directory Certificat... | -

Microsoft Active Directory Certificate Serices - corp-RFDEMO-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded Clv
source (such as a Web server) in the Saved Request box.

Saved Request:

lgA/MNZsTIoEPekcunnm+ZFt14XajB32uvHHITI o -
Base-bd-encoded JagsOM7EEY0potdbhiald7 1368 Lme6BEETkSmEhi TEWSF

cerificate request |kSa?LAYgkgLRYEnpul SRIQ7wiWijArH8cK10rVT42

(CMC or LPEQ7ZNZXYIXTfuljdgoal jmsk6TOnLABYYQEnKOx

PKCS #10 or VSOYBOJTYHEXIPGE, ned9z3M01iZdZ smdXHNS2bhI£0/

PKCS #?} ————— END» CERTIFICATE REQUEST-—--- -
| | b

Certificate Template:

Web Server i

Additional Attributes:

Aftributes:

Submit % |

24. 1%£1##DER encoded , /5 # $iDownload certificate.



Microsoft Active Directory Certificate Sernvices -- corp-RFDEMO-CA

Certificate Issued

The certificate you requested was i1ssued to you.

® DER encoded or ¢ Base 64 encoded
1 Download certificat ‘——
Download certificaté_thain

25 XM REFINESHNCE (il , TH)
26. ¥ ZAdministration > System > Certificates > Certificates Authority Certificates.

'::Illsl.-.':[:;' [dentity Services Engine

A Home Monitor ¥ Policy ¥ © Administration

b
ale System

Deployrment
Active Endpoints Licensing 1
0 o Cedificate
Logging %

Operations

Metrics

Admin Access
Systemn Summary Settings

27. B EHAdd > Bind CA Certificate.
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cisca ldentity Semices Engine

f4 Home Monitor v Paolicy Administration

slesystern | Z%|dentity Management [ Metwork Resources (&4 Guest Management

Ceployment Licensing | Cerificates Logaing Dperations Admin Access Seftings

Certificate Operations Local

ﬂ' Local Certificates J,-i" Edit +Md @ Expaort x Delete
© Certificate Sigrang Requests ™ | Frient Import Local Server Cerlificate
8 Corificate Suthorty Coerificates - Generate Self-Signed Certificate

Generate Cerificate Signing Request

Bind CA Cerificate {*_";h

I isecc

28. ¥ BRI LART T EAIC

EVITES

AlEH,
Engine

Monitor *  Policy Administration »

sfaSystern | S Identity Management i Metwork Resources |4 Guest Management

Deployment Licensing Ceficales . Loggng Operabons Admin ALCess Seflings

Certificale Operations “ Local Cartihcaies = Bind C& Signed Cerricate
* Bind CA Signed Cerlificate
@ Certificale Sigrrng Requests Certificate

8 Cerlificale Baghoriy Cerilicaies

* Cemdicale File |C‘|,Ugara'lpmh.|:lnwnhaﬂs’l,mmw.car ( Browse_ I

Protocol
EAP: Lisa canfficate for EAP protocods fhat use SSUTLE tumneling
[+ Managemen interface; Use ceificale fn authenticate the web server (U

Crvmrricle Prolcy
A ceificate being imported méay be determingd 10 alveady exigt in the system

L] Replace - - .
Cortificale and serial number as an exisling cedificale. In such a case, seleclian of the "R
e cartificate contents bo be replaced while retaining the existing protocol sslachan

29. i%#ZProtocol EAP#IManagement Interface , A5 % & Submit.
30. WIAEFCARMA ZEEHNRCA,

nagement i Metwork Resources |i_l‘ Guest Management

(" Certificates Logging Operations Admin Access Seftings

Local Certificates
: Edit 'ﬁl}:'ﬂdd & Export XK Delate
k. .
™ | Friendly Name a |ssuedTo Issued By
et :
r ise.comp.r-demo.com ige corp rtdemo.com ise.corp -demo.com

-—H r ise.corp.r-demo.com ise corp. -demo.com corp-RFDEMO-CA




Windows 2008 Active Directory S5

ISE ] LAE 2 5 Active Directory(AD)# {Ti#1E |
o NTEADEE , ISE4

IE%E T,

BERERATHR

1. EX¥ISEMAADL , EMISER
S Engine

A EIADE EZIS,,\

Policy » & Administration «

Ll
-
-

= System

Deployment

S8

Licensing Groups (
Certincates I
Logging ldentity Source Sequentés

h v Qpergtions setlings

J«,LJ&?'}FHF/M%ﬁ%fﬁ?‘lﬁiﬁ#%‘iﬁﬂfmﬁﬁFfﬁ
, B FISEMAADSE, , HHIAADBEE =

EEE>FHEE>NBE BIF,

ldentity Management
Identities

2. NEMER ( ANEBH MR ) HikiEActive Directory.

3. EAM , £ Connectionit I H M AL THA :

- AD1

L
cisca  |dentity Senvices

& Home  Monitor v

Engine

Ul R Adrministration

# r .
o Sysbarn FL | derility Mana gemgnl

w

il Hotwork Rusources  [2&) Guest Management

Idantilies Groups (i Exdernal [denlity Eources

Idenlity Ecurce Eequences Beflings

External Identiy S0urces

€ B =

o LDwr

oo RADLT Tomen
o F5A Secarid

~ . Cerdicale Aubenlicsion Profie

‘ Bt Dirgctory = A0

" Cannection IR A

o

¥

#% : corp.ri-demo.com& B ER M

* Sprewr Donneclion

To corfgure Active Direchony:

& Firsl entar e required flalds: the Domain Nama to connect i and the Identity Store Nam
pages, and click subimit b cammit the Active Direciory configuration to all nodes in the Iﬁj
= Afar ihe configuration has been submithed, thenJoin or Leave oparaions must be perfa

* Domain Mame
= I Fility SOrE M

Local Mode Status Mo Aclve Diraclosy Configuraton iz Set

Al:ﬂ“

corp .- demo o q | Test Connection

4. B #HTest Connection. % AADM /% (aduser/Cisco123) , AFH HOK.



Test Connection

* User Name: [aduser
TPassword |[sessssss

5. BN M IR £ RN = BX Ih (Test Succeeded).
6. % Show Detailed LogH M 231 M EHERR B AR FME S, B E OK 44,

W Show Detailed Log. (Note: May contain sensitive information such as passwords.)

cuted with privileges of root -
dinfo (CentriyDC 4.3.0-192)

Host Diagnostics
uname: Linux ise 2.6.18-238.1.1.el5PAE #1 SMP Tue Jan 4 13:53:16 EST 2011 i686
0S: Red Hat Enterprige Linux Server
Version: 5.4 (Tikanga)
Number of CPUs: 2

IP Diagnostics
Local host name: ise
Local IP Address: 10.10.10.70
FQDM host name:ise comp.r-demo.com

Domain Diagnostics:
Dormain: corp.i-demo.com =
 Subnet site: Default-First-Site-Name E[

7. B & Save Configuration,



* Domain Name Isnrp.rl-uumn.mm | | Test Connection |
* |dentity Store Name E1 |

Local Node Status Mo Active Directory Configuration is Set

¥ Connection Settings

[¥] Enable Password Change
Enable Machine Authentication
[V] Enable Machine Access Restrictions

Aging Time (hours) |6 (Valid Range 1 to 8760)

8. B ifiJoin, WIAADRAF ( BB A/B2R123

Join | | Delete Configuration |

, AR5 # HOK,

Join Domain X

* User Name: [administrator -

9. #iAJoin Operation StatusE R JySucceeded , AFHE HOKHKLE, RES[EZRBET
CONNECTED., #nRiRASFERE ek , MiXiEZ G H B HERRADR R,



Identity Source Sequences Settings

Active Diractory = A1
ﬁ Groups I Join Domain X

Status: Join Operation Succeeded

¥ Server Connection

To configure Active Directory:
* First enter the required fiel _ 9% 1 Ihe identity Store Name 1o refe
pages, and click submit to to all nodes in the ISE deployr
« After the configuration has beer ruvenwenrersoave-wpelations must be performed on ¢
* Domain Name |corp.r-demo.com | | Test Connection |

* Identity Store Name [(AD1

Local Mode Status  Joined to Domain: corp.r-demo.com Connection Status: CON ]

s hActive Directory4

ANIIADART , RVFXYISERBEHTERMIES, Sl , ADARLUIRIIERAS (MR THEATHA
) X4, MASELBIHISE 1.04:3 RIESIMEXRR , BHEIF , RBRERTAS

FEARSK S | {XfEHDomain Users /s Employeeff.,
BERUATIR :

1. MISE , #ZEE>FHEE>ABIBR.
2. %2 Active Directory > Groupsi£Il+
3. Bi+Add , A J5 % hSelect Groups From Directory.

T .
CISCO Les Erdie

¢y Home Monitor v  Policy v BRSNS

3;;;Sﬂiﬁ‘{{ildenhh'hﬂanagen'ent i letwork Resources  |2& Guest Management

Identifies Groups (" External Identity Sources Ideniity Source Sequence

g etlings
External ldentity Sources I{ Active Directory = ADr ‘

= — . Connection iﬁ Altributes
. == y |
* = = it

L Cedificate Authentication Profie ¥ 4.1}: x
e ——— Add Delete Group (
== | DAP ] Select Groups From Direclory
L
o ’ Add Group '{Ij
o RADILS Token ¥
| o pos Sacl :

4. EREEQD (EFRERA ) F , #Z 1 (corp-ri-demo.com) T ESR (W ERINE. RS, 2F



Retrieve Groups.

Select Directory Groups

Domain: corp.r-demo.com

This dialog is used to select groups from the Directory. Click Retrieve Groups.. to rea|
Use * for wildcard search {i.e. admin®). Search filter applies to group name and not th

Filter: u Retrieve Grou

I~ Name

umber of Grou|

corp.-demo.comiUsersiDnsUpdateProxy
corp.ri-demo.comiUsers/Domain Admins
corp.-demo.comiUsersiDomain Computers
corp.i-demo.comiUsers/iDomain Controllers
corp.M-dermo.comiUsersiDomain Guests
corp.i-demo.comiUsersiDomain Users
corp.f-demo.comiUsers/iEmployee
corp.r-demo.comfUsersiEnterprise Admins

1 O OO0 O O8O

5. 3% Domain UsersFEmployeetAKI41E., ST E#EE OKo
T DT T e T LU IS ETS LTI G UTTIPOeTS

cofp. -demb.comisersiDomain Controllers
corpr-democarmllsersDomain Guests
corpr-democamiJeers/Domain Lisars
corp.r-democomilsersiEmploges h

Corp r-demb.comiJsers/Enerpnse Adminsg

corp -dembcarmisers/Entgrpnse Raad-anky Domaan ContaoNers
corpr-democarmiliserslGroup Paolicy Crealor Owmers
corpori-democomitJeers/RAS and W8S Sarvers

corp.r-demo.comiUsers/Read-only Domain Conbrollers
corp.r-demp.cormltsersiSeherna Admins

977 aEa 0N

DCUERD
GLOBAL
GLOBAL
GLOBAL
GLOBAL
LINIVERSAL
UNIVERSAL
GLOBAL
LOCAL
GLOBEAL

LINIVERSAL =
| »

-

6. BINEFARMEIFRP,
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3. M A& ¥ :AD_Internal, FiFTE AT AIRAINE|SelectedFER. RJg , REFEENHF N
AD1BEF|RIAEP, % EH“Submit’,

Identities Groups External Identity Sources (" Identity Source Sequences Seflings

<l oy S S i =

T ldentity Source Sequence
* Mame |A.D_Intemal ﬁ |
Description

¥ Certificate Based Authentication

-

(] select Certificate Authentication Profile | »

¥ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected
= AD1

Intermal Lisers _J
2l
]
1

Internal Endpoints

AL LB

* Advanced Search List Settings

Select the action to be peforrmed it a selected identity store cannol be accessed for authentication
{(®) Do notaccess other stores in the sequence and set the "AuthenticationStatus” attribute to "ProcessErmror

() Treat as ifthe user was not found and proceed to the nexd store in the sequence
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:'-_ﬂ Systam “:‘3.1 |danfity Management iﬂetw-:lrl-c Resoures |g-.| Guesl Managament
il SporEer Group Policy SPOnSar Groups Setlings
Slatus  Rule Name Identifty Groups Other Conditions Sponsor
~  [Damain Users | i | oy | 500 | Setectatrioue | ten | Sponsor o
E! Add All Conditions Below to Library SponsorAll
Condition Mame Expression
1 SEOnSOrGET
[AD1 EdemalGroups o | [Equals (-] || = &
corp.r-demo.comilUsersiDomain Us

corp -gemo, comsersiEmploves

E%*_ Fpﬂnﬁﬁlf@f

7. BERIEAASF , REUTAR : RIEAL

: SponsorAllAccounts

wiuan]ns
CISCo

& Home

L 3
iy Sysham

Z idenitity Mana gament

i Sponsor Group Policy

i Adrninksiralon v

Sponsar Foups

Bl Heteons Resources | [ Guest Managarnl

Selngs

Rule Mama |derity Groups Cither Condibions Spansar Groups #
B - [DomainuUsers | | Aryy | | AD1 ExlemalGioups EQUALS : | | Sponsor Graup. =
B - wanage All Azcounts | | spansaran T[]
' " Sponsor Groups
B - Manage Group Accounts ] | Sponsartr . )
B ~  |Wanape Cwn Accounts | | Sponsard... e E = &
a s A4

U Spondor o Fpuleeoun
¥ SponsorGrouphwnibcoounts

8. SMEAIEE>HEEE-RIEAL,

stffusufus
CISCO

‘:1 Hime

Monitor -

Folicy »

Administration »

ofs Systern | 551 identity Managemd ofs System 53 identity Managernent
{ sponsor Group Policy Sponsor Deployrment Identities
r - Licensing Groups
Slatus Rule Hame Ceificates Extermnal Idantity Sounces
- [Dnrnam Lsers ) Logaing Identity Source Sequences Br
Operations Saftings
- |Hanageml.ﬂ::uunts Admin Access B
] Settings [ Guest Management
i |Hanaga Group Accounl Sponsor Group Policy far
. 4 [ Wetwork Resources
= | |Manage Own Accounts Metwork Davices by
Metwork Device Groups
External RADIUS Servers
RADIUS Server Sequences
SGA AAR Servers
4




9. 1% #F LA 4mE>SponsorAllAccounts,
11 111 [T — =
cisco |dentity Services Engine

@ Home Monitor v Policy v SEERGTTEELLR S

ofsSystern &% Identity Management [ Network Resources | [#4) Guest Management
Sponsor Group Policy ( Sponsor Groups ~ Seftings

Edit =Add M Delete 7 Fitter

r Sponsor Group Name «  Description

W SponsorAllaccounts “ Default SponsorGroup
" SponsorGroupGrpAccounts

Default SponsorGroup
10. & Authorization Levels HIRBUL TR : EFEHEZE 2




hll'l"lld . -
cisco ldentity Services Engine

A Home Monitor v Policy v B iR

-:;f';v Systemn Iﬂ- Identity Management i Metwork Resources [i_';‘ Guest Management

Sponsor Group Policy ( Sponsor Groups ' Settings

P ——— e ——
Sponsor Group List > SponscralAccounts

| General B Authonzation Levels ® Guest Roles Time Profies |

Allow Login | Yes |v
Create Accounts | Yes [*)
Create Bulk Accounts | Yes B
Create Random Accounts | Yes [
Import CSV | Yes 2
Send Email | Yes L)
Send SMS | No d
View Guest Password | Yes L
Allow Printing Guest Details | Yes | =
View/Edit Accounts | All Accounts L=
SuspendReinstate Accounts | All Accounts [*]
* Account Star Time |1 Days (Valid Range 1 to 999999999)
* Maximum Duration of Account [ | Days (ValidRange 1to 999999999)

EX A LEESPAN

Bl ESPAN - ISEEE/HFENIEOSWLCERIZOMLNE2R, RV ATE E N SPANME O
, Bl & T EEOVLAN,

Podswi t ch(confi g) #nonitor session 1 source vlianl0 , 11 , 12
Podswi t ch(confi g) #nonitor session 1 destination interface FaO/8
ISE virtual probe interface.

£ : Apple MAC OS X T4 & 12 B iE

£ A Apple Mac OS XELE LA LN , BILY FARIEKNSSIDENAIBAF, ( REMKADAF
) REXEIWLC, MRETFEA , BB,




1. EMacL , HBIWLANRE, BAWIFI , REEBEHEZINEL—NEIFBNER
@ rx coxes @& Thu 10:47
rt: On

irPort Off

Turn

.,})

vblizzard
3ss
alpha
alpha_phone
Branch
Branch-PSK
BranchVoice
Demo2-Rogue
Demo5-Rogue
Employee
FlexDemo
guest-test
guestnet
J_test
Lab -
mi-demo-1x -
mi-rf-mgt -

open

PPDDEPERPDDDDD

-:]} -l}} 1) -1]} 2 ) -::l} a4 4) 9 2

) ) -|]} 4 9

e

PodX =
rf-COA =
rf-management &=
secure-ipve -

Join Other Network...
Create Network...

Open Network Preferences...
8021XE’9POD SspD, e—m,mp,-m————e—

2. BMHMUUTERES : A% : aduser ( MEEHAD ) . employee (& — BRI ).
contractor ( N — AT ) BB 1 XXXX802.1X : BHTLSIES : &




w, The network “pod1x” requires a password.
)

o~
User Name: aduser ‘ﬁ

Password: essssssse * J
802.1X: | Automatic 3
TLS Certificate: | None o] | v

M Remember this network

{ Cancel :} (—ﬂ{—k)

, EiCARBMARETL EERE., AL, ISERTEAS| R AMEBH , TR :
Aut hentication failed :12514 EAP-TLS failed SSL/ TLS handshake because of
an unknown CA in the client certificates chain

3. ¥ FSystem Preference > Network > Airport > 802.1Xi%& & H ¥ # #IPOD SSID/ WPAEL & XX
HEHRBIFRENRN : TLS : SZHPEAP : ERATTLS : B2 HEAP-FAST : BE2H

Jl:: N




T AirPort

! AirPort  TCP/IP ~ DNS = WINS ~802a% Proxies Ethernet '

TUser Profiles
# WPA: alpha # User Mame: aduser
™ WPA: podlx
™ WPA: blizzard

Password: esesessssssssess
| Always prompt for password

Authentication: | Enable Protocol

PEAP - Enabled O TS |
Everything else = DISABLED w

1 TTLS i
[ EAP-FAST v
Configure...
( Configure Trust... )
Wireless Network: podlx -
== Security Type: = WPA2 Enterprise bl
@ (Cancel ) ( OK )

4. BHOKBEH A FREFIRE.
5. ENetwork RE L | %EFFE LHAISSID + 802.1X WPAELE X 44 , A5 % d:Connect.



8 00 Network

Location: [ Automatic PH

= "M -
s on  (TumAvenof)

AlrPort has the self-assigned IP address
~ USB Modem ':.g * 169.254.187.68 and will not be able to

Mot Connected connect to the Intermet.

LISB Ethernet .

Mot Connernes &9 Network Name: | pod1x B2
& VPN (IPSec) Q ™ Ask to join new networks

Mot Connected

Known networks will be joined automatically.
If no known networks are available, you will
be asked before joining a new network.

802.1%: | WPA: podix e m

= — i Show AirPort status in menu bar { Advanced... @

1
[i Click the lock to prevent further changes. [ Assist me... j Revert Apply

6. REMHESIRTMARAFBMED, W AADAF ME (aduser/XXXX) , AR5 % HOK,

—

Authenticating to network "pod1x”

Please enter your name:
aduser

Please enter your password:

e
( Cancel ) w




Z %NS R EEARPH# A Connected via PEAP,

ann Network
| «[» || Showan | Q

Lecation: | Automatic B2

 Comected Status: Connected  (_Tum Airbort OFf

. & AirPort is connected to podlx and has the IP
@ USB Modem & = address 10.10.10.101.

@ S8 Ethernet .y Network Name: | podix )
& 'U'PN EIP&EE_‘.I . Q ™ Ask to join new networks

Known networks will be joined automatically.
if no known networks are available, you will
be asked before joining a new network.

802.1X: WPA: podlx " Disconnect )

Authenticated via PEAP (MSCHAPVZ)
—. Connect Time: 00:01:01

# Show AirPort status in menu bar " Advanced... ) @

+ | = @

1
I_-'j Click the lock to prevent further changes. ( Assistme.. | | Revert Apply

B# : Microsoft Windows XPH o4& 5 19 1 iE

fFAWindows XPTL&E A ENE LR BB RIEANSSIDERHRNZBAF, ( REKADAF ) <EE
WLC, MRTEH , HEH,

BERATIR :

1. ZEZREFREME , BEWLANRE. BRAWIFHEESE L -GS P OIEE F802.1XH
POD SSID,



(Pwiiintel L X

Network Tasks Choose a wireless network

& Refresh network kst Click an lbem in the list below to conp

information, -

# ko a wiredess network in range or to get more

--:- Set up a wireless network ((®)) peoeed 13
for a home or small office 2 kel

Relsted Tasks Wireless Network Connectic

jj_..l Learn about wirekes:

networking
;j? Change the order ol  Please waik while Windows connects to the ‘pod1x” netwark.
preferred networks
g Change advarced g reteiork type... |llﬁn
Hadiat [ T T | |
Lt Unsecured wirehess nebwork .l“ﬂ
{{ﬁ}} DemoZ-Rogue
'\ Security-enabled wireless network (WPAZ) -Ilﬂﬂ
J_btesk
(D) =
i .

2. FRIWIFEZON NEE .



File Edit View Favorites Tools Advanced Help

‘5 Network Connections

OE&EI—: v O - Lﬁ:

./'.’_.)Smh | Folders ||,_J; » X 6

Address Ie_-, Network Connections

LAN or High-Speed Internet

Wifil-Intel

lisabled
R CORIntel(R) Wireless WiFi Linkedis
! Enable
Wizard Status
izar
Create Shortcut
New Connection Wizard Dejete
Rename

Local Area Connection 1394 Connection
Metwork cable unplugged Connected

[ _m_ Intel(R) 52566MM Gigabit Net, .. . i 1394 Net Adapter

pork Setup Wizard

3. SMEITLEM LKL+, EFEPod SSIDMERE > ML F> EAPEE=ZRIFHN

EAP(PEAP),



pod 1 % properties

4. REHEEAPE %,
5. REUNTH : RIUFRS /IS : EEASHRIESE | REHB(EAP-MSCHAP
v2)



7xi

When connecting:

I~ validate server certificate |
*l_ SR A ] EAP MSCHAPYZ Properties x|
When connecting:

Trusted Root Cer

Automatically use my Windows logon name and
[ ca r password [and domain if any).

] ca.demo.loc:
[] Certiposte C

D Certiposte S oK Cancel |
[0 Certisign - A I_I

] Certisign - Autoridade Certificadora - AC4

] Certisign Autaridade Certificadora AC15 - 'E]
«| [ »
I~ Do not prompt user to authorize new servers or trusted

certification authorities,

Select Authentication Method: ‘

[Secured password (EAP-MSCHAP v2)

[¥ Enable Fast Reconnect
[~ Enable Quarantine checks
| Disconnect if server does not present cryptobinding TLY

QK Cancel

6. EFTEE O P EHOKL TR LA BEES.
7. Windows XPEFiniE R AR P B MZEE, EABIH , ©Raduser/XXXX,
8. WIAMEIEBE M., IPHIUL(v4),

£# : Microsoft Windows 78 54k 5 191 iE

£ AWindows 7o4& £ A BMNBEN LT & MR IFNSSIDERNNEBAF ( HEKADAF ) XEKE
WLC,




1. EEIEAEME | #BWLANKRE., BRWIFIFHIEZESE L —MNRST P RIZEH S FH802.1XH

Currently connected to: fy =
secure-ipvb
No Internet access
Wireless Network Connection A
secure-ipvb Connected .!!

ﬂ Branch-PSK M
podix .
|¥| Connect automatically

FlexDemo

alpha_phone
POD SSID, i i "!

2. i [E Wireless Manager # 4m 58 #THIPOD L& B i& XX -

3. IREUTH : HMAKIESE : PEAPIZERMNER......  EEARIERSS|[IES (SRRE
)  CERAEHMRIESZE ( BRIRE ) : EAP-MSCHAP v2 B3I R KA Windows &
...... - BEA




(Commcm] 5o |
Security type: WRAZ Enserprise = !_"Tm'ln:tmﬁw SOrVers:

Snoypton type:  [AES -]

Choose a networik authenbcabon method:
icrosoft: Frowcted €48 FEAF) v

[ Reemember my credentals for this connection each
time I logged on

| Enforoe M bwork Acoess Prabecton
| Bescornect if server does ot present orypiobinding TLY

| o - | Enake Tty Privacy | |

I' ook [ cones |
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