56 i T2 LAN 6| 88 F1 5 19 AR 55 5| B AV EAP-
FAST & 5 i

ER
AR

A

PAC
PACBfL1&E X

HNEAP-FASTE B iFELEWLC

EiiE WLC LAEETF\EF RADIUS BRE 283 1T RADIUS S 231 1F
HNEAP-FAST & {3 3 1iF Bt EWLAN

N EAP-FAST & 131 if fit E RADIUS BR 55 28

812 —MNA T3 EAP-FAST &P imit 1T B33 uf 4y i P BdE &

F WLC 5 AAA B FimiainE] RADIUS R85

FREZT RN PAC ELE N RADIUS RS 2RELE EAP-FAST 51318 F
ERADIUSHR S 88 L Bit & WPACIE AL & 13 % iF BVEAP-FAST & 13 10 i

NAMEL B 4B E

E FHEAP-FAST & 31 iF I is 5 SSIDAYE 1,

ISEE B 1iF HE

WLCIwR IR B I BYEAP-FASTHR

PR HEBR

&

ZK 3 #4115 BE 204l {6 A S\ EBRADIUS R %5 85 B iB To 4k R i 3= #l 85(WLC) BUR 1T Rl i R B 19 I8 1

(EAP) — B Z£BRE# 1T REEMHRIE(FAST) B HRIE, BB RGIER S MRS SIZ(SE)E
RNHAERADIUSIRSS B8 Tk B P iw i 1T B BRI,

AXHEER/NMBUANTEEAREEEEMEZT FHRIENTR ( B3 ) RIPHRIZIE(PAC)E
BLAYISE,

FRFH
EXR



ZHBATHEEZH , FRRBEATER :

. TERREEAS (LAP) M Cisco WLC i & iy & At Z0iR

. CAPWAPTIMY # E 2< &R

. T E B S ZBRADIUSHRE 25 , HilfCisco ISE

. BXIBFAEAPAEZE A THRE IR

- BXRZEM ( MIMS-CHAPV2FIEAP-GTC ) WERAIR | LR A XHFIERAY R

ERMEAH
ARSI BB T U TR RE AR -

. IZ{TE# 8.8.111.0 fRAHY Cisco 5520 %5 WLCERI4800% FIAPAnyConnect NAM, BRl%
2|SERZAR2.3.0.2982 {THRA15.2(4)E1#Y ER13560-CX R 5 3 #e #l
AXEFNEEHRETEERREREFNERREN. AT FEANFERZRNEXAR
B(BA) BE. MREEANRERSNE , BRAREELXTHRMEWmSHEERE,

p: 4l
BAXHAENESES | W5E Cisco HABTHE.
HRER

EAP-FASTIMY R AT AFF 5 RIKIEEE 802.1X EAPZEE | BRI RMERR N T XGLEX RS
BREEFLENEFIETERFIEBMB02.1X EAPREMNE,

EAP-FASTIMU R EAERREZ 2 (TLS)RREMZEAPESNEF ik — RFB[LZ LW, EAP-
FASTRREZVETHAFIMBENBEYER, XLBYLZEFNIPAC , ISEAXEEISER £ 04 K
PAC,

EAP-FASTZ = B Bt 1T -

- FTRE ( BFPACHERE ) - EAP-FASTHERE , iEMEBRERBERIPIAZE , RIBERME
R A PR EEAP-FASTRA AP EFIRNPAC, MBXAFEFIRERPACRERMEN
M—EHN., ¥  HMESETEN , EAPACEATUFHRARIE /% K MASEANRE,
BXEMEER  BSHAXEHPACHEERED .

- B — EFE 1N , ISENRKAAFEFIHRERAFNPACEIIEYTLSRRE, M BRESR
BRALAFPEFRERNZIRREMETHRNRN A FREPAC , # BPACE T A HH 4
o EAP-FASTHIZE —BER KB AEMM LIRS -

OB EY — TEE2MER , EATLSBRENEAP-FASTX N NHEAPH A SHRIFERER
< M 1£3% B fF B F P s MRADIUS AR5 858 2 B I PACEIZHIRADIUS, EAP-GTC, TLSHIMS-
CHAP#ER NEZBEAP A =S X1, EAP-FASTAXIFHMEAPSRL,

BXiFMEE_ BESHEAP-FASTH THEAR.

PAC

PACRBHE®Z4 , FISEFMEAP-FASTRA AP B F iRst® M B UE H 2 I TLSPRE LA TEEAP-
FASTE2MEREM., ISEERZEHTR4AFAFZ ERKPAC,


https://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
https://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/99791-eapfast-wlc-rad-config.html#PAC
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/eap-fast/200322-Understanding-EAP-FAST-and-Chaining-imp.html#anc4

PACETE :

- PAC-Key — AERIEF i ( MEFWIEE ) MRSB|HFIDHEZRHA,

. PAC Opaque — BEF IR EFHERLBRZFZNTERFE, RFF[IMEPAC-KeyMEFif & 17
, UEE P iHHEE’TEHRIE,

- PAC-Info — Z - GFERFB|OINR , UEFFIREBEFTRNPAC, 3% , E3FEHMER
, MPACH) 2Rt ] o

PACTHE &
WEIATER |, TR R R AR B
EAP-FASTIREF METIR N &~ i% B EPAC:

- B3IPACIREL ( EAP-FASTR B0 FHIPACIERAS )

- F2) (#45 ) PACHE
TR/EFPACARBEZMEEZNZRLAF B IRKEFHPAC, BFIPACARLTEMNEASH
ISEEEAMTM , fiiRREREISENRLARAF R IRUZFA AR,

BRFTRYEAP-FASThRAS X155 R HY 5 A PACE B B B LI

- ERTHFAPACIHE
- & 5 HBIENHHAPACHE
AR AR EFAPACEE S ERAERE T %,

TN FHPACREBEISEEERERPACKH , RELAFHS RAERANNERT. AP SR
ERAEPAC HFELE &AL M & im,
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RADIUS

10.48.59.128

Accesd switch
WS-C3560CK

AIR-AP4800 551D:eap_fast

RE
NEAP-FASTS 3 E & BWLC

ERBWLCHUHITEAP-FASTEARIE , BHITUT SR :

1. BB WLC AMEBEI 4\ E8 RADIUS PR%-223# 1T RADIUS B 4%
2. NEAP-FAST B3 K iF it EWLAN



B WLC BUEET S8 RADIUS BR%5 883t 1T RADIUS & {3 501E

FEEE WLC ERA - EIE¥ 2 25N B RADIUS fRS588. BE/E , 7038 RADIUS BRS5 8RR
EAP-FAST WiIEA P FIE , ARMENTLEF /IR IER .

FTRUATXLESER , J/EE RADIUS BRS52:EE WLC :

1. \IZHIZSH GUI AR RLMEMRADIUS BRI , AMERR‘RADIUS &4 RiIFRSERR
o ARG , B A TinewXkE X RADIUSHRS 88
2. 7£ RADIUS Authentication Servers > New 7T L X RADIUS RS 8BS#. XLESHAIE
: RADIUS BRE2589 IP bt R ZE B4R O B RS BHIRAS A CAY 6 A IP#b 1k 910.48.39. 12819
ISEHE%EEO

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
o GLE Server Index (Priority) 2 3
General
+ RADIUS Server IP Address(Ipv4/Ipve) I 10.48.39.128 I
Authentication
Accounting Shared Secret Format ASCII +
Auth Cached Users Shared Secret | leemes
Fallback
DNS Confirm Shared Secret | ssses
Downloaded AVP
» TACACS+ Apply Cisco ISE Default settings
LDAP Apply Cisco ACA Default settings
Local Met Users
MAC Filtering Key Wrap | (Designed for FIPS customers and requires 2 key wrap compliant RADIUS server)
w Disabled Clients
User Login Policies Part Number 1812
AP Policies Server Status Enabled 4
Password Policies
Support for CoA Enabled +
b Local EAP uee u
Server Timeout 5 seconds
Advanced EAP
Metwork User kd Enable
¥ Priority Order 9
a Management Enable
b Certificate
. Management Retransmit Timeout 5  seconds
» Access Control Lists B
Tunnel Proxy Enable
Wireless Protection -
Policies PAC Provisioning Enable
» Web Auth IPSec . Enable
b TrustSec Cisco ACA ~| Enable

Local Policies
¥ Umbrella

b Advanced

3. ¥ B,

HREAP-FASTS M BEEWLAN

BTk, BEEF WA TERDTLNEHWLANGE TEAP-FAST & 4 1K1 H 2 FAEQD, K
T\1§U¢QEEE’JWLAN% ¥rr2eap fast. A<tk WLAN 2B 2 EE#EO,

EflBeapREWLANREMHXZE , EXRATER

1. \IZ=4I8SHY GUI % 3 WLAN L ER“WLAN'T, L TT5IH 74188 EIAER WLAN,
2. B New LABIZFE WLAN,

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs
* WLANs Current Filter: None [Change Filter] [Clear Filter] Create New :  Go
WLANs
» Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
1 WLAN test test Enabled [WPAZ][Auth(802.1X)) (~]

2 WLAN AndroidAP AndroidAP Enabled [WPA2][Auth(PSK)] -]



3. FE“WLAN">“# 2" LBl Beap_fast WLAN SSIDE#r, EENXHBZFHAMWLAN ID, RJF , &

WLANs WLANSs > New < Back

4. BIEH WLAN /7 , M2 E R WLAN B9 WLAN > Edit W, EHtR E , TAEEET I
WLAN W EMSH, XSEEMNKRE, RADIUSIRSEEE. T2 KEEFB02.1xS 8,

5. i% F General Policies(## H #%)i% 11 & T AIAdmin Status ( BEIRS ) Ei%E4ELUS AWLAN,
MR FHLE AP EEHEFrmIH/ #% SSID , ik Broadcast SSID Hi%4E,

WLANSs > Edit 'eap_fast'

General ‘ Security | Qos | Policy-Mapping ‘ Advanced

Profile Name eap_fast

Type WLAN

SSID eap_fast

Status #| Enabled

Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All

ar

Interface/Interface Group(G) | vlan1477 s

Multicast Vlan Feature Enabled
Broadcast SSID #| Enabled
NAS-ID none

6. £ TFTWLAN ->451 — >4 — >E2B" it M FEBWPA/WPA2S 3 , # HAKMERdot1x,
A RBIEFAWPA2/AES + dotIxfE R LEWLANKISE2E L £, AILAARHIE WLAN MERNEEE K



WLANSs > Edit ‘eap_fast'

 General | Security | QoS | Policy-Mapping | Advanced

Layer 2 | Layer 3 l AAA Servers

Layer 2 Security 8 [ WPA+WPA2 s
MAC Filtering2 [ |

Fast Transition

Fast Transition

Protected Management Frame

PMF | Disabled 4 |

WPA+WPA2 Parameters

WPA Policy )

WPA2 Palicy Ld]

WPA2 Encryption v AES TKIP |/ CCMP256 |/ GCMP128 |/ GCMP256
OSEN Policy U

Authentication Key Management 12

802.1X ¥| Enable

CCKM | Enable

PSK _| Enable

cr ona v Emnbl

7. FE“WLAN -> Edit -> Security -> AAA Servers" AT+ T , MRADIUS Servers T T h K &
R E Y HRADIUSARS 25,



WLANSs > Edit 'eap_fast'

| . General

| Layer 2 |

Security QoS | Policy-Mapping Advanced

Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN

RADIUS Servers

RADIUS Server Overwrite interface

Apply Cisco ISE Default Settings

Authentication Servers

Server 1

¥ Enabled
1P:10.48.39.128, Port:1812 &

Server 2
Server 3
Server 4
Server 5

Server 6

Server

None
None
None

None

4» Ak Ll Ak 4k

None

Authorization ACA Server
Enabled
None ¥

Enabled
Enabled

Accounting Servers

¥| Enabled
None

None
None
None
None
None
Accounting ACA Server

Enabled
None ¥

T MIETIEIETIRETS

«

EAP Paramet

Enable

8. B Apply, X : XEM —FEEEH LEBUMITEAPE L RIIMEAPIRE, FTEHM
% ETF EAP-FAST WELEFEEE RADIUS REB[NBEHTENRIINEFF iw EEK.

HEAP-FAST &K if AL ERADIUSHRS 28

EE43 EAP-FAST B RIEE & RADIUS BRSEE , FHIT TS E -

1. Bl —/NA T3 EAP-FAST B ini# 1T S RIEM A P BIERE

2. ¥ WLC £ AAA EF w7 INE] RADIUS FR$ 88

3. EAERTN PAC BLE N RADIUS RS E25HEE EAP-FAST S4B iF
4. ERADIUSRS 88 LBl B WPACTHEL & B RIEMEAP-FAST & 3 I8 1E

SIE— A TX EAP-FAST FF iRt 1T S0 RIER A 7~ BiRE

W RBINEAP-FASTE F im kY A 7 & M58 9 B ELiE H <eap_fast>H <EAP-fast1>,

1. #£I1SE WebZEEUIF , F£“Administration -> Identity Management -> Users” F &fn , ARG

“Add"E#x.



ot
‘il Identity Services Engine  ome ) ContextVisbikty  » Oporations  + Policy [ i) Work Centers
» System - |dentity Management » Network Resources v Device Portal Management  pxGrid Services ¥ Feed Service v Threat Centric NAC

vIdentities  Groups  Extemal Identity Sources  Identity Source Sequences b Settings
——

Network Access Users
Users

Latest Manual Network Scan Results —
4 Edit 3 Change Status @almport gy Export w | 3 Delete ({3 Duplicate

Status MName a | Description First Name Last Name Email Address User Identity Groups Admin

No data available

2. EERFSIZEMEMNRE — “Name”Hl“Login password” , RGN T H1 51K ik E“User
group”;[Alikit , WA LUEE AP ik P EMER]
#“Sumbit”

sl Identity Services Engine Home  » ContexiVisbilty  » Operations  » Policy [RET IOl + WorkCenters

» System = |dentity Management » Meiwork Resources v Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

- Identities  Groups  Extemal ldentity Scurces  Identity Source Sequences b Settings
—
(<]
MNetwork Access Users List > New Network Access User

* Network Access User

Users

Latest Manual Network Scan Results

1
I‘ MName | eap_fast I
Status Enabled =
Email |

~ Passwords

Password Type: Internal Users [l
Password Re-Enter Password
I * Login Password | it | | enreeann | I |_ Generate Password i
Enable Password | | | | |_ Generate Password i

¥ User Information

First Name | Test user |

Last Name | Test user |

+ Account Options

Description | ]

Change password on next lagin O

« Account Disable Policy

[ Disatle account if date exceeds | 2019-04-23 (yyyy-mm-dd)

w User Groups

| [Employee 0| |

€3 | carcel |

3. A E8I&,

» System = - ldentity Management | » Metwork Resources  + Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~|denfities  Groups  Extemal |dentity Scurces  Identity Source Sequences  » Settings
——

Network Access Users
Users

Latest Manual Network Scan Results e
J Edt opedd | Ecnangestatus v | @almoort @ Export w | 3¢ Delete v [{3Duplicate

Status Mame | Description First Name Last Name Email Address User Identity Groups Admin

Test user Test user Employee

I [0 meEnabled ¢ eap fast

FF WLC 5 AAA E R INE RADIUS BRS5 7

BEFRHEIZREN R ACS RS/ LN AAA B PR, BB THISER



1. #£ISE Web admin UI# , #£“Administration -> Network Resources -> Network Devices” &
i, AER‘Add"B 4R,

“dutly Identity Services Engine Home  » Context\isibiity  » Operations  + Policy

» System b Identity - Network

~ Administration + Work Centers

+ Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAG
~Network Devices  Network Device Groups  Network Device Profies  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM ¥ Location Services
——

(<]
Network Devices Network Devices
Default Device
Device Security Setings / EnLcl‘}:vAdd fa0uplicate | @almport @ Export ©Generate PAC | 3 Delete

Name . | IP/Mask Profile Name Location Type Description

Mo data available

2. EEEERMVEEZMENRE — “Name’. “IP”, H7E£“Shared Secret’ &k £ H El B 5B E B2
EWLCLEEMMHENAZRAZE([(Wikt  BUEBERSNEMER , B, 4%,
#“Sumbit”

‘ly Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy ~ Administration

» System  + |dentity Management | - Meiwork Resources

+ Work Centers

¢+ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v MNemwork Devices  Metwork Device Groups  Network Device Profiles  Exiernal RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  * Location Services

o
Network Devices Network Devices List > New Network Device
Network Devices
Default Device
Device Security Settings
Description |
[1paddress  ~| fiP: [ 10487120 N e

© IPv6 is supported only for TACACS, At least one IPv4 must be defined when RADIUS is selected

* Device Profile ;% Cisco | »

Sotware vesion ]

* Network Device Group

Location [|ag D | [ SetToDefault
IPSEC [15 1PSEC Device [ et To Default
Device Type [wiC-lab | Set To Defauit

« RADIUS Authentication Settings

RADIUS UDP Settings

Shared Secret

|_show |
CoAPort [17o0 | [(SetToDefaut
RADIUS DTLS Settings |
DTLS Required [ i
Shared Secret radius/dils i
ConPort [ 2083 | [ set To Defautt
Issuer CA of ISE Certificates for Cof | Select if required (optional bl (1)

LIS biar,

3. RFEHRMBISERNZIHMEREIR. (FE)




‘& Identity Services Engine Home b ContextVisiiity  » Operations  » Policy [ESGETRTIISNN | Work Centers

» System  + Identity Management ~ ~Network Resources |+ Device Portal Management  pxGrid Services  » Feed Service b Threat Centric NAC

~ Network Devices Network Device Groups Network Device Profiles  External RADIUS Servers RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——

]
Network Devices Network Devices

Default Device

Do Se iy Selie J Edit  =Add EJDJDILBIU @oimport i@y Export » | @ Generate PAC | € Delete «

Name - [P/Mask Profile Name Location Type Description
O wLcsszo 10.48.71.20/32 4% Cisco © LAB WLC-lab

HRELZY N PAC fili RADIUS IRSESE M EAP-FAST 5% RiE
BE  MENEBAEPKIERIRNE  NAE XL E,

EXNEAXISERSFESFHITHHRIULZ ] , ltHZEELT 5 A RIERDiffie-HellmanKey X
(ADHP)BR B RIE T

EXRLFEE  BNFEEISEN AFERFAPACERE"TE A A F S HRIEMHI

"thtlss Identity Services Engine Home  + ContextVisbilly  + Operations » Administration  » Waork Centers

Policy Sets  Profiling Posture  Client Provisicning -~ Policy Elements

Dictionaries  + Conditions  * Results
I

s - Alow EAP-FAST

* Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPYZ
b Authorization
Allow Password Change Rr:tries (Valid Range O to 3)

» Profiling Mlow EAP-GTC

» Posture Allow Password Change R&tries (Valid Range O to 3}

Allow EAR-TLS
+ Client Provisioning

O AMllow Authentication of expired cerfificates to allow certificate renewal in Authorization Policy

@) usePACs (O Don't Use PACS

Tunnel PAC Time To Live an Days .

Proactive PAC update will occur after | 90 % of PAC Time To Live has expired

Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning
Server Returns Access Accept After Authenticated Provisioning
O MAccept Client Certificate Fer Provisioning

Allow Machine Authentication

Machine PAC Time To Live i Weeks -

Enable Stateless Session Resume
Authorization PAC Time To Live | § Hours | i

O Enable EAP Ghaining

X BREEFATHNRIBEBLI |, HIANEAP-MS-CHAPV2 for EAP-FASTHEZ A% , AR E R
, EHERWNAERR , MOFEEFEBTMAED,

ZERADIUSHRSS 87 L L B # NPACTH EL 5 10 B iE N EAP-FAST B 13 B iF



XERREMNHEENET, TLSRREETRFHJ|IUEPHE , RFJ[IEBHBERSRIE , ERIRIED
HISERIE ( BRiA ) o
ik

MEENFFHMNRS R REHPKIER M , BAERRTRS SRR , REFA R
HISEL , HRRIEH N BEEE AN EAbEm

1. "Server Returns Access Accept After Authenticated Provisioning" — &% , EPACIRELfS
, BI&%Access-Reject , 38 &IiER A FERAPACEFH#HTEMRIUL, ER , ATPACRERE
KT EMIEMTLSRRE R TR , F L FRAT B BN F Access-Acceptld i , AR KBRE
e HARIERE. (EXMBERIT , FEREEEFHENBRSHFHREZETIEDR ).

2. “Accept Client Certificate For Provisioning” — IR R A FFIRIR F RHUPKIERIIZKE , 3 A
UEISELEBZEMEIES , WS AZEW , A7k RS RENE - IRERBIE.

'J.',.';!; Identity Services Engine Home + Context Visibility + Operations
Policy Sets  Profiling  Posture  Client Provisioning | - Policy Elements

Dictionaries ~ * Conditions  ~Results
N

= - Allow EAP-FAST

= Authentication

EAP-FAST Inner Methods
Allowed Protocols
Allow EAP-MS-CHAPvZ

b Authorization
Allow Password Change  Retries (valid Range 0 to 3)

B (FLlIEy) Allow EAP-GTC
» Posture Allow Password Change  Retries {Valid Range O to 3}
Allow EAP-TLS

¥ Client Provisioning
O Allow Authentication of expired certificates to allow certficate renewal in Authorization Policy

® UsePnCs (O Don't Use PACs

Tunnel PAC Time To Live EX | [oays v

Proaciive PAC update will occur after [0 | % of PAG Time To Live has expired

] Allow Anonymous In-Band PAC Provisioning

& Allow Authenticated In-Band PAC Provisioning

5] Server Returns Access Accept After Authenticated Provisioning

Accept Client Certificate For Provisicning

Allow Machine Authentication

Machine PAC Time To Live 1 Wesks
Enable Stateless Session Resume
Authorization PAC Time To Live | 1 Hours |

O Enable EAP Chaining

HEISEL , BRMNENTLAFELHEFHRIERME , LT REERENFASHINRBREL
REUBRNSHBIERT | TR ZFAN 5 BRI FRIE M A & B 7T,

B wiroless_802.1X

AND §  DEVICE Devico Typo EQUALS Al Davice Types#WLC fab.

©  DEVICE Location EQUALS Al LocatiensfLAS

g

ARG ERET & 0¥ H APACT BTN M &7 [ EZEE{(NAM) & B’ B AR & BWWLCE
Ho

NAMEEE i 324 i

E ¢ EAnyconnect NAMEL & XX A LAEFHEAP-FASTAREBISEXN AR SEHRITEHRIE , EEHRITI
TR :



1. $TTF R 45177 [°) B 32 2R B (B 3 4w 8 2 F D& =4 B G 1B S

2. Eﬁ;ﬁﬁ‘ubﬁm%ﬁsﬁiﬁﬁiﬁ”?ﬁﬁl“EAP-FAST”

I';,'I.

File

Help

| Network Access Manager

{g} Client Palicy
Authentication Policy
Networks

44 Network Groups

[

| Authentication Policy
Profile: Untitled

Allow Assodiation Modes

Select All (Personal)
Open (no encryption)
Open (Static WEP)
Shared (WEF)

WPA Personal TKIP
WPA Personal AES
WPA2 Personal TKIP

WPAZ Personal AES

Select All (Enterprise)

Open (Dynamic (802, 1X) WEP)

WPA Enterprise TKIP
WPA Enterprise AES
WPA2 Enterprise TKIP
WPA2 Enterprise AES
CCKM Enterprise TKIP

CCKM Enterprise AES

Allowed Authentication Modes
Select All Outer

EAP-FAST
EAP-GTC
EAP-MSCHAPv2
EAP-TLS

EAP-TLS

EAP-TTLS
] EAP-MDS
PAP (legacy)
[CIMSCHAP (legacy)
[ MsCHAPY2 (egacy)
LEAP

PEAP
EAP-GTC
EAP-MSCHAPv2
EAP-TLS

Allowed Wired Security
Select all

Open (no encryption)
802, 1x only

802, 1x with MacSec

O Help

3. “ININHT M S ELE S

EAP-MSCHAPY2
[ cHAF (legacy)




[l AnyConnect Profile Editor - Network Access Manager - O *
File Help
. Network Access Manager : MNetworks
; {é} Client Policy . .
Authentication Policy Profile: Untitled
il Networks Network .
et '_’34?_: Metwork Groups
MName Media Type Group™®
wired |Wired |Global
Add...
Edit...
Delete
* A network in group 'Global' is @ member of afgroups.
v
£ >
O Hep

4. B NREREELST , EXBEXHBH

, TEAERN TR ER B HIEESSIDE o



5. ‘R R BMEBETMFT , BB FHRIEMNE HFREKERNTEERIWPA2: 1 (AES)

E‘ﬁ AnyConnect Profile Editor - Network Access Manager O *
File Help
| Metwork Access Manager : Networks
Client Poli e o .
{88 Clentpolcy Profile: ...ility ClientiNetwork Access Manager\system\configuration.xml
Authentication Policy
Metworks Media Typ ™
...... ?\%’ NMetwork Groups Narme: I eap_fast I Security Ley
Group Membership
(@) In group: Local networks ~
(23 In all groups (Global)
Choose Your Network Media
(") wired (802, 3) Network
Select a wired netwaork if the endstations will be connecting to the network
with a traditional ethernet cable.
I (®) Wi-Fi (wireless) Network I
Select a WiFi network if the endstations will be connecting to the network
via a wireless radio connection to an Access Point.
551D {max 32 chars): I eap_fast I
[ Hidden Metwork
[ corporate Network
Association Timeout 5 seconds
Common Settings
Script or application on each user's machine to run when connected.
Browse Local Machine
Connection Timeout 40 seconds
Mext Cancel
v
£ >

O Hep




E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x
File Help
| Network Access Manager | Networks
Client Pali e, = .
188 Cien e ) Profile: ...ility Client\iNetwork Access Manager\system\configuration.xml
Authentication Palicy
MNetworks Security Level Media Type *
*#% Network Groups O Open Network Security Lev:
Open networks have no security, and are open to anybody within range. This is Connection Ty
the least secure type of network.
() Shared Key Network
Shared Key Networks use a shared key to encrypt data between end stations and
network access points. This medium security level is suitable for
small/home offices.
(@) Authenticating MNetwork
Authenticating networks provide the highest level of security and are perfect for
enterprise level networks. Authentication networks require radius servers, and
other network infrastructure.
802, 1¥ Settings
authPeriod {sec.) 30 startPeriod (sec.) 30
heldPeriod (sec.) &80 maxStart 3
Assodation Mode
Mext Cancel
v
£ >
O Heb

6. EARAIH , RINNEAAFRESHRIE , HWET —MEBF &R

2
<

BTG E ApER



f:i AnyConnect Profile Editor - Network Access Manager

- (m] X
File Help
\l.g}mmw » Networks
Chent Policy o
utherrbcation Profile: ...ility Client\Network Access Manager\system\configuration.xml| |
Networks Network Connection Type Media Type ~
¥t hetwork Groups O Machine ¢ Hon Security Leve
Connection Ty
This should be used if the end station should log onto the network before the User Auth
user logs in. This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network before the user has access.

The user connection should be used when a machine connection is not needed.

A user connection will make the network avaidable after the user has logged on.
(O Machine and User Connection

This type of connection will be made automatically when the machine boots.

It will then be brought down, and back up again with different credentials

when the user logs in.

Next Cancel

0 Hep
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E‘ﬁ AnyConnect Profile Editor - Metwork Access Manager - O x
File Help
4
| Network Access Manager | Networks
Client Pali . ™ . = =
{‘3} Ai’:ﬁﬂ;’;‘;m Py Profile: ...ility Client\Network Access Manager\system\configuration.xml
o] ﬁ Netwarks EAP Methods Media Type »
w45 Network Groups OEap-TS Oreap Security Leve
Connection Ty
() EAP-TTLS (®) EAP-FAST User Auth
Credentials
(CJLEAP
[ Extend user connection beyond log off
EAP-FAST Settings
Enable Fast Reconnect
[] Disable when using a Smart Card
Inner Methods based on Credentials Source
(®) Authenticate using a Passwaord
EAP-MSCHAPY2 EAP-GTC
[ 1f using PACs, allow unauthenticated PAC provisioning
(7) Authenticate using a Certificate
When requested send the dient certificate in the dear
Only send dient certificates inside the tunnel
Send dient certificate using EAP-TLS in the tunnel
() Authenticate using a Token and EAP-GTC
Use PACS
Mext Cancel
v
£ >
O Heb

AR EXBREFHES  FERAEISELRRT ZEMFILES , HFENAMIREH G ARS SR
PRIEIED,
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|"_-‘1. AnyConnect Profile Editor - Network Access Manager O *
File Help
| Metwork Access Manager : Networks
{83 Client Poli - - .
88 CllentPolicy Profile: ...ility Client\Network Access Managerisystem\configuration.xml
Authentication Policy
Networks: User Identi Media Type ™
g Network Groups Unprotected Identity Pattern: anonymous Security Leve
. Connection Ty
Protected Identity Pattern: [username] Tz
Credentials
User Credentials
(C) Use Single Sign On Credentials
() Remember Forever
(@) Remember while User iz Logged On
() Never Remember
() Use Static Credentials
Password:
Done Cancel
w
< >
O Help
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¥ Lisco AnylLonnect ecure Mobility Lhient - A

Network:
Authenticating

2. MASMRIEAMENAF B NED
. EZMFR/IULD (BER )

Cisco AnyConnect >

The server certificate for the network 'office_hg' has
failed validation. Do you want to trust it?

Certificate Mame: rmanchur-ise, wlaaan.com@
Issued To: rmanchur-ise.wlaaan.com
Issued By: rmanchur-ise. wlaaan. com
Expiration Date: 2020-02-13 15:03:40 UTC
Trust Do Mot Trust

4. done



f_'_"i' Cisco AnyConnect Secure Mobility Client — 4

o VPR

Metwork error. Unable to lookup host names.

Limited Access - DMNS Failure

0 Network:

Connected (192.168.77.34)

eap_fast

ISE& 3 5iE A &

& REAP-FASTHIPACHEL R AYISE B /K B & Al £ 484 — > RADIUS >R BFE T&EE , 7
AERABREFREEESFMES

1. BEPIm ST B B ARIE | ISERIUNEAP-TLSERN B MRIE A% , (B igiE4 H EIUEAP-
FAST , XREFIsMISEERRZEM 5%,



Steps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
15048 Ewvaluating Policy Group

15008 Ewvaluating Service Selection Policy
11507 Exiracted EAP-Responsel/ldentity
11006 Returmed RADIUS Access-Challenge
11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12100 Prepared EAP-Request proposing EAP-FAST with challenge
11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

D18 RADIUS is re-using an existing session

2102 ’ challenge-response and

accepling EAP-FAST as negnuated
2. BEFPIRMRS B/ ENTLSIEFEE3 , EAPACRRIBEHZIRIIRE , HEKIITK.



I1EE-EIII] Exiracted first TLS record; TLS handshake started I
a igntHello message

128068 Prepared TLS ServerHello message

12B07 Prepared TLS Cerificate message

12808 Prepared TLS ServerkKeyExchange message

12B10 Prepared TLS ServerDone message

12811 Exiracted TLS Cerifificate message containing client certificate
12105 Prepared EAP-Request with another EAP-FAST challenge

1006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12105 Prepared EAP-Request with ancther EAP-FAST challenge

11006 Returmed RADIUS Access-Challenge

11001 Received RADIUS Access-Request (E Step latency=13317 ms)

11018 RADIUS is re-using an existing session

12104 Exiracied EAP-Response containing EAP-FAST challenge-response
12812 Exiracted TLS ClientkeyExchange message

12813 Exiracied TLS CerlificateVerify message

12804 Exiracted TLS Finished message

12801 Prepared TLS ChangeCipherSpec message

12816 TLS handshake succesded

3. NS EMRIEE B3 , BEISEE#EAMS-CHAPV2 ( ETAFR/ZBHNEHRIT ) RIRIEA
PEE
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