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#H85. BK Cisco 2000 RINIEHIZRMNBLZEMEEEE , HSRPIEAIIIERE : Cisco 2000 %

B Fotk R 3 R 422 185 o

B X Microsoft Windows 2003 Zi<MBELEIER , iF 15 Z % Windows Server 2003 R2 ,

Fiazal , HEMKEREFHNE SRS S L L% Microsoft Windows Server 2003 SP1 #ER S
HEFHFTE Service Pack, ZEEZHIB[NREEAL (LAP) ABREE T RN HEFEF,

EEEFER : #BEAXE , &EFH Microsoft Windows Server 2003 E# £ SP1 , & T Microsoft
Windows XP Professional BV SR 42 2 S EFMIE1MEFH SP2,

Windows Server 2003 Enterprise Edition SP1 i B3 AMEMA , Rt TR E RN BaEMA M ITHE
SHIE$ , BUEH 1T PEAP SR, iEBENEMMBEIZITELENITHMEITIES , HERE
ZUBIUAEBHRESLSM,
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AXEPHEEET U TR FE SR
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. Cisco 1131 RE# A S (LWAPP) AP
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. wirelessdemo.local DNS 18 DNS [R%28

. DHCP R%8%

. wirelessdemo.local L4 CA
BEHXLERSEE DC_CA , BERATESE :

BITERLRENAE,

T E N EE R SR SR
BRAEIIEER F,

. REHBEE DHCP,
CRETPERS.
CEURE PR EE AR,
BRI &N

AF T ENHITEREIAE,

9. MFHRMAS .

10. RAEAPH#TEL G

11. AR

12. [a] wirelessusers AR RMAF
13. [a] wirelessusers AR INE Fimit E il

o ~NOoO O WN -

FE1: PTEXAZEAEE
BERATSE :

1. ¥ Windows Server 2003 Enterprise Edition SP1 Z%& 14 3 fR%25
2. A P #ait 172.16.100.26 1 FM#E 255.255.255.0 B TCP/IP %,

SR 2 . FiHHEYEEHHIEFIER
BRERUATIR :
1. E/F3h Active Directory Z&E @S , iHEERITR > E1T , A dcpromo.exe , AFREHHE

2. EYOOAERA Active Directory ZZ&E B S WL , BHT—F,

3. B BERGHRBAM L, BET—F,

4, FEEEHERRE T L, EEMENEREER  REEEHT—H,

5. EBIBZ— N M L, EREFKPTES , REREET—F

6. E‘RRREE DNS'TT L |, EERR , REXAITTEN LREHERDNS , RAEEHT—F",
7. EHER L , B A wirelessdemo.local , RFEHTFT—FH"

8. f£“NetBIOS & "W £ , %A NetBIOS =% wirelessdemo , RE&AHT—FH",

O EMBEMBZXHRNE N L , BESBRIANBBEENMBENG4RER , REEHT—F,



Active Directory Installation Wizard

D atabase and Log Folders
Speciy the folders: to contain the Active Directory databaze and log files

For best perbormance and recoverability, stare the database and the log on separate
hard disks.

Where do pou weant to stare the Active Directony databaze?

Datsbaze folder

LN NDOWSAHT DS Browze... |

Wikere do pau want b store the Active Directary log7?

Laog folder;
I NDD W SYHT DS Browse... |

< Back Mext s Cancel

10. B RENRSGS WL, RIERIAXHRNVEER , REETT—F.



Active Directory Installation Wizard

Shared Syztem Yolume
Specify the folder ta be shared as the system volume.

The S¥S%W0OL folder stares the server's copy of the domain's public filez. The contents
of the SY"SWOL folder are replicated to all domain controllers inthe domain.

The SYSYOL folder nust be located onan MTFS valume.
Enter & location for the 5S40 L Falder.

Eolder lacation:

LS MDD WS S5 0L E TOWEE ..

¢ Back M et Cancel

1. E“NPR’TTE |, ®BiFit® 7 RE Windows 2000 8, Windows Server 2003 BREREFRBHN
m y %E*ﬁ“?_g-”o




Active Directory Installation Wizard

Permizsions
Select default permizsions for wzer and group objects,

Some server programs, such as Windows MT Hemote Access Service, read mformation
stored on domain controllers.

™ Permizzions compatible with prewWindows 2000 zerver aperating syshems

Selzct thiz aphor F you run serser program: on pre-YWindows: 2000 zerver aperating
swatems or on \Wirdaows 2000 or YWindows Server 2003 aperating systems that ars
members of pre-windows 2000 domains.

& Snoryraus users can nead information an thiz domsain,

(v EF’ernﬂlssmrﬁs -:-:mpahl:-le iy with Windawes 2000 o Windaws S erver EEIEIE
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,l an "-.-'-.-"Ir‘IIjI:II.-'I.IS EEIEIEI ar Wlnduws
=server 2003 operating systems that are memberz: of Active Directory domaing. Ol
authenticated users can read information on this domain,

¢ Back Mest s Cancel

12. B BEBRSMEERBEERB T L , FRBERINE  REEHFT—F.
13. BEFE“RE N LWEERE , ABRRETT—F,



Active Directory Installation Wizard

S ummary
Feview and confirm the aptions vou selected.

Tou chogze ko
The new domain name iz example.com. This iz alzo the name of the new forest. :l

The HetBl05 name of the domamn i Ex<aPLE

Databaze folder CAWINDOWSWHT DS
Log hle folder, C:wINDOWSAMTDS
S5 5%0L folder: C:AWAMDOWSASY'SYW0 L

The DMS service will be nstalled and conhguwed on thiz computer. This compter
will be configured ta use thizs DNS server az its prefered DNS zemver.

The paszword of the new doman admimstrator will be the zame as the passyword of
the admiriztrator of iz computer. El

To change an aption, click Back. Ta beqin the aperation, click Hext,

¢ Back Memt > Cancel I

14. YR Active Directory R %S , 2 H xR
15. YR REFEHITENN , £ HMHNEFBI,

SR 3 . |AFRER T

FRERATHER

1. NEBEBIE XHX (“FR>BF>EET A >“Active Directory BFEEXR" ) 3T
Active Directory BHIEEXRERS T , AFHREGEITTHN

DC_CA.wirelessdemo.local.

2. 5 RRAEThRER T , ARERAFINEESR 5" 7T Li%£F Windows Server 2003,
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JFy Bl pou e e Hie o umcotionel level if cannod be ieveted. For more infosmsion
o deran Bmciend ek, slek el

ot | |

3. RERA  BREEE  ARBRETAE,

S]4: R¥EHERE DHCP

BRI TSR

1. E R “FRHIE AR H AR ISR BRIE R s B EYEE DL (DHCP) 3 M RS A 4.

2. NEB I B XH4RHPITIH DHCP BEE T (“HR>BF>EEIR>DHCP") , RER
H & ;R DHCP BE%58% : DC_CA.wirelessdemo.local,

3. BEHBE AR BT BAULUMER DHCP RS

4. EE4IERF | AR ¥ 3 DC_CA.wirelessdemo.local , AF ¥ H“HEERE .

5. E“FEERAERS NI TE  BHT—F,

6. ZYERAFBEMR L , BBM"FERPEA CorpNet,



New Scope Wizard

S cope Hame
You have to provide an identifiyng escope name. v ou al:o have the option of
providing & descnphion,

Type aname and descriphon for thiz zcope. This infomnation helps you quickly idantify
how the scope i to be used on your network.

MHame: I':wpﬂet

Description: I

<Back || Hewt> 1  Cancel

7. 55T —5 HEEBUTSH : £ IP it — 172.16.100.14£ 3K IP it — 172.16.100.254
E (Length)- 24 F M #75—
255.255.255.0



New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret
[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

24 _|:;|

Subhet mazk: 2hh 255 255 0

Length:

£ Back I Meut = I Canecel I

8. BHET—F , @A 172.16.100.1 /EX EHEERIN IR IP #hut” , A 172.16.100.100 ER E
HEBRIV“EE R IP sbit”, RAfe , BFTF—%. X[ERE172.16.100.1F1172.16.100.1005E B N #Y
IPHbE, 3XLE{REZHYIPH 4 R EEDHCPIRS B 2 o



Mewr Scope Wizard

Add Exclusions S
E 2clugions are addrezzes or a range of addieszes that are not distributed by the
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

o EHAMRTE , BT —%,
10. £“BliE DHCP AT L , R R , RENEREXLEEW , REEEHT—F"



New Scope Wizard

Conhgure DHCP Ophons
You have to configure the most common DHCP ophion: befare clients can uze the
SCOPE.

When chents obtain an address, they are given DHCP ophions such as the IP
addresses of routers [default gateways), DMS servers, and 'WINS settings for that

SCOpE.

The settings pou sebect here ane for this scope and ovemde settings conhigured in the
Server Dphons folder bor this server.

Do pow want bo confioure the DHCP optons for this scope now?

™ Mo, | will configure these options later

< Back Mext » Carcel |

1. B EEE FRIAMX)" T E | RINERIAR B SRt 172.16.100.1 , REFEEHFFT—F",

Mew Scope Wizard

Houter [Default Gateway] g
o can specify the roukers, or default gatewayps, to be distributed by thiz scope.

To add an IP address for arouter used by clents, enter the address below,

IE addiess:
. fadd
172161001 Hemaove
Up
[y

< Back Mext = Cancel




12. BB # M DNS RFE: M L |, TR FE&R A A wirelessdemo.local , F“IP #ilit”F &R
®/A 172.16.100.26 , R HBRM HLEHT—F
Mew Scope Wizard

Domain Hame and DMS Semvers

The Domain Mame Sypztem [OM 5] maps and tranzlates domain names uzed by @
clisnt: of your netwark,

Tou can gpecify the parent domain pou want the client computers on pour nebworl o use for
DMNS name resolution,

Farert domair:  [wirelessdemo. local

To conbigurs 2cope clients bo uze DMS 2ereer: on paur nebwork, enter the P addresses for thoze

SErers.
Server name: IF addrezs:
| . . Aidd
Hesalve I 17218100, 26 Hemeve
Up
[
< Back Mest = LCancel

13. #'WINS lRSF&8" ML , BEHTF—F.
14 B BEERAE AL EER , RBAEMWIRERS , RARRET—F"



New Scope Wizard 3

Activate Scope
Clients can obtain address leazes onlp if 2 scope is actvabed.

Do pou want to achivate this scopes now?

™ Ma, | will activate this scope |ater

< Back Mext > Carcel

15. BT MEERFE S T , BEHTRK.

FW|S5 : REEHRST

BERATIR
AR EZRUEPRSZALSMERENIS , AP NEELEEOUN -5

1. FE“REEAR R |, STHRMERMERRSF | RS 2598 /M Bk Windows A4,
2. £“Windows A& mS"TW L |, RFEBRSE , A5EHT—F



Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click

Diztails.

LComponents;

W [F)Accessonies and Utiities
..... tﬁﬂ.ppllnahnn SBF'-.-'B[

ni ¢ Cetificate 5

B _.!I E mail Services
.i'-! & F am Services

4.9 MB
33.4 MB
1.4 B
1.1 ME
7 9 MR

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with

public key secunty programs.

Tatal disk space required: 2.4 MB
Space avalable on disk; 124E.9 MEB

Detals..

F

£ Baclk I Mewt »

Carnicel I

Hep |

3.ECARE'TLE  EFEMWE CA, REEHT—F



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe
The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

< Back

Cancel Help

4. ECARBIEERE L , U CAWLRABFEFHEA wirelessdemoca. &t 7] Ll A HAth
AEMNFEMAER. REETHT—F , AESIBHEERE R EHRIAME.



Windows Components Wizard

Certificate D atabase Settings

Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:
LMD W Shepstem 220 atlog Browse...

Certificate database log:
CAWINDDW Shspstem 32 letlog Browise. .

Shared folder-
| Erowse

< Back blest > Cancel Help

5. B Nexto HRRZTARES , BHFEM,
6. TBETAXRREISHNESHE G , BTHE.

SR 6 : BIFFHHEERNR

BERATIR

1. &R > EEBIA > ERMENA,

2. 5% % & wirelessdemoca CA , R A I BY

3. B ZEMRmMFL AR EASAFERIRINEER,

4. ENRREBRYRF , RIFUTETYRE N AT : MIANEBILPERE CABRIERN
REREE-THREREL FRIEP , BFZNRIREN LW



wirele csdemoc a Properties g2

Leneral | Folicy M adule I Exit Module | Extenzions I = larage
Certificate Managers Beztiction: I Auditing | Fecowverpdqent:  Securty

Group or user names:

Adminiztrators [4A1RELE SSDEM O\ Administrators)
ﬁ Suthenticated Users
ﬁ Diamain Admin: PWIRELESS DEMOAD amain &dminz]
ﬁ Enterprize Admik: [WIRELESS DEMOMEnterprize Adrinz)

Add .. I Eemove ‘

Permizzions for &dmiristrators Ll D e
Fead ] M|
lzzue and M anage Certibicate: ]
Manage & |
Heaquest Cethhicates ]

Ok ll Cancel l Apply l

5. B 5 E X ‘wirelessdemoca CA B3 iF1E , REXAEPMEINE,

SR : @BPRMITEA

BRI THER
AR ARUENSHAMEE | ERENITEERMAS

1. T FF Active Directory AP flit EY I EE & 5,

2. EEFEIAEHF |, BIF wirelessdemo.local,

. ERRELHAP  BHHE  ABETTEN

4. EHENR - TEY XN EFED , EUHENBENWFTRHREATENNEYN , ARRET—F
o ARRBIEAITEN A Client,



Mew Object - Computer

= | J Createin  wireleszdemno local/Uzers

Computer name:
|Ehnﬂ

Computer name [pre-s/indows 2000)
|EUENT

The following uzer or growp can o this computer bo a domain.

Ll=zer ar group:

|D efault; D'oman A dmins Change...

| Assign this computer account as a prewindows 2000 computer

| Azsign thiz computer account a2 a backup domain contrallz:

et 2 Cancel

5. B EENEES , BETF—F
6. B FMENR - RN EESR , EHTEK.
7T.EESWIBPE6 , CIEEZIHENKS,,

S| 8. RN H TR

BERERATHER

1. FE“Active Directory AP FItEYEHI AR P , BHITENXHER , AREREGTEIRETLR
BRRRITTEN. ARGETHRESRENEESRE 7 PR M ITEN Client, Bif‘K
%, RERBREEMF,

2. EFERGHE , AGEHEBE.

F9 . [P FIA

BERERATHER
1. #£“Active Directory AP MItEHZH &M , ARETRAS  BEHWR , AREE AP,

2. BHENR - AP XNiERESR , BATLZAFNER. XRHIEBFZERAEAZR
WirelessUser , fE“A P &R B"FERP A “WirelessUser’s # i Next,



Mewr Object - User

g Create in:  wirelezsderno. local/U zers

F st name:
Last name:;

Full narme:

Uzer logon name:

wirelessllser Initialz: I

WireleszlUzer

IWireIesﬂLl s

I (@i elessdemo.ocal j

Uszer logon name [pre-vindoves 2000];

IWIHELEE SDEMOY

I‘-.-H-’irele szl zer

< Back I Mest = I Cancel

3. EWENR - AP XNEEF , B ER NBAZE ZFRPBALEENZD, FRAPSM
ETRBRNEARBEEE , ARRET—H"



Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel
4. EFMENR - AP XEEF , BHFTEK.

5 EESRM2INSR 4, ECIBREZAFIKS,

S| 10 : AFRAFRTERLHH

BERERATHER

1. 7 Active Directory AP MitEH S ERb , AP XHX , GRES
“WirelessUser” , £ ii“ B , RAEEZERS"EIF,
2. R RFHE , REEHBEE

SR 11 : @EPRMNE

BERATLTR :

1. # Active Directory AP Mit#H#HENT , AREAG A/, AHWE", ReRdHd’
2. EFTENR - AXHEES , FEARFRPBALANER , ARETARE, AXHERAS

WirelessUsers.



Mew Dbject - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE —Group type
" Domain local + Securiby
i* clobal i~ Distribution
" Uniwersal

ik I Cancel

S| 12 : [[ wirelessusers A 5 0/A F

BRI THER

1. F£“Active Directory AP FitEHHFHAEEBEHKF , NEH4H WirelessUsers,

2. REBAATF , REETRM,
3. EEEALS. BRRA, HENHANEESD , BAZRNIAPNAFHNER. NRHER

AR A P wirelessuser FINBIAH, Click
OK.



Select Users, Contackts, Computers, or Groups

Select this obect type:

Uzers, Groupz, or Other objecks Dbject Types..,

From thig location:

wireleszdend. local Locations. ..

Enter the obpect names to select [examplas)

wirelessusel Check Mames I

Adwanced... I | K, | Cancel I

4

4. ERIMZBANBFNFBES , EHBE, et wirelessuser A P ik A 11ZE wirelessusers
Hrh,




YWirelessUsers Properties E

General Members | b ember I:Ifl tanaged Ei_l..ll

Fembers;
Mame Active Directony Folder
£ Admiristraton wirelessdemo. locald/l sers

£ wirelessllser wirelessdemo. locald/l sers

R emove |

Ik | Cancel I Lpply |_

5 BHEBE , LEREX WirelessUsers AR E X,
6. EEITRE  MiZAPAIMEZAHF,

S 13 : [6 wirelessusers 48 FiFNE TR

BERATIIR

1. EEAR A E WirelessUsers HARRINAF 2 RHLER 1 PR 2.
2. ERBAP., RREARITEN N EFEF , BRAERMBEAFNITENNBZHR. XREE R
A7 Client it EHLFMBIA A,




Select Users, Conkacts, Computers, or Groups

Select thiz object ype:

Uzers, Groups, or Other objects Object Types...

Fram this location:

wirglezzderma | acal Locations. ..

Erter the object names to select [examples):

clien Check Mames I
Adwvanced... I k. Cancel I
e

3. BT RRE , BRASERE , RBEFUTE,

Dbject Types 7 |

Select the types of objects vou want ba find.

Object types:

‘ Other objects
M| Contacts

@ Computers
| zers

HETT Gl

4. BEWEFRNR. LETS5F CLIENT T EHLiK 75 NZ wirelessusers A,
5. EE TR  MizEAFRRNMEZITEN,

£ Windows Standard 2003 E1i&{& Cisco Secure ACS 4.0

Cisco Secure ACS & —&1=1T Windows Server 2003 Standard Edition SP1 it & #l , F 4188
21t RADIUS B RIEMITN, ENF ACS BLE RN RADIUS RS , BERAABOFANSE -

X TR ML R

BERATIR




1. 2% Windows Server 2003 Standard Edition SP1 , fEE &R wirelessdemo.local EHH & H
ACS R A fRSSEs. XX  ACSIRFZFHEBEMEHREE P E R Hcisco_ w2003, HER FHISE
BEIFEHE#R ACS = cisco_w2003,

2. N FARMER £/ IP #hit 172.16.100.26, M3 255.255.255.0 1 DNS R 25 IP iy
#t 127.0.0.1 RBLE TCP/IP i,

Cisco Secure ACS 4.0 &%

AEE . BB E Cisco Secure ACS 4.0 for Windowsfi¥4H{E 8 , &35 (Cisco Secure ACS
4.0 for WindowsZZ3E/™) -

BRERATHER

1. FREEEAKFREZRE N ACS Wit&EHL , AMEZR K Cisco Secure ACS, ¥ : REHFE
Z % Cisco Secure ACSHITEHl EMITHZ %, F£H Windows AixRFHE ML ITE
(VNC) &= m#t TERZENAXNRENR , 8 FZXH.

2. EITEHLH CD-ROM 585+ #E A Cisco Secure ACS CD,

3. 415 CD-ROM Rz 85X #F Windows Baliz1TIheE , BiaE R~“Cisco Secure ACS for
Windows ServerXifiE, 3 : MR T EHARLEFFER Service Pack , & & "X iEHE,
Windows Service Pack AJfEZ % Cisco Secure ACS 2RISR, Bl AL L % | B
BEMNRIETRLZE RN AMER Service Pack, &M , Cisco Secure ACS AIRER A 5E,

4. PUTIXEES 2 — : MR E R T “Cisco Secure ACS for Windows Server’ 31 i4E , 8 &
Install, #08 K.E R“Cisco Secure ACS for Windows Server’Xfif1E , i&& 1T Cisco Secure
ACS CD R B &+ setup.exe.

5. “Cisco Secure ACS Setup” i #E4F & R E A 1F AT %o

6. R F T MREFEZFI R F AN , FE T Accept. “Welcome” S FEE REXE
REFNEREE,

7. HET “Welcome" N FEFHEERT , £ Nexto

8. “Before You Begin"X FES| H T B UM ERE LR A ETHNES. NREEELERT
“Before You Begin" X iEHEF NI EES , BEEES —TESHHENNIEE , REEE Next.
AE  MREARERFHENEEPIEHOMENE , BREHEUE , AR HEHER"
H IR 5T “Before You Begin" N FEFSIHWFIEES2E , BEFBEI LR,

9. AT E R“Choose Destination Location”X}i54#E, “Destination Folder T E REZEMNE, X
=R HEEFHFRZE Cisco Secure ACS HYIK 3 23 FIEE 2,

10, MRBHFLEEXRLRNME , BERUATIR : 2HME. LEHFE R“Choose Folder' XY i54E
o ‘Path"EEERENE, ERLENE, B LEPathEHBAHME , bl LAEH
“Drives”#“Directories” 5 R KIEFFHHVIKZN 25 F B Fo RERMNEBXLMEITTENH AR 5) 25
Lt X FTEEETEETEFAY IR, MRXAM , REFEREB EBHET

, BRAEZHKBILAM. Click OKE : MRIEENNMHXRAEFE , REEFFER—IXE
1, UBIAXHRPBE, ERELR , HE T Yes,

11. Z£“Choose Destination Location” X iEHEF , #TH L& & £ R ‘Destination Folder' T,

12. B Next,

13. “Authentication Database Configuration”XiEHE5IH 7B XN AP #1TH B RIENIEDT, &
AT LA A Cisco Secure AAFBIEBFE#HITHHBRIE , LA LAEA Cisco Secure AP BERE
M Windows AP BIEEH 1T H MR, EXK : Ri<Cisco Secure ACS/5 , BR T WindowsF
PEEEIN , BE AP ENABRAPBEEFEXRERE S HRIEXR.

14. MRIEFHLEEA Cisco Secure AFBEEXNAF#ITEMRKIE , F%& Check the Cisco
Secure ACS database only %30,
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15.

16.
17.
18.

19.
20.
21.

22.

23.

24.

25.

26.

27.

28.
29.

30.
31.

32.

WMERBRT Cisco Secure AFBIBELN | BEFLMEA Windows Z2 1778 EE S (SAM) A
FPEIEEES Active Directory AP BIEENAF#HITHHRIE , BERUA TSR : i Also
check the Windows User Database %M., Yes, refer to "Grant dialin permission to user"
setting EEERT N TH, ZXE : ‘2 , BZH'OAPRTFRANRBRREEEEZAT
Cisco Secure ACSEFINFIBEFRIFER , MATUNRIRATHE, a0, #EiE VPN BR&E5
MENAFLTERESH ANKZIHRRSSR. B2, WREF T Yes, refer to "Grant dialin
permission to user" setting M i%4E , Cisco Secure ACS th £ S Windows A R 5 BR
, AERERERZAFBETIFEHENE, MREFENYHAFH Windows tkFEBF%k S
EREY , F AFEE Windows A FBIEE S G AP KRB IHRNER |, §%&S Yes,
refer to "Grant dialin permission to user" setting &i%4E,
B & Next.
REHRFIF L Z Cisco Secure ACS HE# Windows SEfft &,
“Advance Options” X} IEAE: 5 i E BUIAE IR T TR AIRZSH Cisco Secure ACS Thag, &
RIXLEEEMNEZE R |, 53 Cisco Secure ACS for Windows Server 4.0 A i8R, I X
: Y BB AFTYIThEERT | X LEThaeS & 8 RTECisco Secure ACS HTMLAEH, R¥EZE
, B A LAfE“Advanced Options”TT #9“Interface Configuration”38% /3 AsZAH e,
NFEESAWESMINGE , HIEPHENYEEE,
& &5 Next,
LBt 2 7R “Active Service Monitoring” X iE1E., XK : BEFE , TUE‘REHRE T2 E
HRSEE T LA EEZ RS T IEE,
MRIEZEE Cisco Secure ACS M A F BB KIEARS , i§i% Enable Login Monitoring &
%M, M“Script to Execute”5lFkAH , EFRE HINFHRIFRSHFENER AL : No
Remedial Action—Cisco Secure ACS FiE1THIZ, X : MRS ASEHHR4EA |, kI
JFEE M. Reboot—Cisco Secure ACS i=1T— Ml , LIEEH 5| §1217 7 Cisco Secure
ACS Hit#®#l. Restart All—Cisco Secure ACS E# B3I FrHE Cisco Secure ACS R
Restart RADIUS/TACACS+—Cisco Secure ACS REH B 31 RADIUS Ml TACACS+ BB,
MR EFE Cisco Secure ACS TE RS S M THRER N B BT KX B FEHRHER |, iFikd
Mail Notification Hi%4E.
B & Next.
LB E /R“Database Encryption Password" XY ifHE, FEX : BIEENRZBENEZEHFHE
ACSiEMEF., EHINERMBEHBEZEFHHRIKEERN , BT EHRXEALEE,
BEREBLEZER , MFEEAZFEBE TRBEEF. EBRESMNEXHRNETUER,
MARTMERBEENZR, BRELEFSANFZHK , HEZERANTEFTHNEF. T
BELRER,
B & Next.
RERBFMRAETHKELE , HER“Cisco Secure ACS Service Initiation”% i 4E o
S FIBEEREF N “Cisco Secure ACS Services Initiation”i£ I , FEFHMNEEE, ik
A< VIR EREZERFTRERIT. Yes, | want to start the Cisco Secure ACS Service
now—/a 4 BX Cisco Secure ACS B Windows BRS. MRETFIEA LI | NI ERIEEEFT
5|21 &N B3 CSAdmin RS , BN FFEESEA Cisco Secure ACS HTML 5 H. Yes, |
want Setup to launch the Cisco Secure ACS Administrator from my browser following
installation—7E B iA Web 331 ¥ 885 9 24 B Windows A P ik P $TH Cisco Secure ACS HTML
5. Yes, | want to view the Readme File—7E Windows idZE 2/ $TF README.TXT X #

& &5 Next,
MREIEFE T EANRIN |, /B3 Cisco Secure ACS RS, “Setup Complete’ S iEEE RA X

Cisco Secure ACS HTML AE/{EE.,
B TR, X EREEICEREREMEAPEEMN —TT,
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4. 7= Controller 3¥% T VLAN BR§ 2O,

5. #1f Interfaces.

6. £ New,

7. &E“Interface name”F & H , # A Employee, ( LtFERAUUREERWEAE, )
8. ZVLAN IDFERHEA20, (LFERAUSMEREHAIEMVLAN, )

9. # Apply.

10. £ & 7R“Interfaces > Edit'E A&t , BLEMAXELR.,
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11. & Apply.
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14. M ABRBEXHBEM , REEWLAN SSID"FEH , & A Employee.

15. 3 WLAN &3 ID , Ri5 £ &5 Apply.
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17. FE“WLANs > Edit’RE £ , # & General M+,

18. B{RIEH Enabled REE , F Hik#R 7T ELMEED (employee). H B , BRiEF “Broadcast
SSID’HY“Enabled” & 1% 4E

19. B & “Security” 1T+,

20. 7£ Layer 2 F3RETF , £ WPA + WPA2 fERE 2 BR2M. XTF WPA2 MEBFH % | i
AES + TKIP , BME ¥ TKIP &/ .

21. %% 802.1x fE R HBRIE S E.

22. Bkid“Layer 3" FX&® K ERATEE, BE RADIUS FRE2/E , LA “Authentication”3E &
Rk RE H RS RS,

23. BRIFFEFEMFHANEE , SN AL QoS M“Advanced” MR EIRIAIRE,

24. B i Security X8 , BAER N RADIUS fES58%.

25. £ RADIUS & T , Bth“Authentication”s /5% & New,

26. 1 RADIUS BRE-58 IP #h4ik (172.16.100.25) , RSB LA EHE BH ACS REE.

27. ARHAZFAE ACS RESB[FEEMN AAA B IHMETE ., B{RiE+ “Network User &I
, AR5 # o Apply.
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28. EAEERILCESE5ER , BTN PEAP,
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4. EERH AR | BREBER, AEIEBERBFE REFHAGEE ERP,

5. ERELI2 BSR4,
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ERA certtmpl.msc , AITFHEPEREEE T,
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iﬂﬂ:uds Sy inid e 2000 3.1 Sl alluyeed
%Cu‘rpuh&r Windaies 2000 51 ok slloed
FHCross Zertiication Acthorby Windowes Server 2003 En,., 1050 Mok sllowed
DIZM')MCS Windowes Server 2000 Cne,., 1002 Mok sllowed
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EKE'.-‘ Racosery ACent Windaes Sereer 2003 En,., 1050 Oloeed
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1. B ERRINEER TN HAEEERP , BE Web Server #4R,

2. BRIFREL , RHERIRE,



Properties of Mew Template EEl

lzsuance Hequirements | Superseded Templates | Esxtenzions | Securiby

General | Fequest Handling I subject Narme

Template dizplay narme:

w of W ebh Server

bdirurmunn Supported Che: Windows Server 2003, Enterpnze E dibion

After pou apple changes to this kab, pou can no longer change the ternplate
nane.

Template name:
IEDIII_I,I of '\ eb Server

Yalidity period: Benewal penod;

E Iweek& -

I 2 l_l.leam |

I Publizh certificate in active Directon

T Bonct sutomatically reenrellif 2 duplicate cetificate exists in Active
e chom

| OE I Cancel Sty

3. BE'EIRE REWFERH , A ACS.



Properties of New Template

lzsuance Reguirements I superseded T emplates I Estensions i SECLIIY
General | Fequest Handling I Subject Mame

T emplate dizplay name:

|Cs]

Minimum Supported Chz  ‘windows Server 2003, Enterprize Edition

&fber wou apply changes to this tab, you can no longer change the template
mame.

Template name:
A5

Walidity period: Benewal penod;

B IWE!E!I‘C.S ~|

| 2 I yearz T

[~ Publish certificate in Active Direchony

™ Do not autom atically restnallih & d uphcate cerlificate esisiaam Sctve
[hrectan

H] S l Carcel Applsy
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ACS Propetties K1 E3

lsswance Hequirsments I auperseded Templates i Extensions I SEG Uy
General Request Handling | S ubject M ame

Purpose: I Signature and enciyption
[T Archive subject's enciyption private key

b nclude zsymmetnc algorthms allowed by the subject

[T Belete revolked or expired certificates [do not archive]

Mlitiirnunn key size:; |‘IIII24 x|
v Allow private key ta be exported

Do the Folloaing when the subject iz epmollad and when the private ke
azzociated with thiz certificate = used:

(= Enroll subject sithout requiing &ty user mput

e Frompt the user dunmg enroliment

FrarnEt e uzer during enrelirment and require Leeripputwbet the
milvate ke s Lsed

To chooze which cryptographic zervice providers 5P l
[C5F%] should be used. click C5Fs. T

ok || o | farly
M,

5. £ Requests must use of the following CSPs ( i R4AEALTFCSPZz — ) HikHF
Microsoft Base Cryptographic Provider v1.0, BUEIEF EikPHEMEAMCSP , RAFE T



lzzuance Requirements I Superzeded Templates | Extenzions | Securty

General Request Handling I S ubject Mame

CsP selection

Chooze which cryptographic service prowaders [C5Pz] can be uged in
requests:

(" Requests can uze any CSP available onthe subject's computer

[ 1Gempluz GemSaFE Card C5F 1.0 ’
[ JInfineon SICEYPT Base Smart Card C5F

Iw| Microsoft Base Crisptographic Prowider 1.1

[ IMicrosoft Baze 135 and Diffie-Hellman Crgptographic Frovider

[ IMicrosoft DH SChannel Crpptographic Prowvider

[ IMicrosoft Enhanced Croptographic Provider 1.0 |
[ IMicrosoft Enhanced 055 and Diffie-Hellman Cryptographic Froe

[ IMicrosoft Enhanced RS54 and AES Cryptographic Provider
[ TMirrnznft B52 SEkRannel Conkoor anbie: Poosiders ;I

] I Cancel I

OF. | Cancel | Eappl i

OK.
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ALCS Properties ﬂ

|zsuance Beguirements I Superseded Templates I E =tersions | S ecurity |
[ eneral I Fegquest Handling Fubject Name

Select thiz ophon to allowe a wanety of zubject name formatz or if pou do
hiot hiave access to the domain of which e subject 12 a member.
Autoenroliment i not allowed if you choose this option.,

" Build from this Active Direckar infarm ation

Select thiz option to enforce consistency among subject names and ko
simpliby certificate admiristrabion.

Subpect mame fomat:

! Mone it

[T Irclude enail name i subject nanme

|nzade this imformation in alternate subject name;
I E-mal name

[ OHS name

I Weenprinicipal rame [LIEH]

™ Service principal name [SEH]

ak Cancel ! S opiy
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“EXFEHFPISBFHFSHNBFHB42% , AR EActive Directory AF Fit&EH
"ERBSTHRERNTRAFBMABRFI4EH. NRETZAXHFEMNED , B3EMI0EEN
=R ERAEFEYE , NS BB EME IR



ACS Properties

General | Feguest Handling | Subject Hame |
lzzuance Hequirements i Superzeded Templates I Extensions ety
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G eneral | Fiequest Handling | Subject Mame
|zsuance Reguirsrents | Superzeded Templates | E xtensions I Secunty

FHequie the fallowing hor enroliment:

[~ This numnber of authonzed zignatures: |[|
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Application palcy:

lasiance policies:

Add..

Bemove
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£ Walid existing certfizata

K | Cancel I Ll
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Certific ation Authority

Select the computer pou want this snap-in to manage.

— Thiz snap-n will always manage:

.........................................................................................................................................

™ Another computer:

Erowise...

[ Allow the selected computer to be changed when launching fram the command line. This
orilw applies i pou save the conzole.

< Back I Finish I

Cancel |
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Generall Managed By  Group Folicy |

b anagement Conzole [GPML].

&
Current Group Policy Object Links for wirelezszdemo
T
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Default Domain Policy
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‘11 Group Policy Object Editor

File  Action wiew Help

= | BmBPE 2

E@ Computer Configuration
[:l Software Settings
EII:I Windows Setkings
=] seripts (Startupfshutdown)
EF Securty Sekkings
#-2¢ Account Policies
Local Palicies
Event Log
#-8 Restricted Groups
@ Sy sktem Services
@ Feqgistry
F-8 File System

EI[:I Fublic Key Policies

] AUt omatic Certifica
i~ Trusted Roaot Certif

--(_1 Encrypting File System

_‘:—j“ Cefaulk Cormain Policy [cisoo_ wa00S wirsles sdemo.ocal ] Palicy

l‘I" wWirgless Netbwork (IEEE 802,11 ) Policies

Automatic Cerkificate Requeskt

There arer

Automatic Cerkificate Request, .. I

‘.-[_ 7] Enterprise Trust

Wigw b

#-[_] Software Restriction Po
EZI---@ IP Security Policies on &
- [ Administrative Templakes

Refresh
Export Lisk. ..

EI@ IJser Configuration
-] Software Settings

Help

[:l Windows Settings
- [ mdministrative Templates

9. ARETAFUAEPHFRE , AGERMR>BQFEHRE,

10. B RIDFEABIEFRFREDNS T L

, BEHTF—F,

1. BEPER T L, BRI, REREHET—F"



Automatic Certificate Request Setup Wizard

Cerhhcate Template
The st time a computet logs on, & certificste based on the template pou select is
provided,

A certificate template is a zet of predefined properties for cerificates izsued to
computers, Select a template from the following hist,

Certificate termplates:

Mame ] Intended Punposes

Computer Client Authentication, 5ervser Suthentication
Domain Contraller Client Authentication, § erver Authenticatior
E nrollment Agent [Cormpuater] Cerificate Hequest Agent

IFPSec IF secunty IEE intermediate

: 2

¢ Back Mest > Cancel |

12. SR BHIEHRBFREGQS A, BETR. HTEVERLRBAERS T REARE
NREER EEETHEAGEEEST,



“jiti Group Policy Object Editor

File  Action \Miew Help

e | HEERE| 2

EI Computer Configuration
- - [ 5oftware Settings
EI |:| Windows Settings

----- E] Scripts {Startup fShutdown)
E = Security Sethings

= Account Policies
Local Policies
Ewvent Log

@ Restricted Groups
@ Swystem Services
-- Registey

E File System

EI D Public Key Policies
e ncryphing File System
|:| Ercrypting File Sysk

------ D Enterprise Trust

File  Action ‘'Wiew  Help

=V Default Domain Policy [isco_w2003 wirelessdema,local] Policy

Aok omatic Certificate Beguest

- N Wireless Nebwork (IEEE S02.11) Palicies

Automatic Cerkificake Prequesk Settings
------ D Trusted Root Cerkification Aukhorities

Etumputer

13, B A R AATE > Windows 188 > 22 88 > AR,

't Group Policy Object Editor

@ = | Bm @R @2

EIQ Computer Configuration
: [+ |_] Software Settings
D Windows Settings
: -] Administrative Templates
Eﬁ User ConFiguration
-] Software Settings
E D Windows Settings
. iﬂ- Remnote Installation Services
----- ﬁ] Scripts {Logon/Logaff)
El F aeCurity Sektings
: EI 'E Public Kew Policies
P Eee I:l Enterprize Trust

14. EEMAEEERD , NEHEHZTHRE.

=4 DeFaulk Domain Policy [cisco_w2003. wirsles sdema loc al] Policy

Obijeck Twpe

|:|Enl:er|:-ris-3 Trusk
%Hutuanmllmant Sektings
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Autoenroliment Settings Properties : d

Genersl |

Ervoll user and computer certificates automatically

(" Do not endoll cedtificates automatically
(+ Enroll cerbhicates automaticalls

¥ Renew expired certificates, update pending cerificates, and remove
revoked celificales

¥ Update cetificates that use cetificate templates

16. Click OK.
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4 ERRE-MED , RERHT—F"

8 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Yiew Favorites Tools Help

QBxck - Q- [{ & (] P search SrFavorites @ | [3- 5 B

Address I@ htkpe 172, 16, 100, 26 cerksrw/cartr qus. asp

WMicrosoft Certificate Samices -- wireless

Request a Certificate

select the certificate type:
User Cettificate

or, submit an advanced cedificate request.
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I Creadenaw ker sal O Lisa anishing by el
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0. HENGE R —NBINE D, B WAEHIMAZE, HEIE Yes,

Potaential Scripting Wiolation

This Web ske is requesting a mew certificate on your 2ehal. You should allow onby trusted Web sibes ko request a certificate For yau,
. Do you wank bo request a cerbFicate now?

10. B &5 Install this certificate.



<8 Microsoft Certificate Services - Microsoft Internet Explorer

Fil= Edit W“ew Fawvorkes Tools  Help
K Back » 3 « [x] [ :‘*|;:' Search =+ Favorites & | 0 o |0

Bddress I@ http: /f172.16.100.26/certsry/ certfnsh. asp

Microsoft Cerificate Services - wirelessdemoca

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

1. AP BRER—NREED , FE AR HIMIA PR, 1%EE Yes,

Potential Scrinting Yiolation

' Thile Weh aba  addmg one or mone ceetificates b thic rompeber Aloasing an unbrusted Wish gite o opdat= yoar rertificates o 2 senriny rck. The Sish
site coud install cerlificabes vou do ol brast, which could llosy prograims that wou da ot brask ko i on Bis coroubes anid gein acosss o your daka.

Do you weant this progran to add the cerlifcates nos® Click Yes £ vou bust this Web site, Othersise, click No.

12. HIBBEEHRE , MaTEIES,

% Miciosolt Certilicate Services - Microaoft Inteamet Cuplores

Fic =Cit AcH, Freorics loos Help

Qbas = €3 - B &) | A oeach Siraverze 8| - e B3

Adrecs 'E_nlI"I:Hll:l.-".;'.15.'.UJ.il':llll:El‘l'E-l"-r'lll:El‘t"l'l'Fll'l.aZ:i

Mavsodt Ceifinatz RBemi-rs - wire p3a-lemorna

Certificate Install=d

Yoaur nevs cerificae has e - succasshollyi -skalks d
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= A0 i B XFE| @
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= dnlrussed Cetifizates
=[] Thind-Earky Bk -t ifi-atan d thart
i B Trsked Peape
= T T L
R RCSCTLSEre
= Cetficate Errolinent Requests
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14. X8 |, I PREELRBITEN, ( ARFIFHR ACS = cisco_ w2003 ) £, BEER ACS 4.0
E P S BR & 4 BOUEF XX (.cer)o

15. £ ACS BRE 88 ( A RHIFH cisco_w2003 ) £ , fF Microsoft iP5 & H#3 AR S5 85 £ A% 58
£318 M http://172.16.100.26/certsrv,

£ ACS 4.0 R ERIFH

BRI THER

1. £ ACS RS 25 ( ARHIH A cisco_w2003 ) £ , fF Microsoft CA BRSS85 EHIXI E25H8Mm
http://172.16.100.26/certsrv,

2. NER—MES IETHIEE TR CA LS, WLH#ES CRL,
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[le [dt e~ Tawoites Toxols  Lkls
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fodrcss ﬁ “Heo 2 A 10 20N s yios boar: ass

Micrnanft Ce -hra e LiFnn2s - wnrlas=ilrm-ra

Oownload a CA Certiflcate, Certifleate Chaln, or CRL

To sl candlicales issuzd fron = cerlil Celion galhornly |

Toduwriceg o CACeL eale, solilicalz chain, or CEL seleol e corliie gz sod cnsoding rcl o

[& rerfiticate:

oment e paad=mnn s

Lnecod ing nvatod:

L I

) ST
Clowncae CA ceti® it
Clowm cEc A oot CEie cadin
Liawn cgc [atzst ase CHEL
Clawvit cac larsst delts 2R

4. AR E R XA THREZLES EO, Click

File Download - Security Warning

Do pou want to open or save this file?

Mame: certnew.cer

Tupe: Security Certificate, 165 KB
From: 172.16.100.246

*‘.e-.-@h.

Open 5ave i Lancel

While files Friom the Intemet can be useful, this ble bypes can
9 potenbially harm your computer. IF pou do not trast the source. do not

oper o save this software. What's the ngky

Save.

5. F ACS.cer RIEFENERBMREXM. FiCELBH , RNEE ACS 4.0 HiRE ACS iE

PMEHNENIRPERAET,
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My CompLiter
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Flacez
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EE
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Diocurnants and Sektings

Eau_sn'wr_mrt.:u

@cutnm.cﬁ

Fii= niama:

Save a5 type

ACS cet

Security Certilicate

6. NRETEF I KERESXITH ACS Admin,
7. #. System Configuration.



’3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help
(DBack » ) v (%] 2] | search ' Favarites £ - B

ﬁddressIiﬁjfttpﬂflE?.D.DJJSED?!

Cisco Srsrems

System Configuration
] b=,

- % cService Control
Group :
E Setup % Logagin

Date Format Control

%} Shared Profile
Components

Metwoark
Configuration

Local Password Management

ACS Internal Database Replication

ACS Backup

HCS Restare

Interface :
Coitiur Ao ACS Service Management

YolP Accounting Configuration
ACS Certificate Setup
Global Authentication Setup

Adrninistration
Control

d__-l External User
ﬁt_:g Databazes

8. # i ACS Certificate Setup.
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System Configuration

ACS Certificate Setup

=] Install ACS Certificate

[ aCs certification Authority Setup
|=A Edit_Certificate Trust List

|3&] Certificate Revocation Lists

] Generate Certificate Signing Request
3] Generate Self-Signed Certificate

Cancel

9. i Install ACS Certificate.
System Configuration

Edit

Install ACS Certificate

Install new certificate ":'f

" Read certificate from file

Certificate file [

@& Use certificate from storage

Certificate CN |

Private key file [

Private key password |

10. i%&# Use certificate from storage @ AT 2R ENE R
cisco_w2003.wirelessdemo.local ( MREFEH ACS ERBFH , MK

ACS.wirelessdemo.local )



System Configuration

Install ACS Certificate

Install new certificate ﬂ

" Pead certificate from file

Certificat e file I

= Use certificate from storage

Certificate CN ll:iE:D_WEDDS.wirEIESEdE

Private key file I

Private key password |

11. B &H“Submit”,
System Configuration

Edit
Install ACS Certificate
Installed Certificate Information ?
Issued to: cisco_w20032, wirglessdemo.local
Issued by: wirelessdamoca
Valid from:; March 17 2006 at 08;323;2C
Valid to: March 16 2008 at 08:33:25
Yalidity: oK

The current configuration has been changed.
Restart ACS in "System Configuration:Service

Control” to adopt the new settings for EAP-TLS or
PEAP support only.

12. B System Configuration.
13. B 15 Service Control , AJ5 % Hi“Restart’,



System Configuration

ciscosSecure ACS on cisco_w2003 ¥ |

Is Currently Running

Services Log File Configuration jﬂ

Level of detail
" Naone
& Lowy
Full

Generate Maw File
* Every day
" Every weaek
" Every month

" When size is greater than IED‘PB KB

I Manage Directory

" keep only the last |'-" files
* Celete fies older than I'-" day s

? Back to Help |

14. # &5 System Configuration.
15. 2.1 Global Authentication Setup.
16. &7 Allow EAP-MSCHAPV2 fl“Allow EAP-GTC”,



System Configuration
Global Authentication Setup

EAP Configuration ?

PEAPR
W oallow EAP-MSCHAPYZ
I allow EAP-GTC

[ allow Posture vwalidation

Cizco client nitial message:

PEAP session timeout {minutes: 120
Enable Fast Reconnect: ¥
EAP-FAST

E&AP-FAST Configuration

Select one or more of the following options:
W rertificate SaAN comparison

W Certificate CHM comparisaon

W rcertificate Binary comparison

EAP-TLS session timeout {minutes): 120

17. % 5 Submit+ Restart.

18. # &7 System Configuration.

19. % 7 ACS Certification Authority Setup.

20. 7£“ACS Certification Authority Setup”& O T , @A B EBIZEMN *.cer XHFHNEBEHMNUE, &
ARGl | FrelER *.cer XH= ¢\ IREFXHH ACS.cero

21. 7£“CA certificate file”FEXHF 4 A c:\acs.cer , AFE d“Submit’,



System Configuration
Edit

ACS Certification Authority Setup

o

CA Operations

Add new C& certificate to local certificate storage

CA certificate file |c::\an::5.n::er

Lo

System Configuration
e________________________| _______________________________|

ACS Certification Autherity Setup

Maw GA cartifcote s seborssully addad mto tha gobal systam comiicats
storadge.

W
4 operations 4 G certiicale Coreman name wirglass democa

Add riaw C& cartificata to local certificata storage
Ca cortificate file o wacs.car

The current configuration has been changed.
Restart ALCS in "System Configuration:Service
Cantrol” to adopt the new settings for EAP-TLS or
PEAF suppart only,

22. EFIR3 ACS IR%

{85 F§ Windows Zero Touch iy PEAP & i B

ERIINRHBIE | CLIENT & —A1E1T Windows XP Professional SP Wit E# , ZitE#H BN TL
B, BT AP JRET Intranet BRIV IFRIAR, EfF CLIENT BBE R L& EFFR , %
RAE D FEI PR,

WITEXRZENMER

BRI THER

1. FRAESEEL[HENLUAMBELS | F CLIENT #E3#ZZ Intranet M ER,

2. £ CLIENT L , 2% Windows XP Professional SP2 , fEE K7 wirelessdemo.local iBH & R
CLIENT YR A it E Lo

3. Z#FWindows XP Professional with SP2, ML &EIMIEF T REIRBPEAPXF, & : £
Windows XP Professional with SP27 |, WindowsPs X t& B 513 FF. &< B A L&,

RITL M E B RS

BRI THER

1. XM CLIENT it &#l.
2. M Intranet P 4&ERBTFF CLIENT it EHLRYIERE,
3. EFZz) CLIENT itEH , ARFERAAEERE Atk #TER,



4. RETHEMEERSR. EEFR  BVREHEF NI LLERSIBEHNEBERMG. EHRM
EHES RELTENEEESNESREF, FEEHIRERN , REAFEFRMEN CD
A£ BT Windows XP Professional SP2 W EIRZIFEFHRIE,

e i To 4k P 4% 1 4%
BEBRUTSE :
1.5%4% , AIFER wirelessdemo.local 18K WirelessUser i F° B 37 & %,

2. KB > BEIEER , NG NEKERE K REARRET TENEIEE,
3. B, R LLENE R F |, BRED T“H Windows REEEHNTLEMEZIRE,

=+ Wireless Network Connection Properties E|E|

Geneal | wirels Nelwuks | Advaiced

S mrars s mTTTT e mansrnes sunsass smasnsamararsnmBTenarmensanssTannsan snnnsnsmennutnmunsetamarnssns snnnsen tansenadTenes

Svalahle nelwrk

Ta connect o, dizconnec! fromn, or find aut rmore infarm ation
aboul wiigless retwarks inrarge. click the button below.

vies wireess: Metworks

DCr=fered nehwoks:

Autonatizalln connect o zvailable networks in the order lizted
belows:

add..
Learn about zettng ap wireles: nebwcrl
cofiquraion | Advanced |
[ QK. l [ Carcel |
4. B Add,

5. FE“REETFT , EWEB R (SSID)"FEF# A Employees
6. N'MEFHBIEED WPA , A EFSBIENHZ ZEN TKIP,



Wireless nebwork properties

Azzociation I Authentication | Ennnectiuné

Hetwark, name [S510): gEmpIn:l_uee

Wireless network ey

Thig rietwork, requires - a ke for the following:

Wetworl, Authertication: WP, v
Data encryption; TP v/

FieF

S Tty A = TE
BRI R .’Q‘."_'.'.

Confrmnetnok ke

Faribdefrdvanted):

...................

{o PP le B prosdided For e sofomaticallp

[] Thiz iz a computer-to-computer [ad hoc) netwark; wireless
accesz points are not uzed

l: Ok l[ Cancel J

7. BB HBUPET R,
8. WIF‘EAP KAV E N ASZEF N EAP (PEAP), MRATR |, FM T HKE iRk,

9. MRZE

FIHEHNERFZARITHORIE (NN AE KA HREHEE )

HHERTANSGRENTHH.

, Bk it



Wireless network properties

Select tiz aphon 0 provde authenicaed network, azcess for
wireess Ethernet network.s,

Enazle EEE 802.1x authentcaton far this netaork,

TNl otected EAF HEAH

| Flopertiez

duthenticale a compute when computer nfomaior 1z avalable

[ ] Authenticale as gues! when user ar comprter nfarmatior is
unavailable

| (. || Carcel |

10. # &5 Properties.

11. BF PEAP SR HEF N RS S TERRIE , FRAEP BIERSSH[IER . HE , B
RIE FEFHRIFBALYGRE TP ML ACS iFFHY CA”,

12. B EHRRIEHE T RBRELEBW (EAP-MSCHAP v2) , AN ERTARB S GRIE,



Protected EAP Properties

When cornecting:
validate server cestifizate

| ornect to these servers:

Trusked Root Certification suthorities:

[ WeriSign Trust Metwork ~
[ WeriSian Trust Metwork

[ weriSign Trust MNetwork:

[ wreless

[ wreless

[ wielesaremara

[ woertEZ by 25T -
¢ | =

|:| Do nok prompt uszr ko adthorizs new servers or trusked
cethfication autharitzs,

Select Authenticaticn Metkod:

|5¢curi:d pazsyord (CAP-MSO AP «2) - | | Conigurs. .

[+ Enable Fzst Reconnect

| i | Cancel

13. BRIEFBAREENER SGEE. AT, £H=RAEE.
14. ERELEREESEPNTENEEEER , ARRHTERTHANTERME,
15. B Employee & W& H i EHE,



‘i ¥reless Metwork Connection

N vl Taskis Choosc a wircless networls

i Rzfrosh nobworl lizk Zhick anit=m in b isz belosa ke connzct to A wireless netwo ki rarge or ko ges more
IM*0°MacIan

< Set up a wineess netaorg
Fror 3 anrre nr anall 0fire

Related Tasks

i) Learm chous winzcss

nietwiorking
{? 1Z7Enge e crdes of Guest
prefesrec netwatks {[ﬁﬂ
'&“ “4ange 2dvanced Ursecur=d wirel=:s netwark “I!
seLLin g {[ﬁ}] Yrire
f =euity-enablzd wirelzss network “I!
{ ( ﬁ}J wirrlras
Ursecur=d wirel=:s nebwoark “II]
{l ?}J wlan
ani

UTRFEEE REEREKIITK.

Ui e lpss Netwnrk Cnnnertinn

Choose a wireless network

Metwork |asks

ick zn temin the st belaw Ea cannect o a wireless networkin rance ar tC g2t more

& Refresh network list
irformration,

Employee

.‘:, 5oz up a wircless nobeaork {te))
fat a horre ar smal cffice :
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