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Wired-Side Tracing Techniques

Comparison

How it Works What It Detacts Accuracy
1. AP hears rogue over air *Open APs ‘Moderate
2. Detecting AP advises of nearby *Secured APs

switches *NAT APs

- 3. Trace starts on nearby switches
Switchpon :
Tracin 4. Results reported in order of
a o
probability

3. Administrator may disable port

1. AP hears rogue over air *Open APs =100%
2. Detecting AP connects as clientte  =NAT APs

rogue AP
RLDP 3. Detecting AP sends ELDP packet

4. If RLDP packet seen at WLC, then
on wire

1. Place detector AP on trunk "Open APs *High

Rogue 2. Detector receives all rogue MACs  =Secured APs
3. Detector AP matches rogue MACs
from wired-side ARPs

RIESD K

AMINMBR T , Cisco UWNRMZIN AR ESREFIERANRD R, NEATR , EEEFATNERY
FERSSI, SSID. REXH  FHXMMEURE S HHEH B MOERTH%

Lower Severity Higher Severity
—

On-Network
Open
Our SSID

Off-Network
Secured
Foreign SSID

Weak RSSI
No clients

Strong RSSI
Attracts clients
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Saye Configuration  Png  Logowt  Refresh

MONITOR  WLANS CONTROLLER  WIRELESS  SECURITY  HANAGEMENT COMMANDS HELP FEEDBACK A Home
Security Regue Policies apply |
- AAA
General Rogue Detection Security Level Lawe High Critical ' Custam
= RADIUS
Authenbcation Rague Locatson Dustovery Protoda! Alldps ¥
Accounting
Fallhack Expiration Timeout for Rogue AP and Rogue Clent entnies 3e00 Fecends
DNS
Dowrdoaded AP Wadidabe rogue chents against AAS Enabled
EAATIETE wabidate rogue AP against A4 Emabled
LDAR
Local et Wisers Polling Irterval ] Seconds
MAC Filtening
# Desabled Clignts Vahdate rogue chents against MSE Enabled
User Lagin Pohoes
AP Policies Detect and report Ad-Hoe Metworks # Enabled
Password Polic
i Rogue Detection Report Interval (10 to 300 Sec) 10
k Local EAP ;
Rague Detection Minimum RS51 (<70 1 -128) 128
Advanced EAP
e Regue Detection Trangient Interval {0, 120 to 1800 Sec) 500
k Priority Order
Rogue Client Threshold (0 to disable, 1 to 256) a
¢ Certificate i t
b Noomss Conbral Elts Rogue containment automatic rate selection Enmabled
o 'I.I'-'irt:lless Protection Auto Contain
Policies
= Rogue Policie Aube Containm ent Level Ante ¥
Genera
Reguee Rules Aute Containment only for Moniter mede APs Emabled
Froendly Rogue
Standard Signatueres Auko Containment on FlexConnect Standalone Emabled
Custorm Signatures
Signature Events Rogue on Wire Enabled
SusTHTRACY
Client Exclusion Pokoes Using our SSID Enabled
AP Authenbicabion . .
Management Frame Wald cloent on Rogue AP Enabled
Protection
AdHne Asnue AP Frinbled

MCLI:

(Cisco Controller) >config rogue ap timeout ?
<seconds> The nunber of seconds<240 - 3600> before rogue entries are flushed

(Cisco Controller) >config rogue adhoc enable/disable

ABERAEREEDM

X F A #th/Flex-Connect/MonitorfE XAP |, ZEFRRMELE T & — &I , RFAFEFRHEWHEEEN
EHRRIE, BURATEE , APHIEFMEEE/E R/ XEE/DCAEEUERIE,

EMGUIREEILIRE |, &S EIWireless > 802.11a/802.11b > RRM > General , J1E R,



llIillIll Save Configuration  Pag
CISCOD HONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANMAGEMENT COMMANDS HELP FEEDBACK
Wireless 802.11a > RRM > General Apply |
* Access Points
Al APy Profile Threshold For Traps
w Radics
B02.188n/sc Irterference (0 bo 100%) 10
802, 11b/g n
Dwal-Band Radios Clients {1 to 200) 12
lobal Confage 3
Global Confeguration Maien (-127 15 0 d8em) -70
b Advanced
Utilization [0 to 100%) B
Mesh
b ATE Moise/fInterference/Rogue/ CleanAir§Monitoring Channels
RF Profiles Channel List [Country Channels ¥
All Ch ]
FlexConnect . UL
Groups Manitor Intervals (60 to 3600 secs) e
FlexConmedt ACLs -
FlexComngct VLAN Charmel Scan Interval 180
Templates
Meighbar Packet Frequency 180
OEAP ACLS i )
Meighbor Timeout Factor (S to S0 20
Network Lists - t
* 80%.11a/nfac Factory Default
Hetwork
= RAM Set all Aute RF 502,118 paramebers to Factosy Default,
RF Groumng
rec Set to Factory Default |
DeCi
Foot Notes
Coverage

MCLI:

(Cisco Controller) >config advanced 802.l1la monitor channel-list ?

al | Monitor all channels
country Moni t or channel s used in configured country code
dca Moni t or channel s used by automatic channel assignment

He IR VF 50 3¢
FRHRKEAPS K

ENEIEAPOERIRE. BEIKRDE , iHF M EIMonitor > Rogue > Unclassified AP , AAE K
BENREAPEM . MNTHIIRPEFED , MEFTR.



|I|l+l|l| Saye Configuration

Ping  Logout Refresh

CISCO MONITOR  ‘WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDRACK f Home
Monitor Rogue AP Detail < Back _Apply |
Summary
b Aicass Palibe MAC Address 00:06:91:43:60 162
¥ Cisco CheanAir Tvpe i
b Statistics
b COP 1s Rogue On Wired Network? Ne
¥ Rogues First Time Reported On Th May 30 16:21:30 2019
Friendly AP
Mahciows APs
Claskamm APz Last Time Reported On Fri May 31 13:07:11 2019

Undsssifed 4Ps

Rogue Chents Class Type Unclassified ¥
= Adhoc Rogues " Friendly
Friendly Adhoc

Malicious Adhec State

x Unclassified
it s e
) Manually Containad Ha
Clignts Update Status - - Choose New Status - - 7
Sleeping Clients
Multicast
¢ Applications
APs that detected this Rogue
F Lync
: Channel
Local Profiling Base Radic MAC AP Name S51D Channel Width (Mhz]  Radie Type
bdzde: 31cob: 30:c AFZEOE-1 Cesco-17E30RC L] 20 Bl 11m2.4A0
g a0 bk i AP
(Cisco Controller) >config rogue ap ?
classify Configures rogue access points classification
friendly Configures friendly AP devices.
rldp Configures Rogue Location Discovery Protocol
ssid Configures policy for rogue APs advertsing our SSID.
ti meout Configures the expiration time for rogue entries, in seconds.

valid-client Configures policy for valid clients which use rogue APs.

Securily
Paolicy Pire-4
Open Long

ENKEFIRDPFHIMBREKIESRE |, 155 MEIMonitor > Rogue > Unclassified AP , A5 % &

Remove , BT

Save Configuration  Bing  Logout Refresh

MONITOR.  WiLANs CONTROLULER WJRELESS SECURITY MANAGEMENT COMMANDS HELPF FEEDBACK

& Home

Monitor Unclassified Rogue APs

Summary Current Filter None {Changs Eilter] [Clear Fiter)

¥ Access Points

¥ Cisco CleanAir Ranovs

» Statistics Contain
¥ COP Maove ba Alert
+* Rogues
Friendiy APs # Detecting Humber of
Makcioias APz MAC Address SSID Chanmel Radios Clients Status
KEiN A 068 4% Ciseo-17D90FIC 8 1 0 alert
Unclassificd APs
Eogue Clients HUMBERICABLE-25F] B 1 [} alert
R AGE Ko s7afby 1 1 o Adert
Frigndly Adkoe
Malicious Adhoc d5h5ad Unbcnowm ] o alert
SR AL 00:23:00:30:5%:15 358233 1 1 o alert
Unclassified Adhoc
Baogue AP wgnere-lst 13:00:51:95:01 eb4fed 11 1 o Alert

Entries 1 - 50 of 140
L] 133 L]

ERHMIFAPE BN RFAP , BSMEIRE>TRRYT RM>RIFRM>KIF | REHFMNKEMACH

ko

WMEFTR , AN &R 35 B £k B 7] LAEiE Monitor > Rogues > Friendly Roguepagedt 171 o



Save Confguretion Png Logout  Befresh

MONITOR  WLANS CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK # Home

!
Security Friendly Rogue > Create
ARA :
- MAC Address |12:33: 33445504
General
= RADIUS Type [Fngndly

Authentication

Downloaded AVP
b TACACE +
LDaP
Local Net Uisers
MAC Filtgrin
- Dusabled
User Login Poboes
AP Policies
Password Policies
Local EAP
Advanced EAP
Priority Order

Certificate

Access Control Lists

» Wireless Protection

Policies
w Regue Pohoes

Stardars arure
Citom Sagnatures
Signakure Events
SisTIENaTY,

Chert Exclusnsn Paliches

e B R VR BRAP

E@ENGUIAPELE N ERER NS | iBES A EIWireless > All APs, ERAPBEMH ERAPET, | i

BT Ro

MONITOR  WLANS

TROLLER  WIREL

MANAGEMENT COMMANDS  HELP

Soye Configuration  Ping  Logout  Refresh

FEEDBACK A Homa

Wireless

All APs = Details for APb4de 318b.feed

General | Credentisls | Interfaces | High Availability | Inventory | Advanced |

= Radios
B2

: General
2,118 nlae
502.116/p/n AP Hame tingoaPch.318b.feed
Cual-Band Radis
Globa! Configuration Location default locatean
b Advanced AP MAC Address b 31:8bafee0
Mesh Base Radio MaC betzde:I1zad:e0:20
i |
b ATF Admin Status Enable T
AP Hode local "
RF Profiles ks Tezal
FlexConnect Groups | FexConngct
Operstional Status | Meniter
F FlexConnect ACLS
Part Humber nffer
FlexConnect VLAN age -
Templates s e Flex=Bridge
Metwark Lists i Typs e
Add New Venue L

¥ B02.11a/nfac

B BAY 11hinin

MCLI:

Venue
Lanauage Name

Versions

Primary Software Version
Backup Seftware Version
Predownioad Status
Predownloaded Version
Predownload Maxt Retry Time
Predownload Retry Count
Eoot Wersion
105 Versien
Heni [0S Version

1P Config

CAPWAP Preferred Made
DHOP Ipvd Address
Static 1P {TovdiTpv)

< Back Apply

8.8.120.0
0.0.0.0
None

None

M

HA

15.2.4.0
15.3{3)0145
8.3.102.0

Tpys (Global Confg)
152.168.100.39

(Cisco Controller) >config ap mode rogue AP_Managed

Changi ng the AP's node cause the AP to reboot.
Are you sure you want to continue? (y/n) y

F R ER A BRAPE: BRIk O

interface G gabitEthernet1/0/5
description Rogue Detector

swi tchport trunk native vlan 100
swi tchport node trunk



AR MEEFHNARMEVIANRESWLCEBIPERZN A VLAN,

B ERLDP
EEBEHEEGUIFEERLDP , ESMEIRE>TER R REE>EIERE>EM,

Saye Configurabion  Ping  Logout Refresh

|I||!|II|

MONITOR WLAN: CONTROLLER 'WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK i Home
Security = Rogue Policles _ ooy |
w AAA
Rogue Detection Security Level Low High Critical * Custom
- (-_—]
Rogus Location Discovery Profocol f-l: sable Ll |
MondorMpdeADs
Expiration Timesut for Rogue AP and Rogue Cliant entries
Disabie
Validate rogue chents sgasnst &dd 1a1pr
F Validate rogue AP against Afa Enabled
Palling Irterval 1] Sesends
\ahdate rogue chients agamnst MSE Enablad
Detect and report Ad-Hoo Networks #Ensbled
Rogue Detectsan Repost [nterval (10 to 300 Sec) 10
b Local EAP Rogue Detection Minimum RE51 (-70 to -128) -5
Advanced EAP Rogut Datecton Transent Interval (0, 120 to 1600 Sec) 0
¥ Priority Order Rogue Client Threskold [0 to disable, 1 to 286) E
b Certificate Rogue containment automatic rate selection Enabled

¥ Access Control Lists
X . Auto Contain
— Wireless Protection

Pnlmifi}_ S Auto Contaimment Level 1- T
auto Containment onfy for Monitar mode APs Enabled
Suto Containment on FlexConnect Standalone Enabled
Rogue sn Wire Enabled
Usang cur SSID Enablad
Vahid client on Rogue AP Enabled
AdHoc Rague AP Enabled

BEKAP — R AT T ZEERXNAPSERLDP,
FRBAP — A #h/Flex-Connect/% 2 X AP S 5RLDP# 2,

EEH — T483#MARLDP, BE , AP A LUBECLINEEMACH I FEh it X RLDP,

X MRLEENAPH A #/Flex-Connect APERR N 2143 E BRE B 13 -85dbm RSSI , M
EERAPL 4% %&£ F A& #h/Flex-Connect AP#{TRLDP,

MCLI:

(Cisco Controller) >config rogue ap rldp enable ?

al armonly Enables RLDP and alarmif rogue is detected
aut o-contai n Enabl es RLDP, alarm and auto-contain if rogue is detected.

(Cisco Controller) >config rogue ap rldp enable alarmonly ?

nmoni t or - ap-only Perform RLDP only on nonitor AP

RLDPHIIMF DM A B RAEL S SRTETEE. TFHEFIRLOP , BFRTUTERAE -

(Cisco Controller) >config rogue ap rldp initiate ?



<MAC addr> Enter the MAC address of the rogue AP (e.g. 01:01:01:01:01:01).

% FRLDPItX :

(Cisco Controller) >config rogue ap rldp schedule ?

add Enter the days when RLDP scheduling to be done.

del ete Enter the days when RLDP scheduling needs to be del eted.
enabl e Configure to enabl e RLDP schedul i ng.

di sabl e Configure to disable RLDP scheduling.

(Cisco Controller) >config rogue ap rldp schedule add ?

fri Configure Friday for RLDP scheduling.
sat Configure Saturday for RLDP schedul ing.
sun Configure Sunday for RLDP scheduling.
non Configure Monday for RLDP scheduling.
tue Configure Tuesday for RLDP scheduling.
wed Confi gure Wednesday for RLDP schedul i ng.
thu Configure Thursday for RLDP schedul i ng.

AUERAU T SEERLDPES :

(Cisco Controller) >config rogue ap rldp retries ?

<count > Enter the no.of times(l - 5) RLDP to be tried per Rogue AP.
B R VF R
Ac I ¥ 3058 %l

EFHEHIIEEAP , ES M EIMonitor > Rogues > Unclassified , 218 TR,

cllllllln Saye Configuration  Bing  Logout | Hefresh

cisco MOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDRACK A Home
ki e

Monitor Rogue AP Detail <Back | apply |
Summary
b Access Points MAC Address 00:06:92:53:30:20
¥ Cisco CleanAir Typa m
b Statistics
v COP Is Rogue On Wired Network? Ha
¥ T-ﬂﬂ“es L First Time Reported On Tue Jun £ 13:03:55 2015
mendly APs
Last Time Reported On Tue Jun 4 13:03:55 2019
Class Type Unclassified ¥
Stabe alert
Unclassfied Adhoc g ally Contained Ha

Rogue AF ignore-fest

Clients Epdate Status Contan v ]
Sleeping Clients

Multicast Haximum number of AP to contain the rogue | + = Chixpge Mumber of AP - - ¥ |

b Applications .‘“';I.'ﬂcrﬁlﬂ!-! Hurmnbser of APg = =
APs that detected this Rogue 1
P Lync =
I pocy |

Local Profiling Base Radio MAC AP Hame SS1D ; (Mhz)  Radioc Type Policy Pre-Amble R&S]

b Cloud Services 00:27:e3: 36:4d: 80 tisgodPch, 881, 3DEC 1 20 B0Z.11g Encrypted Long -128
Ll ol 11 g B AR

MCLI:



(Cisco Controller) >config rogue client ?

aaa Configures to validate if a rogue client is a valid client which uses AAA/ |l ocal database.
alert Configure the rogue client to the alarmstate.
contain Start to contain a rogue client.

delete Del ete rogue dient

nmse Configures to validate if a rogue client is a valid client which uses MSE.

(Cisco Controller) >config rogue client contain 11:22:33:44:55:66 ?

<num of APs> Enter the maxi num nunber of Cisco APs to actively contain the rogue client [1-4].

AXE : 1-ANAPTHI ARSI ENRIE, MIMBERT |, BHREA - IMAPKREISE ik, MR
FNAPREB NS ERNRIE , WL ZAPER A , EARBERSSINAPE L EE i,

EZh8

EREBNES , B FSecurity>Wireless Protection Policies>Rogue Policies>General , AAEH

W& 5 A AR & A Y I T,

MREFLCisco WLCHABERLEFERE , FRAPXEERE, BN , EECHEHERE , X

EMINE

BE HEBARESHPNEMA - , REQETUTHER  “ERALIIEEFEEREST
R BB 2 T, BEMETT(ISM)SRERFEI2.4 — M5-GHZARN LRI , TEWFH
UERIAIfEM. Ht , BHE—HTRE ENIRF TR EEZERR.

UTREHEESH
W
ERRE T

X EEERAPEFEE

#iR
THY|®R , BRI BMNFERREBEHFHRBIM1E4,
BYEMEEHRE , YHIFREBREHITSREN , BHRZITLIES
B LUERAuto BB T EI EBRNAPEE, Cisco WLCIRIERS
MAEVEH,
S8MNEFIRBIXBKARSSHEN T :

- 1-0&-55dBm

. 2 —75%2-55dBm

. 3—85%-75dBm

. 4 — /pF-85dBm
TR EIRAET B RS RERAPLURTEEE . BRINMRERZARS.
EP I EIEEREIN T EN T /S AFlexConnect AP LRI E & Hl. BRIA

FlexConnectid 37 ik -9 B 3138 #l FlexConnect APA T XA | R EES AERAZRAIASSIDER BN fEFE ER

B EIE
FEAFKEIINSSID

HIFAP LN B E F i

Il Bt R VEAP

APE#[E Cisco WLC/E , B#IFE L,
EHRHERETESTEELMNELRNBNESERF, RINRENEF
RN ERETESEESEEMEASSIDHNEZERERF. MRRERLKSHK
ERERERER. RINZERZARS.
EHRLEERETENTEEZEEEFLHmIRARIEFZEAS, MRRES
KON B R EERT £ RN ER, BRINMEENZARS

SEET S A B3 88 HCisco WLCE MBI EMLE, IR Rk 2
BB ME AT E R ER, RINRENZARS,



(EEREES

cisco monror  wians  controvl| [N

FEEDBACK

Security g Rague Policies

* AAA
Genera Rogue Detection Security Leve ritical * Custom
Rogue Location Discovery Protoco

Experateon Timegut for Rogus AP 4 m Cancel

Wahdate rogue chents sgamst A48

Walidste rogue AP against Aas # Enabled
Palling Irterval 0 Seconds
‘Validate rogue chents against M3E Enabled
Detect and report Ad-Hoc Hetworks o Enabled
Regee Detechon Repart [nterval {10 85 300 Sec) 10
¥ Local EAP Rogue Detection Minimum RSS1 {-70 to -128) -a0
Advanced EAP Regue Detechion Trangsent Interval {0, 120 to 1500 Sec) (1]
b Priority Order Regwe Cliert Thresheld (0 to desable, 1 b 256) ]
b Certificate Roguee contasinment sutomatic rate salection Enabiled
F Access Control Lists ” "
Auto Contain
Wireless Protection
.P::;Ih:tes i futo Containment Level Auto ¥
Auto Containment anly for Monitor mede AP o Enabled
fugte Containment on FlexConnedt Standabone o Enabled
Roguee on Wire o Enabled
Usng our S50 o Enabled
Wahd chient on Rogue 4P # Enabled
" AdHoc Roegue AP & Enabled y

B HApply R EIE L& ZICisco WLC , BEFLEENEBREAHHRERE ; LSRG FRES K
HRAMA,

MCLI:

(Cisco Controller) >config rogue adhoc ?

al ert St op Aut o- Cont ai nment, generate a trap upon detection of the
adhoc rogue.
aut o- contai n Aut omatical ly contai n adhoc rogue.

cont ai n Start to contain adhoc rogue.

di sabl e Di sabl e detection and reporting of Ad-Hoc rogues.
enabl e Enabl e detection and reporting of Ad-Hoc rogues.
ext er nal Acknowl edge presence of a adhoc rogue.

(Cisco Controller) >config rogue adhoc auto-contain ?

(Cisco Controller) >config rogue adhoc auto-contain

Warning! Use of this feature has | egal consequences
Do you want to continue(y/n) :y

& FAPrime E a8 HE

Cisco PrimeE® i e F TELE MU —NRZMEFIZFHKEKAP, ERPHAERE KBRS
"*?"'“%H}’”“%UE’JI,\O UIBEBRTEBRARDEABRPIN |, RENcEHBERF K, EEE
B, EEEAREFiK, SSIDRFIDIREME , #Hﬂﬁﬁﬁﬁ"ﬁzuﬂmﬁﬁﬁqﬂo

Cisco PrimeEfiZ X FETANMN S ELHEAERFELEEN D EAN, REUATEHE , &
i 25 [ PR B X 1% ECisco Prime &A% #E :

- MBRABMARLBREATIPRES , MR RPRS N ERET |, #2585 2@ Cisco Prime & At



REREMM . RoguestateyInternalzExternal , NI A4 &KX

. N R arogueentry £ B at IS HA /5 # M BR |, #5188 & mICisco Prime Infrastructurefor rogueaccess
points KA AR , %A K IH 3K SIMalicious ( BIR. EBP ) HUnclassified ( Bk ) . #3HI7
T Br EBerogeuestatesf % B : Contained, Contained Pending. InternalflExternal,

Brir

EEREAEPHIRFFFERRIEFMES , FFMEIMonitor > Rogues , INEFR,.

|II|+III|

cisco MONITOR.  WLANs CONTROLLER WJRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
X —
Monitor nclassified Rogue APs Entries 1 - 10 of 10

SUNMTErY Current Fiter fégne [Change Filter] [{lear Filtar]
Access Points

¥
# Cisco CleanAir e J
F Statistics Contain
b COP Mave to Alert
+ Rogues
r ] & Detecting Mumber of
MAC Address S5ID Chanmel Radios Clients Status
blizzard k] 1 o Alert B
Unkriown 13 1 o Hhert -]
v A Unkrown 1 ] alert [ =]
Unkrown 40 2 sbert B
Unknown ag 2 o alert -]
buterfly 1 1 ] Mhert i~}
Thente HEQ-610278 Unknown o o Abert - |
- HEC-WIEI & 1 abart B
Sleeping Clients
& poiiZiOGies HOWO-A2121 1 o abert -]
Miilticast
R ol L HEC-S0E3EC & 1 o dhert 2

i , RENTRZERATA :

- RIFAP — B RFRIC N RFAP,

- BEAP — B RLDPSEVER N BRAPIR B 7 B E AP,

- BENAP — #ERIEMMIFR 7 B E LBAP,

- RAKWAP — RIABER T , IFAPEZFBRHE RN RDKIIK,
- RIEE PR — EEIRIEAPHE ko

- RSB EE PR — IREEREE S R,

- SEEAPREE SR — BEPIFI L.

X MBEWLCHMBABAPHE—PIEE , NIWLCAKERIEAPZEIIXRFP EZHHILBA
AP, EWLCHLEHME ZEENTZ A LLIhaE,

BEHEBFERERE URRZBIENEAES . ATREELMNE LRNBEVER ~E)



Saye Configuration  Ping  Logout  Refresh

HONITOR  WLANs CONTROLLER  WIRELESS  SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK M Home
Monitor Rogue AP Detail <Back | Apply
Summary
¥ Access Points MAC Address 50:2f:06:02:00:60
¥ Cizeo ClranAir Type AP
b Statistics
b CDP Ils Rogue On Wired Network? Tes I
e b First Time Reported On Men Jun 3 14:12:54 2019
el Abg
Last Time Reported On Tise Jun 4 12:15:25 20109
Class Type Halioous ¥
Classification Change By Auto
Custom Adhoc
Unciaserdied Adhoc State Threst
Rogue AF ignorne-hisk
Cliants State Change By Auto
Sleeping Clients
Multicast Manually Contained Ha
b Applications
Update Status - - Choose Hew Status - - 7

b Lynt
Local Profiling

b Cloud Services
APs that detected this Rogue

Channel Security
Base Radic MAC AP Hame 51D Channel Width [Mhz) Radia Type Palicy Pre-Amble RS5I
Q02T a3 3649580 BagoAPch9SEL 3DEC Buterfly H an BOL.11n2.4AG WIRAZIFT Larg =63
Clitis esacioted b U R A7
McCLi:
(Cisco Controller) >show rogue ap summary
Rogue Detection Security Level................... custom
Rogue Pending Time........ ... ... 180 secs
Rogue on wire Auto-Contain....................... Di sabl ed
Rogue uses our SSID Auto-Contain................ Di sabl ed
Valid client on rogue AP Auto-Contain............ Di sabl ed
Rogue AP timeout.......... ... . . ..., 1200
Rogue Detection Report Interval.................. 10
Rogue Detection Mn RSSi........... ... ... . ....... -90
Rogue Detection Transient Interval............... 0
Rogue Detection Cient Num Threshold............. 0
Validate rogue AP against AAA. ................... Enabl ed
Rogue AP AAA validation interval................. 0 secs
Total Rogues(AP+Ad- hoc) supported................ 600
Total Rogues classified.......... ... ... .. ....... 12
MAC Addr ess Cl ass State #Det #Rogue #Hi ghest RSSI #RSSI
#Channel #Second Hi ghest #RSSI  #Channel

Aps Cients det-Ap
RSSI Det - Ap

00: a3: 8e:db: 01: a0 Uncl assified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e:db: 01:al Unclassified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e:db: 01: a2 Uncl assified Alert 1 0 00: 27: e3: 36: 4d: a0 -16 13
00: a3: 8e: db: 01: bO Mali ci ous Thr eat 2 1 00: 27: e3: 36: 4d: a0 - 27 40
00: 27: e3: 36: 4d: a0 - 37 40

00: a3: 8e:db: 01: bl Unclassified Alert 2 0 00: 27: e3: 36: 4d: a0 -28 40
00: 27: e3: 36: 4d: a0 - 36 40

00: a3: 8e:db: 01: b2 Uncl assified Alert 2 0 00: 27: e3: 36: 4d: a0 -28 40
00: 27: e3: 36: 4d: a0 - 37 40

50: 2f: a8: a2: Oa: 60 Mali ci ous Thr eat 1 2 00: 27: e3: 36: 4d: a0 - 66 1

50: 2f : a8: a2: 0d: 40 Uncl assified Al ert 1 0 00: 27: e3: 36: 4d: a0 -65 11



00: 27: e3: 36: 4d: a0 -89 6

00: 27: e3: 36: 4d: a0 -89 (1,5)
00: 27: e3: 36: 4d: a0 -89 (6,2)
00: 27: e3: 36: 4d: a0 -85 13

9c: 97:26:61:d2: 79 Unclassified Al ert
ac: 22: 05: ea: 21: 26 Uncl assified Alert
c4:e9:84:c1:¢c8:90 Unclassified Alert
d4: 28: d5: da: e0: d4 Uncl assified Alert

e N
O o oo

(Cisco Controller) >show rogue ap detailed 50:2f:a8:a2:0a:60

Rogue BSSID. . ...... ... . . .. 50: 2f : a8: a2: Oa: 60
Is Rogue on Wred Network........................ Yes
Classification.......... ... .. . i, Mal i ci ous
Classification change by......................... Aut o
Manual Contained............. ... . . ... No
State. . ... Thr eat
State change by......... ... ... .. Aut o
First Tine Rogue was Reported.................... Tue Jun 4 13:06:55 2019
Last Tine Rogue was Reported..................... Wed Jun 5 08:25:57 2019
Reported By
AP 1
MAC AdAress. . ... 00: 27: e3: 36: 4d: a0
Name. . ... .. ti agoAPcb. 98E1. 3DEC
Radio Type....... ... 802. 11n2. 4G
SSID. . buterfly
Channel ... ... .. . . 1
RSSI . . -64 dBm
SNR. . 29 dB
Security Policy......... ... . .. .. WPA2/ FT
ShortPreanble........... . ... ... ... .. ... Di sabl ed
Last reported by this AP................. Wed Jun 5 08:25:57 2019

W B PR
MRARNBIRERE

WIFAP LB B AN, ZEGUIL :

lll'l'lll Saye Configuration  Ping  Logout |Refresh
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK A Home
Wireless All APs > Details for tiagoAP.69F4.6458 < Back Apply -
w Access Points Sr— T e e
General ! Credentials | Interfaces { High Availability | Inventory l Advanced
irect
~ Radios Regulatory Domains 802.11bg:-E  802.11a:-E Power Over Ethernet Settings
802.11a/nfac
SRR Bela: v
P Country Code BE (Belghum) PoE Status Full Power
U3i-Band Radios a -
Global Configuration e et Pre-standard 802.3af
AP Group Name default-group ¥ switches
¢ Advanced - = .
Statistics Timer 30 Power Injector State
" Data Encryption AP Core Dump

P ATF
[ Rogue Detection + I AP Core Dump Enabled

RF Profiles

2 Teinet Global Config ¥ AP Retransmit Config Parameters
HerConnect croups 2 ssn Global Config ¥

AR FEMSM n 5
b FlexConnect ACLs Retransmit Count 5

TCP Adjust M35 (IPv4: 536 - 1363, IPv6: 1220 - 1331) 1250

AP Retransmit Interval 3
FlexConnect VLAN TCP M55 is Globally Enabled
Templates LED State Enable ¥ YEAN [a9ing
Network Lists LED Flach State 0 (1-3600)seconds VLAN Tagging Enabled
b 802.11a/n/ac Indefinits mDNS Configuration
b B02.11bfg/n ® Disable mMONS Srooping Enabled
b Media Stream USB Module ID USE Module VLAN List
Application Visibility Qverri
» verride
And Control e
USE Madule Status 7 =
Lync Server TrustSec Config
USBE Module Operational State Not Detected

Country CMX Services

ECLIF ;




(G sco Controller) >show ap config general tiagoAPch. 98El. 3DEC

Cisco AP ldentifier........ ... .. 13

Cisco AP NamE. . . ... ti agoAPcb. 98E1. 3DEC
[...]

Admi nistrative State .......... ... . ... . ... ADM N_ENABLED
Qperation State ......... ... REGQ STERED
Mrroring Mode ... ... . Di sabl ed

AP Mode ... Local

Public Safety ..... ... . . .. . Di sabl ed

AP SubMbde . ... ... Not Confi gured
Rogue DeteCtion ....ceeeeeeecccccccosssascscccnnsns Enabled

Rermote AP Debug ....... ... ... Di sabl ed
Logging trap severity level ..................... i nf ormati onal
KPI not configured ......... .. ... ... .. ... ... ....

Loggi ng syslog facility ........ ... ... ... ... ... kern

SIW Version ... 8.8.120.0

Boot Version .......... . ... 1.1.2. 4

[...]

Power Type/Mode. ... ... ... ... PoE/ Ful | Power
Number OF Slots........ .. . ... 3

AP Model .. Al R- AP3802I - | - K9
AP I MBOE. . AP3G3- KOV8- M
CisSCO 105 VerSi ON. . ..ot e 8.8.120.0
Reset Button............. .. . ... Enabl ed

AP Serial Number....... ... ... ... . . . . . FA.2114A4SU
[...]

B T B EAP LS AERERN

(Cisco Controller) >config rogue detection enable ?
al | Applies the configuration to all connected APs.
<Ci sco AP> Enter the nanme of the Cisco AP

At 8 AP i B /3t X {518/DCAE B H BUR T BLIE ﬂﬂ%,Ai’F&Lﬂ:ﬁcﬁEﬂﬂE

FHRBERIEERXAP , NRHSRT AR RIFRE, RH ST

(Cisco Controller) >show advanced 802.1la monitor

Defaul t 802.11a AP nonitoring

802.11a Monitor Mdde. ... ... ... ... enabl e

802. 11a Monitor Mde for Mesh AP Backhaul ... ... di sabl e

802.11a Monitor Channels......c.ccceeeeeccccnces Country channels
802. 11a RRM Nei ghbor Di scover Type............. Transpar ent

802. 11a RRM Nei ghbor RSSI Nornmalization........ Enabl ed

802. 11a AP Coverage Interval................... 90 seconds
802.11a AP Load Interval ....................... 60 seconds

802. 11a AP Monitor Measurenment Interval........ 180 seconds

802. 11a AP Nei ghbor Ti meout Factor............. 20

802. 11a AP Report Measurement Interval......... 180 seconds

- BEAPA T~ #&ESSID,
- FRERIFAPRIMAC s 31E RN B & 5 R E B R R 5B P13 H

- REREAPHERT AR B EIERNAP, XA LUE £ A FEILAP N 25 &K

IR IR UL,
- R EXAPAREEE “f'EIJ;Hﬁ/)”'J,M’E 2% (31MER180x3 ) o
. IU\ﬂAP%/ﬁE/\ﬁ (4 9 GhZ)% %J:*AIIJHJH”-L,E

BH, MR

VERY IR R 25 14



- BRIAPT AR NEFHSS ( BEST RSE ) £ THENERE,

FRNER

(Cisco Controller) >debug client

(I'f rogue mac i s known)
(Cisco Controller) >debug client 50:2f:a8:a2:0a:60

(Cisco Controller) >*apfRogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Found Rogue AP

50: 2f: a8: a2: 0a: 60 on slot O

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 New RSSI report from AP

00: 27: e3:36:4d: a0 rssi -55,

snr 39 wepMbde 81 wpaMde 86, detectinglradtypes :20

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue SSID tinestmap set to 1559724417.

Detecting |Irad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:46:57.111: 50:2f:a8:a2:0a:60 SYNC for Channel (newold : 1/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8:a2:0a: 60 rg changed rssi prev -64, new -55
*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Updated AP report 00:27:e3:36:4d: a0

rssi -55, snr 39

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Radi oType: 3 Iradlnfo->containSlotld = 2
Recei veSlotld = 0 Recei veBandl d

=0

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue before Rule O assification : d ass
mal i ci ous, Change by Auto State Threat Change by Auto

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Rogue doesnt qualify for rule

classification : C ass malicious

Change by Auto State Threat Change by Auto

*apf RogueTask_2: Jun 05 08:46:57.111: 50: 2f: a8: a2: 0a: 60 Manual Contained Flag = 0, trustlevel =

7

*apf RogueTask_2: Jun 05 08: 46

*apf RogueTask_2: Jun 05 08: 46

ssi d=buterfly

*apf RogueTask_2: Jun 05 08: 46

= 2 Mde =7

*apf RogueTask_2: Jun 05 08: 46

50: 2f : a8: a2: 0a: 60 detected by
ptype 318505456 nf p_supported

*apf RogueTask_2: Jun 05 08: 46

nfp I npersonation 0 ids flags

*apf RogueTask_2: Jun 05 08: 46

*apf RogueTask_2: Jun 05 08: 46

57.

57.

57.

57.

00:

57.

57.

57

111: 50:2f:a8:a2:0a:60 ssidLen = 8 mn = 8 50: 2f: a8: a2: 0a: 60

111: 50: 2f:a8:a2:0a: 60 This rogue does not use ny ssid. Rogue

111: 50:2f:a8:a2:0a: 60 Rogue AP:. 50: 2f:a8: a2:0a: 60 autocontain

111: 50: 2f: a8: a2: 0a: 60 Checki ng | nmpersonation source

27:e3:36:4d: a0, FailCnt 0, node 7, apAuthEnabled on mac O,

111: 50: 2f: a8: a2: 0a: 60 Known AP 0 nfp global 0 AP Auth d obal 0

111: 50: 2f:a8:a2:0a: 60 Rogue Client ssid: buterfly

.111: 50:2f:a8:a2:0a: 60 Rogue Cient ssid: buterfly

(Cisco Controller) >debug dotll rogue enable

(Cisco Controller) >enWb: Jun 05 08: 39: 46. 828
Debuggi ng session started on Jun 05 08:39:46.828 for W.C Al R-CT3504- K9 Version :8.8.120.0 SN



: FCW2245MD9Y  Host name ti agoW.Ccb

*i appSocket Task: Jun 05 08:39:57.104: 00: 27: e3: 36: 4d: a0 Posti ng Rogue AP | app Report from AP for

processi ng Payl oad version:cl, slot:0 , Total Entries:5 numentries this packet:5 Entry index
10, pakLen: 285

*apf RogueTask_2: Jun 05 08:39:57.104: 00: 27: e3: 36: 4d: a0 fakeAp check: slot=0, entrylndex=0,
(Radi o_upTi me- now) =152838

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

b0: 72: bf: 93: e€0:d7 src b0: 72: bf:93:e0:d7 channel 1 rssi -59 ssid SMA1930072865

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

50: 2f: a8: a2: 0a: 60 src 50: 2f: a8: a2: 0a: 60 channel 1 rssi -63 ssid buterfly

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: al src 00: a3: 8e:db: 01: al channel 13 rssi -16 ssid

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: bO src a4:c3:f0:cf:db: 18 channel 40 rssi -26 ssid blizzard

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -28, snr 61 wephMde 81 wpalMbde 82, detectinglradtypes :30

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27:e3: 36:4d:a0 entries 5 slotld O bssid

00: a3: 8e: db: 01: b2 src 00: a3: 8e: db: 01: b2 channel 40 rssi -28 ssid

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: al Found Rogue AP: 00: a3: 8e:db: 01:al on
slot O

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue SSID tinestnap expired. |ast
update at O Detecting lrad: 00:27:e3: 36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27: e3: 36: 4d: a0 fakeAp check: knownApCount =0,

t ot al NumOf RogueEnt ri es=5, #entriesThi sPkt=5, #total Entries=5

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -16, snr 76 wephMde 81 wpalMbde 82, detectinglradtypes :28

*apf RogueTask_2: Jun 05 08:39:57.105: 00: 27: e3: 36: 4d: a0 fakeAp check: avgNunOf Rogues[0]/10=4,
rogueAl arm niti at ed[ 0] =0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 SYNC for Channel (new old : 40/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36:4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 Rogue SSID tinestnap expired. |ast
update at O Detecting lrad: 00:27:e3: 36:4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 rg changed rssi prev -28, new -28
*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e:db: 01:al SYNC for Channel (new old : 13/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -28, snr 61

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1l Updated AP report 00: 27: e3: 36: 4d: a0
rssi -16, snr 76

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Radi oType: 3 Iradlnfo->containSlotld
ReceiveSlotld = 0 ReceiveBandld =1

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue before Rule Classification : d ass

uncl assified, Change by Default State Alert Change by Default

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf:93: e0:d7 Created rogue client table for Rogue AP
at Oxfff0617238

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue is Rule candidate for : Cass
Change by Default State Change by Default

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Added Rogue AP: b0:72: bf:93: e0: d7
*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Applying Rogue rule to this MAC

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Looki ng for Rogue b0: 72: bf:93:e0:d7 in
known AP tabl e

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Rogue AP b0: 72: bf:93:e0:d7 is not found
either in AP list or neighbor, known or Mbility group AP lists

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Rogue After Rule Cassification : dass
uncl assified, Change by Default State Alert Change by Default



*apf RogueTask_1: Jun 05 08:39:57. 105:
2

*apf RogueTask_2: Jun 05 08:39:57. 105:
time 1200 for rogue AP bO: 72: bf: 93: e0:
*apf RogueTask_1: Jun 05 08:39:57. 105:
*apf RogueTask_2: Jun 05 08:39:57. 105:
b0: 72: bf : 93: e0: d7
*apf RogueTask_1: Jun

ssid=

05 08:39:57. 105:

*apf RogueTask_2: Jun 05 08:39:57. 105:

b0: 72: bf : 93: €0: d7

*apf RogueTask_1: Jun 05 08:39:57. 105:

2 Mode 2

*apf RogueTask_3: Jun 05 08:39:57. 105:

00: a3: 8e: db:

b0:
d7
00:

72: bf: 93:

a3: 8e: db:

b0: 72: bf : 93:

00: a3: 8e: db:

b0: 72: bf : 93:

00: a3: 8e: db:

00: a3: 8e:

01:

e0:

01:

e0:

01:

e0:

01:

db: 01:

b2

d7

b2

d7

b2

d7

b2

al

Manual Contained Flag = 0, trustlevel

Schedul ed pending Tine 184 and expiry

ssi dLen 0O min = 0 00:a3: 8e:db: 01: b2

Change state fromO to 1 for rogue AP

Thi s rogue does not use my ssid. Rogue
rg change state Rogue AP:

Rogue AP: 00: a3: 8e: db: 01: b2 aut ocont ai

Rogue detected by AP: 00: 27: e3: 36: 4d: a0

*apf RogueTask_1: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b2 Checki ng | npersonati on source

00: a3: 8e: db: 01: b2 detected by 00: 27: e3: 36: 4d: a0, Fail Cnt 0, node 2,

ptype -155740480 nfp_supported 1

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: al Radi oType:

Recei veSlotld 0 Recei veBandl d 0

*apf RogueTask_2: Jun 05 08:39:57. 105:
00: 27:e3:36:4d: a0 rssi -59,
*apf RogueTask_3: Jun 05 08:39:57. 105:
Change by Def aul t

*apf RogueTask_2: Jun 05 08:39:57. 105:

report 00:27:e3:36:4d: a0 Rogue ssid change

*apf RogueTask_3: Jun 05 08:39:57. 105:

*apf RogueTask_2: Jun 05 08:39:57. 105:
Detecting |rad: 00:27:e3:36:4d: a0
*apf RogueTask_2: Jun 05 08:39:57. 105:
*apf RogueTask_3: Jun 05 08:39:57. 105:
uncl assi fied, Change by Default State
*apf RogueTask_2: Jun 05 08:39:57. 105:
rssi -59, snr 36
*apf RogueTask_3: Jun
2

05 08:39:57. 105:

05
05

08: 39: 57. 105:
08: 39: 57. 105:

*apf RogueTask_2: Jun
*apf RogueTask_3: Jun

*apf RogueTask_2: Jun 05 08:39:57. 105:
Recei veSlotld 0 Recei veBandl d 0

*apf RogueTask_3: Jun 05 08:39:57. 105:
ssi d=

05 08:39:57. 105:
by Default State

*apf RogueTask_2: Jun
unconfi gured, Change

*apf RogueTask_3: Jun 05 08:39:57. 105:

2 Mode 2

*apf RogueTask_2: Jun 05 08:39:57. 105:

apply rogue rule

snr 36 wepMode

b0: 72:

00: a3:

St at e Change by Default

b0: 72: bf : 93:
from
00: a3: 8e: db:

b0: 72: bf : 93:
b0: 72:
00: a3:
Al ert

bf: 93:
8e: db:

b0: 72: bf : 93:

00: a3: 8e: db:

b0:
00:

72:
a3:

bf: 93:
8e: db:

b0: 72: bf : 93:

00: a3: 8e: db:

b0: 72: bf : 93: e0:

Pendi ng Change

00: a3: 8e: db: 01:

b0: 72: bf : 93: e0:

e0:

01:

e0:

01:

e0:

01:

bf: 93: e0: d7 New RSSI
81 wpaMbde 83, detectinglradtypes :20
8e:db: 01: al Rogue is Rule candidate for

e0:d7 rg send new rssi
01: al Rogue After
Change by Def aul t

d7
al
d7
al

d7

al

d7
by

al

d7

apAut hEnabl ed on nac O,

3 Iradl nfo->containSlotld

report from AP

d ass

e0:d7 Send Rogue Info Notificaiton for AP
to SMA1930072865
01:al Applying Rogue rule to this MAC

e0: d7 Rogue SSID timestmap set to 1559723997.

-59

Rule Cassification : C ass

Updat ed AP report 00: 27: e3: 36: 4d: a0

Manual Contained Flag = 0, trustlevel

Rogue detected by AP: 00: 27: e3: 36: 4d: a0
ssi dLen 0 mn 0 00: a3: 8e:db:01: a1

Radi oType: 3 I|radlnfo->containSlotld

Thi s rogue does not use my ssid. Rogue

Rogue before Rule Cassification : das

Def aul t

Rogue AP: 00: a3: 8e:db: 01: al aut ocont ai

Rogue state is pending or Irad, cannot

n

2

2

S

n



*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Rogue doesnt qualify for rule
classification : Cass unconfigured, Change by Default State Pendi ng Change by Default

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1 Checki ng | npersonati on source

00: a3: 8e: db: 01: al detected by 00: 27: e3: 36: 4d: a0, Fail Cnt 0, node 2, apAuthEnabled on mac O,
ptype -155740480 nfp_supported 1

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Manual Contained Flag = 0, trustlevel =
1

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: a1l Known AP O nfp global 0 AP Auth G obal 0
nfp I npersonation 0 ids flags 6

*apf RogueTask_2: Jun 05 08:39:57.105: bO0: 72: bf: 93: e0: d7 Checki ng | npersonati on source

b0: 72: bf: 93: e0: d7 detected by 00: 27:e3: 36: 4d: a0, FailCnt 0, npde 1, apAuthEnabled on nac O,

pt ype 318505456 nf p_supported 1

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 Known AP O nfp global 0 AP Auth G obal 0
nfp I npersonation 0 ids flags 2

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Found Rogue AP: 00: a3: 8e: db: 01: b0 on
slot O

*apf RogueTask_2: Jun 05 08:39:57.105: b0: 72: bf: 93: e0: d7 rg new Rogue AP: bO0: 72: bf: 93: e0: d7

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: bO New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -26, snr 61 wephMde 81 wpalMbde 82, detectinglradtypes : 32

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Rogue SSID tinestnmap set to 1559723997
Detecting |rad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 New RSSI report from AP

00: 27:e3:36:4d: a0 rssi -63, snr 5 wepMbde 81 wpahMde 86, detectinglradtypes : 20

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 SYNC for Channel (new old : 40/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36:4d: a0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue SSID tinestmap set to 1559723997.
Detecting |rad: 00:27:e3:36:4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 rg changed rssi prev -28, new -26

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8:a2: 0a: 60 SYNC for Channel (new old : 1/0) or
channel width (new old :0/0) change detected on Detecting |Irad: 00:27:e3:36: 4d: a0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -26, snr 61

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 rg changed rssi prev -65, new -63

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Updated AP report 00: 27: e3: 36: 4d: a0
rssi -63, snr 5

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 Radi oType: 3 Iradlnfo->containSlotld =1
ReceiveSlotld = 0 ReceiveBandld =1

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue detected by AP: 00: 27: e3: 36: 4d: a0
*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Radi oType: 3 Iradlnfo->containSlotld = 2
ReceiveSlotld = 0 ReceiveBandld = 0

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: bO Manual Contained Flag = 0, trustlevel =
7

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Rogue before Rule Classification : d ass
mal i ci ous, Change by Auto State Threat Change by Auto

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 ssidLen = 8 min = 8 00: a3: 8e: db: 01: b0

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 Manual Contained Flag = 0, trustlevel =
7

*apf RogueTask_3: Jun 05 08:39:57.105: 00: a3: 8e: db: 01: b0 This rogue does not use ny ssid. Rogue
ssid=blizzard

*apf RogueTask_2: Jun 05 08:39:57.105: 50: 2f: a8: a2: 0a: 60 ssidLen = 8 min = 8 50: 2f: a8: a2: 0a: 60



*apf RogueTask_3: Jun 05
= 2 Mode =7

*apf RogueTask_2: Jun 05
ssid=buterfly

*apf RogueTask_2: Jun 05
= 2 Mode =7

*apf RogueTask_3: Jun 05
nfp I npersonation 0 ids

*apf RogueTask_2: Jun 05 08: 39:

08:

08:

08:

08:

39:

39:

39:

39:

flags

50: 2f : a8: a2: Da: 60 detected by
pt ype 318505456 nf p_supported

*apf RogueTask_2: Jun 05
nfp I npersonation 0 ids

*apf RogueTask_3: Jun 05

*apf RogueTask_3: Jun 05

*apf RogueTask_2: Jun 05

*apf RogueTask_3: Jun 05

*apf RogueTask_2: Jun 05

*apf RogueTask_2: Jun 05

*apf RogueTask_3: Jun 05
37, snr 50
*apf RogueTask_3:
*apf RogueTask_2:
*apf RogueTask_3:
-37, snr 50
*apf RogueTask_2:
-39, snr 43

*apf RogueTask_2:

05
05
05

Jun
Jun
Jun

Jun 05

Jun 05

*apf RogueTask_2: Jun 05

*apf RogueTask_2: Jun 05

*apf RogueTask_2: Jun 05
62, snr 32

*apf RogueTask_2:
*apf RogueTask_2:
-62, snr 32

*apf RogueTask_2:
known AP tabl e
*apf RogueTask_2: Jun
either in AP list or
*apf RogueTask_2: Jun
b0: 72: bf : 93: e0: d7
*apf RogueTask_2: Jun

b0: 72: bf : 93: €0: d7

05
05

Jun
Jun

Jun 05

05
nei
05

05

*apf RogueTask_2: Jun 05

b0: 72: bf : 93: €0: d7

*apf RogueTask_2: Jun 05

08:

39:

flags

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

08:

08:
08:

08:
08: 39:
ghbor,
08: 39:

08: 39:

08: 39:

08: 39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:

39:
39:

39:

57.

57.

57.

57.

57.

00:

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.

57.
57.

57.

57. 105:

known

57. 105:

57. 105:

57. 106:

57. 106:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:

105:
105:

105:

00: a3:

50: 2f :

50: 2f :

00: a3:

a4:

a4:

b4:

00:

b4:

50:

a4:

a4:

b4:

a4:

b4:

b0:

b0:

50:

b0:

b0:
b0:

b0:

b0:

or

b0: 72:

b0: 72:

b0: 72:

b0: 72:

Mobi

c3:

c3:

82:

a3:

82:

2f:

c3:

c3:

82:

c3:

82:

72:

72:

2f:

72:

72:
72:

72:

72:

8e: db: 01: b0 Rogue AP: 00: a3: 8e: db: 01: b0 aut ocontain

a8: a2:0a: 60 This rogue does not

use ny ssid. Rogue

a8: a2:0a: 60 Rogue AP: 50: 2f:a8:a2:0a: 60 autocontain

8e: db: 01: bO Known AP 0 nfp gl obal

fO:
fO:
fe:
8e:
fe:
a8:
fO:
fO:
fe:
fO:
fe:
bf :
bf :
a8:

bf :

bf :
bf :

bf :

bf :

cf:

cf:

54.

db:

54.

az2:

cf:

cf:

54.

cf:

54.

93:

93:

az2:

93:

93:
93:

93:

93:

db:

db:

b3:

01:

b3:

Oa:

db:

db:

b3:

db:

b3:

e0:

e0:

Oa:

e0:

e0:
e0:

e0:

e0:

105: 50: 2f: a8: a2: 0a: 60 Known AP 0 nfp gl obal

18

18

14

b0

14

60

18

18

14

18

14

d7

d7

60

d7

d7
d7

d7

d7

0 AP Auth dobal 0

105: 50: 2f: a8: a2: 0a: 60 Checking | npersonation source
27:e3:36:4d: a0, Fail Cnt O, node 7,

apAut hEnabl ed on nac O,

0 AP Auth dobal 0

APF processing Rogue Cient: on slot O
Rogue Cient |Pv6 addr: Not known

APF processing Rogue Cient: on slot O
Rogue Cient ssid: blizzard

Rogue Cient |Pv6 addr: Not known
Rogue Cient ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -
rgc change from-38 RSSI -37
rgc change from-39 RSSI -39

Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi

Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi

APF processing Rogue Cient: on slot O
Rogue Cient |Pv6 addr: Not known
Rogue Cient ssid: buterfly

New AP report 00:27:e3:36:4d:a0 rssi -

rgc change from-61 RSSI -62
Updat ed AP report 00: 27:e3: 36: 4d: a0 rssi
Looki ng for Rogue b0: 72: bf:93:e0:d7 in

Rogue AP b0:72:bf:93:e0:d7 is not found

lity group AP lists

bf:93: e0: d7 Change state from1 to 2 for

rogue AP

bf:93:e0:d7 rg change state Rogue AP:

bf:93:e0:d7 rg change state Rogue AP:

bf:93: e0: d7 Del eti ng Rogue AP: bO: 72: bf: 93: e0: d7



*apf RogueTask_2: Jun 05 08:39:57.106: b0: 72: bf: 93: e0:d7 Freed rogue client table for Rogue AP at
Oxfff0617238

*apf RogueTask_2: Jun 05 08:39:57.106: b0: 72: bf:93:e0:d7 rg del ete for Rogue AP:
b0: 72: bf : 93: e0: d7

TS B9 B Bk B &

—BRNBIRIFRE , MSRFEMNRETIRAPHIER

_ EEZEFIR : bd:c0:f5:2b:4f:90H 1N AP 2| HE & F 1% Bssid:a6:b1:e9:

N1-E7EH= &=

020196 ASR09:01:57 M= (1™ 10.07:63:36:4d:a0 8 B 2 = 1 M mac 00:00:00:02:02:02

120196 A5H09:00:39E BA= HXVEAP:9¢:97:26:61:d2: 79 E M EHSAMACHHIBR : 00:27:€3:36:4d:a03%

2 201946 A5H08:53:392 Hi= HRiEAP:7¢c:b7:33:c0:51:14ENEHHMACH B : 00:27:3:36:4d:a03% |
_ EBEEPiR ; fc:3f:7c:5f:b1: 1b 1 MNAPR R B B E & F iwBssid:50:2f:a8:a

. . B= p—
32019F6R5H08:5227 2= B E] : 00:27:e3:36:4d:a03E2 & FimMxmac 00:26:44:73:¢5:1d,
420196 A5H08:52:17 281 = HXEAP:d4:28:d5:da:e0:d4 MEETSAMACHMIER : 00:27:e3:36:4d:a03E 0

B

1. MREHENE R A REFEERE , BHNAREEREFERE,

2. ERNBAPHKENNVEREREE —EMAMTE , RTELANEN TR, BWER
NBEEDHE-—NIEERNZ|[AP, HTRIERNF[APEEZR AT ELIENAMBEE2EMES &
B, At EBRTMENEEHE,

MBRFRER DK
W EEMNRERBER,

FRNER

(Cisco Controller) >debug dotll rogue rule enable

(Cisco Controller) >emAeb: Jun 05 09: 12: 27. 095:
Debuggi ng session started on Jun 05 09: 12: 27. 095 for W.C Al R-CT3504-K9 Version :8.8.120.0 SN
: FCW2245MD9Y Host name ti agoW.Cch

(Cisco Controller) >

*apf RogueTask_1: Jun 05 09: 12:57.135: 00: a3: 8e: db: 01: a0 Rogue Rule C assify Parans: rssi
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154623, wep=1, ssid=blizzard slotld
channel = 13 snr = 76 dot 11physupport =

*apf RogueTask_3: Jun 05 09:12:57.135: 00: a3: 8e: db: 01: al Rogue Rule O assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154683, wep=1, ssid= slotld = 0 channel
snr = 77 dot 11physupport = 3

- 16,
0

13

*apf RogueTask_1: Jun 05 09: 12:57.135: ac: 22: 05: ea: 21: 26 Rogue Rule C assify Parans: rssi=-89,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=5790, wep=1, ssid=NOAD A2121 slotld =0
channel = 1 snr = 4 dot1lphysupport = 3

*apf RogueTask_1: Jun 05 09: 13: 27. 135: ac: 22: 05: ea: 21: 26 Rogue Rule O assify Parans: rssi=-89,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=5820, wep=1, ssid=NOAD A2121 slotld =0
channel = 1 snr = 4 dot1lphysupport = 3

*apf RogueTask_3: Jun 05 09: 13:27.135: 50: 2f: a8: a2: 0d: 40 Rogue Rule C assify Parans: rssi=-62,



maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154353, wep=1, ssid=buterfly slotld =0
channel = 11 snr = 30 dot 11physupport =

*apf RogueTask_3: Jun 05 09:13:27.135: 50: 2f: a8: a2: 0d: 40 Rogue Classification:malicious,
RuleName:TestRule, Rogue State:Containment Pending

*apf RogueTask_3: Jun 05 09: 13:27.136: 00: a3: 8e: db: 01: a1l Rogue Rule C assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 ,client=0, duration=154713, wep=1, ssid= slotld = 0 channel = 13
snr = 77 dot 11physupport

=3

*apf RogueTask_1: Jun 05 09: 13:57.136: 00: a3: 8e: db: 01: a0 Rogue Rule C assify Parans: rssi=-16,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154683, wep=1, ssid=blizzard slotld =0
channel = 13 snr = 76 dot 11physupport =

*apf RogueTask_3: Jun 05 09: 13:57.136: 50: 2f: a8: a2: 0d: 40 Rogue C assification: malicious,

Rul eNane: Test Rul e,

Rogue St at e: Cont ai nment Pendi ng

*apf RogueTask_3: Jun 05 09: 13:57.136: 00: a3: 8e: db: 01: a1l Rogue Rule C assify Parans: rssi=-15,
maxRssi Lrad = 00: 27: e3: 36: 4d: a0 , client=0, duration=154743, wep=1, ssid= slotld = 0 channel = 13
snr = 77 dot 11physupport

B

MREFEHNEESE
FEFETEHRIE, RAMICKAAA)BIEES,

RLDPEFEBEEF

=3

, BRENFAMBIRFIRPREAAAAR BRIE , AHREMNE T iR

. MRMVEEDFSEEF , MRLDPF AR,

. {X Y4 3IEEWLANITFF EDHCPHA Bt , RLDPF 24,

- MRAXREXAPHDFSEEHRNEFinIRMHERS , WFA42ZS5RLDP#E,

. APEIE1800i, 1810 OEAP, 1810W, 1815, 1830, 1850, 2800F13800RFIAPF X%

RLDP.

BRANREG

(Cisco Controller) >debug dotll rldp enable

I--- RLDP not

*apf RLDP: Jun
*apf RLDP: Jun
*apf RLDP: Jun
*apf RLDP: Jun

avai | abl e when AP used to contain only has invalid channel for the AP country code

05 12:
05 12:
05 12:
05 12:

00:27:e3:36:4d:a0

*apf RLDP: Jun
*apf RLDP: Jun
*apf RLDP: Jun

05 12:
05 12:
05 12:

l--- ROGUE detected

*apf RLDP:  Jun
*apf RLDP:  Jun
*apf RLDP:  Jun
*apf RLDP:  Jun
a DFS Channel
*apf RLDP:  Jun
*apf RLDP:  Jun
*apf RLDP:  Jun

05 12:
05 12:
05 12:
05 12:

100

05 12:
05 12:
05 12:

24:
24:
24:
24:

24:
24:
24:

on

43:
43:
43:
43:

43:
43:
43:

41.291: 50: 2f:a8:a2:0a: 61 Received request to detect Rogue

41.291: 50: 2f:a8:a2:0a:61 Entering apfFi ndC osestLrad

41.292: Rogue detected slot :0 Rogue contains Slotld :2

41.292: 50: 2f:a8:a2:0a: 61 Invalid channel 1 for the country IL for AP
41.292: 50: 2f:a8:a2:0a:61 Cannot find any AP to perform RLDP operation
41.292: 50: 2f:a8:a2:0a:61 Exiting apfFindd osestLrad

41.292: Wiiting for ARLDP request

DFS channel

16. 659: 50: 2f: a8: a2: 0d: 4e Received request to detect Rogue

16. 659: 50: 2f: a8: a2: 0d: 4e Entering apfFi ndd osestLrad

16. 660: Rogue detected slot :1 Rogue contains Slotld :1

16. 660: 50: 2f: a8: a2:0d: 4e Our AP 00:27:e3:36:4d:a0 detected this rogue on
16. 660: 50: 2f: a8: a2:0d:4e Cannot find any AP to perform RLDP operation
16. 660: 50: 2f: a8: a2: 0d: 4e Exiting apfFi ndd osestLrad

16. 660: Waiting for ARLDP request



RLDP i s not
Series APs

*apf RLDP: Jun 05
*apf RLDP: Jun 05
*apf RLDP: Jun 05
AIR-AP1852I-E-K9
*apf RLDP: Jun 05
*apf RLDP: Jun 05
*apf RLDP: Jun 05

12:
12:
12:

12:
12:
12:

Associ ation
*apf RLDP: Jun 05
05 15:02:49. 602:

52:
52:
52:

52:
52:
52:

41.
41.
41.

41.
41.
41.

TO ROGUE
15: 02: 49.
50: 2f : a8:
50: 2f : a8: a2: 0a: 61 Ski ppi ng RLDP on AP 94:d4:69:f5:f7:e0 AP Mbdel :

980:
980:
980:

980:
980:
980:

AP

602: 50: 2f:a8:a2:0a: 61 Received request to detect

9e:
9e:
9e:

9e:
9e:

97:
97:
97:

97:
97:

supported on AP nodel

26:
26:
26:

26:
26:

a2:
a2:
a2:

a2:
a2:

Waiting for

1800i ,

al:
al:
al:

al:
al:

1810 CEAP, 1810W 1815,

la
la
la

la
la

ARLDP

Recei ved request to detect

1830,

1850, 2800, and 3800

Rogue

Ent eri ng apf Fi ndCl osest Lrad

Skipping RLDP on AP 94:44:

69:f5:f7:e0 AP Model:

Cannot find any AP to perform RLDP operation

Exi ti ng apfFi ndCl osestLrad

request

Rogue *apf RLDP: Jun

a2:0a: 61 Entering apfFindC osestLrad *apf RLDP: Jun 05 15:02: 49. 602:

05 15:02: 49. 602: Rogue detected sl ot

50: 2f : a8: a2: 0a: 61 Monitor Mode AP found
*apf RLDP: Jun 05 15:02: 49. 602: 50: 2f: a8:

= 0, channel =1

*apf RLDP:
*apf RLDP:

05
05

15:
15:

Jun
Jun

*apf RLDP:
Slot =0
*apf RLDP:

Jun 05 15:

Jun 05 15:
*apf RLDP:
swi t ched
*apf RLDP: Jun 05
*apf RLDP: Jun 05

RLDP St ate(2)

Jun 05
to TRUE

15:

15:
15:

*apf RLDP: Jun
*apf RLDP: Jun
RLDP St ate(2)

05
05

15:
15:

*apf RLDP: Jun
*apf OpenDt | Socket :
*apf OpenDt | Socket :

Jun
Jun

*apf RLDP: Jun 05 15:03:

50:2F:A8:A2:0A:61

l--- Attenpt to get ip

*apf RLDP: Jun 05 15:
*apf RLDP: Jun 05 15:
50:2f:a8:a2:0a:61

*apf RLDP: Jun 05 15:
*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

*apf RLDP: Jun 05 15:

02:
02:

02:

02:

02:

02:

02:

02:
03:

05 15:03:

03:
03:

03:
03:

03:

03:

03:

03:

03:

03:

49.
49.

50.

50.

50.

50.

55.

55.
00.

00.

05
05

00.

602:
602:

102:

102:

102:

302:

346:

346:
390:

390: 50: 2f: a8:

50:
50:

50:

50:

b4:

50:

50:

50:
50:

2f:
2f:

2f:

2f:

de:

2f:

2f:

2f:
2f:

Al R- AP1852] - E- K9 *apf RLDP: Jun

:0 Rogue contains Slotld :0 *apf RLDP: Jun 05 15:02: 49. 602:
b4:de:31:a4:e0:30 with RSSI -61

as8:
as8:

as8:

as8:

31:

as8:

as8:

as8:
as8:

15: 03: 00. 608:
15: 03: 00. 808:

870: 50: 2f: a8:

f rom ROGUE

00.
00.

00.
00.

00.

00.

00.

00.

00.

00.

870:
870:

870:
870:

870:

870:

870:

870:

870:

870:

50:
50:

50:
b4:

b4:

b4:

b4:

b4:

b4:

b4:

2f:
2f:

2f:
de:

de:

de:

de:

de:

de:

de:

as8:
as8:

as8:
31:

31:

31:

31:

31:

31:

31:

a2: 0a: 61 found cl osest nonitor

a2:

a2:

a2:

a2:

a4:

a2:

a2:

a2:
a2:

Oa:
Oa:

Oa:

Oa:

e0:

Oa:

Oa:

Oa:
Oa:

61
61

61

61

31

61

61

61
61

Exi ti ng apfFi ndCl osestLrad
slotld = 0, Type=1

Found RAD: Oxff d682b5b8,

AP b4: de: 31: a4: e0: 30 sl ot

AP b4: de: 31:a4:e0:30 dient b4:de:31:a4:e0: 31

WARNI NG ' recb al ready

exi st s!

In rldpSendAddMbbi | e: 724 setting Central

rldp started association,
RLDP coul d not finish the

ridp started associ ation,
RLDP coul d not finish the

a2:0a: 61 rldp started associ ation,
apf RoguePreanbl e = 0 nobi |l e b4: de: 31: a4: e0: 31.
50:2f:a8:a2:0a:61 RLDP state RLDP_ASSOC_DONE ( 3).

attempt 1
association in tinme.

attenpt 2
association in tinme.

attenpt 3

a2: 0a: 61 Successfully associated with rogue:

a2:
a2:

a2:
a4:

a4:

a4:

a4:

a4:

a4:

a4:

Oa:
Oa:

Oa:
e0:

e0:

e0:

e0:

e0:

e0:

e0:

61

Starting dhcp

61 Initializing RLDP DHCP for rogue

61
31

31

31

31

31

31

31

RLDP DHCPSTATE_INT for
BOOTP[ r| dp] op: REQUEST

ht ype: Et hernet
hlen: 6
hops: 1

xi d: Ox3dalf13
secs: O

flags: 0x0

rogue 50: 2f:a8: a2:0a: 61



*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:

50: 2f : a8

*apf RLDP:
*apf RLDP:

50: 2f : a8

*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:

50: 2f : a8

*apf RLDP:
*apf RLDP:

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

Jun 05 15:

:az2:0a: 61

Jun 05 15:

Jun 05 15:

:az2:0a: 61

Jun 05 15:

Jun 05 15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

Jun 05 15:

:az2:0a: 61

Jun 05 15:
Jun 05 15:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:
03:

03:
03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:
03:

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.

00.
10.

10.
10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.
20.

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:

870:
877:

877:
877:

877:

877:

877:

877:

877:

877:

877:

877:

877:

878:

878:

878:

878:

878:

878:

878:

878:

878:
885:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:

DHCP opti on:

[ 0000]

b4: de: 31: a4:
50: 2f : a8: a2:

50: 2f : a8: a2:
50: 2f : a8: a2:

50: 2f : a8: a2:
b4: de: 31: a4:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:

DHCP opti on:

[ 0000]

b4: de: 31: a4:

50: 2f : a8: a2:

50: 2f : a8: a2:
50: 2f : a8: a2:

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

Oa: 61 RLDP DHCP SELECTI NG for rogue 50: 2f: a8: a2: Oa: 61

Oa: 61 Initializing RLDP DHCP for rogue

Oa: 61 RLDP DHCPSTATE_INT for rogue 50: 2f: a8: a2: Oa: 61

e0: 31 BOOTP[rl dp] op: REQUEST

e0: 31 ht ype: Et hernet

e0: 31 hlen: 6

e0: 31 hops: 1

e0: 31 xi d: Ox3dalf13

e0: 31 secs: O

e0: 31 flags: 0x0

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

Oa: 61 RLDP DHCP SELECTI NG for rogue 50: 2f: a8: a2: Oa: 61

Oa: 61 Initializing RLDP DHCP for rogue



50: 2f : a8

*apf RLDP:
*apf RLDP:

*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:
*apf RLDP:

*apf RLDP:
:az2:0a: 61

50: 2f : a8

:az2:0a: 61

Jun
Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

05
05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

05

15:
15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

15:

03:
03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

03:

20.
20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

20.

885:
885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

885:

50: 2f : a8: a2:
b4: de: 31: a4:

b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
b4: de: 31: a4:
DHCP opti on:

[ 0000]
b4: de: 31: a4:

50: 2f : a8: a2:

Oa: 61 RLDP DHCPSTATE_INT for rogue 50: 2f: a8: a2: Oa: 61

e0: 31 BOOTP[rl dp] op: REQUEST

e0: 31 ht ype: Et hernet

e0: 31 hlen: 6

e0: 31 hops: 1

e0: 31 xi d: Ox3dalf13

e0: 31 secs: O

e0: 31 flags: 0x0

e0: 31 hw_addr: B4: DE: 31: A4: EO: 31

e0: 31 client IP: 0.0.0.0

e0: 31 my IP: 0.0.0.0

e0: 31 server |P: 0.0.0.0

e0: 31 gateway IP: 0.0.0.0

e0: 31 opti ons:

e0: 31 DHCP nmessage: 1 DI SCOVER
39/57.2: (2)

02 40

e0: 31 host nane: RLDP

Oa: 61 Sendi ng DHCP packet through rogue AP

l--- RLDP DHCP fails as there is no DHCP server providing |P address

*apf RLDP: Jun 05 15:03: 20. 885: 50: 2f: a8: a2: 0a: 61 RLDP DHCP FAILED state for rogue

50: 2f: a8: a2: 0a: 61 *apf RLDP: Jun 05 15:03:20.885: 50: 2f: a8: a2: 0a: 61 DHCP fail ed *apf RLDP: Jun 05
15: 03: 20. 885: Waiting for ARLDP request

B

1. WA RIER B F31 B 3IRLDP,
2. EEILHERLDP,
3. RLDPA BB HEA R L HEERNAP L, W TFAZSHAT BHUHE , N T HBRNEFHRSH
EREE , MR AT SIZEERAP LI EBRLDP, B , WEWERUHA L RIMBISIHESR
AP |, BE5NM A E AP B1MNEIEERAP, BEMWIPSIEZEER THAPH AT LA FIb{E
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ti agoAP. 6d09. ef f O#show capwap rm rogue detector

LWAPP Rogue Detector Mdde

Current
Rogue hi ndex
Rogue hi ndex
Rogue hi ndex
Rogue hi ndex

once rogue is detected on wire,

0:

0:
7:
7:

Rogue Tabl e:

MAC 502f . a8a2. 0ab1,
MAC 502f . a8a2. 0a60,
MAC 502f . a8a2. 0d41,
MAC 502f . a8a2. 0d40,

APEHATHNERABERG S

Rogue_Det ect or #debug

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

JFEE

05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05
05

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

&

PR IRl

37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
37:
38:
38:
39:
39:

59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
59.
19.
19.
19.
19.

*apf RogueTask_3:

- 33,

snr

59

*apf RogueTask_3:

known AP table

747:
747:
747:
747:
747:
747:
747:
747:
747:
747:
748:
748:
748:
748:
748:
748:
749:
749:
749:
749:
749:
774:
774:
774:
774:
775:
325:
325:
323:
324

Jun

Jun

*apf RogueTask_3: Jun
ei t her
*apf RogueTask_3: Jun
Cont ai nment Leve

*apf RogueTask_3: Jun 06 13: 25:11. 840:
*apf RogueTask_3: Jun 06 13:25:11. 840:

in AP list or

4

flag =

flag =

flag =

flag =

the flag i

capwap rm rogue detector

06 13:25:11. 840:
06 13:25:11. 840:
06 13:25:11. 840:

known
06 13:25:11. 840:

nei ghbor,

| evel 4

ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:
ROGUE_DET:

o O O o

s set to 1

unusedCount
unusedCount
unusedCount
unusedCount

e N

Recei ved a rogue table update of

Got wi

£ £ 2222222222588

Got wi
Fl ushi
Fl ushi
Fl ushi

red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red
red

0023.
0023.
0023.
0023.
0023.
0023.
0023.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0024.
0040.
0040.

ebdc.
ebdc.
ebdc.
ebdc.
ebdc.
ebdc.
ebdc.
1431.
148a.
148a.
148a.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
14e8.
96b9.
96b9.

lac4
lach
laca
lach
lacc
lacd
lacf

e9ef

ca2b
cazd
ca2f

3570
3574
357b
357c
357d
357f

3dcd
3ff0
3ff2
4aec
4b77

I ength 170

ng rogue entry 0040.96b9. 4794
ng rogue entry 0022.0c97. af 80
ng rogue entry 0024.9789. 5710
Got ARP src 001d. alcc. Oe9e

Got wired mac 001d. alcc. Oe9e
Got ARP src 001d. alcc. Oe9e

Got wired mac 001d. alcc. Oe9e

Mobility group AP lists

00: a3: 8e: db: 01: bO Looki ng for

00: a3: 8e: db: 01: b0 Updated AP report b4:de: 31:a4:e0:30 rss

Rogue 00: a3: 8e:db: 01: b0 in

00: a3: 8e: db: 01: b0 Rogue AP 00: a3: 8e: db: 01: b0 is not found
or
00: a3: 8e: db: 01: b0 Rogue in sane state as before : 6

00: a3: 8e: db: 01: b0 Rogue detected by AP: b4:de: 31: a4: e0: 30
00: a3: 8e: db: 01: bO Radi oType

2 lradlnfo->containSlotld =1



ReceiveSlotld = 1 ReceiveBandld = 1

*apf RogueTask_3: Jun 06 13:25:11.840: 00: a3: 8e: db: 01: b0 Rogue before Rule Cl assification :
malicious, Change by Auto State Contained Change by Auto

*apf RogueTask_3: Jun 06 13:25:11.840: 00:
classification : Cass nalicious, Change

*apf RogueTask_3: Jun 06 13:25:11.840: 00:
6

*apf RogueTask_3: Jun 06 13:25:11.840: 00:
= 1 Mode = 6

*apf RogueTask_3: Jun 06 13:25:11.840: 00:
apf RogueCont ai nrent Level 4 |ineNunber
apf Updat eRogueCont ai nent St at e

06
06

13:25:11. 840:
13:25:11. 840:

00:
00:

*apf RogueTask_3: Jun
*apf RogueTask_3: Jun
slotid 1

*apf RogueTask_3: Jun
rogue

*apf RogueTask_3: Jun 06 13:
*apf RogueTask_3: Jun 06 13:
contains slot 1 for detecti
*apf RogueTask_3: Jun 06 13:
rogue

*apf RogueTask_3: Jun
RSSI = -28

*apf RogueTask_3: Jun
RSSI = -31

*apf RogueTask_3: Jun
RSSI = -33

*apf RogueTask_3: Jun 06 13: 25:
= -28 totClientsDetected = 2
*apf RogueTask_3: Jun 06 13: 25:
= -31 totClientsDetected = 2
*apf RogueTask_3: Jun 06 13: 25:
= -33 totCientsDetected = 1
*apf RogueTask_3: Jun 06 13: 25: 11. 840:
00: 27: e3: 36: 4d: a0. Cont ai nnent node 1
*apf RogueTask_3: Jun 06 13: 25: 11. 840:
00: 27: e3: 36: 4d: a0. Cont ai nnent node 1
*apf RogueTask_3: Jun 06 13: 25: 11. 840:
b4: de: 31: a4: e0: 30. Contai nnent node 1
*apf RogueTask_3: Jun 06 13: 25: 11. 840:
AP(s) .Requested containment level : 4
*apf RogueTask_3: Jun 06 13: 25: 11. 840:
00: a3: 8e: db: 01: b0 det ected by
pt ype 318505456 nf p_supported 1

06 13:25:11.840: 00:

25:
25:
ng

25:

11. 840:
11. 840:
lrad 00:
11. 840:

00:
00:
27:
00:
06 13: 25:

11. 840: 00:

06 13:25:11.840: 00:

06 13:25:11.840: 00:

11. 840: 0O:
11. 840: 0O:
11. 840: 0O:
00:
00:
00:
00:

00:

*apf RogueTask_3: Jun 06 13:25:11. 840: 00: a3: 8e: db: 01: b0 Known AP O nfp gl obal

nfp I npersonation 0 ids flags 3

B

Class
a3: 8e: db: 01: b0 Rogue doesnt qualify for rule
by Auto State Contained Change by Auto
a3: 8e:db: 01: b0 Manual Contained Flag = 0, trustlevel =

a3: 8e:

a3: 8e:

8225

a3:
a3:

a3:
a3:
a3:
e3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:
a3:

a3:

a3:
b4: de: 31: a4: e0: 30, FailCnt 0, npbde 6,

8e:
8e:

8e:

8e:

8e:

36:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

8e:

db: 01: b0 Rogue AP: 00:a3:8e:db:01:b0 autocontain

db: 01: b0 apf RogueMode : 6

apf RogueManual Cont ai ned :
db:
db:
db:
db:
db:
4d:
db:
db:
db:
db:
db:
db:
db:
db:
db:
db:

db:

db:

01:
01:

01:

01:

01:

a0.

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

b0
b0

b0

b0
b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

b0

0 function :

Trying Containment on 1 band for rogue
Ski ppi ng xor radio for 1 band and cont
Found O channels to try contai nment for

Trying Contai nment on 2 band for
Rogue detected on detected slot O

rogue

Found 1 channels to try contai nment for
RSSI SORTED AP MAC 00: 27: e3: 36: 4d: a0
RSSI SORTED AP MAC 00: 27: e3: 36: 4d: a0
RSSI SORTED AP MAC b4: de: 31: a4: e0: 30
Det ecti ng AP MAC 00: 27: e3: 36: 4d: a0 RSSI
Det ecti ng AP MAC 00: 27: e3: 36: 4d: a0 RSSI
Det ecti ng AP MAC b4: de: 31: a4: e0: 30 RSSI
Rogue al ready contai ned by AP

Rogue al ready contai ned by AP

Rogue al ready contai ned by AP

Contains rogue with 3 container

Checki ng | npersonation source
apAut hEnabl ed on nac O,

0 AP Auth d obal

1. & #b/Flex-ConnectlEE AP XA B E3RIRE , BINLLENEZE6/1KRE, Hit , BTHE
APREERTHNRREEHE, EXHERT , ERHLTFEEEELRS,

2. B AFHITEAN,

Zie

0
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/content/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/wireless_intrusion_detection_system.html?bookSearch=true#d144944e1748a1635
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/content/en/us/td/docs/wireless/controller/technotes/8-5/b_WLC_3504_Release_8_5_Deployment_Guide.html
/content/en/us/td/docs/wireless/controller/technotes/8-1/5520-WLC-DG/b_Cisco-5520-WLC-deployment-guide.html#topic_0BBAC24D2EBA4FCCA33FF8E1F91DE468
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