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- BETEZSIAENE(CAREMRTE

AXHEPNEEHRETREXRENEFNREZEFEN, AXEFEANMAERZHNERAR
(BN ) BE, MREHMNELTEIRES , BHRRETHEAARTHEBELE,

BRI
EHEREHFI , SFHEMEBARLEREE,

EPENBENREIMNNFIERIZEECALEBREEE. TR, CARXNFIER RN FOHIT
BiR.

MRCARZEENCA ( BIRIEF B FRPFENCALEBRIAET ) , UEKEEHAIUEELES
XN FUEF o

BE  BERRTESIXEES , RNEMHEHEAN CAEE, ErrBEaBHilPERMET
ERETRAE

MRIEBAFTHAEFL WA ARFAANFE CAZLE  H2EAXMER, EXRIBRT , FEEA
884 SSLIEBHIEBA,

X IR PRI I
EHIRRAVPRRBES THN AT Web 531 IERYSEIZIE,
UL 5!

« O — REWLC LEARSIR/IEH

« 1 — EWLC LfEA ARSS 2RIEH MCARIEF

o B2 — EWLCLERARSRIEFH., —ANCAREIEFHM—NCARIESH
« B3R — EWLC ELEMRS/IEH. FACAFEIEFSM—PNCARIEH

WLC A% WLC LEAX/NMET 10KB EEEH, B8R , WLC 7.0.230.0 RESMARE X
BRix — R,

N B EEINSER  FASHLEWebE ARIIANWebEEFSNEN.

N EE . SHEAP. BERWebEHRITE2 X HBEEGIIH.

Web & 1356 F iF 5 AT LA R SA R AR T — FpiE - .

- B
- REEEE
- BIERX

N B EWLCHATSREBRAS | NHISHETS (HLESEL ) .



EEFATEENEREIER , AT ABIERSCAEREEFEANT S
AT N LZEEEFE (SSL) S P ERETEE WLC,

HZER1:EK CSR

A HCSRAEMM G E, EAOpenSSL ( 8.3ZBIMWLCHHHHE—ATREMN T ) FEHEKCSR , 5
E#AWLCH HEFKCSR (8.3.1022/51R# ) .

1R A : £/ OpenSSL £ CSR

N B ChromeliA58R BEERATEMIBHNARE , HESRAMMEREERE. T
— IS A IS SAN S BRI FIOpenSSL CSR | X S K B — MHF B R,

SERATEZE , LIEMA OpenSSL 4% CSR :

1. R¥&EH$TF OpenSSL.,

£ Microsoft Windows A , BRIAEIR T , openssl.exe (L FEA L& : C:\ > openssl| > bin,

. 528 : OpenSSL 0.9.81R2EMA T IAWLCIRANKEIRA ; B2 , B7.5ME , FMT
FtOpenSSL 1.0kx#Y 3% (iES 1 Cisco Bug ID CSCti65315 -EE X 3% # A OpenSSL
VI.0OERKIED) , XRHEEFEHANRA, OpenSSL 1.1 workstt Rk |, AT ESXRE
SMRAHWLC Eiz1T,

2. #% % OpenSSL BE X HEHIZEEN M , MENERK I CSR REZEILT. RERIAUR
AT E S
[req]
reg_extensions = v3_req
[ v3_req ]
# Extensions to add to a certificate request
basicConstraints = CA:FALSE
keyUsage = nonRepudiation, digitalSignature, keyEncipherment

subjectAltName = @alt_names

[alt_names]

DNS.1 = serverl.example.com
DNS.2 = mail.example.com
DNS.3 = www.example.com
DNS.4 = www.sub.example.com
DNS.5 = mx.example.com
DNS.6 = support.example.com

LA“DNS.1", “DNS.2" ( fkiIt3EH# ) FANTHINBELEBNAMERAEN. REETHMAER


https://tools.cisco.com/bugsearch/bug/CSCti65315

6.

ATFWLCHURL, £E—NREIFSEAETRHITARERE , AEERINHE R openSSLARAH
HITTER. SUREREBERS MopensslIiRA T F. EAGIF | BATFHE UG HE E XHR

177 openssl-san.cnfo,

AT RS AR ETBCSR ¢

OpenSSL>req -new -newkey rsa:3072 -nodes -keyout mykey.pem -out myreq.pem -config openssl-san.cnf

N B HSSHMAMRARE  WLCEIBH R AR AN A0961L,

REQRTRARLEEE  BRMEXER, MN/E, BihmE. REKEEES.

N o BUEBRNAREHEEE. RERATHURISNING (BASH) 5 WLC
LERIED IP k3 R R S RS (DNS) N AKE TE |, HEZEHEFET DNS
o BbAh , EXELL IP (VIP) BOBTERE , KAEMBHRES SEEERER,

Hlgn -

OpenSSL>req -new -newkey rsa:3072 -nodes -keyout mykey.pem -out myreq.pem -config openssl-san.cnf
Loading 'screen' into random state - done

Generate a 1024 bit RSA private key
................................................................ ++++++

You are about to be asked to enter information that is incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is a default value,

If you enter '.', the field is Teft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:ABC
Organizational Unit Name (eg, section) []:CDE

Common Name (eg, YOUR name) []:XYZ.ABC

Email Address []:(email address)

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:Test123

An optional company name []:OpenSSL>

&\ LB openssl req -text -noout -in csrfilenamelfiECSR ( £ H 23 FSANE



presentE ) o
7. BREFALENFAEER , RENERFEN X
« GEBFmykey.pemBIHFAA,
« @& & Hmyreq.pemBICSR,

X B. @ WLC £/ CSR

MRIEHWLCETRAFMRA8 3. 102HESRA , MELZEARTREAWLCEMCSR, KRR
PAEWLCEAER , F2BEFFWLC ; kAR BREINRF,

FERINL , WHEFAFECSRAEESAN , EAX2SHELEFRRHIARE , FEFE
SANEM., BECARTEZLENBAASANTER , A HEHFSENCARITRE,

WLCH B4£ R CSRFFAMZ4A K/ R20481% , ecdsaZF4A K/ R 25611,

N srE . WEMETosr generation® A H AR TEELTS | MAKWLCHAE TR EH e
HEHTTPS L2 L EHR , RAWLCEEH B EFEAHERWCSRESA |, B2 & BRI
.

E4AFATWebFHBIFMCSR , FRAUTHS :

(WLC) >config certificate generate csr-webauth BE BR Brussels Cisco TAC
mywebauthportal.wireless.com tac@cisco.com

MIICqjCCAZICAQAWZTELMAKGA1UECAwWCQIIXETAPBgNVBACMCEJydXNzZWxzMQ4w
DAYDVQQKDAVDaXNjbzEMMAoGA1UECWDVEFDMSUwIwYDVQDDBxteXdlYmF1dGhw
b3J0YWud2lyZWxIc3MuY 29tMIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCgKC
AQEANssc0BxIJ2ULa3xgJH5IAUtbd9CuQVqqf2nflh+V1tu82rzTvz38bjF3g+MX
JiaBbKMA27VJH1J2K2ycDMIhjyYpHIN59T4fXvZr3JNGVfmHIRUYDNCSdilOookK
FU4sDwXyOxR6gfB6m+Uv5SCOuzfBsTz5bfQ1NIZgg1hNemnhqVgbXEd90sgJmaF2
OtsLOjUhbLosdwMLUbZ5LUa34mvufol3VAKAOcmWZh2WzMJial2JpbO0afRO3kSg
x3XDkZiR7Z9a8rK6Xd8rwDIx0TcMFWdWVcKMDgh7Tw+Ba1cUjjiIMzKT600jFGOGu
yNkgYefrrBN+WkDdc6c55bxErwIDAQABoAAWDQY JKoZlhveNAQELBQADggEBABOK
ZvEpAafoovphlcXIEI2DSwVzjlbd9u7T5JRGgqri119/0wzxFjTymQofga427m;
5dNgICWxRFmKhAMOOfGQkUoP 1YhJRxidu+0T8046s/stbhj9nuinmoTgPaAO0s3YH
tDdWgjmV2ASnroUV9oBNu3wRERQtKDX/CnTSRG5YufTWOVfIIRNLILKkUGpzA69Xd
YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFacscA7L+nZK3SSITzGt9B2HAa
PQ8DQOaCwnqt2efYmaezGiIHOR8XHOaWcNoJQCFONb4KK6/1aF/7e OS4LMA+jSzt4
Wkc/wH4DyYdH7x5jzHc=

R T EKWebadminBICSR |, ZMTEHR :

(WLC) >config certificate generate csr-webadmin BE BR Brussels Cisco TAC
mywebauthportal.wireless.com tac@cisco.com



N B HASSE  CSRATMELR . BERMFETURET : FTEMWLC HEE
BRERET. BAGSE  WFUSHE ST EN . RN REE
WLC t , BEIERT—4 CSR ( MMz HES ) . MBHBESABRWLCEH
(RMA) , £ B 2R S BAWMREIES , # ACSRAEHWLC EE R,

R, BLRFI CSR BRAES FERNNRE L AHERIZE (PKI).
Bd  REUEPRER

EIMA : WNZEY 4l CAZRERFinal.pem X 4

ARG B R BT CA ( AR I Windows Server 2012 ) , FEIEMLFF AR EWindows
Server CANS R,

1. B2 ¥ 85 (@ ¥ H https://<CA-ip>/certsrv) R I CARE , REE T ERIER,

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over the Web, sign and
encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or ceriificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation,

Select a task:
Request a certificate
View the status of a pending cerificate request
Download a CA certificate, certificate chain, or CRL

2. BB RUEBFER,

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

3. W AMWLCEOpenSSLIRENHICSR, fECertificate Template ( iE PR ) TR HIFRS | EF
Web Server ( WebfRS 2% ) -



Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 ce
Request box.

Saved Request:

5dNg1CWXRFMKhAmMOO fGQkUoP1YhJRxidu+0T8046
Base-64-encoded |t DdWgjmV2ASnroUV9IoBNu3wR6RQtKDX /CnTSRG5Y:
certificate request |YHPLnD2ygR1Q+3Is4+5Jw6ZQAaqlPWyVQccvGyFa

(CMC or PQ8DQOaCwngt2efYmaezGiHOR8XHOaWcNoJQCFON.
PKCS #10 or Wkc /wH4DyYdH7x5jzHe=
PKCS #7). ————— END CERTIFICATE REQUEST-—---—-

Certificate Template:
Web Server

Additional Attributes:

Attributes:

Submit >

4. B #HBase 64 encodedradioiz 4,

Certificate Issued

The certificate you requested was issued to you.

DER encoded or © Base 64 encoded

Download certificate
----- Download certificate chain

5. MR TEMUEBERBNPKCST (.p7b) , BREZRRAPEM (ET—NRAIH |, IEHETHEN
XA “All-certs.p7b” ) :

openssl pkes7 -print_certs -in All-certs.p7b -out All-certs.pem

6. MR%EFR TIETIA ( FEFHOpenSSLEMRCSR ) |, MIYFIEFHEE ( FEARABI BB R All-
certs.pem” ) IEHEECSR ( RRIUEPWFA , EARTHEIF Amykey.pem ) —EEKNFAEAEH
, B F R final.pem. MBEZMWLCERKCSR (B ) , FHIT ISR,



£ OpenSSLRE AR i AL T @5 LA &) ZAll-certs.pemHfinal.pem 3 # :

openss1>pkcsl2 -export -in All-certs.pem -inkey mykey.pem
-out All-certs.pl2 -clcerts -passin pass:checkl123
-passout pass:check123

openss1>pkcsl2 -in All-certs.pl2 -out final.pem
-passin pass:checkl23 -passout pass:checkl123

~ EE  ESEHF |, BYUA RS E-passinfl-passouti AO T, H - passout SHE BN OS
MIMETE WLC EBLER certpassword SEILHL, EARTRHIF , 7 -passin # -passout S
FLER O check123,

R ZEFIETA. A OpenSSLWCSR” , MIFinal.pem2 T &K EIWLCHI XX ¥,
WRERF T ETB.HWLCH B ERKKICSR”, MAll-certs.pemBE FHEIWLCH X . T—F 2K
e T &R WLC,

N mBEB HEBWLCKK , FRiEpemX R REEAENME, BSHETBHNIR
2 ( ME =73 CAJREfinal.pem ) EFHNN ., MREEZXHFNEE —NMES , WEEFY
THABEFEIERMR CAIERXH , FREN] (B HEAEHRM ) Mz 4 el

B,
EINB : M =75 CAIREFinal.pem3X ¥
1. 84| CSR SR I H KL TMERE CASEM I B,

HCSRIERAFE=FACAR , F=H CALTIEPHITHEZEE , HEIEFHHFLEZH
REPEE, W TFHRNER , BEMNCABKBENIRHE, MRIAE—/HELES ( MAFIFTR
), Ba M CA KRBT =MIES :

« 1R certificate.pem
- Hg certificate.pem
« %% certificate.pem

~ EE . BARIUEP SApachei® A H X A Secure Hash Algorithm 1 (SHA1) %,

2. RBEH=TEBRE , FRUTIFFHEN pemXHENABTEF A NS S —NXHH -



3. [ xXHFFAN All-certs.pem,

4. MR FEAETA ( F£HAOpenSSLERKCSR ) i%ﬁAII certs.pemiE 5 LA K 5 CSR— 2 4 5 # FA
4 (IRFIEPWFE , EARHEIF Amykey.pem ) &4 , HHFXH S EHfinal.pem, MEE
EMWLCEFRCSR (£WB ) , S S R,

FEOpenSSLA AR T A LT a5 5 LA B ZAll-certs.pemHfinal.pem 3 # :

openss1>pkcsl2 -export -in All-certs.pem -inkey mykey.pem
-out All-certs.pl2 -clcerts -passin pass:checkl23
-passout pass:checkl123

openssl>pkcsl2 -in All-certs.pl2 -out final.pem
-passin pass:checkl23 -passout pass:checkl23

NoaE oEnes , TN S B -passinFll-passoutiit AO . H - passout S ELE
M OSHAMERE WLC LEER certpassword SEILHE, EAHIH |, 7 -passin F -
passout ¥ ELE K #5157 check123,

M RBBEETA. £ FHOpenSSLAICSR” , MIFinal.pem2 FEHEIWLCH X . WMREF &%
B.HWLCH &£ RHICSR” , MAI- certs.pem%%iﬁ?ﬁiﬂWLCE’\JIﬁ:o T—F 2
T&Z WLC,

N 2% . t%$ESHA2, Cisco Bug ID CSCuf207252 SHAS 123 118K .

% 3% CLLEMCLIFE=RFIEFH FEHEIWLC

FEACLIZERUAT SR | NeEZIEP THEIWLC :
1. ¥ final.pem X 4% % TFTP ARS8 LM BRINE Fo

2. ECLIF , AU TGS UERTHIRE


https://tools.cisco.com/bugsearch/bug/CSCuf20725

>transfer download mode tftp

>transfer download datatype webauthcert

>transfer download serverip <TFTP server IP address>

>transfer download path <absolute TFTP server path to the update file>
>transfer download filename final.pem

3. ®A pem XHHOT , MERERS TUER SSL BHAMIES,

>transfer download certpassword password

~ FE . iB¥{RcertpasswordWE S L B CSRE A ML T4 ( 5 ) Hi%EH-passoutS I
OGHRE, EARTRAIA , certpassword% M Hcheck123, HIREIEIFE TIETB ( BY , 8
AWLCE &4 HCSR ) , #f¥certpassword ¥ HB %=,

4. Eﬁikﬁ%transfer download start BB BHTEHIRIE. ARABRERTFLEH A y U\Eﬁl}\é’ﬁﬁTﬁlﬁE#
FRIEBMBA T, Bl :

(Cisco Controller) >transfer download start

10 Yo 1= TFTP

Data Type. . v ii it ittt e sty Site Cert
TFTP Server IP. ... .ttt it et ie i e eannnn 10.77.244.196
TFTP Packet Timeout........cuiiiiimnnriinnnnnnnnn 6

TFTP Max Retries.....ouiiii it ianniiiannnennns 10

TFETP Path.. ... i i i it e et e e ens /

TFTP Filename. ...ttt it i e final.pem

This might take some time.
Are you sure you want to start? (y/N) y

TFTP EAP Dev cert transfer start.

Certificate installed.
Reboot the switch to use new certificate.

5. B#BE3 WLC , AEEREHK,

% 3% GULERGUIRE=ZHFUEH THEIWLC

EFAGUIREEIE B THREIWLC , ETHUTHER
1. FRZUEH final.pem EHE| TFTP fRF 28 LM EIAB Fo



2. 1%&# Security > Web Auth > Cert LAFTFFWeb Authentication Certificate 7T

3. 1% % Download SSL Certificate £ 1%£1E LA & & Download SSL Certificate From TFTP Server
S8,

4. 7£ IP Address FEH A TFTP BRSSE36Y IP #odit,

BAOHITOR  IMiahz  CONTRCL_ER WI[REL=SS WEMGCEMENT  COMMANDE HEL™
————

Security ‘Wak Authenticatien Certifcats [Cnnny
LD Curpent Cerfcaie
(SN SR
- Palaus " B g
e e iy AT bxnzdwal s thier
ersn-han Tyam orr Farky
[EL DL _
FTa RACS— Seal Fubar TZIELIATGL
Inez
Lonial ham ko Wa M P PILE 00T, el UL GEE T Unld e don Ludh, 0ol oM
HeC Fliormy Snjard Hanm Co 12, O cpn Spemame ", G - Maeca®™ it SR 100
Mo ok
L Lind iy Pidaciss CH T RS Cm L, O gen Syama me, CL=Cey w55l (mmanuth;, CR=2 1.1.1
Al s
WLe | e ot I P R TR U1 H RS SR R SO PR L 1]
F Lacel EAP . ) i
EHAT Fimgerprize: Difd 75 o8 MG DRiRRiL JR T2 el TED e d

F Frinridy rinlar

¥ Arceks Control Lists =] Dipwinload S5L Cerlificats -

Wihraless Protactan Dot ot e o el o Vi e el Ot o wlns
Folicles
= Weh Anth Dawanlead S50 Carificaic From TFIFP Scmer
(et Snvee | Adrimer 17 70,004 136
F Kilv sl azimum salim- I:
Threaul irzeardz]  [w

Uethowz FlePalh |-

Ltz FilnHane [hes.pae |

Cedlica: Passiosd |essesess

5. 1£ File Path B AUEH MY B F{E,
6. 1 File Name FER P AEFHRI A o
7. ¥ Certificate Password FERFH AR TRIFIEBH O,
8. & Applyo
9. TEER/G , % Commands > Reboot > Reboot.
10. MRRGRRERFFAAMBANEDR , FHE Save and Reboot,

1. 82F OK BN EEEH G ohiEHI.

B HERR

RNTHBREWLCEZFIEBHIME | HEWLC EFTFH®SITHIH A debug transter all enable debug pm pki



enable , ARBTER FEIEBIIE,

In some cases, the Togs only say that the certificate installation failed:

*TransferTask: Sep 09 08:37:17.415: RESULT_STRING: TFTP receive complete... Installing

Certificate.

*TransferTask: Sep 09 08:37:17.415: RESULT_CODE:13

TFTP receive complete...

Installing Certificate.

*TransferTask: Sep 09 08:37:21.418: Adding cert (1935 bytes) with certificate key password.

*TransferTask: Sep 09 08:37:21.421: RESULT_STRING: Error installing certificate.

WIFUF B AN, BicE , & T7.6REANWLCEREFEZE N , HFeeN EAWLCIES, T
RCAR G LMIFIE T XA,

BT 29 BICAT IE#ETHY F 1 R 451

*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:
*TransferTask:

& 7 F £ (HA SSO)

o

X B EE B HAXY 2 B

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

04
04
04
04
04
04
04
04
04
04
04
04

19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:
19:

08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:
08:

R

y 70N

13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.
13.

338:
338:
338:
338:
338:
338:
342:
342:
342:
343:
343:
343:

Add WebAuth Cert: Adding certificate & private key using password c
Add ID Cert: Adding certificate & private key using password checkl
to ID Table: Adding certificate (name: bsnSslWebauthCert)

to ID Table: Decoding PEM-encoded Certificate (verify: YES

Add Cert
Add Cert
Decode &
Decode &
Decode &
Decode &
Decode &
Add Cert

EESI

M WLC HA SSO #fEBfEEHAA , £ HA SSO #7RH , TRUEH M E 125|355 5 2 Bh 12 HI2%

Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:
Verify PEM Cert:

Cert/Key Length was 0, so taking string 1
Cert/Key Length 7148 & VERIFY

X509 Cert Verification return code: 0
X509 Cert Verification result text: unabl
Error in X509 Cert Verification at 0 dept

to ID Table: Error decoding (verify: YES) PEM certificate
Add ID Cert: Error decoding / adding cert to ID cert table (verifyC
Add WebAuth Cert: Error adding ID cert

VIFARABIES S ARIREBIRE

F—MEEEMR , MREFTWLCEAMCSR ( Rt REARMOZZS ) |, NIREREER , &

NTEFHZER,

ME—B9J5E R MM OpenSSL JyE WLC 4R CSR ( HILRHAMMEFES ) , REEMD WLC
LS AZIEH/BRAAS,



EESEYS

« EERLEHIRS (WCS) FRE=FIUPERTEPLERER (CSR)

o FELinuxfRs5 88 F RN TLIEH RSE(WCS)IF P L H 1ER(CSR)ALE Tl
o BARZHEFFMIAH - Cisco Systems

« WLC HA SSO%5R
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability_DG.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/technotes/7-5/High_Availability_DG.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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