HEToL R 8 M1 $) 87 (WLCs) L EFLDAPHY
Webi\iEE & 6l

A

Web &3 IAIESEE

BLE
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BLE

FiE LDAP R 58

Eigieses R

£ OU TelBR P BIERE

N LDAP if B fip & A 7

EZYE

EWindows 2012 Essentials k&85 L B A E RS EINEE
6] A P 12 FANONYMOUS & 1/ 18] X R
FOURF IR AR

K3 5 HREIFHEE
EWLC-admini® ¥ E & H X R
FHALDPHMRAFE M

JILDAPARSS BRALEWLC

EliE AT Web 5 173 UF B9 WLAN

S HEER

fasr

AT AR BT R E MR EIZR(WLC) B TWeb H 1L, EUHBANAREER B FiFHE D
W(LDAP)RSHREENATRE S HRIENEREESE , MRRAFKIEANAFRITH ORI,

FRFM
ER

Cisco BB THUTES :

. THREE AL (LAP) # Cisco WLC WELE



- Tosk A S (CAPWAP) 2 &) 193 Bt £11iR
- TR EMNEERER B F1H R (LDAP), Active DirectoryFigi{2 %25

LR A
AP HEBET U TREFMELRA :

. IZ{TE MRS 8.2.100.0 #Y Cisco 5508 WLC

. Cisco 1142 &%l LAP

. BRI802.11a/bigTk B kB w8,

- MTLDAPRR S 25 & & Y Microsoft Windows 2012 Essentials RS 25
AXEPNEEHMEETREXZREREFNEZREEN. AXHEPERANMERERIERXAR
BN BRE, WREFEANREXENG , FHARECLTHRAMET TN EESM,

BERER
A
AXTHUENESER , W5E Cisco BRETAE,

Web S{HIAEE

WebSHRIIREIZZ LY , CLSHEERHEREILRBBETFIHMNIPHRE ( DHCPHIDNSHEX
BEARN ) | ERZFFREBREH/TARNASBNEDL, SEEHA Web 5 OBRIENZF ik
HITHORIEN , BELANBIELREL-—MAFBNOS, RE , SFFRSHMATL
LANEY |, SHUEEFRRER R AARFBNEB,

HERAWebHHRWIER (EFIEZEET ) , AP ES —RX=HBRURLIHER K EIWebRI 5
Z2ER.

B EMERILGERES | BHREU TEXRNMNZEE=HFZETELNIER
http://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan-
controllers/109597-csr-chained-certificates-wlc-00.html



http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html
http://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/109597-csr-chained-certificates-wlc-00.html

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SErver.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

k¥ Continue to this website (not recommended).

® More information

B HYesH 4R (S E AWM Y , Continue to this website ( F#E ) ( I , 3 FFirefoxix| ¥ 85
), RENREFHENIREFTETRLER , MIWeb B R RIERGLFEFHEEOEERAE
, WEFIR :

Login

Welcome to the Cisco wireless network

iZisco is pleased to provide the Wireless LAN infrastructure for your
network. Please login and put your unified wireless solution to waork,

User Name

Password I

RANBZFNEHIEEREBFEMERMSEXR., BALUEFRLEWebFHRIERZETUTARZ— :

- RRIAE T H BV 5 SR AR
- A EBWebfRSER LRER B E L EFT
- FPEEIRHBENEELERAME
HIEEWeb & 050 UE 2 F WH L A B R A 7 B MED 5+ 2 HSubmithy |, FHRFR I EIUENRK



BEWHEE ( A6l HLDAP ) MR SHRIERITHHRIE, RS, WebFHRIERZE R
DEFEFNHE , AFESHRIENET S IREE D EFRHURL,

Web Authentication

Login Successfull
You can.noi Use all regular network services over the wireless netwiark:

Fleasze retain thiz small logout window in order to logoffwhen done. Bote
that you can always use the following LEL tooretrievethis page:
hitpsdit A A ogout. bl

Logout

AR BEZTHEHE S0 E LN it URLAV#E £ :https://1.1.1.1/logout.html, IR H|2FE £ O
RENIPH U AEEZRNEE @M,

AR B I a s FAWLC LBy BB STt 1T Web B 3 50Uk, It 7R I £ FALDAP AR S5 28 4E 9 Web & 14
BN RmBiEE , ARRAFEZEAXNAF#TEHRIE.

ol
ANEB 7 R A < WA EL B AN AL PR Th BB RV 15 BLo
AR ERBUBITRAGSHNESER , IHAGSERIR (NREIMEF) .

W & &
ARG LT MAERE -


/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-3.gif
https://1.1.1.1/logout.html.

Switch

LR
Microsoft 2012
LDAP server

5508 WLC

=

Wireless Client

.7
ERHRMIIRE  ERRATHR
. BB LDAP fR% 8.

- JLDAPARSS BRELEWLC,
- BBEWLAN# 1T Web & 11,

ELE LDAP BE5538

E—FRMELDAPIRSES , ZRFSSAERRBBEEREFE®H TLERmNAFEIL, EAXRRAIH
. Microsoft Windows 2012 Essentials R55 28 FHELDAP RS 88,

LDAPBRSS 2R Bl ERVSE —H RELDAPARS 28 LOI2 R P MR E |, SMEWLCH AE Wt #idE FE LAY A
FH#TH ORI,

EEEFRLLRAS

HMABMNOUBESANA |, XEHEPersonProfile R EHFXNMAZBEWEI H. ARTTUEZ/NAY
B R, FIENRENBEHEE LEZLDAPEBERINRE. SNABIEETEHNE N ARSI A(N).

ERRBIG | FoIE - NEHOU LDAP-USERS |, 7 HOUT8IZAFUser1, BLELLA T


http://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C1
http://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C2
http://www.cisco.com/c/zh_cn/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc.html#C3

LDAPG BT , WLC A AE ) b L DAPEIE FE LA 1T F = B i,

7R+ 5 A #9335 2 CISCOSYSTEMS.local,
# OU T IR AFHiEEE

B D R MRS P Q2R OU LAKRFEL OU LRIBHFAF,

1. $TFFWindows PowerShell 7 % A servermanager.exe

2. BE'RFEBREESR'EOPR , BEHAD DS, AiE , AR HRS A ML ZFActive Directory A
PR

3. AR H M IE B (FEAHIF ICISCOSYSTEMS.local) , REN ETXEE S EINew >
Organizational UnitsA 820U,

B Active Directory Users and Computers |;|£-

File Action View Help

C Y IEEEEER RS R 2R

] Active Directory Users and Computers [WIN-AD\ | Name Type * Description
I [ Saved Queries | Builtin builtinDomain
4 | CISCOSYSTEMS.local Comnutars Container Default container for up...
b Builtin Delegate Control... u.. Container Default container for sec...
b - Comp.ute Find... e.. Container Default container for ma...
:_‘ Domain { Change Domain... ata Container Default location for stor...
| Foreign5s . L .
= TPRS Change Domain Controller... Container Builtin system settings
= - - - Container Default container for up...
> [ LostAndF Raise domain functienal level... X
b M d o X o ire  infrastructurel...
anage:
= 9 perations Masters... .. lostAndFound Default container for or...
I- .| Program 5 N = X
b [ System = omputer fications co..
I | Users All Tasks 4 Contact
B ] NTDSQu View b Group tainer for do...
I 2] TPM Dev,
Refresh InetOrgPerson
Export List... mslmaging-P5Ps
. M5MQ Queue Alias
Properties
Organizational Unit
FEL Printer
User
Shared Folder
< m >

Create a new ohject...

4. AEOUZEL AR , RIeREHOK , MEFMR :




ﬂ | Createin: CISCOSYSTEMS local/

Mame:
LOAP-USERS

[w] Protect container from accidental deletion

H1EELDAPARS 288 L6122 7 #THOU LDAP-USERS , T—$ RRELOUT 8IZA~Userl, it
, BRI TSR

1. FREHREBMNFTOU. MWEKMN ETXEESMEILDAP-USERS> New > User , LA BIEHTH
P, EmR



File Actien View Help

es @ 0/ XT oz Emtaaria

b ] Saved Queries

4 3 CISCOSYSTEMS Jocal
b 2] Buittin
b ) Computers
b 2] Demain Controllers

] Active Directory Users and Com|| Name

v ] Fore P
b (] Managed Service Accou

Description

There are no items to show in this view.

& Users
51 LDAP-USFRS.
Delegate Control..
Move...
Find..
New + Computer
All Tasks B Contact
View Group
= InetOrgPerson
kit mslmaging-PSPs
R, MSMQ Queue Aliss
Organizational Unit
Export List... [ Fries
User
Propeties Shared Folder
Help
g
(Create a new object...

2. EAFRE Y , EEXENFE , AR R. RHI7EUser logon nameFEHITE

Userl, X2ELDAPHIEESRRIILUNEFEFIm#TEMRIENAF B, K RAIFEFirst namefl
Full NameZE R fEAUser1, # Next,

& Create in: CISCOSYSTEMS local/LDAP-USERS

First name:

Last name:

Full name:

serl

Initials:

User logon name:

Uker1

@CISCOSYSTEMS local

User logon name (pre-Windows 2000):

CISCOSYSTEMS

| < Back |

3. MABBHWALER, EhBUAKTABER , ARG T—F"




& Createin: CISCOS5YSTEMS local/LDAP-USERS

Password: TIIII1

Confirm password: sesnsnee

[ ] User must change password at next logon
[ ] User cannot change password

|| Password never expires

[ ] Account is disabled

4. B 5ER. #OU LDAP-USERS T RIEZFHAFUserl, LU TRAFEIL : AF A&
:User1password : Laptop123



MNew Object - User -

J_:; Createin:  CISCOSYSTEMS local /LDAP-USERS

When you click Finish, the following object will be created:

Full name: User1
User logon name: User1@CISCOSYSTEMS local

The password never expires.

< Back i Finish i Cancel

& H

FREEOUTHIEN , T—FEREE LA #ITLDAPIAIE,
3 LDAP S RIEEAF

A L% AnonymousZk Authenticated s ELDAP AR 55 25 Y 25 it & 13 I 48 E /5 3%, Anonymous k&
AWFERHELDAPIRSEF. Authenticated TEZERM AR BMNEB T EHITRLTM ., BRIAE

= Anonymous,
AW BNAEEES B ENF BRI Z,

ERAE

EXE . FEWAEAAnonymous Bind, LDAPLDAP
PATART NS RIUBEES AP #1TLDAPIAE,
FEWindows 2012 Essentials k5588 L /8 A EE& 48 £ ThRE

BEEIME=ZANARRF (ERFARIWLC ) HEILDAP LEIWindows 2012 AD , AFBFEWindows
2012 - ERER Y EINRE. BRIAMBERT , Windows 2012 15324185 F R A ITE R LDAP #&1E,
ECRERYEIRE , BRITUTSE



1. £ Windows PowerShell#1 4 A ADSIEdit.msc , B3IADSI EditT E, 1t T EEWindows
2012 BT EM—3 5.

2. #£ADSI EditE A # , BFF R 1H(Configuration [WIN-
AO0V2BUGBBLR9.CISCOSYSTEMS.local]). S EICN=Services > CN=Windows NT >
CN=Directory Service, %% dCN=Directory Service® g5 , AEM L T XX L FEZ KR

, MNE AR -

& ADS1 Edit |= 1o .
File Action View Help
e 2m XD 6= B
2 ADSIEdit Name Class Distinguished Neme [ Actions
5 Domain [WIN-AOVIBUESLRY.CISCOSVSTEMS local] CN=Directory Service nTDSService €N=Directory Service,CN=Windows NT CN=Senvices,CN=Configuration, DC=CIS... | CN=Windows NT =
4 3 Configuration [WIN-AQV2BUSELRS.CISCOSYSTEMS local]
CN=Configuration, DC=CISCOSYSTEMS,DC=local More Actions 4
| CN=DisplaySpecifiers
Ch=EBtended Rights
Ch=Farestiipdates
| €Mz LosthndFoundCanfig
| CN=NTDS Quotas
| EN=Paritions
CN=Physical Locations
4 7] CN=Senviees
1 CN=Claims Configuration
CN=Group Key Distribution Service
1 €N=Microsaft SPR
CN=MsmgSenices
CN=NetSenvices
Ch=Public Key Senvices
| CN=RRAS
4 7] EN=Windows NT
| CN=Dire-tnms Eamion
CMN=Sites Move
CH=Wellknown  New Connection from Here

New »
Delete

Rename

Refresh

Propesties

Help

(Opens the praperties dialog box for the current selection.

| y | - Faf 121/?:;:15

s [T
3. FECN=Directory Service Properties& A K Attributes T , 2 HAttribute FEX T B dsHeuristics/&
#, RFEFEdt, FHEMEN FRHEEMERES'EOF , i AHE000002 ; ¥ EHApplyH
OK , 1B Ff’~. Windows 20125&*%&:?%7%%%&%550 . BE(BE)NMNEFAT
BHEIA A EZILDAPERSZN AR, 0( F ) RLE LN FRHRTEAERLDAPEE, WIRF
%t’r—?ﬁiﬁﬁﬁz )”'JéF'FHE%*ﬂEIJJﬁm

T

: ..... s A _l_i

Astibwie Editor | Sacurily |

¥ Showe mandalon stinbobs
W Show ooticnal atioutes
[ Showe only attibutes that heve wvalues
Arbuites
Allibute | Sroan [ zhae -]
canonicalk ame Uricode Shing b, windless/ Caonliguration String Attribute Editor = e K]
on Uricode Sting Dwecto Semace hr
creale] s tamp UTLC Cod=d T L2008 125309 FM dribte dSHelsdic:
dascnplion Urscods Slimg  <Mol Sel
diecifepoil: Diglinguished .. <Nol Set Wil
chspdayhl ame Uricode Shing  <MNot Set: m
dsplak amePrintable  145-Sting Mot St
disinguzhedame Distinguizhed CH=Directany Sesvice, CH i """""""" ]
d3ASignabee Dcket Shing Mot Sets Leleat [ 2 I s
d5Lwaippsgahanl) UTL Lodad T <Mol Sets
d5Hedridc: Urscods Sling DO0000
eealieriionbl ane Uricods Sting <Mook Se
Az b0 Mot St o
di | [
Edt

0 | Cancel | Apply |



/content/dam/en/us/support/docs/wireless/4400-series-wireless-lan-controllers/108008-ldap-web-auth-wlc-12.gif

6] P2 FANONYMOUS % 5 i [/ 1% R

T—S%RM@AFUser1 & FANONYMOUS LOGONIE BIMXBR, Hit , EFERATHER :

18T
1. $TFF Active Directory B PP it &4l
2. #{Ri% F View Advanced Features.

3. ¥MEIAFUsert , AR ARETZAF . NETXRERIERRE, WAF A FUser1#r

.L/ \NO
E Active Directory Users and Computers |= | o
File Action View Help
e am 0/ XD Hm PaarIh
[ Active Directory Users and Computers [WIN. ADVZBUSSLRS.CISCOSYSTEMS loc| | Mame Type Descrption
b (21 Saved Queries L
4 3 CISCOSYSTEMS Jocal Copy..
b ] Buittin Add o a group..
b £ Computers Disable Account
b (&] Domain Centrollers P
b ] ForeignSecurityPrincipals eset Password...
5] LDAP-USERS Move...
b 1 Managed Senvice Accounts Open Home Pag,
Users Send Mail
A T ask:
cut
Delet
Rename
Froperties
Help

(Opens the properties dialog box for the current selection.

DEla e [ 7]
4. B FESecurity £ F < |, MEFTE :

112PM
< WS s




Published Cerificates | Member Of | Password Replication | Dialin | Object
Remote Deslktop Services Profile COM+ Attribute Editor
General | Address | Account Prafile Telephones | Organization
Security Environment Sessions Remote control

GI’DIJD ar User Names:

% RAS and |AS Servers [CISCOSYSTEMS\RAS and |AS Servers)
%Administmtnrs (CISCOSYSTEMS \Administrators)

%Pccnurrt Operators (C1SCO5YSTEMS \Account Operators)

% Pre-Windows 2000 Compatible Access (CISCOSYSTEMS \Pre-Wi...
%H’lﬁnduws Authorzation Access Group (CISCOSYSTEMS Window...
%Tenﬂinal Server License Servers ([CISCOSYSTEMS\Teminal Serv...
% ENTERPRISE DOMAIN CONTROLLERS

Pemissions for ANONYMOLUS LOGON

Full control

Read

Write

Create all child objects
Delete all child objects
Allowed to autherticate

[ |

BE

£

]DDDDED%

g]DDDDDDg

For special pemissions or advanced settings, click
Advanced.

Leam about access contral and pemissions

oK Cancel

5. T E REVE AP A TR,

6. 7 Enter the object names to selectfE T 4 AANONYMOUS LOGON} #IAXT IF4E , B PR



Select this object type:

Users, Groups, or Builtin securty principals

Fram this location:
CISCOSYSTEMS local

Enter the object names to select (examples):
[ANONYMOUS LOGON]

7. EACLH | EXEANONYMOUS LOGONERIF B A — B S, Click
OK. ANONYMOUS LOGON5 B R#FZF UL |, EFR :



Fublished Cerificates | Member Of | Password Replication | Dialin | Object
Remote Desktop Services Profile COM+ Attribute Editor
General | Address | Account Prafile Telephones | Organization
Security Environment Sessions Remote control

GI’DIJD or User Names:

ER ANONYMOUS LOGON

% Evenyone

82 SELF

52, Autherticated Users

52 5YSTEM

% Domain Admins (C1SCOSYSTEMS \Domain Admins)
52 Cert Publishers (CISCOSYSTEMS \Cart Publishers)

?§

Pemissions for ANONYMOUS LOGON

Full control

Read

Write

Create all child objects
Delete all child objects
Allowed to autherticate

[ |

BE

£

1O OO &I %

g 1O OO0 g‘?‘

For special pemissions or advanced settings, click
Advanced.

Leam about access control and pemissions

OK Cancel

FOUR T I RAANR

T—$RELEAFFIEROULHANONYMOUS LOGON# FList ContentsiX BR, £ 2< 7R 45l
, User1fZTOU LDAP-USERS k. Jitt , iIEERIATHRR

1. £ Active Directory Users and Computers¥ , H%{ % £i0U LDAP-USERS , AR/F1E#F
Properties , 2B :



O Active Directory Users and Computers
File Action \View Help

e pm FO0(XDeE Bm T auTEh

Active Directory Users and Computers [WIN-AOV2BUESLRS.CISCOSYSTEMS. log l;amc Type Description

clno
=1 £
g &5 E
5

FET R R ET)
FAZwa & §

(Opens the properties dialog box for the current selection.

2. & Security.

3. B Add. EHFHIEESF , % AANONYMOUS LOGONH B IAXTEE , WEATR :

Select Users, Computers, Service Accounts, or Groups |L-

Select this object type:

Users, Groups, or Built-in security principals Object Types...
From this location:
CISCOSYSTEMS local Locations...
Enter the object names to select (examples):
ANONYMOUS LOGON| Check Names
Advanced. .. QK Cancel
£ SHRBRIENHE

PATAT PRy S TRUE EXLDAPRRSS 8RBt 1T 4 th B R A o

1. $TFFWindows PowerShell 4 A servermanager.exe

2. B'IRSH/EEREOTF , BHAD DS, RREARETERNRSERE I LILRE Active

Directory /| 2 it # 4L,

3. B E dUsersc MNERH LT XX ESHEINew > User , LLBIEHFH Ao



B Active Directory Users and Computers | = o [
File Action View Help

e« 2@ 48| XELR Ha PetET?E%

-

] Active Directory Users and Computers [WIN-AD\| Name Type Description ~
b 1 Saved Queries :’;{Allnwed RO.. Security Group... Membersin this group c...
4 [ CISCOSYSTEMS.local :"ﬁJCert Publish... Security Group... Members of this group ...
I - Builtin :’;&Denied ROD.. Security Group.. Membersin this group c...
F e Comp.uters 82, DnsAdmins  Security Group... DNS Administrators Gro...
b :_— DDI’T‘!EIH Cont.rolle.rs . ‘_'PJRAS and IAS ... Security Group.. Serversinthis group can...
e i;:;gziz;usrlqprlnclpals B WinRMRem... Security Group... Members of this group ...
- L tA- dFound :’;&CIUnEabIED... Security Group.. Members of this group t...
4 - ostAndroun ‘_QDnsUpdateP... Security Group... DMS clients who are per... -
I | Managed Service Accounts y . i . . =
b ] Program Data 53, Domain Ad... Security Group.. Designated administrato...
b = System :’;&Domain Co... Security Group... All workstations and ser...
Z Users ‘.’:&Domaln Con... Security Group..  All domain controllers i..
b [ NTD Delegate Control... 53, Domain Gue... Security Group.. All domain guests
b 5 TPM Eng ‘.’:&Domain Users  Security Group...  All domain users
= ot = " p.. Membersin this group c...
New 3 Computer o
All Tasks 3 Contact P
View » Group p...
Refrech InetOrgPerson B
- P
Bpar Lt mslmaging-P5Ps
MSMQ Queue Alias P
Properties i (=8
Printer P
Help User p..
Shared Fold i
< m o E/l»E older i _ p.. Members of this group ... "

Create a new object...

4. B RAPEE TYF , EEXENFTE , MIATRAHIFTR. RHIFEUser logon nameFEHEE
WLC-admin, X2H FXLDAPIRSBRHIT A FHRIEINAF B, £F Nexto

5. M ABBEH WAL, EFBBXKFIREDR , AGREHT—F

6. B2 TR, EUsersA 25 T oI H A WLC-admin, AT EAFEIE | A& :WLC-
adminZ#3 : Admin123

BWLC-admini® T &2 & /R

=8

BEAEHRIERFE , BINFERTHEEANR, At , BTRATHY
1. $TFF Active Directory B P #itH#l.

2. ¥{x% % $View Advanced Features.

3. &MEIAFWLC-admin , ARARBETZAF. NI TXXEHRERRY , WEMR. LA
P ERAEZ FZWLC-admini#t 1THR1H,



File Action View Help

= #E & 8| X

iz HE 3aETER

3 Active Directory Users and Computers [WIN-AO\| Name
B ] Saved Queries %Domam Gue..
4 33 CISCOSYSTEMS.local 2 Domain Users
14 g (B:“”ti"m %Group Polic...
I omputers
I =] Domain Controllers gx_ﬁ::xgz
I (] ForeignSecurityPrincipals %RA_AIIwDa...
(=] LDAP-USERS ﬂRA_AIIUwHo...
b [ LostAndFound %RA_AIIWMe
5 Managed Service Accounts -
p -] Program Data 58,RA AllowNe..
b [ System 82, RA_AllowRe...
o Users 52, RA_AllowsSh...
b (] NTDS Quotas S RA_AllowVp..
b ] TPM Devices 42 Read-only D...
aWSSUsers
ﬂ Enterprise A...
% Enterprise R...
82 Schema Ad...
& aalfares
s_;_‘Administrator
& CiscoTAC
3_5_‘ Guest
2, kibtgt
& stduser
(<] 1] [ [>]

Type Description
Security Group...  All domain guests
Security Group...  All demain users
Security Group..  Members in this group c...
Security Group...
. Security Group...
Security Group...
Security Gro Copy...
Security Gro
. Add to a group...
Security Gro i
Security Gro Mame Mappings...
Security Gro Disable Account
Security Gro Reset Password...
Security Gro Move...
Security Gro Open Home Page
S G
eeurity Grot s end Mail
Security Gro
Security Gro All Tasks 4
User Cut
User Delete
User
Rename
User
User | Properties
User | Help

Opens the properties dialog box for the current selection.

4. B HMember Ofit I+ , 0

BT R




Security

Environment

Sessions

Remote control

Remote Deslktop Services Profile

COM+

General | Address | Accourt | Profile

Published Certificates | Member Of

Member of:

Telephones

Attribute Editor
Organization

Password Replication

Dial-n

Object

Mame
Domain Users

Active Directory Domain Services Folder
CISCOSYSTEMS local/Users

Primary group:

Domain Users

Set Primany Group

applications.

There iz no need to change Primary group unless
you have Macintosh clients or POSX-compliant

5. % Add. ZEITFFROXIEAES | % AAdministrators | A/S B EOK |, MERTT -




Select Groups

Select this object type:

» o

(GGroups or Builtin securty principals

Object Types...

Fram this location:

CISCOSYSTEMS local

Locations...

Enter the object names to select (examples):

Administrators

Advanced...

SEALDP#r R A R 1%

HGUITER—/LDAPEFim , AFAFEXEMSLDAPFHRAMN B % ( fhActive Directory ) #1147
BE, miEE, 4E, B8R, BKR. FmMIMER. LDPAH T &EFActive Directory P ZEHIFREH

THEE , HlNE SR NEH T,

M= mCDZEWindows Server 2003 #F T Ert , 2 8$ELDP GUITE, AW ARFu{afEHLDPE
BAEFRESHAPUsert kBN EEM. EhELEEMATIER WLC £H LDAP RS ES

B, HmArEEREN AR NRKE,

1. #£Windows 2012k %588 £ ( BMEER —LDAPRRS 88 L ) |, $TFFWindows PowerShell 3 i A

LDPEA i B LDP3X 58

Checlk Names

OK

Cancel

2. ELDPEE O+ , &finFIConnection > Connect , 1% ALDAPBRSS 85 #Y 1P 31k B 32

LDAPBRSS 28 , tIEIPR R

£ Ldp

_I:I-

Connect to specified server




3. EEFILDAPERSERE , NEXEFERView , AeEHTree , MBFIT :

Idap://WIN-AOV2BUGBLRS.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local

Connection Browse View Options Utilities Help

defaulthamingContext: DC=CISCOSYSTEMS,DC=local, ~

dnsHostName: WIN-AQWZBUGELRS.CISCOSYSTEMS. local,

domainContrellerFunctionality: 5;

domainFunctionality: 5;

dsServiceName: CN=NTDS Settings, CN=WIN-ADV2BUE8LRY, CN=Servers CN=Defauli-First-Site-Name, CN=Sites, CN=Configuration, DC=CISCOSYSTEMS DC=local;

forestFunctionality: 5;

highestCommittedUSN: 16580;

isGlobalCatalogReady: TRUE;

i8Synchronized: TRUE;

IdapServiceName: CISCOSYSTEMS local win-alv2buB8IrSS@CISCOSY STEMS.LOCAL,

namingContexts (5): DC=CISCOSYSTEMS,DC=local, CN=Configuration DC=CISCOSYSTEMS, DC=local, CN=Schema, CN=Configuration, DC=CISCOSYSTEMS DC=local;
DC=DomainDnsZenes, DC=CISCOSY STEMS,DC=local; DC=ForestDnsZones,DC=CISCOSY STEMS, DC=local;

rootDomainNamingContext: DC=CISCOSYSTEMS,DC=local;

schemaNamingContext: CN=Schema,CN=Cenfiguration, DC=CISCOSYSTEMS, DC=local;

serverlame: CN=VWIN-AOVZBUSSLRY CN=Servers,CN=Default-First-Site-Name,CN=5Sites, CN=Configuration DC=CISCOSYSTEMS,DC=local;

subschemaSubentry: CN=Aggregate, CN=Schema, CN=Configuration, DC=CISCOSYSTEMS DC=local;

supportedCapabilties (6): 1.2.840.113556.1.4.800 = ( ACTME_DIRECTORY ); 1.2.840.113556.1.4.1670 = { ACTWE_DIRECTORY_VS1 J; 1.2.840.113556.1.4.1791 = (
ACTIVE_DIRECTORY_LDAP_INTEG ), 1.2.840.113556.1.4.1935 = ( ACTWVE_DIRECTORY_V&1 ); 1.2.840.1135586.1.4.2080 = { ACTWWE_DIRECTORY_W81_R2 );
1.2.840.113556.1.4.2237 = { ACTWE_DIRECTORY_W& );

supportedControl (35). 1.2.840.113556.1.4.319 = ( PAGED_RESULT ), 1.2.840.113556.1.4.801 = ( SD_FLAGS ), 1.2.840.113556.1.4.473 = ( SORT }; 1.2.840.113556.1.4.528 =
NOTIFICATION }; 1.2.840.113556.1.4.417 = { SHOW_DELETED }); 1.2.840.113586.1.4.619 = ( LAZY_COMMIT }; 1.2.840.113556.1.4.841 = { DIRSYNC };
1.2.840.113556.1.4.529 = { EXTENDED_DN }; 1.2.840 1135561 4 805 = { TREE_DELETE ); 1.2.840.11 1.4.521 = { CROSSDOM_MOVE_TARGET };
1.2.840.113558.1 4970 = { GET_STATS ); 1.2.840.1135558.1.4.1338 = ( VERIFY_NAME ); 1.2 840 113558 1.4 474 = ( RESP_SORT ); 1.2.840.113558 1.4 1338 = (
DOMAIN_SCOPE }; 1.2.840.113558 1.4 1340 = { SEARCH_OPTIONS }; 1.2.840.113558 1.4 1413 = { PERMISSWE_MODIFY ); 2.16.840.1.113730.3.49 = { VLWREQUEST };
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = ( ASQ ); 1.2.840.113556.1.4.1852 = { QUOTA_CONTROL }; 1.2.840.113556.1.4.802 =
RANGE_OPTION ), 1.2.840.113556.1.4.1807 = ( SHUTDOWN_NOTIFY ); 1.2.840.113556.1.4.1948 = ( RANGE_RETREEVAL_NOERR ); 1.2.840.113556.1.4.1974 = (
FORCE_UPDATE ); 1.2.840.113556.1.4.1341 = ( RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT ), 1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ),
1.2.840.113556.1.4.2065 = { SHOW_DEACTWATED_LINK }; 1.2.840.113556.1.4.2086 = { POLICY_HINTS_DEPRECATED }; 1.2.840.113556.1.4.2080 = ( DRSYNC_EX ),

4.2205 = [ UPDATE_STATS ), 1.2.840.113556.1.4.2204 = ( TREE_DELETE_EX }; 1.2.840.113558.1.4 2206 = ( SEARCH_HINTS ); 1.2.240.113558.1.4.2211
= ( EXPECTED_ENTRY_COUNT }; 1.2.840.113556.1.4 2238 = | POLICY_HINTS };

supportedL DAPPolicies (15): MaxPoolThreads; MaxDatagramRecv; MaxReceiveBuffer; hitRecyTimeout; MaxConnections; MaxConnldleTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize; MaxR €; MinR: ; MaxR Conn; ationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GSS-SPNEGQ; EXTERNAL; DIGEST-MDS;

Ready

4. EFFE TSR MBEOH | W AP K BaseDN, FEARHIA | User1 iz Fi5
CISCOSYSTEMS.local FTH#YOU "LDAP-USERS" T, #470K , HIEFIR :

Idap://WIN-AOV2BUGELRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local

Connection Browse View Options Utilities Help

defaultNamingContext: DC=CISCOSYSTEMS,DC=local, ~
dnsHostName: WIN-AQWZBUEELRS.CISCOSYSTEMS. local,

domainControllerFunctionality: 5;

domainFunctionality: 5;
dsServiceName: CN=NTDS Settings, CN=WIN-A0V2BUBBLRS, CN=Servers, CN=Defaul-First-Site-Mame, CN=Sites CN=Configuration DC=CISCOSY'STEMS DC=local;
forestFunctionality: 5;

highestCommittedUSN: 18585;

isGlobalCatalogReady: TRUE;

isSynchronized: TRUE;

ldapServiceName: CISCOSYSTEMS local win-a0v2busgIrgS@CISCOSYSTEMS.LOCAL;

namingContexts (5): DC=CISCOSYSTEMS,DC=lecal, CN=Configuratien DC=CISCOSYSTEMS, DC=local, CN=Schema,CN=Configuration DC=CISCOSYSTEMS, DC=local;

DC=DomainDnsZones,DC=CISCOSYSTEMS, DC=local, DC=ForesiDnsZones DC=CISCOSYSTEMS, DC=local,

reotDomainNamingContext: DC=CISCOSYSTEMS,DC=local,

schemaMa -

serverllan] Tree View on, DC=CISCOSYSTEMS,DC=local;

subschem:

supported ( ACTIVE_DIRECTORY_V51 ); 1.2.840.113556.1.4.1791 = (
ACTV|  BaseDN: [OU=LDAP-USERS,DC=CISCOSYSTEMS,DC=ocal v‘ 840 113556 1.4 2080 = { ACTIVE_DIRECTORY _VE1_R2 ;
1.2.84

supported GS ); 1.2.840.113556.1.4.473 = (SORT ); 1.2.840.113556.1.4.528 =
NOTIFY OMMIT ); 1.2.840.113556.1.4.841 = ( DIRSYNC );
1.2.84 3556.1.4.521 = ( CROSSDOM_MOVE_TARGET ); =
1.2.840.T13556. 1.4 970 = [ GET_STAIS J, 1.2.840.113556.1.4.1330 = | VERIF¥_TANE J; 1.2.680.113556.1.4.474 = ( RESP_SORT J; 1.2.840.113556.1.4.1339 =

DOMAIN_SCOPE J; 1.2.840.113556.1.4.1340 = ( SEARCH_OPTIONS ); 1.2.840.113586.1.4.1413 = { PERMISS\VE_MODIFY ), 2.16.840.1.113730.3.4.9 = ( VLVREQUEST ),
2.16.840.1.113730.3.4.10 = ( VLVRESPONSE ); 1.2.840.113556.1.4.1504 = { ASQ ), 1.2.840.113556.1 41852 = ( QUOTA_CONTROL }; 1.2.840.113556.1.4.802 =
RANGE_OPTION }; 1.2.840.113556.1.4.1907 = ( SHUTDOWN_NOTIFY ), 1.2.840.113556.1.4.1848 = { RANGE_RETREVAL_NOERR ); 1.2.840.113556.1.4.1574 =
FORCE_UPDATE }; 1.2.640.113556.1.4.1341 = (RODC_DCPROMO ); 1.2.840.113556.1.4.2026 = ( DN_INPUT }; 1.2.840.113556.1.4.2064 = ( SHOW_RECYCLED ),
1.2.840.113556 1.4 2085 = ( SHOW_DEACTIVATED_LINK ); 1.2.840.113556.1.4 2065 = ( POLICY_HINTS_DEPRECATED }; 1.2.840.113556.1 4 2080 = { DIRSYNC_EX };
1.2.840.113556 1.4 2205 = ( UPDATE_STATS ); 1.2 840 113556 1.4 2204 = ( TREE_DELETE_EX ); 1.2.840.113556.1.4 2206 = ( SEARCH_HINTS }; 1.2.840.113556.1.4 2211
= { EXPECTED_ENTRY_COUNT }; 1.2.840 113556 1.4 2239 = { POLICY_HINTS };

supportedLDAPPolicies (15): MaxPoolThreads; MaxDatagramRecy; MaxReceiveBuffer, IntRecvTimeout; MaxConnections; MaxConnidieTime; MaxPageSize;
MaxBatchReturnMessages; MaxQueryDuration; MaxTempTableSize, MaxR : MinR » MaxR rConn; ificationPerConn; MaxValRange;

supportedLDAPVersion (2): 3; 2;

supportedSASLMechanisms (4): GSSAPI, GS5-SPNEGO; EXTERNAL, DIGEST-MDS;

Ready

5. LDP3 ¥ 8289 22 M & 1 B I 7 5 £ BaseDN T A9 /My (OU=LDAP-USERS ,
dc=CISCOSYSTEMS , dc=local) BFHEKAFUserl, LWAFAUARKAFBEFHW
CN E&R R, EARHIH , ©RCN=Userl, MEHCN=User1, TELDP; ¥ 25 AN &%
, LDPE REUser1 <K EREM , WWEAMR :




Ea Idap://WIN-A0V2BUGSLRO.CISCOSYSTEMS.local/DC=CISCOSYSTEMS,DC=local I;Ii-

Connection Browse View Options Utilities Help
=J- OU=LDAP-USERS,DC=CISCOSYSTEMS, DC=local
=f Ch=Userl, 0U=LDAP-USERS, DC=CISCOSY!

Expanding base 'CN=User1 OU=LDAP-USERS DC=CISCOSYSTEMS DC=local.
Getting 1 entries:
Dn: CH=User1,0U=LDAP-USERS,DC=CISCOSYSTEMS,DC=local
accountExpires: $223372036854775807 (never);
badPasswordTime: 0 (never);
badPwdCount: 0;
cn: User1;
codePage: 0;
countryCode: 0;

.. No children

displayName: User1;

distinguishedName: Ch=User1,0U=LDAP-USERS,DC=CISCOSY STEMS, DC=local,
dSCorePropagationData (3). 12/24/2015 1:34:53 PM E. Europe Standard Time; 12/24/2015 1:20:39 PM E. Europe Standard Time; 0x0=( ), 0x0=( }
givenMame: User1,;

instanceType: Ox4 = { WRITE );

lastLogoff: 0 (newver);

lastLogen: 0 (never);

legonCount: 0;

name: Usert;

objectCategory: CN=Person,CN=Schema,CN=Configuration, DC=CISCOSYSTEMS DC=local;
objectClass (4): top; person; organizationalPerson; user;

objectGUID: ca45a8d8-9ba3-41d7-9dal1-5ab6efe2cfech;

objectSid: 5-1-5-21-986598191-3042038731-3456728873-1120;

primaryGrouplD: 513 = ( GROUP_RID_USERS );

pwdLastSet: 12/24/2015 1:19:16 PM E. Europe Standard Time;

sAMAccountName: User;

sAMAccouniType: 805306368 = ( NORMAL_USER_ACCOUNT ),
userAccountControl: 0x10200 = ( NORMAL_ACCOUNT | DONT_EXPIRE_PASSWD ),
userPrincipalName: User1@CISCOSYSTEMS. local,

uSNChanged: 16576;

uSNCreated: 16570;

whenChanged: 12/24/2015 1:20:39 PM E. Europe Standard Time;

whenCreated: 12/24/2015 1:19:15 PM E. Europe Standard Time;

< m bd
Ready

6. ILDAPARSSBRELEWLCHT |, £ User AttributeZ R+ , TFE88RFPFENAPEZRTHABMHN
Z#o MILLDPHIH & |, AT LLE BlsAMAccountName2 22 AP & “User’fI—NEM , B
&5 A SWLC L User Attribute F BR¥T M BYsAMAccountNamel& 4.

7. ALDAPRRS BSBL EWLCHT , £ User Object TypeFE&H | % AN F1EFZARR RN AP HLDAP
objectTypeBHHE, BE , AFIEZEHFZ ) objectType BitE , HhBENAF M —
B, MB —ENEHAFNREREHAZ, £LDPHETF , CN=Person2FFid xRN AFHE
, AL FTEWLC L FPersoniE E i User Object TypeE M. T—% 2 HLDAPRSEZREEWLC,

JLDAP B S5 25 i RWLC

HEEEELDAPRS S , T—TREALDAPRS SN FHAEEBREWLC, EWLC GUILESEREA
TR :

3 AHEBIEWLCEE B ﬂJEZMME HELAPEEMEIWLC, MRERFLBIZREWLCLL
FEFEALAPHITERZENFAF, | /IFﬂI'"J%/f)%iﬁﬁlm?"“%J%E(WLC)/IHH’E;AP(LAP)O

1. FEWLCHYSecurity RE F , MZMESS E 18 PiEFAAA > LDAPLLE EILDAP AR 35 2R B B T T o

Saye Configuratis Pi ogout  Refresh
Hmm Saye Configuration | Ping | Logout | Refrest

MONITOR  WiANs COMNTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

Security LDAP Servers

General Server Secure Mode(via
S Index Server Address(Ipvd/Ipvé) Port Server State TLS) Bind

: Gt 1l 172,16 16.200 389 Enabled Disabled Authenticated (~]
Accountin

LDAR

Local Het Users
MAC Filtering
Disabled Clients
Us

Policies |7

¥ Local EAP
Advanced EAP
» Priority Order

b Certificate

E N LDAP RS2 |, % T New, X2 7R LDAP Servers > New T,

2. 7ELDAP Servers Editlm# , I ELDAPIRFZ BN IFHAER , HIWILDAPARSE ZRAVIPHbHE, %O
B, BAREBFIRBE., M Server Index (Priority) FTHAEHIRBR - E | UMERELRRS
AN THMEMEEEZRN LDAP REF[NMRLINF, ZRZTUEE 17 MRS, WREH



http://www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml

B TEEEAE — MRS MR RPHE-NIRSES , KUK KE, £ Server IP Address
FEFMA LDAP RS2 IP tbtit, #EPort Number=EX 5 ALDAPRS 22 TCPIR O &,
BIEER 1 3 65535 , BRIAER 389, Xt FSimple bind , {16 AuthenticatedE R 43 E
AFRE , E=RATHELDAPRSER EEBHWLCERE A AL B1E User Base DN"F B
F,ERASEEAFYIRN LDAP BREB|FH FRE AT 282 (DN). fla0 , ou=4A4R
By, ou=TF—HLAE{ , o=corporation.com, MBETEAFHHEEARDN , FHA
o=corporation.comz{dc=corporation , dc=com, EARHIF , AP THE LA (OU)LDAP-
USERST , M4 4R & 7 (OU)LDAP-USERS X ¥Eflab.wirelessigiiy —Z o I, A EA
DN4FEEAFER ( RIEEAP-FASTEMRIIE S ENAFEIL ) FIEN TERR, ERR
Hldr | AP FEADN OU=LDAP-USERS , DC=CISCOSYSTEMS , DC=local ., ¥E User
Attribute FEH , IASERAFENAFERHPWEMLEB . 7 User Object Type FEF

, B IS FARR N AP B LDAP objectType BB, &% , AFicZEE%4
objectType B E , EF—LEXNTHAFEH —H , 2 LESHMNRERASZETUUF
AWindows 201232 # T EHHILDAPHI SRR AR FM B KRS HFREUX WM FEROE. 1
Microsoft LDAP %88 TE# N LDP, EUHW T EMEB T , AU THIEAFHNAFERE
DN, AFBMMAPXNKREBEZER, BXUNMAEALDPTBXLAFSERMNFAEE

, BSRA XK #ALDPIRFI A FEMER 2. 1E Server Timeout FERHF , MIAEFEHZ
EMEANR . BXEER 2 F 30 % , RIAMER 2 ¥, %+ Enable Server Status Ei%HE L
BRI LDAP BRS5ER , NEBUMEPUAEER, RANEREZA, 2HEAMEHNER. A TEE
FEREEREEN R

lli i.l Saye Configuration  Bing | Logout | Refresh
LU L A

cisco MONITOR  WLANs CONTROLLER WIRELESS SECURITY —MANAGEMENT COMMANDS HELP EEEDBACK A Home
Security LDAP Servers > Edit < Back apply |
Server Index 1

Server Address(lpwd/lpvo) 172.16.16.200

ort Number

3. MEEBHEWLCLEEBXLDAPRS BRMVFMES , T—TREEATWebHHRIEN
WLAN,

EE A TWeb& HARHIEAWLAN
F—FRABAFBIEWLAN, BERUTESE :
1. EHIE WLAN , FME4I2E GUI % 35 WLANs., BEENE /R WLAN B0, iZBEO5IE T34

2R P ECERY WLAN,
2. EFEHE WLAN , 2 E Newo HEARHIF , WLANE & 3 Web-Auth,



[of LY of ] MOMNITOR  WLAMS CONTROLLER.  WIRELESS SECURITY MANAGEMENT  COMMANDS HELP FEEDBACK
WLANSs WLANSs > Mew
AL Type WLAN -
i LANS

Profile Mame LDAP-TEST

b Advanced
323 (] LDAP-TEST
1D 11 -

3. i Applyo
4. EWLAN>“EditBE O , & X4EEF1Z WLAN IS,

nl'l.lll. Save Configuration | Ping | Logout  Refresh

cisco MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home

WLANs WLANs > Edit 'LDAP-TEST' < Back Apply | =

v WLANs General | Security | QoS | Policy-Mapping | Advanced |

WLANS
b Advanced Profile Name LDAR-TEST
Type WLAN
SSID LDAP-TEST
Status | Enabled
Security Policies [wraz][Auth{BD2.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy All -
Interface/Interface

Group(G) management v
Multicast Wlan Feature | | Enabled
Broadeast SSID ] Enabled

NAS-1D none

% i Status EEAELLS FAWLAN, 3 F WLAN , M Interface Name”FER i B R AV O
o b RIBRETIE B EIWLAN Web-Authf BEZ O,

5. B #“Security” £+, fELayer 3 SecurityFEH , 1% FWeb Policy S 4E , A%
Authenticationi%& I ,

-Illrlll- Sawe Configuration | Ping  Logout | Refresh
CISCO MONITOR  MALA| CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEEDBACK

f Home

WLANs WLANs > Edit 'LDAP-TEST' == Bal:u _A_nl'iJ ,‘
~ WLANs | General | security | Qos | Policy-Mapping | Advanced |
WLANS

» Advanced | Layer2 | Layer 3 | AAA Servers |

Layer 3 Security £ Web Policy
©) authentication

- Passthrough

i

Conditional Web Redirect
: Splash Page Web Redirect

On MAC Filter failureZ2

Preauthentication ACL IPv4 Mone w  IPwE Mone w  WebAuth Flexdcl None w
Sleeping Client || Enable
Over-ride Global Configl® Enable

ZATLGER IR | RERANFERAWeb B RIEXN LB iw#H T EMRIE, %5 Override
Global Config& £ 1E LAARFTEWLAN Web BB RUFELE /S . MWeb Auth type T HL 5 8 fhik %
MRIHIWeb B RIRIEER, tREIERAAZBWebEBRIE, FEZ : 802. 1xEHRIER I
Web & I, XEREEMEA Web BMRRIERT | B AE%ER 802.1x A 802.1x #Y
WPA/WPA2 fEREE 2 BREHE. X1 Web B RIEFERAFTEHMNE 2 BZ2SH,

6. 5 AAA Servers £+, MLDAPARS 8 TR KB IR ERNLDAPIRS 8. MMRFEAK
#h B HE E RRADIUS RS 85 , AT LATE Authentication priority order for web-auth userfield T~ 1% B
BRI %R,



v 'l' i I " Saye Configuration | Ping = Logout | Refresh

cisco MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK A Home

WLANS WLANS > Edit ‘LDAP-TEST [ <Back | apply | ©
ML |E;meral | Security | 605 [ P.aliw-h.rl.np.pl.n_w. l nﬂvano.ed”|
WLANS
b Advance d | Layer2 | Layer3 | AaaServers
=
Interim Update
LDAP Servers

Server 1 IP:172.16.16.200, Port:389
Server 2 None > |Z
Server 3 Mone -

Local EAP Authentication

Local EAP Authentication | |Enabled

m

Authentication priority order for web-auth user

Not Used Order Used For Authentication
LOCAL =] [Dar . [Cun]
RADIUS —— \
- |

M »

7. 8 Apply, XX : TEARGIP , REAE2ERLFENAARHTHRARIE , HEE2ER
£ (Layer 2 Security) ¥ B i%&FF(None).

riF

ERAAES THIARERE ERET.

ERIFHIRE , FERTEAEFRARERBR BRI T,

T B FinfTIF , AP EWebl 55858 % Awww.yahoo.com%FURL. BT A i RED & 450 iIE
, BtWLC&F A P EE [ EI A #WebE FURL.

Fo2RERAFGARPEIL, AFEXAFENZEE , EXTENESAFETIAA , HAEEX
JEiE R K IEBWLC WebfR% 888 action_ URL R Hhttp://1.1.1.1/login.html. BB ASHFERIR
HEFEFPEEM URL ,, EF 1.1.1.1 BV L ERIEO#E,

WLCARIELDAPA P #iEEN A P =T H HRIE, FOKIEKINE , WLC WeblRFB|[LFAFELR
IEENEEMURLEE M im/E 3R EARURL , 121 www.yahoo.coms

@) There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and de not continue to this website.

& Click here to close this webpage.
i Conftinue to this website (not recommended).

= More information



http://www.yahoo.com,
http://1.1.1.1/login.html,
http://www.yahoo.com.
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Login Successiul !
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B RENEETATHEE#THELERR.
ERA AT a5 T HEEREC B E

debug mac addr <client-MAC-address Xx:XX:XX:XX:XX:XX>
- debug aaa all enable
- debug pem state enable
- debug pem events enable
- debug dhcp message enable
- debug dhcp packet enable
LA 2debug mac addr cc:fa:00:f7:32:35% 3 #9 %1 H R~ 45l

debug aaa Idap enable

(Cisco_Controller) >*pemReceiveTask: Dec 24 03:45:23.089: cc:fa:00:£7:32:35 Sent an XID frame
*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Processing assoc-req
station:cc:£fa:00:£7:32:35 AP:00:23:eb:e5:04:10-01 thread:18ec9330

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Association received from mobile on
BSSID 00:23:eb:e5:04:1f AP AP1142-1

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Global 200 Clients are allowed to AP
radio

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Max Client Trap Threshold: 0 cur: 1

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 Rf profile 600 Clients are allowed to
AP wlan

*apfMsConnTask_1: Dec 24 03:45:43.554: cc:fa:00:£7:32:35 override for default ap group, marking
intgrp NULL

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying Interface policy on Mobile,
role Local. Ms NAC State 2 Quarantine Vlan 0 Access Vlan 16

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Re-applying interface policy for client

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Changing

IPv4 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2699)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Changing

IPv6 ACL 'none' (ACL ID 255) ===> 'none' (ACL ID 255) --- (caller apf_policy.c:2720)
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 apfApplyWlanPolicy: Apply WLAN Policy
over PMIPv6 Client Mobility Type, Tunnel User - 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 In processSsidIE:6246 setting Central
switched to TRUE

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 In processSsidIE:6249 apVapId = 1 and
Split Acl Id = 65535

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying site-specific Local Bridging
override for station cc:fa:00:£7:32:35 - vapId 1, site 'default-group', interface 'management'
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Applying Local Bridging Interface
Policy for station cc:fa:00:£7:32:35 - vlan 16, interface id 0, interface 'management'
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 processSsidIE statusCode is 0 and
status is 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 processSsidIE ssid_done_flag is O
finish flag is 0

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£f7:32:35 STA - rates (3): 24 164 48 0 0 0 0 0 O
00000O0CO

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 suppRates statusCode is 0 and



gotSuppRatesElement is 1

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 AID 2 in Assoc Reqg from flex AP
00:23:eb:e5:04:10 is same as in mscb cc:fa:00:£7:32:35

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 apfMslxStateDec

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Change
state to START (0) last state WEBAUTH_REQD (8)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 pemApfAddMobileStation2:

APF_MS_PEM _WAIT_L2_AUTH_COMPLETE = 0.

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 START (0) Initializing
policy

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 START (0) Change state to
AUTHCHECK (2) last state START (0)

*apfMsConnTask_1: Dec 24 03:45:43.555: cc:£fa:00:£7:32:35 172.16.16.122 AUTHCHECK (2) Change
state to L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

*pemReceiveTask: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 172.16.16.122 Removed NPU entry.
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:fa:00:£7:32:35 Not Using WMM Compliance code gosCap 00
*apfMsConnTask_1: Dec 24 03:45:43.555: cc:£fa:00:£7:32:35 172.16.16.122 L2AUTHCOMPLETE (4)
Plumbed mobile LWAPP rule on AP 00:23:eb:e5:04:10 vapId 1 apVapId 1 flex-acl-name:
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 L2AUTHCOMPLETE (4) Change
state to WEBAUTH_REQD (8) last state L2AUTHCOMPLETE (4)

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
pemApfAddMobileStation2 3802, Adding TMP rule

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Adding
Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0

IPv4d ACL I
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan =

16, Local Bridging intf id = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
pemApfAddMobileStation2 3911, Adding TMP rule

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Replacing Fast Path rule

type = Airespace AP Client - ACL passthru

on AP 00:23:eb:e5:04:10, slot 1, interface = 1, Q0S = 0

IPv4d AC
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan =

16, Local Bridging intf id = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =



0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8) Fast
Path rule (contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate =
0, BurstRate = 0

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 172.16.16.122 WEBAUTH_REQD (8)
Successfully plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)
*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 apfPemAddUser2 (apf_policy.c:359)
Changing state for mobile cc:fa:00:£7:32:35 on AP 00:23:eb:e5:04:10 from Associated to
Associated

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 apfPemAddUser2:session timeout
forstation cc:fa:00:£7:32:35 - Session Tout 1800, apfMsTimeOut '1800' and sessionTimerRunning
flag is 1

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Scheduling deletion of Mobile Station:
(callerId: 49) in 1800 seconds

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Func: apfPemAddUser2, Ms Timeout =
1800, Session Timeout = 1800

*apfMsConnTask_1: Dec 24 03:45:43.556: cc:fa:00:£7:32:35 Sending assoc-resp with status 0
station:cc:fa:00:£7:32:35 AP:00:23:eb:e5:04:10-01 on apVapId 1

*apfMsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 Sending Assoc Response to station on
BSSID 00:23:eb:e5:04:1f (status 0) ApVapId 1 Slot 1

*apfMsConnTask_1: Dec 24 03:45:43.557: cc:fa:00:£f7:32:35 apfProcessAssocReq (apf_80211.c:10187)
Changing state for mobile cc:fa:00:£7:32:35 on AP 00:23:eb:e5:04:10 from Associated to
Associated

*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 2,
dtlFlags 0x0
*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 Sent an XID frame
*pemReceiveTask: Dec 24 03:45:43.557: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 2,
dtlFlags 0x0
*pemReceiveTask: Dec 24 03:45:43.558: cc:fa:00:£7:32:35 Sent an XID frame
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP received op BOOTREQUEST (1) (len
322,vlan 16, port 1, encap Oxec03, xid 0x62743488)
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP (encap type Oxec03) mstype
Off:ff:ff:ff:£ff: £f
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
mscbVapLocalNetMask= 255.255.254.0 mscbdhcpRelay=172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.708: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
(local address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 255.255.254.0,

dhcpGateway: 172.16.16.1, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block
settings:

dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
mscbVapLocalNetMask= 255.255.254.0 mscbdhcpRelay=172.16.16.25
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
(local address 172.16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP transmitting DHCP DISCOVER (1)
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP op: BOOTREQUEST, htype:
Ethernet, hlen: 6, hops: 1
*DHCP Socket Task: Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
secs: 0, flags: O



*DHCP Socket
*DHCP Socket
0.0.0.0
*DHCP Socket
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Task:
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*DHCP Socket Task:
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*DHCP Socket
*DHCP Socket
0.0.0.0
*DHCP Socket
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*DHCP Socket
*DHCP Socket
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*DHCP Socket
settings:

*DHCP Socket Task: Dec 24 03:45:43.715:

flags:

.25
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ff:f

6

Task:

0

Task:
Task:

Task:

Task:

Task:
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Task

*DHCP Proxy Task:
572,vlan 0, port
*DHCP Proxy Task:
(mscb=0x40e64b88
*DHCP Proxy Task:
port 1, vlan 16)
*DHCP Proxy Task:
*DHCP Proxy Task:

Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35
Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE
Dec 24 03:45:43.709: cc:fa:00:£7:32:35 DHCP received op BOOTREPLY (2) (len
0, encap 0x0, xid 0x62743488)
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP sending REPLY to STA (len 418,
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP transmitting DHCP OFFER (2)
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
Dec 24 03:45:43.710: cc:fa:00:£7:32:35 DHCP server id: 1.1.1.1 rcvd server
Task: Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP received op BOOTREQUEST (1) (len
1, encap 0Oxec03, xid 0x62743488)
Task: Dec 24 03:45:43.714: cc:£fa:00:£7:32:35 DHCP (encap type 0xec03) mstype
f
Task: Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP selecting relay 1 - control block
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
45:43.714: cc:fa:00:£7:32:35 DHCP mscbVapLocalAddr=172.16.16.25
254 .0 mscbdhcpRelay=172.16.16.25
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP selected relay 1 - 172.16.16.25
16.16.25, gateway 172.16.16.25, VLAN 16, port 1)
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP transmitting DHCP REQUEST (3)
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP op: BOOTREQUEST, htype:
, hops: 1
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
Dec 24 03:45:43.714: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP requested ip: 172.16.16.122
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP server id: 172.16.16.25 zrcvd
1
: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP selecting relay 2 - control block
dhcpServer: 172.16.16.25, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: 172.16.16.25 VLAN: 16
cc:fa:00:£7:32:35 DHCP selected relay 2 - NONE
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP received op BOOTREPLY (2) (len
0, encap 0x0, xid 0x62743488)
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP setting server from ACK
ip=0xacl0107a) (server 172.16.16.25, yiaddr 172.16.16.122)
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP sending REPLY to STA (len 418,
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP transmitting DHCP ACK (5)
Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP op: BOOTREPLY, htype: Ethernet,



hlen: 6, hops: 0

*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP xid: 0x62743488 (1651782792),
secs: 0, flags: O

*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP chaddr: cc:fa:00:£7:32:35

*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP ciaddr: 0.0.0.0, vyiaddr:
172.16.16.122

*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP siaddr: 0.0.0.0, giaddr:
0.0.0.0

*DHCP Proxy Task: Dec 24 03:45:43.715: cc:fa:00:£7:32:35 DHCP server id: 1.1.1.1 rcvd server
id: 172.16.16.25

*ewmwebWebauthl: Dec 24 03:46:01.222: cc:fa:00:£7:32:35 Username entry (Userl) created for
mobile, length = 7

*ewmwebWebauthl: Dec 24 03:46:01.222: cc:fa:00:£7:32:35 Username entry (Userl) created in mscb
for mobile, length = 7

*aaaQueueReader: Dec 24 03:46:01.222: AuthenticationRequest: 0x2b6bdc3c

*aaaQueueReader: Dec 24 03:46:01.222: Callback. ..ot e e 0x12088c50
*aaaQueueReader: Dec 24 03:46:01.222: PrOLOCO L Y e v vt e e e e e ettt e e e e e e e 0x00000002
*aaaQueueReader: Dec 24 03:46:01.222:

ProXyState. « vt e e e e e e e e e e CC:FA:00:F7:32:35-00:00

*aaaQueueReader: Dec 24 03:46:01.222: Packet contains 15 AVPs (not shown)

*LDAP DB Task 1: Dec 24 03:46:01.222: ldapTask [1l] received msg 'REQUEST' (2) in state 'IDLE'
(1)

*LDAP DB Task 1: Dec 24 03:46:01.222: LDAP server 1 changed state to INIT

*LDAP DB Task 1: Dec 24 03:46:01.223: LDAP_OPT_REFERRALS = -1

*LDAP DB Task 1: Dec 24 03:46:01.223: ldapInitAndBind [1] called lcapi_init (rc = 0 - Success)
*LDAP DB Task 1: Dec 24 03:46:01.225: ldapInitAndBind [1] configured Method Authenticated
lcapi_bind (rc = 0 - Success)

*LDAP DB Task 1: Dec 24 03:46:01.225: LDAP server 1 changed state to CONNECTED

*LDAP DB Task 1: Dec 24 03:46:01.225: disabled LDAP_OPT_ REFERRALS

*LDAP DB Task 1: Dec 24 03:46:01.225: LDAP_CLIENT:

(base=CN=Users, DC=CISCOSYSTEMS,DC=1local, pattern=(&

*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT
*LDAP DB Task 1: Dec 24 03:46:01.226: LDAP_CLIENT:
*LDAP DB Task 1: Dec 24 03:46:01.226: ldapAuthReque
base="CN=Users, DC=CISCOSYSTEMS,DC=local" type="Pers

0 - Success)
*LDAP DB Task 1: Dec 24 03:46:01.226: Attempting us
CN=Userl,CN=Users, DC=CISCOSYSTEMS, DC=1local

*LDAP DB Task 1: Dec 24 03:46:01.228: LDAP ATTR> dn
(size 45)

*LDAP DB Task 1: Dec 24 03:46:01.228: Handling LDAP
*LDAP DB Task 1: Dec 24 03:46:01.228: Authenticated
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:3
state to WEBAUTH_NOL3SEC (14) last state WEBAUTH_RE
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:3
*LDAP DB Task 1: Dec 24 03:46:01.228: ldapClose [1]
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:3

Change state to RUN (20) last state WEBAUTH_NOL3SEC

UID Search
(objectclass=Person) (sAMAccountName=Userl)))
ldap_search_ext_s returns 0 -5

Returned 2 msgs including 0 references
Returned msg 1 type 0x64

Received 1 attributes in search entry msg
Returned msg 2 type 0x65

No matched DN

Check result error 0 rc 1013

Received no referrals in search result msg

st [1] 172.16.16.200 - 389 called lcapi_qguery
on" attr="sAMAccountName" (rc

user="Userl"

er bind with username

CN=Userl,CN=Users, DC=CISCOSYSTEMS, DC=1local

response Success

bind Closing the binded session

2:35 172.16.16.122 WEBAUTH_REQD (8) Change
QD (8)

2:35 apfMsRunStateInc

called lcapi_close (rc = 0 - Success)
2:35 172.16.16.122 WEBAUTH_NOL3SEC (14)

(14)



*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 Stopping deletion of Mobile Station:
(callerId: 74)
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 Setting Session Timeout to 1800 sec -
starting session timer for the mobile
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Reached
PLUMBFASTPATH: from line 6972
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Replacing Fast
Path rule
type = Airespace AP Client
on AP 00:23:eb:e5:04:10, slot 1, interface = 1, QOS
IPv4d ACL ID = 255, IPv6 ACL ID
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) 802.1P = 0, DSCP = 0, TokenID = 15206, IntfId = 0 Local Bridging Vlan = 16, Local
Bridging intf id = 0
*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

1l
o

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmwebWebauthl: Dec 24 03:46:01.228: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Fast Path rule
(contd...) AVC Ratelimit: AppID = 0 ,AppAction = 4, AppToken = 15206 AverageRate = 0,
BurstRate = 0

*ewmwebWebauthl: Dec 24 03:46:01.229: cc:fa:00:£7:32:35 172.16.16.122 RUN (20) Successfully
plumbed mobile rule (IPv4 ACL ID 255, IPv6 ACL ID 255, L2 ACL ID 255)

*pemReceiveTask: Dec 24 03:46:01.229: cc:fa:00:£7:32:35 172.16.16.122 Added NPU entry of type 1,
dtlFlags 0x0

(Cisco_Controller) >show client detail cc:fa:00:£7:32:35

Client MAC AdAreSS. ...ttt it ie et cc:fa:00:£7:32:35
Client USErName . .. ... tiummemeeneneeneeeneenens Userl

AP MAC AdAreSS . @it ittt ettt ettt it e ee e 00:23:eb:e5:04:10
AP NaAINE . ¢ vttt vttt ettt ettt ettt ettt AP1142-1

AP radio slot TId. ... ..ttt ittt 1

Client State. ... .ottt ittt e e eieeaen Associated
Client USET GrOUD . « v v vt vttt e et ettt eeeeeeeeeeeennn Userl

Client NAC OOB State. ...ttt ininnnnn. Access

Wireless LAN Td. ...t tm et e teeeeeeeeaeeenn. 1

Wireless LAN Network Name (SSID) ......veeenennn.. LDAP-TEST
Wireless LAN Profile Name...........uiiuvuenenn.. LDAP-TEST

Hotspot (802.11U) .« i iiii ittt e e e e et e eeeeeenn Not Supported
27 20 0 00:23:eb:e5:04:1f
Connected FOr ... ...ttt it i tiieenn 37 secs

Channel . ... ...t e e e e e 36

IP AddreS S . it ittt ittt et e e e e e e e e e e 172.16.16.122
Gateway AddreSS . .. i i ittt ittt et et et e 172.16.16.1
NetmaskK. .o vt e e e e e 255.255.254.0
Association TId. .. ...ttt it 2

Authentication Algorithm........... ... Open System
Reason Code. ..ttt ettt et et et e i 1

Status Code. ... e e e e 0

--More or (g)uit current module or <ctrl-z> to abort

Session Timeout .. ... ...ttt 1800

Client CCX VeIrSIiOmM. v v ittt ittt ettt et ee e eeeeenn No CCX support
QOS LevVel . ottt it e e e e e e e e e Silver

Avg data Rate. ...ttt ettt e e e e e e e 0

Burst data Rate.......... .. 0

Avg Real time data Rate...........ciiiiiiennn... 0



Burst Real Time data Rate.............uiuiiueenn.. 0

802.1P Priority TaAg. e v e et eeeeeeeeeeeeaeeenn disabled

CTS Security Group Tag. ... e e et emeeeneeeeeeeeeennn Not Applicable
KTS CAC Capability . v e e ettt ittt et e eeeeenn No

Qos Map Capability. ...ttt e et eeeen No

L/ S G Yo sk i Enabled

APSD AC S .t it vttt ittt e e e e e BK BE VI VO
Current Rate.... ... .ttt m7

Supported RaALeS. .. v ittt et e et e e e e e e e e 12.0,18.0,24.0
MObility SEALE. ittt ittt e et e e e e e e Local
Mobility MOVEe COUNE . . v vt ittt ittt et ettt eeeeeen 0

Security Policy Completed..........uiiiiunnnnn. Yes

Policy Manager State. ... ... tnteennnnnnnnnn RUN

Audit SesSSion TID. .. i it ittt ittt et e e acl0101900000005567b69£8
ARAA ROLE TVt v i ittt e et et e e e e e e e e e ettt e e e e e none

Local Policy Applied. . ... uuiiiniieee et none

IPVA ACL NAME. .t ittt vttt ittt et ettt iiaaieee e none

--More or (g)uit current module or <ctrl-z> to abort

FlexConnect ACL Applied StatusS..........oeuuuenn.. Unavailable
IPvd ACL Applied StatusS........ououiiiiniennennn. Unavailable
IPV6G ACL NAME. . v ittt vttt ittt et ettt tiaaeeeeeenn none

IPv6 ACL Applied StatuUS......ue ittt eneinnnnnnnn Unavailable
Layer2 ACL NaMe. . . v vttt ittt ettt eeee et eeeeenenn none

Layer2 ACL Applied Status.........ceuuiiiieennnnn. Unavailable
[ =Y o 5 oY= SimpleIP
MDNS StatUs. ...ttt ittt et e it e i Enabled
mDNS Profile Name..........otiiiiiininnnenenn.. default-mdns-profile
No. of mDNS Services Advertised.................. 0

POLACY Ty i it ettt e e e e e e e et e et e e e e N/A
Encryption Cipher. .......uuiiiiiiii et None
Protected Management Frame ...............oeeeon. No
Management Frame Protection............o.oeeeeeee.. No

AN = 5 o Unknown
FlexConnect Data Switching............c.oieeunnn.. Central
FlexConnect Dhcp StatuUsS........iiiiiiinnnnnn. Central
FlexConnect Vlan Based Central Switching......... No
FlexConnect Authentication....................... Central
FlexConnect Central Association.................. No
Interface. ... e e management
VL AN . .t e e e e e e e e e e e e 16
Quarantine VLAN. . ..ttt ittt ettt ettt e eeeeeeenn 0

--More or (g)uit current module or <ctrl-z> to abort

AcCCeSS VLAN. . ittt ittt ettt ettt ettt e 16
Local Bridging VLAN. . .. vttt ittt ettt e ettt eeeennnn 16
Client Capabilities:
CF Pollable. ...ttt ettt et e eeeea Not implemented
CF Poll ReQUESE ..t vttt ettt e e e e e e eeenn Not implemented
Short Preamble. . .......iiiiieeennennennn Not implemented
PBCC . ittt et e e e e e e e e e e e e Not implemented
Channel Agility ..ottt Not implemented
Listen Interval.........iiiiiiiennnnnennn. 10
Fast BSS Transition.............ociuvuen... Not implemented
11v BSS Transition........c..oueiiieenneennn. Not implemented
Client Wifi Direct Capabilities:
WEFD capable. ...ttt e e e e e e e eee e No
Manged WFD capable. ........ e No
Cross Connection Capable............o..... No
Support Concurrent Operation............... No

Fast BSS Transition Details:

Client Statistics:
Number of Bytes Received................... 16853
Number of Bytes Sent........... ... ... 31839



Total Number of Bytes Sent.................

Total Number of Bytes ReCcv.................
Number of Bytes Sent (last 90s)............

--More or (g)uit current module or <ctrl-z> to abort

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of
of

Bytes Rec

v (last 90s)............

Packets Received.................

Packets S

ent....... ... . i

Interim-Update Sent..............

EAP Id Re
EAP Id Re
EAP Reque
EAP Reque

quest Msg Timeouts......
quest Msg Failures......
st Msg Timeouts.........
st Msg Failures.........

EAP Key Msg TimeoutS.............

EAP Key Msg Failures.............

Data Retr
RTS Retri
Duplicate
Decrypt F

1es. i
[T
Received Packets.......
ailed Packets...........

Mic Failured Packets.............

Mic Missi
RA Packet
Policy Er

ng Packets..............
s Dropped......couuuu...
FOTS e vttt et et et eeeeeeenn

Radio Signal Strength Indicator............

Signal
Client Rate
Number
Number

to Noise Ratio.....vvi e,

Limiting Statistics:

of Data Packets Received............

of Data Rx Packets Dropped..........

--More or (g)uit current module or <ctrl-z> to abort

Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of
of
of
of
of
of

Data Byte

s Received..............

Data Rx Bytes Dropped............

Realtime
Realtime
Realtime
Realtime

Packets Received........
Rx Packets Dropped......
Bytes Received..........
Rx Bytes Dropped........

Data Packets Sent................

Data Tx P
Data Byte

ackets Dropped..........
s Sent........ .. i

Data Tx Bytes Dropped............

Realtime
Realtime
Realtime
Realtime

Nearby AP Statistics:
AP1142-1(slot 0)
antennal: 25 secs

antennal: 25 secs
AP1142-1(slot 1)
antennal: 25 secs

antennal: 25 secs
DNS Server details:
DNS server IP .....

Packets Sent............
Tx Packets Dropped......
Bytes Sent..............
Tx Bytes Dropped........

--More or (g)uit current module or <ctrl-z> to abort
DNS server IP .....
Assisted Roaming Prediction List details:

Client Dhcp Required:

False

0.0.

dBm
dBm

dBm
dBm

.0.0

0.0
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