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Cisco NAC Guest Server @ ARE, HE. ATHE. A HEF IR IG5 R Y TR E
RE RS, Guest Server 5 Cisco NAC Appliance = Cisco t4k LAN ##IBEHATHE , BER
EiHRREFHERNTFANERES,

Cisco NAC Guest Server LB X REVET A - 2 ¥ b 6 2 I B 5 B ik 7 FBiE &, Cisco
NAC Guest Server SBEA ( CIZHERKSHVAR ) ITZENSORIE , HAVFBIEABITITED
WL, BFEHE SMS kP FAFEERBLTHE. REKTFHEMNVUEAFK/EHEHLRME
(Y SEREAR IS LU TR 1T IR & o

EBIEBBERFE , RLK AT Cisco NAC Appliance Manager (Clean Access Manager) A ElEE©
1, SR E1FM#IE Cisco NAC Guest Server LA BERITEED, HEFEA Guest Server WHE
BIRERT , AEBMEEEAIRE (BT Cisco o4k LAN #4185 ) IR AR S HRIEER AR RS
(RADIUS) tHi R 3E Guest Server Xt A F# 1T & 17 510 o

e B2k~ 8T , Cisco NAC Guest Server 2 R EKFEEEENE R, EkAIE/E |, Guest
Server fFE1ZM Cisco NAC Appliance Manager il Bk = , 30 & % RADIUS H B KB XM %1%
AIR% (NAD) tk P RIRM BN RKE , ZZNEKESR , NAD X7MERAF.

Cisco NAC Guest Server IRt TEEMTHEMKZ G ICHK , FEREHMNBIETEKF BHEFEH
kP EANTITRESE | WETUBESHLEEBERAERITRSG.

wEHE#BE

Cisco NAC Guest Server M AFZRIBRBREBFFIFRMENAHG,

XA

BERAFPREEAFK/,RIGR ML A

EBA

BIEARVNBHEAFKFHNA. WABERRERENKIFRWALNNAE T, BiFATURKEREL
TERITHEFENMA , BA AR A RTES I B F ( Hl40 Microsoft Active Directory (AD) ) #1T &
BRI R T,

PR & SEHE S %

XERRBREMKZHRWMEEMIZHEAEF. S/, IEXERZBFHERAFPHEIBRRF,
MM EERmARBERKFFAGE, SHEMARIGHR AP BMZBR |, MEEEIZES
BIE Guest Server FTBIZH 15 & ik P SR8 EIX LA,
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XWEHRIPERR

Guest opens Web browser

Web traffic is intercepted by
Wireless LAN Controller and

redirected to login page
Clseo Guast ' :

ﬁn;ﬂi (captive portal)

10.1.1.14 . Guest logs in with details
provided by sponsor
WLC authenticales user
against Guest Server using
RADIUS
Guest can now access the
internet
Guest Access Recorded

G

Guest ] Wireless Access Wireless LAN i
Pont Controller

10.10.51.2

o o4k LAN #2588 (WLC)

FREUATSREE WLC :

1. M LR BB AR
2. BB mlesa O,

3. BLiE RADIUS,

4. BB WLAN R E,

Mgk

WFHBEE , FERAREAER (HW HyperTerminal ) HIRBIRBRERIRKEZEFZNEOESER
. reset system @St A B FHX LR R,

Welcome to the Cisco Wizard Configuration Tool

Use the '-' character to backup

System Name [Cisco_44:36:c3]: WLC

Enter Administrative User Name (24 characters max): admin
Enter Administrative Password (24 characters max): admin
Service Interface IP Address Configuration [none] [DHCP]: <ENTER>
Enable Link Aggregation (LAG) [yes][NO]:no

Management Interface IP Address: 10.10.51.2

Management Interface Netmask: 255.255.255.0

Management Interface Default Router: 10.10.51.1
Management Interface VLAN Identifier (0 = untagged): 0
Management Interface Port Num [1 to 2]: 1



Management Interface DHCP Server IP Address: 10.10.51.1
AP Transport Mode [layer2] [LAYER3]: layer3

AP Manager Interface IP Address: 10.10.51.3

AP-Manager is on Management subnet, using same values
AP Manager Interface DHCP Server (10.10.5<X>.1) :<ENTER>
Virtual Gateway IP Address: 1.1.1.1

Mobility/RF Group Name: mobile-1

Enable Symmetric Mobility Tunneling: No

Network Name (SSID): wireless-1

Allow Static IP Addresses [YES] [no] :<ENTER>

Configure a RADIUS Server now? [YES] [no]:<ENTER>

Enter the RADIUS Server's Address: 10.1.1.12

Enter the RADIUS Server's Port [1812]:<ENTER>

Enter the RADIUS Server's Secret: cisco

Enter Country Code (enter 'help' for a list of countries) [US]:<ENTER>
Enable 802.11b Network [YES] [no]:<ENTER>

Enable 802.1la Network [YES] [no]:<ENTER>

Enable 802.11g Network [YES][no] :<ENTER>

Enable Auto-RF [YES] [no] :<ENTER>

Configure a NTP server now? [YES][no]l: no

Configure the system time now? [YES] [no]: yes

Enter the date in MM/DD/YY format: mm/dd/yy

Enter the time in HH:MM:SS format: hh:mm:ss

Cisco NAC Guest Server

Cisco NAC Guest Server R A& Fif ( flinip . ABEE ) RE IR M7 R EE R IR S R
5%, Cisco NAC Guest Server & Cisco 4t — T4 M4 5 Cisco NAC Appliance f# R 75 Rl & T/E
o AXIEIESBTRIF Cisco NAC Guest Server 5 Cisco WLC £ERHSR , XF USRI EA

PRl P O8I U5 2 B I B PR 48 1 RD

BBUTSRTEAERK :

1. 7 WLC #7510 Cisco NAC Guest Server fERN B3I IEIRSS 85, X %8 B IR 1Y
WLC ( https://10.10.51.2 , admin/admin ) RITLAT B E, 1%E$F Security > RADIUS >
Authentication.
aifvar]ne

MONITOR WLANs CONMTROLLER WJRELESS SECURITY MANMAGEMENT CDMMANDS HELP
Saecurity RADIUS Authentication Servers

Call Stathon ID Type | IP Address =

Use AES ey Wrap [ [Designed for FIPS cushemers and requires a key wrap oompliant RADIUS. server]
Metwinrk EErves

User Management Index Gorver Address  Port 1 Admin Status
= [+ 1 10.1.1.12 18132 Disabled Enabled

Ty

i%# New, 71l Cisco NAC Guest Server By IP #ti3ik (10.1.1.14), HFIMEAZZ4H, BIARE
=4,
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CISCO MONITOR  WiAMs CONTROLLER WIRELESS SECURITY HMAMAGEMENT COMMANDS
Security RADIUS Authentication Sarvers > New
A Server Index (Priority) [a =
Genera
Bihcon IO Server [PAddress [TERRT]

Accnurfing

Falback Shared Secret Format ASCTI =
® TACACS+
Lok
Local Mat Liisrs Shared Sacret |. -
MAL Filtarirsg
Cisabled Clianks Confirm Shared Secret |- pEm
User Login Palicies
AP Policias -
Key Wrap [ [Designed for FIPS pustomers and requines & key wrap compbant RADIUS server)
¥ Lcal EAP
b Prigrity Ordar Port Number [!I:B-l;l
* Access Control Lists o rver Status Enabied 7|
" Wirabess Protection
Policies Suppaort for RFC 3576 [Enabled =
b Web Auth .
Server Timeout [z seconds
b Adwvanced
Network User [+ Enable
Managamant [+ Enabia
1PSec [~ Emable

1% Apply.

atfer]us
CISCO MONITOR  WilANe CONTROLULER WJIRELESS SECOURITY MANAGEMENT COMMANMDS HELP
Security RADIUS Authentication Servers
* AAR Call Station ID Type | IP Address =
General
= RADILS
Aikhantesbion Use AES Key Wrap [ (Designed for FIPS custemers and requires a key wrap compliant RADIUS server)
Acpeanting
Fallback Metwark Sarenr
¥ TACACS+ Usér Mandgement 15 e Sarver Address Podt IPSae A i St
et [= |+ 1 10.1.1.12 1813 Deabled Enabded n

Loca® Nef Lisers
MAL Fikering [+ = 2 10.1.1.14 1812 Dezabled Enaldhad = |
Disabled Charts

User Login Policies

AP Pobces

. 7 WLC A7 n Cisco NAC Guest Server fE7 12tk RS 85, %% Security > RADIUS
>Accounting.

Sage Conhgurshon

SECUNty RADIUS Accounting Servers Epply | BEw... |

v AN Hubwork User Sarver Index Sarver Addross Port 1FSsc  Admin Stafus

Locel Mat Users
MET Frtereg
Drmmbdad Chsnir
Uses Loge Paboses
AP ol

% New, 71 Cisco NAC Guest Server By IP #i3ik (10.1.1.14), HRIMEAZZ4H, BIARE
=4,



CISCO

MONITOR  WiAMs CONTROLLER  WIRELESS

SECURITY

HANAGEMENT

COMMANDS  HELP

Sacurity

- AR
General
= RADILUS
Authenbealion
Accouanting
Fallba ok
» TACACS+
LOWF
Locad Nt Lipery
MAL Fikaring
Cisabled Chants
User Login Policies
AP Polcies

+ Local EAP
Priority Order
Access Control Lists

-

Wirsless Protection
Palicies

Wb Auth

-

Advanced

1%+ Apply.

CISCO

RADIUS Accounting Servers > New

Server Index
(Priarity) R

Sarvar IPAddrass 18.1.1.14

Shared Secret Format | ASCIT =|

Shared Secret [rrwen
Confirm Sharad |'"“
Secrat

Port Mumber |!I.I1!-

Server Status | Ensbied =)
Server Timeout | seconds
Hetwork User F Enabile
IPSec [" Enable

MONITOR  WLANs DONTROLLER WIRELESS

SECUURITY MANAGEMENT

COMMANDS HELFP

Saecurity

w AAA
General
= RADILUS
Aithertication
Acoouniang
Fallback

RADIUS Accounting Servers

HNutwork Surver

Ulmaer Index Server Address
= 1 10.1.1.12
[+ i 10.1.1.14

Port
1813
1813

IPSes
Demabled
Desabied

Admin
Siwbus
Enakded [ -]
Enabled [~}

3. & WLAN ( Foék x ) BAEA NAC Guest Server, 4w WLAN ( £4& x ) » %32 Security i&

Cisco

WLANS

* WLAMs
WLANS

b Adwanced

MONITOR

WLAN: LDONTROLLER  WERELESS

WLAMN= > Edit
General  Security | QeS| Advanced

e
Livgsr 3 Saecurity | Nons o

F Wak Poiicy 7

o Autterixation

" Passthrough

" Conditinnal Web Badirect

™ Splash Pape Web Redirect

Presulhenteation ACL Mane |

Over-ride Global Corfig [ Enable

SECURITY

WMFE, FHE2EZLZLEHNN None , HH5E 3 ERELSEWNNFEA Web Authentication.

MANALEMENT

COMANDS  HELP

1 “Security” £+ T # AAA Servers, TE“Server 1" T , i%3#F RADIUS server
(10.1.1.14), 1=“Server 1"# T , & Accounting Server (10.1.1.14),



anfven]ns

CISCO MONITOR  WiAks C(DNTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELF

WLAMS WLANS > Edil
| -]
AR | Bemeral | vty | QoS | Advanced
i Layer2 | Layerd  AAA Servers
+ Advanced |

Belect AMA derwirs below o everide uvie of defaull servers on tha WLAN

Rmdiiug Sanveng LDAP S&redis
Authenticsfion Sarvorn Acrounting Sarvers Server 1 | Nane i |
[+ Enabied Server 2 | Mene -
Corvar 1 [1P:3000.1.12, Port:iB22 =) [EP:10.1.1.14, Pert-1813 | 7| Server 3 | Mane =
Sereer 2 | Mo =1 | nane L]
a3 [ = [T E—

Local EAP Authenticatios

Local EAP &iuthenlicaliers | Enabled

i%£$#& Advanced &M+, /5 A Allow AAA Override. X /8 iFM NAC Guest RZREBEF N
2B,

siei]is

CISCO MONITOR  WiANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLAMa WLANS > Edit
| Advanced
- WLANs | Mool | Secerky | E |
L i
¢ Advamced Bl AAE Ohyryigs ¥ Enabled DHCP
H-REAP Local Switching 4 [ Esabled BHEP Sarver ™ overige
Erable Sesiien Timesut 7|HUU
Bession Timeok [3e0s) HCP Agdr, Agssignment [ Regquired
hiranet IE ™ Enabied Hanagemest Frame Paotecion [MFP)
Disgnostic C=annel T Enabied
IFuh Crabie Infrastracture MFP Protectian [
Dwerrde Dnberface ACL | Mone =] MFE Cllart Protoction & [ optonal =
PIP Biocking Action | Cinabiled L | BYTH Period (i beston inberals)
Clent Exclusion £ ~ Enabled jea
Timesat Yaiue [sece)] 802.1 34" [2 - 255) |l

802.11kdgin (1 - 259) |t

S¥E : 1£SSID LS FAAA overrideft , NGSER W HEAFHNERESRENTEAP RSN
NS EBERHIXBIWLC, &% Apply REEEH WLAN EiE,

||!I|l|lt
CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP
WLANS WLANs > Edit
v WLANS Ganaral | Security = QoS | Advanced |
WLANS
b Advanced Profile Mame wiraless-1
Type WILAMN
S50 wireless-1
Status = Enabled
Security Policies Web-Auth

[Medifications dorne under security tab will appear after applying the changes.)

Radio Policy Al |
Inite face management )
Broadcast 5510 F Enabled

4. BF R B TE Cisco NAC Guest Server ¥ HIZF AN Radius &P iwo X5 E] NAC Guest
Server (https://10.1.1.14/admin) RKHITU T EE. & : MBEEURLFPIEE/admin , BHEF
B|“E " (Administration) 7T M



)i Cisco NAC Guest Server Adminisiration

CISCO
Malm What weubd you B ba da:
» Add/Edit Local User Accounts
Authentication
« Add/Edit Administrator Accounts
+ Configure Active Directory Authantication
Gues? Policy « Configure NAC Appliance Settings
assward Policy + Configure your Email Server Sattings
e « Select the User Interface Template fo use
AADIUS A3
- « Edit the User Interface Templates

%42 Radius Clients, %# Add Radius. #i A Radius Z2FIR{EE : WIAZH : WLCEREE
o MAIPHbIE : WLCHIP#B1E(10.10.51.2), BAZBELR 1 PRANE —HEZRH, WIAE
HWHER, WA, %F Add Radius Client,

silili Add Radius Client
CISCO
Main Radias Clent has been sdded. Changes will not take effect until Radies service has been restarted
C ~Radius Client
Aurthmrtication i
g I el N
IP Address: [10.70.61.2
Secral [
Guest Polkcy Confitm Sacrat [
BRI P | Cueseription: RELE
A ESWOND | i
|
Devices
| Add Radius Clant Rasal Foem
|
User e rface [

Sarver
Pl e T,

= Cisco 2007 Wersion 100

E¥E3) Radius RS LAEEHREM . #%#F Radius Clients. i%£#F“Restart Radius"fE R HY
Restart,




T IE Radius Clients

CIsco
Main Radius Clients
CAM
AR et e wtion Wi
1] ) s
Guest Policy
Cevices
WG Applar Agd Aiadios | Edit Radius Dot Facius. |
Reszart Ragius
User imerface
- " T any changee are made W the radus oens pleass click the Rasan Radius bubon o i
111 -, Rapan |
Sty i el

Sarver

= Clsoo 2007 Version 100

. ¥ Cisco NAC Guest Server R olZZA# A~ , Bl , Lobby Ambassador. #%# Local Users,
1% Add User, EX : BUITIEBEFEFER. WIARF : lobby., % AZK : Ambassador.
#W AP £ lobby, AR : BB, REAN Default. i A & FHB# 1t 3it
:lobby@xyz.com. 1% Add User,

bl Add a Local User Account
CISCO
Loscal User Accounts can create Quest wer accounts
Main
First Mama: lobby
Aigthenticaton L] M ETE WA RS O OF
Usarname: jobby
SE— T
Gues: Folicy Repeat Password: "
sEMaAma F 7
Group: | DEFALLT =
Devices
Ermail Address; lobbyfiye oom|
Add User | ResetForm
Usar Intertsce .

Sarver
Niarenm SaT

& Clson 2007 Version 1.0.0

AERA AP EZHBBILEKRS, ¥EE NAC Guest Server (https://10.1.1.14) , ERETE
SB|E5PBBEMNAFB/BBER , RAERNTUTEE
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CI15CO

Welcome to the Cieco NAC Guest Server

RNIFERAFKF %R Create, F X : BUNTEEFMAEFER, SIART. MAEK. BIALTH
o MIAEFHERMst, FR : BTN RAIRR, MAKF SR : BE, %£#F Add
User,

el lalfjle
l | Creaba a Guest User Account

CISCO
Malr
Usar A 1
Prin E"':.I: SIS
Reporting

Gl s Cam

+1 (W3] = | (BOa0000

me |08 - [ al

pate[18 =|[Jan =|[2008 =] B8
me[2a =[5 =

e |18 =||Jan w| (2008 - =il
& | Amancailos_Angeded

Add Lisar Rasat Foams

OEEDE WLAN FERBERFE R, NENTEE P HERZIE WLAN ( TE x) -
T Web B BFUAEE @ E Web-Auth BFTT, ¥ : HE , # Ahttps://1.1.1.1/login.html2A
EEMEEERNH, MALELSE 6 RAUERNAERAFE. AESR 6 PEHIERNEHE
o X Telnet %% WLC H £/ show client detail #+RIIREBRE T £FE. HLFE
AR HR , TR RS RN ERE , HBZEP ping FEL.



(Cisco Controller) »show client detoil 89:13:ed:b7:5edd

Cliant MAC AQOreEE. cuvissnssasananssasanansnnnnns B13 a8 T i5e
Cliert USEIMOE . cucosssanssnsasnnsnsnsnsnnasonss podxdcisco.con

AP AL ARITEEE . cavanans s s nasa s ma s s s nam R [ Ll RO e g e s H = S H
Client SEObE. susansssnsnanansnsnnnsnsnsnsnnnsons Associabed
Wireless LAN Idesvavasssonssasanansnasanansnnnnns 1

=2 A7 df o s i f
[0 eI T &8

TP ACreSS s cararanasasarasasisananssabdnsunspandns 18.1.1.22
AEEociation [d. e vacsnannsasansnnsananannnanans 1

uthenticotion AlQOrikm. ... ocvcimvrvnsransennuss Opan Systen
REEE0N Codf . vssavanansssnssasananssasanansnnnnns a

e e L 3]

ZREELI0N TIPMOUT s w v vamannnnsanannnnsanannnnnannns B9

Cliert CLX v ion. cocasansrscanansssssnansnssans 4

Client EZE version. oveuanasasansnssananansnanans 1

M NG s s sarasasasasosanasisisansbasansnasdsdss Dizobled

005 Lavel e vasasanananssanasasanamsnasananannnnns Silvar

Diff Sery Code Point {DECP) .. ..cicscsricsnsssnans dischled

B9 1P PTIOEILY TOQ.u s sausnsnsnansnannnnnnnnunns dizobled

[ I T 1 Enabilled

U=AFS0 S0Pt sawanansssnasasanamssasananannnnns Dizobled
Mobilityw State. ... cicicsnsnicsrsnsnirsrsnsnsnans Lecal

—-Hore-- or {gjult
(Cisco Controller) =J

TR EiRBMTLLANIE 2 (WLC)BINACTH B ERSS 22 (NGS)HIWeb F IR |

BEENWeb S

DRIEEEERAPAPER S KIE. MR Web HHRIERIEIREN CHAP , NI &4 KIER XK

, @A NGS % #F CHAP,

HXER

. Cisco NAC Appliance - Clean Access Manager Z# M EEW#5E . 4.1(3) X

. Cisco NAC Appliance 3Tl 1 T4k LAN #EIgF T i

. Cisco Ft£k LAN #5238 E B 59 7.0.116.0 iX

.- (#¥0 ) Cisco 13RS5 5% (ISE) MFLE LAN ¥ HIEE (WLC) EER

. NAC(Clean Access) : BL R i & A

- BpEiER : FRARNEKRREMEHBNBNBEEN | RA4.1

- BARFZFERH - Cisco Systems
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