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EREH

ER
EZRBTURBZN , BRRECEEUT ZMHEM AR -
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Wireless LAN Controller Layer 2 Switch Lightweight Access Point
(WLC) (LAP)

Cisco Secure ACS server Wireless Client

WLC Management IP address: 10.77.244 204
WLC AP Manager |P address: 10.77.244 205
Wireless Client IP address: 10.77.244.221

Cisco Secure ACS server IP address 10.77.244 196
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CHAP X RAERZTFE ) -
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1. £ RADIUS fRr$588 GUI F & 7 System Configuration. M “System Configuration”ZT #r %1%
Global Authentication Setup.
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EEHE R,
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HikE,
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1. 7£“Aironet Desktop Utility"& O , # 7 Profile Management > New 3 WPA2-Enterprise
WLAN A2 — M EE X . WEIFTR , A3 H4AE A WLAN/SSID & # WPA2-Enterprise
REAEEXEF .

2. 7£“Profile Management’& O/ | 87 General &M+ , 1% 2<HIFT R B “Profile Name”,
“Client Name”f1“SSID"& #. AFEE T OKo
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Profile Settings
Profile Name: | WPA2Entetprise
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§5ID1: |WPA2-Enterpiize

ssibz |

ssiD3 |

I ok || cancel

3. B Security BT , AFER“WPA/WPA2/CCKM LS Al WPA2 REMR, £
“WPA/WPA2/CCKM EAP Type” T , 1%£3% EAP-FAST, # i Configure SAEL [ EAP-FAST i%
.
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Cisco SYSTEMS
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Apply. 241 WPA2-Personal £33 SSID.
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1. 7£“Aironet Desktop Utility"® O # , # &7 Profile Management > New 3 WPA2-PSK WLAN H
FelE— A EEX 4.

2. 7£“Profile Management’& O & |, # i General W+ , iR 2 HIFT =& B “Profile Name”,
“Client Name"f“SSID"& %, RE , £2HOK.
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[ General | Socui Advancadfis Sk T m i e a e e B R R e 8

Profile Settings
Puofile Marme: WPA2-Personal

Chent Name: | WielessClient2

Metwodk Nanmes

S5IDT: |WPA2-Personal
SSID2 .

ssiD2 |

I ok || Cawce |

3. #1 Security W F , RFEZR“WPA/WPA2 Passphrase” A8 Al WPA2-PSK R, 2
i Configure SAEL R WPA-PSK iR E &4,

Profile Management

joeneal] Secwly [agicedf D 0 D e e
Set Securty Options
(O WPA/WPAZ/CCKM WPANPAZ/CCKM EAP Type: |1
) WPA WPAZ Passphease
O 802.1x 802 12 EAP Type:
(O Pre-Shared Key (Static WEP)
() None

| Configwe.. |

Group Polcy Delsy: | B0 :' $BC

| ok || Cance




4. MATAZZAHET OK,

Configure WPASfWPA2 Passphrase

Enter a WPAMMPAZ pazsphraze [8 to B3 A5CH or B4 hexadecimal characters]

abcdefghijkl

QK Cancel

IBiF WPA2 MARERTS

BHERIEEN WPA2 MABRABEERSIHERE , BEMTISR

1. F£“Aironet Desktop Utility"& A & , &R EL & X4 WPA2-Personal , /5 # th“Activate” SAUE
TR Fun i B 4.
2. MEMBNME , LTS ESHRIEKINS WLAN B xB, TARREER

% Cisco Aironet Desktop Utility - Current Profile: WPA2-Personal
@ickion  Options  Help

Current Status | Profile Management | Diagnostics |

Cisco SYSTEMS

M Frofile Mame: wWPAZ-Personal

Link, Status: - Authenticated Metmork,: Twpe: - Infragtiuctune
Wirgless Mode: 5 GHz 54 Mbps Current Channel: 149
Server Bazed Authentication: - Mone Drata Encroption: AES

[P &ddress: 10077 244,221

Signal Strength:  EREEEEEEEEREEEEER Good

Advanced
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AR : ERAdebugii T2 Bl . HZ B XDebugn THEERFES.



//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

- debug dot1x events enable — J5 AAFTEdotIxEHH AR, TEARE TR FHEIEA debug
MERG XX ATZRERS , KAENELITEREE 1T,

(Cisco Controller)>debug dotlx events enable

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP - Request/ldentity
to nobile 00:40:96: af: 3e: 93 (EAP 1d 1)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Received EAPOL START from
mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Sending EAP-Request/Identity
to mobile 00:40:96:af:3e:93 (EAP Id 2)

Wed Feb 20 14:19:57 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response packet with
m smatching id (currentid=2, eapid=1) from nobile 00:40: 96: af : 3e: 93

Wed Feb 20 14:19:57 2007: 00:40:96: af: 3e: 93 Received Identity Response
(count=2) from mobile 00:40:96:af:3e:93

Wed Feb 20 14:19:57 2007: 00:40:96: af : 3e: 93 Processing Access-Challenge
for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20: 00 2007: 00:40:96: af: 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 19, EAP Type 43)

Wed Feb 20 14:20: 00 2007: 00:40:96: af: 3e: 93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:00 2007: 00:40:96: af: 3e: 93 Sending EAP Request from AAA
to mobile 00:40:96:af:3e:93 (EAP Id 20)

Wed Feb 20 14:20:01 2007: 00:40:96: af: 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢c3:¢c0 -0
Wed Feb 20 14:20:29 2007: Resetting the group key tinmer for 3689 seconds on
AP 00: Ob: 85:91: ¢3: c0

Wed Feb 20 14:20:29 2007: Creating dotlx interface with key 00:0b:85:91:¢3:c0 -1
Wed Feb 20 14:20:29 2007: Resetting the group key tinmer for 3696 seconds on
AP 00: Ob: 85:91: ¢3: c0

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAPOL START from
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/Identity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 22)

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Received |ldentity Response (count=3)
from nobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 22 ===>
19 for STA 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 19)

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 19, EAP Type 3)

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 20)

Wed Feb 20 14:20:30 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP Type 43)

Wed Feb 20 14:20:30 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 30 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP 1d 21)

Wed Feb 20 14:20:31 2007: 00:40: 96: af : 3e: 93 Recei ved EAP Response from
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21, EAP Type 43)

Wed Feb 20 14:20:31 2007: 00:40:96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to



nmobi | e 00: 40: 96: af : 3e: 93

Feb 20 14:20:31 2007:
ile 00:40:96: af : 3e: 93

(EAP Id 22)

00: 40: 96: af : 3e:

(EAP Id 22, EAP

93 Recei ved EAP Response from
Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 23)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 23, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 25)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 25, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 26)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 26, EAP Type 43)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 27)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 27, EAP Type 43)

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Rej ect for
nmobi | e00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP-Failure to

mobi | e 00: 4096: af : 3e: 93 (EAP I d 27)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e:93 Setting quiet timer for 5 seconds
for nobile 00:40:96: af : 3e: 93

Wed Feb 20 14:20:31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/Ildentity to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 1)

Wed Feb 20 14:20:31 2007: 00: 40:96: af : 3e: 93 Recei ved EAPOL START from

nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 31 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP- Request/ldentity to
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 2)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Received ldentity Response (count=2)

from nobil e 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for

nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 2 ===>
20 for STA 00:40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to

nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 20)

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 20, EAP
Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21)

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:
mobi | e 00: 40: 96: af : 3e: 93 (EAP Id 21, EAP
Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e:

Type 3)
93 Processing Access-Chal |l enge for

93 Sendi ng EAP Request from AAA to
93 Recei ved EAP Response from

Type 43)
93 Processing Access-Chal |l enge for



nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 22, EAP Type 43)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Processi ng Access-Chal | enge for
nmobi | e 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 WARNI NG updat ed EAP-Identifer 22 ===>
24 for STA 00: 40: 96: af : 3e: 93

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Sendi ng EAP Request from AAA to
nmobi | e 00: 40: 96: af : 3e: 93 (EAP |Id 24)

Wed Feb 20 14:20: 32 2007: 00: 40: 96: af : 3e: 93 Recei ved EAP Response from

nmobi | e 00: 40: 96: af : 3e: 93 (EAP Id 24, EAP Type 43)

Wed Feb 20 14:20: 32 2007: 00:40:96: af: 3e: 93 Processing Access-Challenge

for mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 Sending EAP Request from AAA
to mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 Received EAP Response from
mobile 00:40:96:af:3e:93 (EAP Id 25, EAP Type 43)

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e: 93 Processing Access-Accept for
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af: 3e: 93 Creating a new PMK Cache Entry for
tation 00:40:96:af:3e:93 (RSN 0)

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 Sending EAP-Success to

mobile 00:40:96:af:3e:93 (EAP Id 25)

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 sending default RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00:40:96: af : 3e: 93 sending Key-Mapping RC4 key to
mobile 00:40:96:af:3e:93

Wed Feb 20 14:20:32 2007: 00: 40: 96: af : 3e: 93 Received Auth Success while in
Authenticating state for mobile 00:40:96:af:3e:93

- debug dot1x packet enable — 5 F1802. 1x¥#E &8 B W =,
. debug aaa events enable — /5 FiFT BaaaE 4 iRH A H,

HXER

. WPA2 - Wi-Fi &% 58 2

. BT L&BEMESIEENIE RADIUS RS 8T EAP-FAST S A1 iF &l B /=5
. WLAN #2488 (WLC) fh EAP 5 {51 iF 49 #¢ I 7= 51

- WPA B E#R

- ERERTRE

- BARFZFERE - Cisco Systems



http://www.wi-fi.org/knowledge_center/wpa2/?referring_site=bodynav
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a00808e5d6b.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps4570/products_configuration_example09186a00801c40b6.shtml?referring_site=bodynav
//www.cisco.com/web/psa/products/index.html?c=278875243&referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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