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THEHALZEEP IR ECAIEH
AEFPIRERERE P IRIEP

BERimiZ g FtBABZLRIETFIRHEAP-TLS
ﬂl’tun'n

HXES

1Lk

RXENBEBRNTLRBEMEFZR(WLC)REEA 7T & & 2 WU (EAP)BRSS 88 AX TT4& A
P37 BRI,

=N

Aith EAP RAFAFPNELE R REAMBITEARIINGHRIESZ, CRITATEEDILE

, HEmREHPMEANABEHRIERSSH[XAN , ZBDPLNEFERESLELEFRNERE, BR
Zlﬂii’gEAPH‘f ?“%U%%?Eé%ﬁ?lﬁﬂ&%%ﬁ%ﬂﬂiii’gﬁﬁ?i&ﬁﬁ T SH BR 3T S8 28 5 1756 1iF BR 55 25 f9 1<
i, Zki&EAPMZIKi&FHFﬁEﬁ:iPEE %ﬁlﬂTﬂlX(LDAP)Fiﬁ‘ﬁﬁiEJﬁh%)ﬂF‘ EUELAR AP 31T
SMHRIUE, REAPFRFSBNELEF iR BNEEREAP(LEAP), BXZ£BENEAPRE
54 (EAP-FAST)MIEAP/: i /2 T £ (EAP-TLS) & 10,

BEE , MRWLCHELRBAIRADIUSIRSESEE , N AEAPIRSZ BT TAH. FiESHRKILE
REBSE L E 2 FBAERADIUS |, EEIARMEAPRS R T, MRWLCAEEIHNERADIUSIRS 85
MIERE , MAREAPIRS BENENRS. REEL£BRADIUSERFSHEE , ZIKi&EAPHEﬂ%%H
4Eﬂ*ﬁ3,§zdnki§o ZIKi&EAPHEKEE%J&J%ﬂﬂE:E?% I HMWLCH R i, iﬁwﬁhﬁz
WLC%%EJ;IEAPW RERE S —MNWLCHITH M RIE, B/ WLCEHREEBED E’JZI&i&EAPH&ﬂ%E
FMEBEANBIEE,

AR FAXERS A LEWLCE A EPradius RS 88 KX E K,



config wlan disable
config wlan radius_server auth disable
config wlan enable

A#EAPRRSS B8R 4.1 171. 0B AR A B B S AR AR AR ST LA T

. LEAP
. EAP-FAST ( AP B/ZBMES )
. EAP-TLS

KRR

ER
Cisco BB THUTE®R :
- RXTFARERIRERE WLC IREEAS (LAP) BWAIHR

- BEREARBI(LWAPP)HIEL R LK EHR
- AN EAP B 350 UE AV E A AR,

SERNEH
RPN EEETFUTHEMELERA
- Windows XP , %48 CB21AG &Ei2F+# Cisco Z2£RFZFF ik 4.05 ik

. BR4400Tc4& LANIZR4884.1.171.0
- Windows 20008k 55 28 £ B9 MicrosoftiAiE 2

A0

BFERAMANGEMER | B35 Cisco BARRRRHAN,
EENELREMEGES EREARBEAP
A R4E % WLC HE AR B B 5 M.

i EAPE i

EREXHMEAP , FEEUATEHR

1. AMARERF : MGUIR, iE#ZFSecurity > Local Net Users > New , % AUser Name.,
Password, Guest User, WLAN IDFDescription , A5 & 5Apply.


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

TS LI L

MOKMITOR  SALAN CONTROLLER wR S5 SECURITY MAMAGEMENT COMMANDS
Security Local Wet Users > Mew = Back | Apply
~ ALA User Mame GApUSETE
General
= RADTLS
Authantication Password raranass
Accourbag
FTACACE+ Confirm Password sasamams
LOAF
o FRerog Guest User (|
Dizahled Clicrts
Uses Login Policies WLAN 10 T B
AR Policigs .
L '-g“l E'I'F" Description Employae user local database
FETS

FECLI% |, 7] LA B config netuser add <username> <password> <WLAN id>
<description>tw % : XX : ATZRERE , kv S ERRFE =T,

(Cisco Controller) >config netuser add eapuser2 ciscol23 1 Employee user local database

2. BEAPERRZINF., MGUIF | &#ESecurity > Local EAP > Authentication Priority. $&/&
%EIFLDAP , B <"##4l , RE 2 EHApply. X2EHENAFPZIERARBIHEES,

el

CISCO Wiahs € LER WIRELESS SECURITY MARAGEMENT  COMMANDS

User Cradentials

Aid¥arntal AR - Lo AL el
w TR RS % i o

F
1
I

w Local EAP

MCLI:

(Cisco Controller) >config local-auth user-credentials local

3. MIMEAPELE X : EMGUIRITILIRE , iE%$F Security > Local EAP > Profiles , RE %t
New, HHEIFEON , BAEEXHBF (Profile Name) , SR/5 % &“BIA"(Apply).



CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS HELP

Local EAP Profiles Hew.. | Apply |

Prafile Hame LEAP EAP-FAST L&P-TLS

Local EAF Profiles > New ‘—I"“" _I'"’

Prafiln Nams [eeates

&t 7] LA F CLIdn > config local-auth eap-profile add <profile-name>#ifTUL#R1E, TEBRATH
RIS, BB X E i HEAP-test,

(Cisco Controller) >config local-auth eap-profile add EAP-test

. BEAPEL B4R IS E. MGUIFIEESecurity > Local EAP > Profiles , REEHERER
BRI ENE B SXHBFr. AN RBIEALEAP, EAP-FASTHIEAP-TLS, #HApplyAig
PP

L -]
E&P-FART =
-
-
I&P-TLR =
(TR i R e [ T
= Lecal EAP Cleprrl O ol i i o R gpaired F tnales
Coft@flca e nuind vande m
b Priarity Crder Chnch apalmat CA ot il ol o5 @ Erpldad
L iFml LI
e e Werlfy Corificale G4 ldentRy I pnatiss
b 1P {avin
Warpds y Poale i Chochk Cert Hcale Date W alldiiy ' Enaties

Poalic s

&34 7] LA i Fi CLI%n % config local-auth eap-profile method add <method-name> <profile-
name>, ERBIEES , BIEEEXHFEAPARRIN=F AL, FZENLEAP, EAP-
FASTHEAP-TLS , HF5EB %D 5l Hleap, fastfltls, i HERCLIEEESH S :

(Cisco Controller) >config local-auth eap-profile method add leap EAP-test
(Cisco Controller) >config local-auth eap-profile method add fast EAP-test
(Cisco Controller) >config local-auth eap-profile method add tls EAP-test

5. MBEAPH EN S, XA TEAP-FAST, EERENSIHEIE : Server Key(server-key) —



AT /2 ZRPIGREIEPAC) ( T8 ) WRFSEEEE . PACHLERE (pac-ttl) —
REPACKHAEFE, BAUD (F|MMD ) — REFPUIFIRE. ERAER (ER|ER) —RE
EAATERAD. RAMBERTERAZED, N TEIGUIHHTHEE , i§i%ESecurity >
Local EAP > EAP-FAST Parameters , /5 il APACHIServer key, Time to live for the

PAC, Authority ID ( +758 % ) #Authority ID InformationfE.

NTROLLER

MONTOS o

LT RATHEAP-FASTREXLESHMCLIEESR T :

(Cisco Controller) >config local-auth method fast server-key 12345678

(Cisco Controller) >config local-auth method fast authority-id 43697369f1 CiscoA-ID
(Cisco Controller) >config local-auth method fast pac-ttl 10

. BAS/NWLANK &b B4 - NGUIR |, ETIEBR 2 EiEBWLAN , REEEENHEE
Aih HHKRIEBWLAN, REFETRFHED., RHRL>AAA"ETF, %P Local EAP
Authentication , SA/EM T B K B %R IEBAIEAP Profile Name , J1LA T RABIFFR

- VLANS General | Securdty | QuS | Advanced

Layer?  Layer 3 LA Seriers

Spbect LA gorpery bedam to gyermade g of def palt cerpery an they W 8%

Aadsn wereens LEBAF ververs

Butleembs absan Servers  Bocsmmbineg Sereees Sarvar 1 m

F paabied Servar 2 [one 5

Server 1 [Hare =] [vara 2] Serred m
Sarver 1 | Hate u] | e ]
Sarver ] |More ] [ erm 5]

Liwt ll £ AP Moithr milse absaa

wochl FAP Sumtertiaters I fogiias

L% Brofi R e -

#&3% T] LA & HCLI config wlan local-auth enable <profile-name> <wlan-id>BE &5 , 20T Ff
N
(Cisco Controller) >config wlan local-auth enable EAP-test 1

BBEI2ERLES M, BEGUIRER , E“WLANGSE B O D IR >8R &+ , M
“BoOR T TR E I BWPA+WPA2, E“WPA+WPA2S AT |, IJWPAMZRIZE R
TKIPFIWPA2INZZAES, AJE 2T Applyo



il I Il | I Sare Configuration Pirg Logout  Refresh
L ]

CISCO FICIMIT WLANS JTROLLER.  WIRELE
WLANS WLANS = Edit = Baik Apply
- General | Security |. Qo5 { ndvanced

T EreE Layer2 | Layer3 | AAA Servers |

[ M Filrering
WPA+WPAZ Parameters
WPA Folicy
WPA Encryption [ aes
WEAZ Policy

WPAZ Encreption AES Cree
Auth Ky Momt 02.1x bl

~ DA
ZECLIH , ERAUT®T
(Cisco Controller) >config wlan security wpa enable 1

(Cisco Controller) >config wlan security wpa wpal ciphers tkip enable 1
(Cisco Controller) >config wlan security wpa wpa2 ciphers aes enable 1

RERE:

(Cisco Controller) >show local-auth config

User credentials database search order:
PrimMaTY ottt et e e e e e e e e e e e Local DB

Timer:

Active timeout ...... ..ttt e Undefined

Configured EAP profiles:
Name ..cccceceececcccccccccscccsccccsccsccscscsscecsses EAP-test

Certificate issuer ...........oiuiiiuunnnnn. cisco
Peer verification options:
Check against CA certificates ........... Enabled
Verify certificate CN identity .......... Disabled
Check certificate date validity ......... Enabled

EAP-FAST configuration:
Local certificate required
Client certificate required ............. No

Enabled methods .....cccceeeeeccececcccsssso.. leap fast tls

Configured on WLANS ....cccccecccccccccsaas 1

EAP Method configuration:

EAP-FAST:
--More-- or (g)uit
SerVer KeY ittt e e e e e <hidden>
TTL for the PAC ... ... ittt 10
Anonymous provision allowed ............... Yes
AUthority ID .ttt ittt e e e e et e e 43697369£10000000000000000000
Authority Information ..................... CiscoA-ID

{# Fishow wlan <wlan id>f 5 AT LA E Blwlan 18 ES I -

(Cisco Controller) >show wlan 1

WLAN Identifier........ ... 1

Profile Name. . ...ttt et e et e e e e e e e austinlab
Network Name (SSID) vt i ittt ittt et ettt ettt eeeea austinlab
SEaLUS .« it e e e e Disabled
MAC Filtering. .. vii ittt et e et ettt e e e e Disabled
Broadcast SSID. .. i i ittt ittt et e e e e Enabled
AAA Policy Override. ... ...ttt Disabled

Number of Active Clients.........iiiiiiiiieennnn 0



Exclusionlist Timeout.........ouiiiemmnennnennnnn 60 seconds

Session TimeoutL ... ...ttt ittt 1800 seconds
Interface. ..o e e management
WL AN ACLie v v e e e et et e e e e e e e e e et e e e ettt unconfigured
DHCP SOIVET t v ittt ettt e et e ettt e et e e e e et ee e Default
DHCP Address Assignment Required................. Disabled
Quality of Service...... ... Silver (best effort)
L Disabled
CCX - AlronetIe SUPPOTt .. v v it i ettt et e eeeeeennnnn Enabled
CCX - Gratuitous ProbeResponse (GPR)............. Disabled
Dotll-Phone Mode (7920) ..ot v ittt e Disabled
Wired ProtoCol. . ...ttt ittt e eeeen None
--More-- or (g)uit
IPVE SUDPPOTE o ittt ettt e ettt et e e e e e Disabled
RAAIO POLldCY e ittt et e e ettt e e e e et e e e All
Local EAP Authentication........ceeeeeeecccccccss Enabled (Profile 'EAP-test')
Security
802.11 Authentication: .......c.uueeeeeeennnnnn. Open System
StAtIC WEP KeY S . ittt ittt ettt ettt ettt eeeeeeennn Disabled
B2 . L e it e e e e e e e e e Disabled
Wi-Fi Protected Access (WPA/WPA2)....ccceceees Enabled
WPA (SSN IE) cccceeececccccccccococcccssnnscse Enabled
TKIP Cipher....ccceeeecececeeseccccenans Enabled
AES Cipher. ...ttt eeeean Disabled
WPA2 (RSN IE) cccceeececccccccccococcccssnnscse Enabled
TKIP Cipher. ...ttt ettt et eeeeenn Disabled
AES Cipher...ceceeeececeesccccseasaccnsns Enabled
Auth Key Management
B02 . I ittt e e e e Enabled
POK e e ettt e e e e e e e e e e Disabled
CORM . v it et e et e e et e e e e e e e e e Disabled
0 Disabled
TP SECULIEY e i ittt ettt et e e e e e e e e e e e e et Disabled
IP Security Passthru..............0uiiiiinnan.. Disabled
Web Based Authentication...................... Disabled
--More-- or (g)uit
Web-Passthrough. .. .... ... Disabled
Conditional Web Redirect...................... Disabled
AUEO ANChOT . ¢ttt ittt et e e e e e e Disabled
Cranite Passthru...........c.ooiiiiinnnnnn. Disabled
Fortress Passthru............ ... . ... Disabled
H-REAP Local Switching...........oiiiiieeen.. Disabled
Infrastructure MFP protection................. Enabled
(Global Infrastructure MFP Disabled)
Client MEP. .ttt ettt et et e e e e e e e e Optional
Tkip MIC Countermeasure Hold-down Timer....... 60

Mobility Anchor List
WLAN ID IP Address Status

R B BEMA S HRIESH , #Hr2EHENITAE. itet2iEEEFTBRADIUSHR
KER A EMERERAARBEAPH BB R, MGUIF | %£ZESecurity > Local EAP > General 1%
EE{“‘E—.HEO %Eifﬁ AppIYO



Saue Confiqueatian Fing Lagout  Refre
ali]ie v : Eing  Lagout R

CISCO MOMITOR  WlLAMs COMTROLLER  WIRELESS SECURITY  MAMAGEMEMNT COMMAMNDS  HELP
Security General Apply
¥ ALL Local auth Active Timeoutt (in secs) [ea

LT
= RADIUS
I T B, ¥ The Hnacud pevkad Guring wivish Locas EAR wil! sfnaps be
L paed after ol Eadies Seruers e fadnd
Aonourting
P TRCACS+
LA P
Lacal Met Lssr
..'q'-. FitEnng
Disabled Clierts
ser Login Policies
AF Policies

MCLIZHET®HS :

(Cisco Controller) >config local-auth active-timeout ?

<l to 3600> Enter the timeout period for the Local EAP to remain active,
in seconds.

(Cisco Controller) >config local-auth active-timeout 60

L& & Hishow local-auth config@n Y , AT SARE b it 251 BBIMNE.

(Cisco Controller) >show local-auth config

User credentials database search order:

2ol 5117 VY Local DB
Timer:
Active timeout .......ccccceeccccccacccaccnns 60

Configured EAP profiles:

Name ..o e e e e e e e e e e e EAP-test
Skip

.izﬁ%%‘%%iﬂi#buﬁ?ﬁpm , AIAEAGUIZCLI, MGUIF , NTREBR & PiEF SR, A
EMNAEMSIRAPER EEXH, N XHFEE(File Type) TR & ik ZE“PAC(Protected
Access Credential)’(PAC(Protected Access Credential)), ¥ AFFHE , REEH LR,

P paut
[ Il llllll Ping  Logout
Cisco WiAKs  COMTROLLER  WIRELESS  SECURITY  MAMAGEMEY

Commands Uplaad file from Contraller Clear | Dpload
Download File File Typa PAC [Pratactad Accass Cradantial] "!'l
Rebook Usar { idantity) |testl
Reset to Factory Default
) validity {In days) |50
Set Tima
Password LTI
Confirmn Password :nnnn

TFTP Servar

IF dcdress 10111
File Path [+
File reame |rranuzl.pac

FECLIFBALTHS :

(Cisco Controller) >transfer upload datatype pac
(Cisco Controller) >transfer upload pac ?

username Enter the user (identity) of the PAC



(Cisco Controller) >transfer upload pac testl ?
<validity> Enter the PAC validity period (days)
(Cisco Controller) >transfer upload pac testl 60 ?
<password> Enter a password to protect the PAC

(Cisco Controller) >transfer upload pac testl 60 ciscol23
(Cisco Controller) >transfer upload serverip 10.1.1.1
(Cisco Controller) >transfer upload filename manual.pac

(Cisco Controller) >transfer upload start

L0 T TFTP

TFTP Server IP. . ...ttt ittt 10.1.1.1
TFTP Path. ...ttt e ettt e eeee e /

TFTP Filename. . .o v vttt ittt et e ettt et e eeeeeenn manual .pac
Data Ty . it it i et et e e e e e e e e e e e e e e e e e e e e PAC

2N G U = = testl

PAC Validity . v i ittt ittt e e e e e e e e e e e e 60 days
PAC PasSSWOTA. ¢ vt v it ittt et eete et e teee e eeeeaeeeennn ciscol23

Are you sure you want to start? (y/N) vy
PAC transfer starting.
File transfer operation completed successfully.

Microsofti\iE A 4

EFEHEAP-FASTE2MRFMEAP-TLSEMRIE , WL.CHIFIERFImRZFLMEFERIES , #E
& AR ATEUE B AR AR 22 HAE

RE

R Windows 2000 Serverid R ZFKIEBMA MRS , WEELEE.

E £ Windows 2000 Server L #;EMicrosoftiE M AN , FEKA TSR :

1. NEREIER S |, EB R/ EBRERF
I;_ﬂl Control Panel

-1 | & | Accessibility Options
L 2% add/Remove Hardware
s Add/Remove Programs

trol Panel B3] Administrative Toolday
. il )




Add New
Programs

Add/Remove
wind s
Components

2. TE Ao 3 33 3 b0/ BRWindows 4R 4 .
3. REERESF.

E;H Add/Remove Programs

Currently installed pi

Apache HTTH

Click here fFor

To lf]'.'-ﬁF:l]E' |'_|'|I=_'-
computer, clicl

X CiscoSecure Al
(@) Ethereal 0.10.
FileZilla (remaov
&7 IPTV Viewer

i Java 2 Runtim¢
™ Java Web Star
= LoaPExplorerT



Windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows 2000,

To add or remove a component, chick the checkbox. A shaded box means that only
pnut t:in;&'-e component will be installed. To see what's included in a component, click
etails.

121MB &

00MB
v 'ﬁ[ntemzl Information Services [I15) 216 MB
1 34 Mananement and Manitnina Tanks 52 MR ll
Descnpbior:  Installs a cerihcation authomty [LA) to 1ssue cerbhcates for use with

pubbc key secunty apphcations.
Total disk space required: 0.0 MB Details I
Space avalable on disk: 42059MB
¢ Back Net > Cancel |

Eﬁﬂféiz Bl FERMLES

Microsolt Certificate Services

/ After installing Certificate Services, the computer cannot be renamed and the computer cannot join or be removed
[ From a domain. Do you want ba continue?

4. ZEEZRERMVIEPMANEERE, EC/ZFEAIMZIN | EikiFEStand-alone root CA.



Windows Components Wizard

Certification Authority Type
Thete ae four lvpes of certibcation authonties.

Cestification Authonty types: Description:
" Enrterprise root CA The mostiusted CAinaCA  ~ |
E hierarchy. Does not require
(" Enterpise subordinate CA 1Active Directory.
(1. Stand-alone root CA
Stand-alone subordinate CA ;'

[ Advanced options

< Back Newt » Cancel

5. MABXRNEFLHLERFE. WERNENIEPMRIWZELRIES, I2EEEAN
CAZ R, UERMRIFHERFEEREES . ARHEI6EMMicrosoft B I RIARIE

Windows Components Wizard

Data Storage Location
Specify the storage location for the configuration data, database and log

Certificate databasze:

C:WIMMT haystem 32 Certlog Browsze. ..

LCerhhicate databasze loo:
|I:: WM T Yeystem3Z2WCertLog Browse. ..

™ Store configuration information L%a shared folder
Shared folder:

L) o B
L |

< Back Mext » Cancel




6. Microsoftilf 57 & #1853 BR 5 E A IS Microsoft Web Server ka2 EE R P ig MRS BIEP,
CEEAMEFRSHISEKS

Microsoft Certificate Services E3

"E Internet Information Services i running on this computer, Youw must stop this service before proceeding, Do you want
L]

to stop the service nows
OO0k ) Cancel [:§|

Microsoft Windows 2000 ServerIfl E Z& RS . BEEHFWindows 2000 ServerZ&E K E S
BELZZEH I WindowstH 4, MECZEIEPMEAN,

£ BDITCL B 15 P 2 15 B Fh 22 e

EREBR L BIE NI HIES ARt EAPIRSS 85 £ F HEAP-FASTESE2RRFIEAP-TLS , BHITUA TS
R

1. EELLANZ SIS F RRIZRIUEH,

2. G N ECAIES T B TL 15 M2 688

3. MELLANZHIZREL & N EAEAP-TLS,
BEE , BRI REIF |, 75E1ESIBR S5 28 (ACS) 5 Microsoft Active Directory FMicrosoftilE
PMENBLZEER—SENL , BNRACSESHUTHMRSEE L , MEERMER.

EXLXBEMEZEERR LR EEIES

BERATTR :

1.0 BERESAZEIWLCHIES , BEKA TSR . #Fhttp://<serverlpAddr>/certsrv, %% H
F—NMEP , RERGT—F, EREBRERHEG TP, EERFEAREBIY CAEBX
EPERFEHT—F". FCertificate Template (AE HHHR)iLEWeb RS 28 H i AR E R
o REFHARICATEH, E , BRKIAFTERITENFRZEMNIESR,

2. EN\PCRRIEP , BERATEE : T Internet ExploreriX| i85 , ABFEFR TR
">“Interneti®M">“N A", F HCertificates. M\ TR K E HERHLZEESR, £ EHEXxport. £
HiNexti X , A/Ei%$RYes export the private key, I APKCS#12 ( .PFXHER ), kEB
ABRKfY. BABBE, SEHEREDIXH<tme2.pfx>H,

3. fFFPKCS#121& RV P & # B L% 7 OpenssIfVEMIITE AL , LUFH IR FPEMIER,

openssl pkcsl2 -in tme2.pfx -out tme2.pem
!--- The command to be given, -in Enter Import Password: !--- Enter the password given
previously, from step 2g. MAC verified OK Enter PEM pass phrase: !--- Enter a phrase.
Verifying - Enter PEM pass phrase:

4. FHEBRHPEME X IRFZIUEH THEIWLC,

(Cisco Controller) >transfer download datatype eapdevcert

(Cisco Controller) >transfer download certpassword password

!-—— From step 3. Setting password to <ciscol23> (Cisco Controller) >transfer download
filename tme2.pem

(Cisco Controller) >transfer download start

1 Y L TFTP
[0 2= > B 5 Y = PRI Vendor Dev Cert



TFTP
TFTP
TFTP
TFTP
TFTP

This may take some time.

Are you sure you want to start? (y/N) vy

TFTP EAP Dev cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

5. EMEEE , REILEH,

(Cisco Controller) >show local-auth certificates

SEIVET TP . i ittt it ittt ettt ettt
Packet TimeoUL . ... v vttt ittt it e e
MaX ReELTIES .. i i ittt ettt ettt et e

Certificates available for Local EAP authentication:

Certificate issuer ............iiiiiiiinnnnnnn vendor
CA certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Valid: 2007 Feb 28th, 19:35:21 GMT to 2012 Feb 28th, 19:44:44 GMT
Device certificate:
Subject: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme2
Issuer: C=US, ST=ca, L=san jose, O=cisco, OU=wnbu, CN=tme
Valid: 2007 Mar 28th, 23:08:39 GMT to 2009 Mar 27th, 23:08:39 GMT

P HMECALEH TRBITLBE MR HIEE

BERATIR

1. ERRENECAILES

, BREBRIAT SR : #Ehttp://<serverlpAddr>/certsrv, i%iZRetrieve

the CA Certificate(f TRCAIE+) , AR E HNext, ERECAIE+H, £ EHDER encoded, i

“Download CA certificate( T8 CAIE+)”

, FHEB R F Rrootca.cer,

2. £ Fopenssl| x509 -in rootca.cer -inform DER -out rootca.pem -outform PEM £ 454 B
CAMDERERERNPEMMER.. it 3244 HPEMHE X Wrootca.pem,

3. TR N BECAILES :

(Cisco Controller)
(Cisco Controller) >transfer download filename ?
<filename>
(Cisco Controller)
>transfer download start ?

(Cisco Controller)

(Cisco Controller) >transfer download start

This may take some time.

Are you sure you want to start? (y/N) vy

>transfer download datatype eapcacert

Enter filename up to 16 alphanumeric characters.

>transfer download filename rootca.pem

TEFTP
Vendor CA Cert
10.1.1.12



TFTP EAP CA cert transfer starting.

Certificate installed.
Reboot the switch to use new certificate.

EETLRLANIR B A FAEAP-TLS
ERRA TSR :

EGUIs | #%&$FSecurity > Local EAP > Profiles , it RE B4 HRELTIRE :

- EEAREARMIER",

- BEERREEF WIS
PR ENENE,

- EEAHXICALERHRE,

1|II1.|Ilp

CISco

z
1] L I ¢ T %

EES IR E LRI BRI

TRARRE P IRKRCAI 1

B P imATMIEPBME N ERS SFIREAECAILL P, BraERAZSH A 2R ME A IRIEPHNELE
EWindows XPitE#l L, EFRWMEMED , Windows XPAF S TEAEAFIDRER , A BSTE
BMEERE,

Windows XPZ i L FIWebixl| 5 33 MM LN B LLEZR TME RARIE P M AV RS F[RIMEF
WIEP, IR A T MMicrosoftilf 57 & HLH3 BR S5 235K EVE P imil P

1. EFPin LEAWebXI 588 , H R KRB MIERMAVMRSER. Hik , &% Ahttp:/IP-
address-of-Root-CA/certsrv,

2. FRAESBR\AFERR, ZXNERAEFAXPEFIHENNMNANAFREESR,

. ERBBEON , FERRCAILP , REREHT—F.

4. 1%£$#Base64 EncodingFDownload CA certificate.

5. &£ “Certificate Issued ( A WIEF ) "EOH , £ if“Install this certificate(REMIEF)" , AR
B HNext(F—%)
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Microsoft Cerddcale

‘Welcome

You use this web site to request a cerificate for youw web browser, e-mail chent, or other secure program. Once you acquire a certificate, you
will be able 10 sacurely idantify yoursalf 1o other paople over the wab, SIgn Your &-mail Messagss, encrypl your a-mail messages, and more
depanding upon the type of cenificate you reguast.

Select a task:
@ Remeve the CA cefificate or cerlificate revocation list
OrRequest a certificate
O1Check on a pending cerificate

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA carbicalion path to alow yous compuler b irust cerificates issued from this cenification authority

It s not necessany to manually install the CA certificatian path if you request and install a certificate from s comfication authonty, bécause the
A certification path will be installed for you automat cally.

Choose file to download.
CA Certificate: [N

=DER encoded of O Ease 64 ancodad

Downiogd CA carificote

Dowmboed C& oo ca on path
Downioad lates] cailicals reavocation ksl

8. B TH CAEH,

Huorte

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cerification palh to alow your computer ko trust cerificates issuad from this certification authority.
It 15 not necessary to manually instal the C2 EiinDnpsilond . Secugiy Narubo

thig carbfication authonty, bacauss the
CA cortification path will De installed for wo

o yous weard ko opon oo zave thiz s ?

Choose file to download: Mabe cortie. (6
CA Caificate m E% Trpe: Sacunty Cortfiatn, Pl bntes
i Frore 101112
[_Open || Sww ][ Coew |
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ponaritialy haim poun compui | yeu do ol i B pce, do ol
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Certificate Import Wizard

Welcome to the Certificate Import

Vfizérd

This wizard helps wou copy certificates, certificate trust
ksts, and certificate revocation kists from your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. & certificate stare is the system area where
certificates are kept,

To continue, click Next,

Mext = Cancel E

Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

s

wundu:ws can automatically select a certificate store, or you can specify a Ic-cat-un for

| * aAutomatically select the certificate store based on the type of certificate ‘
" Place all certificates in the following store

< Back Next > Cancel




Certificate Import Wizard Ei

E |) The import was successful,

i

9. ERBFIUPMANMIERRE D EWLLE , i5H Finternet Explorer}i£##“ T &">“Interneti®
o>l &> AR

/3 Microsoft Certificate Services - Microsoft Internet Explo

File Edit View Favorites | Tools Help

\ Mail and News .l

Back - | * I < b

e S d L Pop-up Blocker » L
Address |J§| http:/{10.150.1,10¢  Manage Add-ons...

Dt o e st ettt S !

Windows Update I

Microsoft Certificate Sery

Windows Messenger

Retrieve The CA Cer <ot MabieFavorite... )
IBM Java Console -

Install this CA certificat IR




Internet Options Ed E3

Eenafall Sacuity] F'rivac{ Content I%uma:cthmc] F'm-gramt] Advaru:ad[

— Content Advisor

= Ratings help you control the Intemet content that can be

& viewed on this computer.,

| Enable... I Settings.. |

— Certificates

E Iise certificates to positively identify yourself, certification

al authorities, and publishers.
Clear S5L State Certificateg. .. I Publishers...
Yy

— Personal information

— AutoComplete stores previous entries
% and suggests matches for you. AL I

Microsoft Profile Assistant stores your My Profile... |
personal information.

0K Cancel | Appiy

EZEENRIEBMRINMAT | ENE I LENIELT R



Intended purpose: ! <All= w

| Intermediate Certification Authorities | Trusted Root Certification Authorities | Trusted Publ ¢ *

Issued To Issued By Expiratio...  Friendly Mame i
E=l Thawte Server Ca Thawte Server CA 12/31/2020  Thawte Server CA
E) Thawte Timestampi... Thawte Timestamping,.. 12/31/2020 Thawte Timesta...
Eltme tme 2/28{2012  <None>

EduTh - DATACOMP SGC UTN - DATACarp SGC 6/24/2019  UTN - DATACorp...
EJuTh-USERFirst-Clie... UTN-USERFirst-Client ... 7/9/2019  UTN - USERFirst-..,
EUTH-USERFirsI_-Har... UTM-USERFirst-Hardw... 7/9/2019 UTH - USERFirsk-.. ,
LITH-LISERFirsl:-NEI:.., UTH-USERFirst-Metwo, .. 7092019 LUTH - USERFirsk-...
EUTN*USERFirsbﬂhj... UTH-USERFirst-Object 719fz019 LT = USERFirsk-.. .
%Uariﬁign Commercia... YeriSign Commercial 5... 12f31/199% VeriSign Commer.., s

[ Import... ]I Export... ][ Remove Advanced...

Certificate intended purposes
<All>

Close

(avanced...
e

RE P IRIR & 4 B P RT3

B PR AP M AZ VKRS 2 IREGE S , WLCHEEXWLAN EAP-TLSEF ig# 1T HRIE, &
AT BAME A 2 5 A SKIREIVE P IRiE B EZREEWindows XPITEYl £, EREERIES

, Windows XPREF A MERAEAFIDER , # EXMEENEER ( BLIEZESER 7802.1x%
SHWLANERE ) .

Windows XP% /=i L BYWebi| W 285 MM XM B LE A T M T BRI MR 4 RS BF[RIE -
IRIEP . I E A T MMicrosoftif MR AL 44 AR S5 2 3R BN P im iE P

1. EE P L EAWeb K ES , X KEHREEIERMANMERSSR. Nk, 5 Ahttp:/IP-
address-of-Root-CA/certsrv,

2. FREB\AFPEEFR. YNEAFEAXPEFHENNMNANAFREER, (AFRBBRAIEFR
EHH, )

. ENIEEOSF , ERERER, AREEHT—F

4. EEBRBRHEHT T

5. ERMAREMYE CARRIERBER}EHT—F",

6. FE“BRILFi5R"(Advanced Certificate Request)R#E & | B UL 1E R (Certificate
Template)fER“A " (User) , 1B 4A K/V'(Key Size)isSE 1024 , AR5 % T # 32" (Submit).

7. HECertificate Issued ( M AKVIEF ) BOF , #FHinstall this certificate(REFMIEF), X&F



HFEWindows XPE i £ X 2 B3R & P IRiEH.

Microsolt Certficate

Welcome

fou use this wab site 10 requeast a camificata for your wab brosser, e-mail chent, or other Secure program. Cnce you acguire a camhcate, you

will b &bile to securety identily yowrself to other peopla over the web, sign your a-mail messages, encrypl your a-mail messages, and moda
depending upon the type of Cemificate you request

Select a task:
O Retneve the CA camificate or cerbficate revoacation list
@ Request a certificate
O Chack on & panding cerficats

Microsolt Cerdificale Sen

Choose Request Type

Flease select the type of réquest you would ke to make

O User certificabe reguest

@ Advanced request

Ml romall Cet

Home

Advanced Certificate Reguests

You can request a certificate for yoursedl, ancther user, or a compuier using ane of the folowing methods . Mot that the policy of the certification
autharity (CA] wall determine the cerificates that you can obtain

& Submit a cartificale réquest 1o this CA using a form

O Submit @ cartificale request using a baseid encoded PRCS #10 file or @ renswal request using a basetd encoded FICS #T fik

& Request a cemificate Tor a smart cand on behall of another user using the Smarnt Card Enraliment Station
o amust have an anroliment agant calficals bo subvl # sequesl for analber user

TEN
8. 1£#¥“Client Authentication Certificate”,



Microsoff Cerifficale Semices -- tme

Advanced Certificate Request

Cerificate Template;

Lisir et |

Key Optlons:
CEF: | Micrasoft Base Cryplographic Prévder v1.0 o
Key Usage: O Exchange (O Signature (= Both

Koy Size: [512 :ﬂiﬁ (eommon key sizer: $12 1024 )

& Create new key sal
[]Set the container name
O Uze axisting key sat

L] Enable strong private key protection

Mark keys as exporable
CIExport keys 1o file

[ Usze local machine store
You rrust be an sdrimsteator lo generale
& ke i Hhve Bocal machne Stone
Additional Optians:
Hash Algombhm: | SHA-1 b
Cinly waed o angn fedpesd
L] Save request 1o a PKCS #10 file

Artrikiadac:
EFIRIERN
EelEE,
0. EREBIIPREBELE |, 5% FlInternet Explorer , AFIEE“T B">“Internetit B1">“ R A ">
B EADANBRIMFH |, BRZEBENES,



Certificates ?]X]

Intended purpose: ! <Al = v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio...  Friendly Name

B2 Administrator 3/27/2008  <Mone>

Irnpork. .. || Export... || Remove

Certificate intended purposes

Encrypting File System, Secure Emad, Client Authentication

| Closs I

EPimRE LENEZLEZFEPIRNEAP-TLS

BERATEIR

1. RIABIRT , WLCT #SSID , Rtk e & R1E S SSIDA Create NetworksFl &R+, E6IE
PEE B , Tl REHHIR (il ) PIISSID , RESHEIEME, WRWLANERMIZEHE
B TEAESSID , WAMFHRMSSID, Ht , iFH & Access Devices” FTHIAdAD , REF
N ASEZHASSID ( #l40 , Enterprise ) o« ABEFWREEESFEMITH. LRI , BFAEE
HIREHEBEEMSSID, E“Add Access Device’ B O #A SSID 25 , ¥E7E Actively
search for this access device, & : MREAPEHRIFRERE A NEEXHEE , NixO
RERAFLER(802.1X),

2. B #iCreate Network A /3 31 “Network Profile’& 0 |, iZB O A FENFE ( HEEE ) SSIDE
SHRIEYFEIMEXEK, NEEXHIEEHE AR, TE : it 50 RUEE & X4 T o kB
ZANWLANZ £ R FH/=SSID,



Cisco Secure Services Client - 0] x|

Client Administration Help

Create Networks | Manage Networks

Access [/ Data Secuity

)l auba-ap-configindhe-cleas (2 accesses dete,, iy WEP

Jall b B Open

Al cox5 (2 accesses detected) B Open

al con B Open

.I..I.l .................................................................. % ............................................
001307351223 High Signal WEP

Jl m;meslnet (5 accesses detected)
il guestnetwork,

M-F ogue

| secure] [3 accesses detected
gl tme-test (S accesses detected)
Al tmgl [2 accesses detected)

P P i
=

Create Network |

&

3. T S MRIEHREEAP-TLSF £, A5 H HConfigure AEL BEEAP-TLSE 1,

4. TENetwork Configuration Summary ( MEEERE ) T , £ HEModify AELBEAP /EERE,

5. $#8ETurn On Authentication , #EProtocol FiZ#EEAP-TLS , A f5i%F UsernamefE Sy Identity.

6. 87 Use Single Sign on Credentials , S\ i B FRERFHTRE R BRI, ¥ HConfigure L
REEAP-TLSZH,



Metwork Authentication...




Metwork Profile mxml

~— Metwork

Mame: |con-eap Metwork

¢ Avalable to all uzers [public profie)
[T Automatically establish Machine connection
I Aitomatically establish User connection
[ Before user account [suppaoits smartcard/password only)

—Metwork Configurabion 'S ummans:
Authenticationc | EAP-TLS:

Credentiali | Request when needed and remember for the session

—hccess Devices
Access /551D Mode Motes
con-eap WPAZ Enterprize
Add.. | Moty Configuration... | Remove
Hep | ok |  cancal

7. BREBRLMWEAP-TLSEE , BEERETRADIUSIRSE BB, HIt , BkPHITF RS BITEH



Configure EAP Method... B3

.............................................................................

IF Validate Server Certificate

v Allow Fast Session Resumption

Help ‘ Ok I Cancel

8. ERIFRADIUSIRFZFRILF , CRERUBENZLRIEFAWRES , NEMIEZEBRIES,
1% Client > Trusted Servers > Manage Current User Trusted Servers.



Cisco Secure Services Client

=10] x|
| Chent  Administration  Help ‘
Manage Adapters... |
Y EN SPPE P
Manage Current User Trusted Sarvers. ..
Advanced Settings... Manage Machine | Al Lisers Trusted Servers. .. Data Sec
| v {Epeoe— k Disconnected
v Turn 'WiFi Radio On
8
v Show Syskem Tray Capable for wep
Close Window Configured for; wpa2
4| | i
Details. ..
Conmect | Corifigure | Hemove | otalus... |
i
— Trusted Server Definition - Current U sers:
Rule Mame Validation Method
Add Server Rule... QJ] Remove Selected Edit Selected... |
Help | Cloze I

9. AANEEBHHAKRERS /IEFHH B,




Trusted Server x|

— Trusted Server

Rule name: [\WLC-Config
Walidation method: | Certificate LI

—Match ANY Certificate Validation Rule:
[~ Subject Altemative Name | Exactly matches j |

[V Subject/Common Name | Exactly matches ;] |tme

Help ok | Concel

EAP-TLSELE 2o
10. BEEITENEBREN . BRRELRSESRERASER _
Cisco Secure Services Client =10] x|

Clert  Sdministration Help

Creste Networks | Manage Networks |

Enter Your Credentials

Metwork,
1 F .._.-
=1- con Met
}I:[ o ) ) Flease enter your credentials for
- e network con-eap Networl, access con-eap
4
+- ) | coneap

Usemame: |Administiato

Send. |  Cancel |

4] | B

Dretails...

Connect E Configure | FHemove | Status.. |

; e
BRZERSEFHBEVBRSHFIPHNERTRE (HEANHALEIERRALNE ). A
B, EERAFERIESR,

M. BEEPIHRIEZ G , £“Manage Networks &I+ B9 “Profile” Fi% % SSID , RiF#& i



“Status” ABHE R EENFMAE R, “Connection Details’8E OB TEXT IR, EE
REAMZEITEEURSHRIESENEE, “WIiFi Details”" I <M 7 Bx 802.11 EEBIRS
iFEER |, A¥E RSSI, 802.11 BE LUK & HWIF/NE,

Information...

| Status | Secuety

Connactad: Autheniicated (Aadalonn. . WIAZ

11:24: 26044
17: 24 28 1054
11:24:2E074
112428054
11:24: 28104
11:24: 26194
11:24: 28 295
11:24: 28 305
11:24: 28315
11:24: 268335
11:24: 28 335
11:24: 28335
112428 395
11:24: 268505
11:24: 28505
11:24: 35 534

correap Hetwork  Conrechon pequested [nom wuset conbasxt

Coanreschon sulhernbeston :talndu:ing e i uger's crederhials

Pt shate transition ho AC_FORT_STATE_UMALUTHENTICATEDAC _FPORT_STATUS_STARTED)
Connection association stafed using enciyption modes AC_ENCR_AES AC_ASSOC_11 8021

Pout stsbe Liarmbeon bo AC_PORT_STATE_COMMECTIMGIAC PORT_STATUS_LINE_LUP)

Pout stiabe ransition bo AC_PORT_STATE_AUTHEMTICATINGIAC_PORT_STATUS _BO21x ACQUIRED)
Iderdity has been requested Inom the netveork,

lderity has baen sart bo the network.

Auithsrdicalion shamed usrg method hpe EAP-TLS, kvl 0

The sere has ieguested uing suthentststion lype: EAF-TLS

The cherd has iequested usng authenbcaton fppe: EAP-TLS
Waldating the server,

Poit state Uransition to AC_PORT_STATE_AUTHEMTICATEDAC_PORT_STATUS_GROLP_EEY]
The sulbenbcshon process hat secceadad

The lcllowang IF addiess has been asngred: 100108024,




Cisco Secure Services Client

Chent  Administration  Help

[ .S

Create Networks | Manage Networks I

Metwork / Stabus Data'

L .

E}q | con Metwork Disconnected

| o Mo Adapter Available (Suspended) B

Ei— g:_\, con-eap Mebwork Connected: Authenbcated

—_—

‘| | ﬂ

Details...
Discornect | Corfigwe | Remove | Staus..




Conmection Status

Iﬂnmtlmﬂctuisé WiFi Details I

Statusz: Cornected: Authenticated
| Duration: 00:01:19
Metwork Profile: con-&ap Network
Lizco Aronet B02.11a/b/g Wireless
. Network Adapter: Adapter [Microsoft's Packet
Scheduler]
Chent MAC Address: 00-40-96-A6-D6-FE
Access Device: COrn-eap
Access Device MAC Address: 00-19-07-35-14-4C
Tranzmitted packets: 346
FReceived packets: 3
| Speed 54.0 Mbps
| Authentication Method: EAP-TLS
Authentication Server: tme2 [trusted)
| IP Address: 10.10.80.24

Help Cloze

Wi

DEREMBER (XEEMAF ) (OIT) Z#EHEL show 5. A OIT AfEEX show S

aef: 0o g

XEE . EEAdebugm T2 8l . ESFHEXDebugi v

MEERESR.

FEWLC LA LAEA LA N debugin &3k i 12 B BRI R #H E -

- debug aaa events enable

- debug aaa detail enable

- debug dot1x events enable

- debug dot1x states enable

. debug aaa local-auth eap events enable=} &

L)


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

- debug aaa all enable

HXER

. Cisco ZE& B M FIESA Mg 4.1 KR
- WLAN BERZ#
- BARFZEFERH, - Cisco Systems



//www.cisco.com/en/US/docs/wireless/controller/4.1/configuration/guide/ccfig41.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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