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CISCO MONTTOR  WLANS  CONTROLLER  WIRELESS SECLRITY MANAGEMENT COMMANDS  HELP
| Security Managemant Frame Protection Sattings
w AR Managemant Framo Enabled
I Protestion
= RADCILIS Controller Time Fal
Aubhentication Source Valid Blse
ADtaunting
* TACACS+ WLAN Infrastructure Client
LCAP WLAN-ID  WLAN Name Status Protection Protedtion
Lowcal Mek Lisers
MAL Filterirg L seCume-1 Enabled Enabled Optional
Dizabled Clisnks 2 Gusesk Enabled Enabled Optional
User Login Polides
A4F Policies Infrasbrpcture  Iafrasbricluns
v Local EAP Il rasbructune Dperyticnal Protection Walidation
AP Mame Validation Radio Gtatus Capabiiity Capability
¥ Priority Order AP Enabled by Up Full Full
¥ HAccess Control Lists AP Enabled a Up Full Fudl

F IPSac Corts

Wiraless Protection
Polichias
Trusied AP Polipes
Hogue Paolcies
Standard Signabures
Custom Sigratures
Sigrature Everts
SLETITATY
Clignt Exclushon Podices
AP Aurthentication f MFP
[Hanagement Frame
Protectior]

£ MFP Settings RIEF , # A L WLC, LAP 1 WLAN L &3 MFP B &, RHIHT.

. WMRANWLC £BEHA MFP , BEREEMRF FR,

- BEISBRNERERFRERREAERN (BIFIntEEmA ) BEIAIIR (Fla0 NTP RSES
) 3 WLC BRI ITIRE. MEHAZRIRENE , LFZEROEN True’s MBEARMIZE AT
B , W{E N “False’s WENRATRIFtEEERIIMNTE WLC WIZEASZBINEEN, X
B NREBH/RFATHAAIEWLCLERA TMFP , NIIBAL B EANTPIRS B ERIHPR
EWLCHT A,

. MRZHAEAN WLAN B9 MFP , | E 7~ MFP R F &,

MR BREANEASN MFP , & R MFP BiEF B,

XES RGP URATUTERE:

. show wps summary — RS , MEEE WLC HWHBILE R R (B35 MFP ) BLE
- show wps mfp summary — A&E® WLC B4 aI£8 MFP RE , R AL® S,

. show ap config general AP_name — N EFREEA LN YE MFP RS , BRAL®G S,
iX 2 show ap config general AP_name % 8951 i 7R

(Cisco Controller) >show ap config general AP

Cisco AP ldentifier........ ... .. 4

Csco AP Name. . ... ... . AP

Country Code. . ... ... US - United States

Regul atory Domain allowed by Country............. 802. 11bg: - AB 802. 11a: - AB
AP Country code. ... ... ... i US - United States

AP Regulatory Domain................. oo, 802. 11bg: - A 802.11a: - A
Switch Port Number ......... ... . ... . ... . ... .. ... 29

MAC Addr €SS, . .ot 00: 19: 2f: 7e: 3a: 30

I P Address Configuration......................... DHCP



IP Address. . ... 172. 20. 225. 142

TP NetMaSK. . ..o 255. 255. 255. 248
Gateway |P Addr............ .. .. . . . . . 172. 20. 225. 137
Cisco AP Location...........uu i default |ocation
Cisco AP Goup Name. . ........ ... iy def aul t - group
Primary Cisco Switch........ ... ... ... ... .......

Secondary Cisco Switch........ ... ... ... ... ...,

Tertiary Cisco Switch........ ... ... ... .. .......

Admi nistrative State .......... ... . ... .. ... ADM N_ENABLED
Qperation State ......... ... i REGQ STERED
Mrroring Mode ... ... . .. Di sabl ed

AP Mbde . ... . H Reap

Public Safety ..... ... . . .. . . d obal : Disabl ed, Local: D sabl ed
Rermote AP Debug ....... ... ... Di sabl ed

SIW Version ... 4.1.169. 24

Boot Version .......... . ... 12.3.7.1

Mni 1OS Version ........ ... 3.0.51.0

Stats Reporting Period .......... ... .. ... ... ..... 180

LED State. .. ... Enabl ed

PoE Pre-Standard Switch.......................... Di sabl ed

PoE Power Injector MAC Addr...................... Di sabl ed

Number OF Slots........ ... . ... 2

AP Model .. Al R- LAP1242AG A- K9
1OS VerSi ON. ..o oo 12. 4(20070414: 021809)
Reset Button............. . . . . ... Enabl ed

AP Serial Nunmber........... ... ... ... . . .. . .. ... FTX1035B3QX

AP Certificate Type. ... ... . . .. Manuf acture Installed
HREAP VIian nmode @........ ... ... Di sabl ed
Managenment Frane Protection Validation........... Enabl ed

Console Login Nanme........... .. ... .. .y

Console Login State............. ...y Unknown

Et hernet Port Duplex.......... ... .. ... ... Aut o

Et hernet Port Speed............. ... ... ... . .. .. ... Aut o

iX 2 show wps mfp summary 5B H R

(Cisco Controller) >show wps mfp summary

Global MFP state.....ccceeeeeeececccccccccnnscnns enabled
Controller Time Source Valid..................... fal se
WLAN Infra. Client
WLAN ID WLAN Name Status Protection Protection
1 secure-1 Enabl ed Enabl ed Opt i onal
2 Guest Enabl ed Enabl ed Optional but inactive (WA2 not

Infra. Operational --Infra. Capability--
AP Name Validation Radio State Protection Validation
AP Enabl ed b/ g Up Ful | Ful |

. debug wps mfp lwapp — &7~ MFP JE B ERES..



- debug wps mfp detail — £ & MFP jE B FHARFIRELR.

. debug wps mfp report — & & MFP R &HFRE L.

- debug wps mfp mm — &R MFP B3t ( 25IZRzE ) HEBHWRERESR.
ZEXE : Internet EE RN BLLBIEIRIRSE , TATHRMND 80211 EE M, —LLRHIEK
EERIEET N Omnipeek F Wiresharks

HXER

- EERSBRSE . WLCEEIER
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- WLAN ##I88 (WLC) F EAP B 3% uf i &l B 7= 6

. To4% LAN #HIBSPH ACL Bl R 6

- EHRTL BEM I HERN A Web & 105F & il 7R B

. #HARADIUSHRES BRHI B A VLAN 9 B F1 o 4 3 158 R 420 46 88 A9 B I <
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