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(Cisco Controller) >config network web-auth-port

<port> Configures an additional port to be redirected for web authentication.
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4. BLES\ER Web S 20 IFAY WLC
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RRZAFSIRFHBED
EHREACURYSED , EERATSR :
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Cantroller Interfaces

General

Inwentory Tinkeelad e Fainie WLAY Tadeintifice 1D Addeess Imtertade Type Dyvnamic AP Moaibaddemaink
Sp-mansgsr urtaggsd 10 FB 2 2 Skatic Ensklsd

Interface Groups CAnademers ureagged 10 7B 177 .26 Skatic Mot Suppaetec

Multicast sk ical - part Hya 192162125 Stabe Kot Sappoete

Network Poutes FiTy s 'R 1114 Skatic Kot Sapporsc

F Internal DHCP Server

¥ Mnhility Managemant
Purts

kE NTP

B COR

ko Advanced

2. B New RIRFHZIZEDO,
3. #EInterfaces > New®& O , A AZEOZFFAVLAN ID, REETApply. FEAHIHF | O
#Wan A guest,, 7 VLAN Id Z& 10,

atleat]
CISCO MONITOR  WiANs COWTROLLER  WIRELESS SECURITY  MAMAGEMENT
Controller Interfaces > New
General

Interface Name  |guest

Invento
o VLAN Id j1ol

Interfaces

Interface Groups
Multicast
Network Routes
b Internal DHCP Server
¥ Mobility Management
Ports
F NTP
B CDP
F Advanced

4. NFAEED | £ Interfaces > Edit O A IP ik, FREIBMERIANK, HeoEE
WLC EHEANYEIRO , B A DHCP BRSEEH IP ik, AR5 , #5 Apply.
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Controller

General
Inventory
Interfaces
Interface Groups
Multicast
Metwrork Routes
F Intermal DHCP Server

MOMITOR  WLANs CONTROLLER

o o i Ml

WIRELESS

SECURITY

Interfaces > Edit

General Information

Interfaca Mama quast

MAC Address 00;0b:85:48:53:c0

Configuration

MANAGEMENT

» Mobility Management kAR 2
Parts Ciuaranting O

F NTR Quarantine Ylan 1d

* CDP

Physical Information

b Advanced

Port Number |2
Backup Part Il:l
Active Part 1]

Enabla Dynamic AP Managermant [

Interface Address

WLAN Idantifier

e

[P Address I:L?E.iﬂ.l.il:l
Hatmask IEEE.EE B.255.0
Gabaway Ii?i.iﬂ.i.?l:l

DHCP Information

fj.?z 8420

Pnmary DHCP Server

Secondary DHCP Server

Access Control List

NOmE "'|

ACL Mama
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FE AT WebRE 223 1TWeb B UL , HEWLCFAZTE N EBWebiRE 25 ( Cisco 5500% 5l
#HIBE. Cisco 2100FK 512 #1285, Cisco 2000R 5| M FIBFMFIEIR ) IRMUMF B KIUEACL, X F
HMWLCE A , MEHRIEACLTRLEN.
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B2 , EEANIBWeb B MR RIER | HIF AN TEWebRSK EFE BTN & P RIEACL,
SERUTXESE | LUEHRN WLAN BB & KiE ACL :

1. M\ WLC GUI # , i%$F Security > Access Control Lists, & O A FEREFELTIRER A
ACL #9381 ACL,

2. B New SRR ACL.

3. WA ACL WE#MH 2 Apply. FEATRHIH , ACLAr & K Pre-Auth-for-External-Web-
Server,
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Security Access Control Lists > New

¥ AR Access Control List Mame [Pre-auth-for-External-web-Server
Genersl
w RAGILE
Suthentication
Accaunting
P TACACS4H
LOAF
Local Net Users
MaZ Filkering
Dizabled Clisnts
User Login Policies
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F Local EAP
F Prority Order

* Access Control Lists
fccess Control Lists
CPU Access Contro
Lists

4. ¥ FRIZAVH ACL , £ Edit, tLETRFER ACL>Edit EQ. WE QO AWAFEXFANTH
1EIA ACL KIM NI,

5. 2 Add New Rule,

6. EXAVFEFimiGRIZAEE Web BRSERH ACL MM, EARBIF | 172.16.1.92 I E Web B
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Accounting
Fallback Diastinzatian Ay -
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wireless Protection
Paolicies
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F Advanced
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Security Local Met Users
* AOR
Genaral
= RADILS
authentication
Accounting
Fallbaci

b TACACSS User Hame WLAN Profile Guest User Role Description

[= Tl

Lecal Net Usars

i ] L}
Disabled Clients
Usar Lagin Palizies
&P Palicias
Fassword Folices

¥ Local EAP

¥ Priority Order

b Certificate

¥ Access Control Lists

Wireless Protection
Policies

P Web Auth

F Aadvanced

3. B2 New IR B—NFAF, KEFER—NFED , EXEBHAFZMOSER.

A MARFBENOSURIEFRAR , AEBAEFERNOS., ANRAIIESR N Usert WP,
5. MRFE | o, RGIEEA Guest Usert,

6. #£& Apply SMREFHNAFERE.
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Chasabled Cliznts il I—__I!
Liser Login Polices WLAN Proflile imuest -
AF Polices . Discription [Guestliserl
Password Policias
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Fermral
= RALTLE
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Fallback
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Local Met Uzers

IELF  FEEDSWACK

UEer kame
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WLAM Profile

Guwest AL

Guest User Role

Description

Gumstlisarl

7. EEHR3-6 LABEERRMEZRAF.

EEAE Web iEf WLC
T—S B ANNFEWeb B B KIEEEWLC, 15

TR THR

1. TR HI88 GUI 5, #)XI%E$E Security> Web Auth > Web Login Page BA141d] Web &5,
2. M Web Authentication Type THHEH , %£$F External (Redirect to external server).

3. 5\ EBWeb MR S5 B &R 20
4. ERFRERGBURLF R

, AN EY A BBWeb AR S5 27 o
, AARAAPESORIERYEREEDZMN TEAURL, £

External Web Auth URLFERH |, i A B F N FEEIN S Web RS 28 EFIURL,
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Security Wek Login Page
¥ nAh .
A Ueh duthenticstion Tyoe |Estermal (Recirest to e=termal s=ruer] =]
= AL Redirect URL after login [erse msca.com
ftsnticabon
hmnurting Externs Webacth URL [Ptz 172,160 S2llngin. il
Falbiac:
y II-II-_':”:_ Futprmal Welh Serviers

Local ek Ugars

KZ Fikering vieh Sereer IF Address 172 86,103

Cisabled Clients
Uszr Login Palices add web server |

AP Policies
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¥ Lacal EAP
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F Arcess Control Lists

¥ Wireless Protection
Folicies

= Web Ruth
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HRZHFE i WLAN

RE—SRANGERAFEEWLAN, BEBRATHER

1. EHJE WLAN , EMIE4IEE GUI % 35 WLANs, BEENE /R WLAN B O, ZEOSIH 724
ESHELE R WLAN,

2. EfBHA WLAN , E ¥ d7 Newo FEAHIF | WLAN # @& H Guest , #¥ B WLANID £ 1,

3. iﬁ A I o

II'.lllll
CIS5C0O MOMITOR  WLAMNs CONTROLLER  WIRELESS  SECURITY  MAMAGEMENT COMMANDS
WLAMNs WLANS > Mew
* WLAMNS ’ﬁ
LA NS Type WLARN -

A e Prafile Narme [suest
3 () [Guesy
o i 1 - I

4. E“WLAN>“EditE O H |, & V4 ETFiZ WLAN S8, SN TFIHEWLAN , E£Generalif T F
f |, Minterface NameFEGARELNNED ., R RFIFEFICIENZIAED guest BREF)
WLAN K32,
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WLANS WLANs > Edit "Guest’
B H_‘:JL’"T_S General | Security | Qus | Advancel
F Advanced

Profile Name Guest
Type rLAN
55D Gumst
Shetus F  Enabled
Security Policies Web-Auth

(Maodifications done under geourity tab will appear sfter 2oplying the changes.)

Radin Palsty all -
Interface/Interface Group{G) | guest -I
Mutticast ¥lan Feature I Enasbled
BEroadcast SSID F Erabled

HEARLIRMF, EXHFIF | f£Layer 2 Security Fi&ENone, E& : 802. 1xBRRIEF X
Web & 151, XEREEFEAWebF IR , FEEIEE802.1xTH £ FHB802.1xHY
WPA/WPAHER 2R Z S, PIEHME2ERESHEZFWeb F 7K1,

lllllllll
cClisCcCoO MOMNITOR  WLAKNs CONTROLLER WIRELESS SECURITY MAMAGEMEMT
WLANs WLANS > Edit 'Guest'
* WLANS ; ) : )
s ~ General | Security = QoS | Advanced |
b Advanced Layer? | Layer3 | AAA Servers
Layer 2 Security & Ir-.h:rna 3

T isMAC Filtaring

£ Layer 3 Security FEH , i&H Web Policy Hi%4E %% Authentication EM, E$#F LEIEIN
=RRFER Web SHRIUENTLKREER P WmITHEMRIE. N THELIEFHENNTS 5
BiE ACL, EARBIF | FALHAIERNTSBRIE ACL, & Apply.
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WLAMS WLAMs = Edit "Guest'

- 1,.-..:-|_Tr-..|:.: General | Security | QoS5 | Advanced |

b Advanced CLayer2 | Layer3 | RAAServers |
Layer 3 Sacurty |Hr.l||l:- Ll

' web Policy &
¥ muthenbcstion
L Pazgthrough

T Conditienal Wab Redirect

™ zplash Page Web Redirod

T n MAC Filter failursid

Preauthentication &L [Pra-auth-for-Extarnal-Wah-Server =]

Ower-ride Glabal Coenfig ™ Enable

B

FMeERELEFm , AP AILAE Web X 5E88+H A URL ( 20 www.cisco.com ) » T & KXt
AF#TEHRRIE , Fik , W.C AR EEBZTAE Web EF URL,

HeaRRAFGARFRELE. —BAPRXTHAFENOS , BRI EZERAFREIERA |, HER
REFERLEE WLC Web BRE28H action_URL ( #5130 http://1.1.1.1/login.html ) o BB AS
BERNRBHRAFTFEER URL , HF 1.1.1.1 2GRV LW ELE O,

WLC R WLC LE B A BIEEX AP HTE ORI, ERIETHHRIEE , WLC Web
RSBRARAFREAZEEBENEER URL REFHSRYERD URL (HI20 www.cisco.com ) o
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. £ Web Authentication
Wab Authentication

Logis Buccessiul |

i) 5@ nare e all negular nateerk Bene EE
e tha wirdbe 23 nebanri

Phidiki vl Tog 4l poul windsw in s I
ol whon done Kot Thal you car sbvays use
e fipdiowing UFL bo refiese Bes page
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=l
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v { £35S
ER TEXLFL S S THRR BRI,

- debug mac addr <client-MAC-address XX:XX:XX:XX:XX:XX>
- debug aaa all enable
- debug pem state enable
- debug pem events enable
- debug dhcp message enable
- debug dhcp packet enable
- debug pm ssh-appgw enable
debug pm ssh-tcp enable

E;ﬁﬂxﬁﬁﬁﬁmﬂﬁﬁﬂﬁﬁﬁﬁo
B2 B Web S 10MIE S B4V % MK BT 3

B YEFIREE@IERONASIWeb FHRIERS RN , ENI2RENERES. BRFHFLE—
MERILEH , WREEEEETINE Web HHRIUERS R , WA2WIEFES. XRERREN
WLC RYEEHL IP #bik (1.1.1.1) MERAF A IRM A RRERA SIUEHAKREKRNIAE Web & 51K
S ERMYSERR IP #hik ?

BRAER  B. TELRMITEM Web FHRIEERIAE Web FHRIE , BEIGFEREIZRLERA
REF Web IRS52R. HEEE@MIBISNE Web RS52R0T , BMaMEFIRBEEREE |, BRIFEFIR
LERF-NENILEH. WREE[MMBAKILET https , LLUEIR B IZ2HIZRAIAZ Web RS IBRAVIEH
BS  REXWEHLEF-NBERILEB.

AT REHEBRERES , BRELAF —MRREBHTRIIZEHEE L, ZEPHNENEHTRS
, REEEEHNELNZENEREELIEDOTERN DNS EHEEFR, BEFEFZENE RN
B At DNS BRS 8% , HEHEEm WLC L IP thaitk (1.1.1.1).



BXEMESR , FSREWLANZEHZR(WLC) EAKE = FIEBRVIE B LR FR(CSR).

iR “EEERAE

B R FISEASE4.2.61.0/F , SEEATHRHMIT#HITWeb B AR IUERT , & H I “page cannot
be displayed" 5 iRE B, EARZE , LIRETTSURRIAIT. BRINEYPAEE M T 7] BUGRF] A0 A
BEfAIEE,

BRFE : N\WLCIRA4. 2R ESRASIAT —M#FHEE  HPhA SN EENEZTAT
Web & 1411,

N TR EFINE M |, 7 Security > Web Auth > Web login page F Web B RIEE R £ Fik
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