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. HX LAP # Cisco WLC &Ry E A AR

C BEARTHREE AP X (LWAPP),

. THRH\ER DHCP BR%5 85 F/=18 & IR$587 (DNS) BLiE 5 EAY &R
. TH# Cisco 3T MLECE 75 HEHYE A &R

8 ARy A 4
RAGH Y E B ET U T RERMBEHIRA :

- IZ1TE#H 3.2.150.6 B9 Cisco 4402 %] WLC

- M (2) 4" Cisco Aironet 1510 &%l LAP
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AP1510 5#%I28—iiz1T , UREREFNTT BENEE, STEUENMBIHME. AP1510 BEXR
FHRIEMNE K IRZMEZEHIMAMRME , FEATHTESESZE GUI 5 CLI EEMEZRMLE,

AP1510 Bl g W frErHEITH LS  ERWIHRGER 2.4-GHz T4k |, B|E M AP1510 IR EREE
A 5-GHz T£4k. o4& LAN ZEFIRHREET AP WERBLL BT |, BT HM AP1510 #1T
hdt  BERIKAEHIZHUAARREZEN L,

Em#EAR (RAP)
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FHEIMRMENRT R, EFFEIFPRNEGEZITEME, Bt , X TEAFERERIRIR
MEMER , LaeE —1 RAP,
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ARwO , BEFEN PAP BRI O,
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XX : Cisco Aironet 1030228 & LAPXZ 52 BkEE | MCisco Aironet 1500R ¥ BREENAPL &
BMMZ IR, MAF ML , Cisco Aironet 1500 RIIREBES AP A HERTN AP |, & 7] A4ERE
Cisco WLC — 1MNEHZMNER=H PAP,

AR ML R R 25 ZhRE
IR PR 4 7 7 34 L T3 0 U BR T AE

- ZERMBR X

- BT AEM CAC (RGN XIFETHIRM CAC , BIE#% CAC, )
- BAAY (RERUESHERIMALT ISR )

- EAPFASTv1 #l 802.1X &4 KiE

- EAPFASTV1 1 802.1X & ¥iE

- AR

- BT UENRS

BARBZINFF

TERXMNIRNEBRES RAP fl PAP Bf R £ AER :

. FFEREET RAP M Cisco WLC , REBX%EF LAN,

. RAP Bzint , PAP B3I EHIER,

CEENERFERAAERAERA T I ERERSRMBIREAES)NER,

. ILFE PAP iE# 2| RAP 5 , PR AP ENA[{E MIBIERE

- AP LAERARRGSTRE(CL), 2HI35MERWeb AP RE S ERITLZFHI RS (Cisco
WCS)E X R E=Z4AREEMIRAP, Cisco BN ERHLZR4A,

Cisco 4400 Saries WLC Pole-top AP

Layer 2 Switch Roof-top AP
000000 [ ﬁﬁ@ﬁgiimmmmmm. Q000

SERUTIXLELSR | HLEXAFFEEE WLC M AP,
1. EWLC FERZSEMES.,
2. [@ AP X FIFR A0 MIC,

3. BLE AP M S .
4. WIFFRE.

= .

GUI Bl &

hjig

Enable Zero Touch Configuration f£ AP ZEHEEME| WLC FEN AT MIEHISRRBHEZEH., MR
SHIEPILAE , MBS TREXZZH , M AP FARIANNMAEREZRHAHTLZLEERE. RIAER
B (Bhkd ), M WLC GUI BHERNATIXESE -



AR EWLCIRF4ANRESRAF | RBEXNFEMEERITHE.

1. %$% Wireless > Bridging , A/ # i Enable Zero Touch Configuration,

2. #%# Key Format,

3. i A Bridging Shared Secret Key,

4. 1£ Confirm Shared Secret Key F , BX#i A Bridging Shared Secret Key FHIA R
Wireless Bridging

Access Points
all aPs . :
4 Tero Touch Configuration

BOZ,11a Radios

802.11b/q Radios

hird Patby 8P4 Enable Zero Touch Configuration [
Bridging Key Farmat [asci =]

Rogues Bridging Shared Secret Key [eew

e Ml Confirm Shared Secret Key [-u

KEnown Fogus APs
Rogue Clients

Adhoc Rogues
Clients

Global RF
H02.11a Networl
B02,11b/g Metwork
HOZ2. 111

Country
Timers

CLI &
M CLI HERUATIXLESE -

1. % 1 config network zero-config enable &5 LA B i BiEAE R,

(Cisco Controller) >config network zero-config enable

2. % i config network bridging-shared-secret <& &> i S LURMFFERERA,

(Cisco Controller) >config network bridging-shared-secret Cisco

6 AP EARFIF&R A MIC

T—5 =M@ WLC EWRIFIFRAIM AP, EHITILERME |, 51%#F Security > AP Policies , £ Add
AP to Authorization List T# A AP By MAC it |, AfF8 & Add.




Security

0LA
Genersl
RADTUS aurhentication
RADIUS Accounbng
Local Met Users
M&C Fitering
Disabled Chents
User Login Policaes
&F Policies

Rocess Control Lists

[PSec Certificates
CA Certificate
1D Carthcate

Web Auth Certificate

Wireless Protection

Policies
Trusted &F Policies
Rogue Policies
Standard Signatures
Custom Signatures
Client Exclusion Polices
AP authentication

Security

ADR
General
RADIUE Authantication
Fal s scoountng
Local Mat Users
MAC Filtering
Cisabled Clients
Uzer Login Palicies
A&F Policies

Access Control Lists

IPSec Certificates
A Certificate
10 Certhcate

Weh Auth Certificate

Wireless Protection

Palicies
Trusted AP Polici=s
Rogue Paolicies
Standard Signatures
Custom Signatures
Clhant Exclusion Policias
AP Authentication

AP Policies

Folicy Configuration

fAuthomze APs against A48 " Enabled
hcoapt Salf Signed Certificate ™ Enabled

Apply |

Add AP to Authorization List

MaC Address |o0:0b:65 S5e:Sa: 60
Certificate Type lMIC 'I
Add
o ) Thems O to 20 of 0
AP Authorization List
MAC Address  TeTHREAtR guay ey Hash
¥pe
AP Paolicies
Policy Configuration
Luthorize APz against Aga I~ Enabled
accept Self Signed Certificate [ Enabled
Add AP to Authorization List
MAC Address |
Certficate Typa MIC -i
Ttems 1 to 2 of 2

AP Authorization List

Certiticate
MAC Address it SHAL Key Hash
D0:0b:85:Se:d0:00 MIC
O0:0b:85:5e:52:80 MIC

FEARBIH | FHXF AP ( RAP F PAP ) #RINEEHIZE L AP B#RU3I%,

CLI B &

£t config auth-list add mic <AP mac> @+ B E &R IR FN MIC,

(Cisco Controller) >config auth-list add mic 00:0b:85:5e:40:00
(Cisco Controller) >config auth-list add mic 00:0b:85:5e:5a:80

ER



AXHEEAATEE

Cisco WLC 4402

(Cisco Controller) >show run-config
Press Enter to continue...

System | nventory

Switch Description........... ... .y G sco
Controller

Machine Model ... ... .
W.C4402- 12

Serial Number......... ... . . . . . . .
FLS0943H005

Burned-in MAC Address. ..............ciiiiinn. ..

00: 0B: 85: 40: CF: AO

Crypto Accelerator 1.......... ... ...y Absent
Crypto Accelerator 2.......... ... ...y Absent
Power Supply 1. ... . . Absent
Power Supply 2. .. .. .
Present, K

Press Enter to continue O <Gl Z> to abort

System | nformation

Manufacturer's Name............. .. .. Cisco
Systens, Inc

Product Name.......... ... . i Cisco
Controller

Product Version............ ... ..
3.2.150.6

RTOS Versi ONn. . ... e e e e
3.2.150.6

Bootl oader Version...............uuiiiiiiininnnn.
3.2.150.6

Bui ld Type. . ..o DATA +
WPS

System Name. . .. ...

| ab120w c4402i p100

System Location............. ...
SystemContact............ ...

System ObjectID....... ... .
1.3.6.1.4.1.14179.1.1.4.3

[P Address. ...
192.168. 120. 100

System Up Time. .. ... 0 days
1 hrs 4 mins 6 secs

Configured Country........ ...y Uni t ed
St at es

Operating Environment............ ... ... ... ...
Commercial (0 to 40 ©

Internal Tenp AlarmLimts....................... Oto
65 C

Internal Tenperature............ ... ... i, +42 C

State of 802.11b Network.........................
Di sabl ed
State of 802.11a Network.........................
Di sabl ed




Number of MLANS. . ... ... . . . e 1
3rd Party Access Point Support...................

Di sabl ed

Nurmber of Active dients......................... 0

Press Enter to continue O <Ctl Z> to abort

Swi tch Configuration

802.3x Flow Control Mde.........................

Di sabl e

Current LWAPP Transport Mode..................... Layer
3

LWAPP Transport Mde after next switch reboot.... Layer
3

FIPS prerequisite features.......................

Di sabl ed

Press Enter to continue O <Ctl Z> to abort

Net wor k | nf or mati on

RF-Network Name............. ... .. .......... ai respacerf
Wb Mode. . ... Enabl e
Secure Wb Mode. . ... .. Enabl e
Secure Shell (ssh)......... ... ... ... ....... Enabl e
Telnet . . ... . Enabl e

Et hernet Multicast Mode..................... Di sabl e
Mbde: Ucast

User Idle Timeout................ ... ....... 300 seconds
ARP Idle Tineout......... ... ... . ..., 300 seconds
ARP Unicast Mode........... ... .. ... ... ... Di sabl ed
Cisco AP Default Master..................... Di sabl e
Mymt Via Wreless Interface................. Enabl e
Bridge AP Zero Config............ ... .. .. Enabl e

Bridge Shared Secret........................
youshoul dset ne

Allow O d Bridging Aps To Authenticate...... Di sabl e
Over The Air Provisioning of AP's........... Di sabl e
Mobil e Peer to Peer Blocking................ Di sabl e
Apple Talk ... . Di sabl e
AP Fallback ........ . ... ... . . . Enabl e
Wb Auth Redirect Ports .................... 80

Fast SSID Change .......... ... Di sabl ed

Press Enter to continue O <Ctl Z> to abort

Port Summary

STP  Adnin Physi cal Physi cal Li nk
Li nk Mcast
Pr Type St at Mbde Mode St at us St at us
Trap Appl i ance PCE

1 Normal Forw Enable Auto 1000 Full Up
Enabl e Enabl e N A
2 Normal Forw Enable Auto 1000 Full Up
Enabl e Enabl e N A

Mobility Configuration

Mobility Protocol Port............. ... ... ........ 16666
Mobility Security Mode.. ... ... ... ... ... . ......
Di sabl ed

Default Mbility Domain..........................
ai respacerf
Mobility Group nenmbers configured................ 3




Swi tches configured in the Mbility G oup

MAC Address | P Address Group Nane
00: Ob: 85: 33: a8: 40 192.168.5. 70 <l ocal >
00: Ob: 85: 40: cf: a0 192. 168. 120. 100 <l ocal >
00: Ob: 85: 43: 8c: 80 192. 168. 5. 40 ai respacerf

Interface Configuration

Interface Name........... .. . . ... ap-
nmanager

IP Address. ...
192.168. 120. 101

IP Netmask. . ...

255. 255.255.0

unt agged

Active Physical Port............. .. ... .. ... ...... 1
Primary Physical Port.............. ... ... ...... 1
Backup Physical Port.............. . ... . ... ......
Unconfi gured

Primary DHCP Server. . ... ... ...
192.168. 1. 20

Secondary DHCP Server.......... ...,
Unconfi gured

Unconfi gured
AP MBNAgEr . . . . Yes

Interface Name. ... ... .. ... .. . . . ..
managenent

MAC AdAr €SS. . . ot e e
00: Ob: 85: 40: cf: a0

I P Address. . ... e
192. 168. 120. 100

IP Netmask. . ...
255. 255. 255. 0

unt agged

Active Physical Port............. ... ... ... ...... 1
Primary Physical Port............. ... ... ... ...... 1
Backup Physical Port.............. ... ... ... ......
Unconfi gured

Primary DHCP Server. . ... ... ...
192.168. 1. 20

Secondary DHCP Server.............. i,
Unconfi gured

Unconfi gured
AP MBNAgEr . . . . No

Interface Name......... ... .. . . . ..
servi ce- port

MAC AdAr €SS, . . o i e e e e
00: Ob: 85:40: cf: al

I P Address. . ... e
192. 168. 250. 100

IP Netmask. . ... e
255. 255. 255. 0

DHCP Protocol ......... ... . . i,
Di sabl ed




AP MBNAgEr . . .. No

Interface Name......... ... ... . .. ..
virtua

I P Address. . ... e
1.1.1.1

Virtual DNS Host Nane............................

Di sabl ed

AP MBNAgEr . . .. No

WLAN Confi guration

WLAN Tdentifier.. ... ... i 1
Network Name (SSID)..........cciiiii. ..

| ab120w c4402i p100

StatuS. ..
Enabl ed

MAC Filtering. ... ..o
Enabl ed

Broadcast SSID.......... ... . i
Enabl ed

AAA Policy Override....... .. ...

Di sabl ed

Number of Active Cdients......................... 0
Exclusionlist Timeout................ ... ... 60
seconds

Session TimBOUt. ... .. e 1800
seconds

Interface. . ... .. . e
managenent

Def aul t
Quality of Service........... ... . .. ... . . . ... Silver
(best effort)

802. 11e. . oo e

Di sabl ed

Dot 11- Phone Mode (7920)...... ...

Di sabl ed

Wred Protocol........ ... .. ... . . . i, None

I PV SUPPOrt. ...

Di sabl ed

Radio PolicCy. ... ... Al

Radi us Servers
Authentication........... ... ... ... . . ...

192.168.1.20 1812

Security

System
Static VWEP Keys. .. ...
Enabl ed

Di sabl ed

W-Fi Protected Access (WPAL).................
Di sabl ed

W-Fi Protected Access v2 (WPA2)..............




Di sabl ed

[P Security. ... ...
Di sabl ed

P Security Passthru..........................
Di sabl ed

Di sabl ed

Web Based Authentication......................
Di sabl ed

Web- Passthrough. ....... ... ... ... . . .
Di sabl ed

Auto Anchor. ........ . . . . . .
Di sabl ed

Cranite Passthru............. ... ... ... ........
Di sabl ed

Fortress Passthru.............................
Di sabl ed

RADI US Confi guration

Vendor |d Backward Conpatibility.................

Di sabl ed

Credentials Caching........... .. ... .. ... ... . ...

Di sabl ed

Call Station Id Type.. ... ..., IP
Addr ess

Admi ni strative Authentication via RADIUS.........
Enabl ed

Load Bal ancing I nfo

Aggressive Load Balancing........................
Enabl ed

Aggressi ve Load Bal ancing Wndow. . . .............. 0
clients

Signature Policy
Signature Processing. ............. ..
Enabl ed

Spanning Tree Switch Configuration

STP Specification...................... | EEE 802. 1D
STP Base MAC Address. ..................

00: 0B: 85: 40: CF: AO

Spanning Tree Algorithm............... Di sabl e

STP Bridge Priority.................... 32768

STP Bridge Max. Age (seconds).......... 20

STP Bridge Hello Tine (seconds)........ 2

STP Bridge Forward Del ay (seconds)..... 15

Spanning Tree Port Configuration

STP Port ID. ... 8001

STP Port State.......... ... ... .. . ... ... For war di ng
STP Port Administrative Mde................ 802. 1D
STP Port Priority...... ... ... . 128

STP Port Path Cost.......................... 4

STP Port Path Cost Mude..................... Aut o

STP Port ID. ... 8002

STP Port State.......... ... .. ... . .. ... For war di ng

STP Port Administrative Mode................ 802. 1D




STP Port Priority...... ... ... . 128
STP Port Path Cost............. ... . ... . ..... 4
STP Port Path Cost Mode..................... Aut o

AE AP H#FES ¥

LeE D T AMAEE AP EFRMEHNBBIURBEXNFESH. JLERM GUI = CLI BEEX L
S,

1. B3 Wireless , A5 %7 Access Points T8 All APs, IttEHFE R All APs T,

2. B HAP151089 Detail & #£ LA 5 B All APs > Details T
FERTE N TFEERMFINEE ( AP1510 ) AP |, “EH TR APERX"BHIRER ‘MH . LA
EHEEE TEREER, 7 Bridging Information T , &R LA FiX &% 2 — LB E L AP IEW
RREFNAE

- MeshAP — #I5R AP1510 B EREE SR HBRAE , MER LK,
- RootAP — #I5R AP1510 B A LE SR FIBRME , NS XA,

Bridging Information
AP Role MeshAP W
Bridge Type Cutdoor
Bridge Sroup Mame
Ethernet Bridging []
Backhaul Interface g0z2.11a

Bridge Data Rate (Mbps) |18 W

KriF

ERAER D AT EIAER BRER ERIZIT.

5 AP SEMEI WLC 2f5 , ATLA#E WLC B9 GUI TREBRY Wireless &I+ T EE XL AP :

MOMITOR  WlapMs  CONTROLLER  WIRELESS  SECURITY  MANAGEMEWT  COMMAMNDS  HELP

Al APs
search by Ethernet MALC Search I
. Operational

AP Hame &P 1D Ethernet SMac admin Status Status Fart
Cretal

lablz0bri510iplss B o0:0b:ES:5e 5a:80 Enable REG 1 Bridging
Intormaton
Ligtal

lab1Zz0briS10ipi 50 io D0:0b:55: Se:a0:00 Enable REG i Bwridging
Information

f£ CLI /|, AT BAfEF show ap summary i S E AP 4 253 M % WLC :



(Cisco Controller) >show ap summary

AP Nane Slots AP Model Et hernet MAC
| ab120br 1510i p152 2 QAP1500 00: Ob: 85: 5e: 5a: 80
| ab120br 1510i p150 2 QAP1500 00: Ob: 85: 5e: 40: 00

(Cisco Controller) >

# & GUI F /9 Bridging Details SAHE AP N A6 :

Al Al ab 1 200r Lo 10m 1 52 i (o] Detalls

Bridging Details Bridging Links
AF Bale AR = ar el
Bridge Group Mame Child
Back hayl Inkerface B ile

Swrhch Physical Port

Fautng Stake Mairenanos
Malfarmned Neighbar Packers ]

Pacr Hamghbor ENR regorbng 1]
Blacklisted Pyckers 1
Insuffsemt Mamory regortng il

Rz Neighbor Requessts

Ax hwighbor Responses il
Ts Mesghbor Bequsits 1
Tx Masghbor A esponses 7
Parent Changes cournl 0
maighbor Timaouts coung a1l
Mads Hope 0

default_location 1

default_location 1

lab1z0briS10ipl50

< Ba

D00k 85158

f£ CLI &, AT BAfEFH show mesh path <Cisco AP> #l show mesh neigh <Cisco AP> & 1iF AP

RECEME WLC :

(Cisco Controller) >show mesh path 1abl120br1510ipl152
00:0B:85:5E:5A:80 is RAP

(Cisco Controller) >show mesh neigh 1abl20br1510ip152
AP MAC : 00: 0B: 85: 5E: 40: 00

FLAGS : 160 CHILD

wor st Dv. 255, Ant 0, channel 0O, biters 0, ppiters 10
Nurmroutes 0, snr O, snrUp O, snrDown 26, linkSnr O
adj ust edEase 0, unadj ustedEase 0

txParent 0, rxParent O



poorSnr O

| ast Updat e 1150103792 (NMon Jun 12 09:16: 32 2006)
par ent Change 0O

Per antenna snoothed snr values: 0 0 0 O

Vect or through 00: OB: 85: 5E: 40: 00

(Cisco Controller) >

B P B B

Mesh APs doesn't associate to the W.C E:DEEL}{TJ‘Z‘E*QE .

1. REZEASK MAC iniJJ:EE B % WLC # Mac Filter 3|k, £ Security > Mac
Filtering T AIAE RIIX — K.
2. RE RAP 5 MAP 2B HER4, SEPAPHANTEHENIFT RN 2T WLC FEEIESR.,
" LWAPPAUTH_STRI NG _PAYLOADAP 00: Ob: 85: 68: c1: d0" Y& : HIR& =1 H Enable Zero Touch
Configuration &3 ( MRFEMRAEPERER ) . XFEFHEEMIR AP HEH , NERE
REE,

3. RAP T A HELED ENEMS HBES . Hit , BlE DHCP RSB T 2B RIE IP it
, BAfE MAP mTLALE RAP ¥ % H IP ik, &, X MAP ERES IP,

4. ¥¥ Bridge Group Name R & BRINE , HHERE MAP FIHE R RAP £ Bridge Group Name
B E SN FMEE .

XERMREASMEENRE, BX WLC SEARQZBEAMLRNERER SHHREEE
ARTEMATEL LAN 2 HI 8RR EE
R HEBR G5

XX : £ Adebugii © B2 A XDebugmPHEEEFE,

A LAEF LA TR IX & debug S HEBR WLC HYMREE

. debug pem state enable — A T &t & i/ (7] 38 B & 2 25 AV 1@ 1 1 1,

. debug pem events enable — F T &t & 7 8] 5% B B 3 85 49 1 il i 1M

. debug dhcp message enable — £~ 5 DHCP RS 85 E R DHCP SHE M iR,

. debug dhcp packet enable — & "5 DHCP fR$5E8H EFkH DHCP HIEZFAE S8R

oA T HEBR PR B — L& debug

- debug Iwapp errors enable — &£~ LWAPP iRV AR
- debug pm pki enable — £ 7R AP 5 WLC 2 [Bl4&i2 i+ H BN iFi.
It debug Iwapp events enable WLC ¥ #i i &R R LAP 233 WLC :

(Cisco Controller) >debug lwapp events enable

Mon Jun 12 09: 04:57 2006: 00:0b: 85: 5e: 40: 00 Received LWAPP JOIN REQUEST
from AP 00:0b:85:5e:40:00 to 06: 0a: 10: 10: 00: 00 on port '1'
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Mon Jun 12 09: 04: 57 2006: 00: Ob: 85: 5e: 40: 00 AP | ab120br 1510i p150: t xNonce
00: 0B: 85: 40: CF: AO rxNonce 00: 0B: 85: 5E: 40: 00

Mon Jun 12 09: 04: 57 2006: 00: Ob: 85: 5e: 40: 00 LWAPP Joi n- Request MIU path from
AP 00: Ob: 85: 5e:40: 00 i s 1500, renote debug node is 0O

Mon Jun 12 09: 04: 58 2006: 00:0b: 85: 5e: 40: 00 Successfully added NPU Entry for
AP 00:0b:85:5e:40:00 (index 1) Switch IP: 192.168.120. 101, Switch Port: 12223,
intlfNum1, vlianld O AP I P: 192.168.120.150, AP Port: 58368, next hop

MAC. 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09:04: 58 2006: 00: Ob: 85:5e:40: 00 Successfully transmission of
LWAPP Join-Reply to AP 00:0b:85:5e:40:00

Mon Jun 12 09: 04: 58 2006: 00:Ob: 85: 5e: 40: 00 Register LWAPP event for AP
00:0b:85:5e€:40:00 slot 0

Mon Jun 12 09: 04: 58 2006: 00: Ob: 85: 5e: 40: 00 Register LWAPP event for AP
00:0b:85:5e€:40:00 slot 1

Mon Jun 12 09:04: 59 2006: 00: Ob: 85:5e:40: 00 Received LWAPP CONFIGURE REQUEST
from AP 00:0b:85:5e:40:00 to 00: Ob: 85: 40: cf: a3

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Updating IP info for AP 00: Ob: 85: 5e: 40: 00
-- static 1, 192.168.120. 150/ 255. 255. 255. 0, gtw 192.168.120.1

Mon Jun 12 09: 04: 59 2006: spanVerifyRegDomai n RegDomain set for slot 0 code O regstring
-AregDfronth -A

Mon Jun 12 09: 04: 59 2006: spanVerifyRegDomai n RegDomain set for slot 1 code O regstring
-AregDfronth -A

Mon Jun 12 09: 04: 59 2006: spanEncodeDomai nSecr et Payl oad: Send domai n secr et
ai respacer f <65, 4d, c3, 6f, 88, 35, cd, 4d, 3b, 2b, bd, 95, 5b, 42, 6d, ac, b6, ab,f7,3d> to
AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Confi g- Message to AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: Runni ng spanEncodeCr eat eVapPayl oad for SSID
"1 ab120w c4402i p100'

Mon Jun 12 09: 04: 59 2006: Runni ng spanEncodeCr eat eVapPayl oad for SSID
"1 ab120w c4402i p100'

Mon Jun 12 09:04: 59 2006: 00: Ob: 85:5e:40: 00 AP 00: Ob: 85: 5e: 40: 00 associ at ed.
Last AP failure was due to Link Failure, reason: STATI STI CS_| NFO_RES

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CHANGE_STATE_EVENT from
AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Change- St at e- Event Response to AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 apf SpanProcessSt at eChangel nSpantCont ext :
Down LWAPP event for AP 00: Ob: 85:5e:40:00 slot O

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e:40: 00 Recei ved LWAPP Down event for
AP 00: Ob: 85: 5e:40: 00 sl ot 0!

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVMAND
RES from AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CHANGE_STATE_EVENT from



AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 Successfully transm ssion of LWAPP
Change- St at e- Event Response to AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09: 04: 59 2006: 00: Ob: 85: 5e: 40: 00 apf SpanProcessSt at eChangel nSpantCont ext :
Down LWAPP event for AP 00: Ob: 85:5e:40:00 slot 1

Mon Jun 12 09:04: 59 2006: 00: Ob: 85:5e:40: 00 Recei ved LWAPP Down event for AP
00: Ob: 85: 5e:40: 00 sl ot 1!

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVMAND
RES from AP 00: Ob: 85: 5e: 40: 00

Mon Jun 12 09:04: 59 2006: 00: Ob: 85: 5e: 40: 00 Recei ved LWAPP CONFI GURE COVMAND
RES from AP 00: Ob: 85: 5e: 40: 00
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