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Access Point (IOS/STAND-ALONE/AUTONOMOUS)
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Sending identity request to client

Received EAPOL packet from client

Sending client xx.xx.xx data to Radius server
Received server response:GET_ CHALLENGE_RESPONSE
Forwarding server message to client

Sending EAPOL to requestor

Received EAPOL packet (User Credentials) from client
Sending client data (User Credentials) to server
Received server response: PASS

Forwarding server message (Pass Message) to client

client authenticated xx.XX.xx
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c. AP Eshow tech/log i tH A% — T debug #i s :
debug radius authentication- i% debug #i %5 F #.17: RADIUS
debug dot11 aaa authenticator process- 1% debug % H 18 F:
dot11_auth_dot1x_
debug dot11 aaa authenticator state-machine- iZ debug K% tH#4 F:
dot11_auth_dot1x_run_rfsm
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