TEMRPMENESTNBAFEE

ﬁﬂ@iﬁé EWE

R NS

B E

4.1.19217ME KM izt
{#F4.0.217.20089 Tk izt
APH K EIREHITH

AP 1520 Z BiXE MM EE
{55 FH Cognio$Tik 4 #7285
o) EY NN IR E
HXES

1Lk

AXHERHEFAMGE , ATEBEMRMNE ZBEE802. 1MaENEERRERES. —MET
4.0.217.20084% , B—MER KA MRMERIFHIEE | 45124.1.192.17M, TiEE15207]
1510 N PR T4 2 A S R B,

HENRRE T GREETREZMEAS02.11atE N EE BN TLMRNEBHN ERES.

RIEEXREFETAEMALEMRBEFIFEEE, NRERFEHE , BAK(AP)R M £ B2
£ AR SH(RF)EE LV EREH e SR EESN B — T AHSIAEE, XHPEES
R 2(FCC)F KM EEEWJETJJ‘%(ETSI)WJ&?J’EE , FEAVEEAMEEHMRNTLBEM(WLAN)H
EEHR[BEZAHLE5 GHZIMIE

BREEX802. 11aBETLMRM BN KM TEETRE, XERTEEXNLN N EMN 2FXDFSE
NERRENRS (MNRER )

- MBEFRELEARXMAP)ELRIEELEIER , EHREFSBR— DM DHMERIEE
(DFS)ithtaR]. Rfa , MAPﬁ#“EI}MnJEl«X—erA:EE’J%ﬁ“*5L,{E/A9€E?€ IR, E—
MSEHFIEA30DH A A A, MRX[EMMAPHETNEA R(RAP)IREMEIEX , MFEDR



HEGEL , N TRMNIFZXNMAP , WA, MRLNEWMAPEIEREFTENLA , ™
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EEHNIRE

ABRBNRBEELTLER/ERNER, ERAATFREE (1522, 1510F ) HHAERRZREER
BE,

LD
CLIEzaSATHEERR LRENBIRE. B3R  2HHRER

. 802.11bME S A

. JXBERADIUSIRS 88 , R AIEHIESSTREEENTERS

- BEMAEZEECIEAWLAN 1, BFE SRR,
BIIWLCE , BNERUTEH :

Launchi ng Boot Loader. ..

Ci sco Boot| oader (Version 4.0.191.0)

.088b. dB888888b .d8888. .088b. .d88b.
dsP Y8 88 88" YP d8P Y8 .8P 8.
8P 88 " 8bo. 8P 88 88
8b 88 “Y8b. 8b 88 88
Y8b d8 . 88. db 8D Y8b d8 "8b d8

"Y88P' Y888888P "8888Y "Y88P " Y88P

Booting Primary | nage...
Press <ESC> now for additional boot options...
Det ecti ng hardware .

Cisco is a trademark of Cisco Systens, Inc.
Sof tware Copyright Cisco Systems, Inc. Al rights reserved.

Cisco AireCs Version 4.1.192.17M ( Mesh)
Initializing OS Services: ok

Initializing Serial Services: ok

Initializing Network Services: ok

Starting ARP Services: ok

Starting Trap Manager: ok

Starting Network Interface Managenment Services: ok
Starting System Services: ok

Starting Fast Path Hardware Accel eration: ok
Starting Switching Services: ok
Starting QS Services: ok

Starting FIPS Features: Not enabl ed
Starting Policy Manager: ok
Starting Data Transport Link Layer: ok



Starting Access Control List Services: ok
Starting System Interfaces: ok
Starting dient Troubl eshooting Service: ok
Starting Managenment Frame Protection: ok
Starting LWAPP: ok
Starting Crypto Accel erator: Not Present
Starting Certificate Database: ok
Starting VPN Services: ok
Starting Security Services: ok
Starting Policy Manager: ok
Starting Authentication Engine: ok
Starting Mbility Managenent: ok
Starting Virtual AP Services: ok
Starting AireWave Director: ok
Starting Network Time Services: ok
Starting G sco Discovery Protocol: ok
Starting Broadcast Services: ok
Starting Power Over Ethernet Services: ok
Starting Logging Services: ok
Starting DHCP Server: ok
Starting I DS Signature Manager: ok
Starting RFID Tag Tracki ng: ok
Starting Mesh Services: ok
Starting TSM ok
Starting LOCP: ok
Starting CI DS Services: ok
Starting Ethernet-over-IP: ok
Starting Managenment Services:

Wb Server: ok

CLI: ok

Secure Web: Web Authentication Certificate not found (error).

(Cisco Controller)

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [ Ci sco_24:13: a0]:

Enter Adm nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Re-enter Administrative Password Dok
Managenment Interface | P Address: 192.168.100.1

Managenment | nterface Netmask: 255.255.255.0

Managenment Interface Default Router: 192.168.100. 254
Managenment Interface VLAN ldentifier (0O = untagged): O
Managenent Interface Port Num[1 to 8]: 1

Managenment Interface DHCP Server |P Address: 192.168.100.1
AP Manager Interface |P Address: 192.168.100.2

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (192.168.100.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Name: 2106

Enabl e Syrmmetric Mbility Tunneling [yes][NJ :

Net work Nane (SSID): 2106

Allow Static | P Addresses [ YES][no]:

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code list (enter '"help' for a list of countries) [US]:

Enabl e 802. 11b Network [YES][no]: no
Enabl e 802. 11a Network [YES][no]: yes
Enabl e Auto-RF [ YES] [ no]:

BE



Configuration saved!

Resetting systemw th new configuration.

1. Bl S EERA L TP ER E’J%F%ﬂ{nﬁiﬂ BFRIEFIRR

St artl ng Managenent Services:
Web Server: ok
CLI: ok
Secure Web: ok

(Cisco Controller)

Enter User Nanme (or 'Recover-Config' this one-tine only to reset configuration to
factory defaults)

User: admn
Passwor d:; *****
(Cisco Controller) >

2. A TRFIRENERN , BHREFHKEERRHIFIRZHIKRS. WA, WLCHIRENR
APHIDHCPARS 25 :

config wan delete 1

config dhcp create-scope dfs

config dhcp network dfs 192.168.100.0 255. 255. 255.0

config dhcp address-pool dfs 192.168.100.100 192. 168. 100. 120
config dhcp enable dfs

3. Y1500 AP DB HIZZRT | BN IZABEMACHEHE | AMEIREBIZEN ., TTAMAP LHIFRZ AU
£EE , IEELTEAPHIER T 1E12H 28 £ £ Fdebug lwapp errors enablefn &k K &E1E &
EEH:APﬁiEé’?E SR, AT AR EEMACHLE

Cisco Controller) >debug lwapp errors enable

(Cisco Controller) >Tue Apr 24 04:27:25 2007: spanRadi usProcessResponse:
AP Aut horization failure for 00:1a:a2:££:8£:00

4. f5F AR DAY e b7 N 42 41 28

config auth-list add nmic 00:la:a2:ff:8f:00

5. ARG , ﬂﬁ/\AP%Br“jJuM”“%IJ%%o ETAPEN , RAXEEMFENAPER, EHRE
FHEMFRE. XEURTAP MACHE ( MIRZAIERE ) F, EAXETRAFT , APHER
HFap1500,

(Cisco Controller) >show ap summary

AP Nane Slots AP Model Et her net MAC Locati on Por t

apl1500 2 LAP1500 00:1a:a2:ff:8f: 00 default_location 3

(Cisco Controller) >

4.1.192.17MBEN R

BN A DIEIULT SRR

1. E#25185 LB AE% AR, EAdebug airewave-director radar enableddi -

2. £ A config 802.11a disable <APNAME># £ A AP € BIhse,

. EFE—NMEE , AREHELFIRES02.11a&k ., BRREBWNESEE(140)FFH , ABR
£100, RREXEENTREEERXE. FMAconfig 802.11a channel<APNAME>
<CHANNELNUM>#% o

4. f Fconfig 802.11a enable <APNAME>#5 4 /3 FIAPRY802. 11aE4£ 5.



5. FRBEXRHAERT R BTE ( HlM300 4 ) , BBRZEFEE LRBEEETE.
6. NEFEERMLENEATIR LT — MUEEE LAS® | BIm : 100, 104, 108, 112,
116, 120, 124, 128, 132, 136, 140,

UTREE124LF XN RHA

(Cisco Controller) >config 802.1la channel ap AP1520-RAP 124

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 112 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:16 2008: Airewave Director: Verify New Chan (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: radar check is not required or not detected on
channel (124) on AP

Tue Apr 1 15:50:16 2008: Airewave Director: Checking radar Data on 802.11la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:16 2008: Airewave Director: active channel 112 custom zed channel 0
for 802.11la

Tue Apr 1 15:50:16 2008: Airewave Director: Radar non-occupancy expired on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 120

Tue Apr 1 15:50:16 2008: Airewave Director: Checking Phy Chan Options on 802.1la AP
00: 1A: A2: FF: 8F: 00(1) chan 124 (DO SCAN, COWM T, (4704, 112))

Tue Apr 1 15:50:18 2008: Airewave Director: Processing radar data on 802.1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: Updating radar data on 802.11la AP

00: 1A: A2: FF: 8F: 00(1) chan 124

Tue Apr 1 15:50:18 2008: Airewave Director: Checking radar Data on 802.1l1la AP

00: 1A: A2: FF: 8F: 00( 1)

Tue Apr 1 15:50:18 2008: Airewave Director: active channel 124 custom zed channel 0
for 802.11la

Tue Apr 1 15:50:18 2008: Airewave Director: Radar detected on 802.1la AP
00:1A:A2:FF:8F:00(1) chan 124

Tue Apr 1 15:50:18 2008: Succeeded Sendi ng Radar Channel Trap

Tue Apr 1 15:50:18 2008: Airewave Director: Avoiding Radar: changing to channel 108
for 802.11la

{#/04.0.217.20089 B M i

73 3E R A T2 1T IB R K18 (4.0.217.200) B2 HI85 | 2RI X H 15102 FHIRAP,

BN HALEUT LR
1. ABDETRNER , BHREENNERSAPHEXHNEHFAIMEB

config trapflags authentication disable

config trapflags |inknmode disable

config trapflags nultiusers disable

config trapflags 802.11-Security wepDecrypt Error disable
config trapflags rrmprofile | oad disable

config trapflags rrmprofile coverage disable

config trapflags aaa auth disable

config trapflags aaa servers disable

2. NIAMEMHE AER

debug snmp trap enable

. f£ Fconfig 802.11a disable <APNAME>@ A APH T4 BIhEE,

4. EF—MEE , AREH LEFIHRES02.11ak&kB. BERNEBUNZSEE(140)FFE , AR5k
£100, RREXRBEMNTREFEERXE,. #MAconfig 802.11a channel <KAPNAME>
<CHANNELNUM>8%5 .

5. fif Fconfig 802.11a enable <APNAME>%: 4 /5 FIAPRIB02. 11aELEHE .

6. EREXBHERT Z2ITA ( Hl3074% ) , BIBRIZEE LEEEIX,

w



7. WEREER/MENEANREN T —NUBEE LiRSE |, Hl0 : 100, 104, 108, 112,
116, 120, 124, 128, 132, 136, 140, AT EMiKX—MEEHW RHI

(Cisco Controller) >config 802.1la disable apl500

IController notifies of radio interface going down
Tue Apr 24 22:26:23 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

I'Channel is set on AP radio

(Cisco Controller) >config 802.11a channel apl1500 132
Set 802.11a channel to 132 on AP apl500.

(Cisco Controller) >

IRadio interface is enabled

(Cisco Controller) >config 802.11a enabl e apl1500

Tue Apr 24 22:30:05 2007: Succeeded Sending |radlfTrap
(Cisco Controller) >

SHE, 2SRVBEEHREZEA.

Tue Apr 24 22:31:43 2007: Succeeded Sendi ng Radar Channel Trap

VENEREE , HHAPEEMEE,

Tue Apr 24 22:31:43 2007: Succeeded Sending bsnLradl f Param Update Trap
8. ERIFEDFSEHFERENFEE , 15K Hishow advanced 802.11a summary@ © :

(Cisco Controller) >show advanced 802.l1la summary

AP Nane Channel TxPower Level

ap1500 108 1

(Cisco Controller) >

BIFENER , APHLEENBREERFI0DH. NEHIBEHNGUIREPH KR
”(Monitor)> 802.11a74% B (Radios) RE A AR B E 2.,
9. Jiﬁﬁﬂ%a MIXBIAP | @ TRz BIMRS
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HEH

(Cisco Controller) >debug ap enable apl500

(Cisco Controller) >debug ap command printRadar() apl500

(Cisco Controller) >Tue Apr 24 23:07:24 2007: apl500: Calling "printRadar" w th args 0x0, 0xO,
0x0, 0xO0

Tue Apr 24 23:07:24 2007: apl500: Radar detection algorithm paraneters

Tue Apr 24 23:07:24 2007: apl500: max width = 25 (units of 0.8 us),

wi dt h mat chi ng pul ses minimm=5

Tue Apr 24 23:07:24 2007: apl500: width margin = +/- 5

Tue Apr 24 23:07:24 2007: apl500: mn rssi for nmagnitude detection = 75

Tue Apr 24 23:07:24 2007: apl500: mn pul ses for magnitude detection = 2

Tue Apr 24 23:07:24 2007: apl500: maxi mum non- mat chi ng pul ses to discard sanple = 2
Tue Apr 24 23:07:24 2007: apl500: Radar detection statistics

Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors per second = 0
Tue Apr 24 23:07:24 2007: apl500: sanpl es dropped for too nany errors in sanple = 0
Tue Apr 24 23:07:24 2007: apl500: positive radar bursts detected = 14

Tue Apr 24 23:07:24 2007: apl500: printRadar Returns: 40
Tue Apr 24 23:07:24 2007: apl500:
(Cisco Controller) >debug ap di sabl e ap1500

AP 15200 Z BAE N FiE



MEFIZRERIZRE G T MNAPERRINZ BRXMEEN IR,

(Cisco Controller) >debug ap enable AP1520-RAP

(Cisco Controller) >debug ap command "sh mesh channel" AP1520-RAP
(Cisco Controller) >Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet2, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 2[0;0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet3, Channels:
Tue Apr 1 15:38:19 2008: AP1520- RAP: 3[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernet0, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 0[O0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW G gabitEthernetl, Channels:
Tue Apr 1 15:38:19 2008: AP1520-RAP: 1[0; 0],

Tue Apr 1 15:38:19 2008: AP1520- RAP:

Tue Apr 1 15:38:19 2008: AP1520- RAP: HW Dot 11Radi 01, Channel s:

Tue Apr 1 15:38:19 2008: AP1520-RAP: 100[0; 0], 104[0;0], 108[0;0], 112[0;0], 116[0;0],

120*[0; 0], 124*[0;0], 128[0;0], 132[0;0], 136[0;0], 140[O0; 0]

ELHEFEHSHNAMBEGERRTFENRENEEINGEE, XEFERRIFMEEID .

{8 Fi Cognio¥fi i 4 47 28

BXAIEITAHWWLC debugtn TH BN BRESHHMEMER |, BEEM CogniosMik 57 #r 2wt TR
T, mFESHN  REFAXHES RS ERER, B8  NREASHFTTBARR RE 1T
BURELE F A 1R N B R EE 2.

PIMEREI1510 APHIB02.11aTc 4k BB MCogniofz REEMI K& B8z, RBETRHE. Hit , RENE
SHEAEESCognioTEFM1510 APIREFE,

MBFBXEFEFTHFEAK , N AR T K& - I BRIK M AR Cogniott Bz M 2,

BRZBEHMB02. 112 RFLLTEIRS , TUARKEHEIR ; Filw , WiXHEERANECABRPH
Wi- F|-Fo

EHITHIK , ¥ ZCognio Spectrum Expert , HFIREBLU TS :

1. EAMEXRL,
2. kT B | ®%FiEE, i%#¥Band and Channel Settings , REERENEHIF , H{UES
802.11a#E, AfF , £HOK.
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AL AENERING02.11aBES IR, it , HRAPEEIZFIFZH EZTERTHISEEERN ,
fEA R 2 AN ZREIREE,

RNTRUKEN , AFEXBHRFEEIERSIXK , ZIR2EHENLESH. EFANGTTR
config advanced 802.11a channel delete <CHANNELNUM>, 50 :

(Cisco Controller) >config advanced 802.l1la channel delete 124
(Cisco Controller) >config advanced 802.11a channel delete 128
(Cisco Controller) >config advanced 802.l1la channel delete 132

ERIFYA{EES|%R , i54& Hshow advanced 802.11a channelfis % :

(Cisco Controller) >show advanced 802.1la channel

Aut omati ¢ Channel Assignment

Channel Assignment Mode........................ AUTO
Channel Update Interval........................ 600 seconds
Channel Update Contribution.................... SNI .
Channel Assignment Leader...................... 00: 18: ba: 94: 64: cO
Last RUN. .. ... 331 seconds ago
Channel Energy Levels
Mnimum. ... ... unknown
AVErage. . . o unknown
MBXT ITUM .o unknown
Channel Dwel | Tines
MnNimum ... 0 days, 17 h 49 m30 s
AVErage. . . o 0 days, 18 h 49 m20 s
MBXT UM . . e e e e 0 days, 19 h 49 m10 s
Allowed Channel List............. ... ... ... 36, 40, 44, 48, 52, 56, 60, 64, 100,

............................................. 104,108,112,116,120,136,140

HXER

- BREAKERFE

- &% RS M HI 25 (WLC) & IL [F1 8
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