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M(BRA) BE. MREEANREXENE , FRRECKXTHRMENSHEERIE,

s 1|
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REAPHE X ELAPREB I BEWANEERE E |, HEMAEBSWLCEESHIZEHEMNLAPHIIEE, B
HA 1030 LAP ¥ REAP # =,

AT RELEIHEE , 1030 REAPREEEA[MU(LWAPP)ZHFEELLKEFHE 5B, Cisco
WLCTIASERAETLWAPPHEMEA (AP RN S XATETRENER , MATERF %R
AP ATE. EWANFRTHRE | XAt M & IR 7 R &S24

REAP AP M MR ERE S -

. FEREAPH#ER

T ER
L REAP APRIWLC Z BIFIWANEERRITIF BT |, LAPFE EEREAPER F1REB, HLAPELEE
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MWLCHILAPZ B BIWANEE BT FF Bt , B AREAPHILAPF YR h V2K, ARV ERXT , R
WLANELE T BEL SRR B (WEP)REM A th H AU % , NREAP LAPREEIM I X —4
WLANTI A X HWLC, EX#MERT , REAP APZIFHWLANZAP(WLAN 1) LEE/H E—4
WLAN, XRENARZSHEMES RIS EZETEMREHH[EEEEINEHEEAEER , HEY
WANSERE <A RT | tHIRERTIRE, EMVERT , LAPXEB L NIhEEE, TRERREAP LAPE
MYBER TN —AINEE , SREAP LAPEEEENXT ( YWANEERITHF BSEWLCHBESITF &
) ZIFMThEEM L
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R AL RIEAL
{nommal modi) ( standalone modz )
14 Yis Vi
1Py Yok Yo
Protocols s Y s
Adl other protogals {only if client is also | Conly if client iz also
11 anabled) " enahled)
I Prooey ARP Mo M
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WLAN Prhynamic channel assignment Yis Mo
Prhnamic power conirol s M
Prnamic load balancing YWias Mo
VIAM h-1u||i|'.-|-:.i|1lcrl':|-.'-:.~c M M
0210} Supporl Moy Mo
Rogue A1 detection Yis Mo
Yo
Tvelusion lis - (awisline mermhers
WIAN Security Exclusion list Y GRAE lll:'ill:;mhr.
Paer-to-Peer blecking Mo Mo
Intrusion Detection System s M
MALC authentication Yo M
221X s Mo
WEP {64/128/152bils) Yas Yas
Layar 2 Security | WPA-PSK Yis Y
WEAZ-PSK Mo Mo
WEA-EAP Yo Mo
WPAZ-FAP Yas Mo
Wb Authentication Mo Mo
Psioc Mo M
Layer 3 Security | L2TP Mo M
WM Pass-through Mo M
Awciess Control Lists M Mo
08 Prodiles Yis Y
Deownlink Clos (weighted round-robin quenes) ios Vs
S02.1p suppor Mo Mo
(s Per-usar bandwidih contracts Mo M
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2021 e (Tulura) Mix Mo
Al Qs Prolile vyverride s M
Mohility Inira-=uhnel i Yis
- Infer-a0bnet My Mo
P Intemal DHCP Sarver Mo M
Extemal DHCP Server s i
Topalogy Drirect connact | 20015} Mo M

THRER, EFHERT , REAP LAPFAXEZAMVLAN, FXHEZANVLAN , A AREAP LAPR &
RREEENFME , RREMNFTERITIEEE 802.1Q VLANARIZ. ALt , MRS EFRRE
(SSID) LM RELILETEELZNEZHERNFN, it , EIELERETAESSIDZ BN ZEFR 5 ER
, B mNBERESTADE,

EXREAPHEBLUR A EEREAPK HIE4IMNFAEER , 52D XV EHWREAPEEIERE,

EE

A E 3 RAER R UAE B A ASFIR S BERVIE B
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ERERBFUXBMFZRE , TBETRATER
1. BEEWLCIARITE AR B EHBEWLAN,
2. SAPE TR RHITRE,
3. BLiE 280038 M 28 LA 22 T WANEE RS
4. EixfEvh S EREAP LAP,

RE
ARSTAFEA N T RERE -

Cisco 2800 Rouler

Clsco 2800 Fouter

.
10.00.2/8 e

172.16.1.60/16 ! 192.168.1.1°24

Layer 2 Swilch Layer 2 Swilch

192.168.1.524

QDD

Cisco 4400 WLE Cisco 1030 Lightweaight AP

WLC Paramelers 192 168.1.24/24 v 192.168.1.25/24

Management Inledface IP address: 172.16.1.50/16
AP Manager Interface IP address: 172.16.1.51/18

SEEEAEALKERD DXV, HAZKESRN2800RFIRHEES E& 1L, ARAI6E AR
SRR R % (OSPF) B FEWANSERR EF APPPH B A IE, 4400 WLCRZ FEHLE |, 1030
LAPAHREPEBIEZRDIANE, 1030 LAPAAZIEHINWLAN, U TE2EWLANK S 3

. WLAN 1SSID - SSID1 & %Ki — $TFF 03 — I e B4R ST M (TKIP) ( WPATR 3t S 345
[WPA-PSK] )
- WLAN 2SSID - SSID25 i — T§ B & ARIEH(EAP)IME — TKIPEXK : ¥ FWLAN
2, AR R R B FIWPA ( 802.1x & B RAE MTKIPH T ) .
BRAIRA R EREIRE -

ERWLCURTEFREHERWLAN

B S TITRE(CL) LERSHEERSREEWLCHUMITEREE. I, ALUER GUI




BB WLC, AXHNAEACLILMNEEERESHEWLC LRITHEE

BREHWLC 2j5 , EREEREABRYEEGNS. FAREQSEEERKRE, ATHNE CLI &
GUI hEfFiEES. UTEBHEERSH A -

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Name [Cisco_33:84:a0]: WLC MainOffice

Enter Adm nistrative User Nane (24 characters nax): adnin
Enter Admi nistrative Password (24 characters max): *****
Management Interface IP Address: 172.16.1.50

Managenent |nterface Netnmask: 255.255.0.0

Managenent Interface Default Router: 172.16.1.60
Management Interface VLAN Identifier (0 = untagged):
Management Interface Port Num [l to 4]: 1

Managenment Interface DHCP Server |P Address: 172.16.1.1
AP Manager Interface IP Address: 172.16.1.51

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway | P Address: 1.1.1.1

Mobility/RF Group Name: Main

Network Name (SSID): SSID1l

Allow Static | P Addresses [YES][no]: Yes

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [YES][no]: Yes

Enabl e 802. 11a Network [YES][no]: Yes

Enabl e 802. 11g Network [YES][no]: Yes

Enabl e Auto-RF [YES][no]: Yes

Configuration saved!
Resetting systemw th new configuration...

FRBGIEWLCEEEL TS :

. EEEO P bt

- APEIEZRZEOIPH 3t

CEEEOROS

. EEEOVLANFRIRE

- BHEBWN

. SSID

- BZHMSEK

XESHATREWLCURITEARRE, WATHWLCH TR , WLCER172.16.1.50E8 EE
O | EH172.16.1.51ENAPSE SR O IPHbit, EHMEERBEFRHMWLAN , BEWLC E
ERATHER :

1. EWLC GUIF |, 2 HBE O TNSFERHWLAN, BEENE R WLAN B0, EOSHEWLCE
EBHWLAN, AT EEARYREESEET —/AWLAN | EibX%F 0 lEWLANE B 245
8

2. B HEdit&E&WLAN SSID1, REIMT
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Save Configuration  Ping  Logoed  Refrech

¥ MANAGEMENT COMMANDS  HELP

WLANS WL AR sow... |

WL AR
WILAR Admmin "
. o WLAN 551 S akmn Sequrity Palicies

5101 Lasbied B0ZAN ¢ pda -'_’

XEHFERWLANS>EditE O, EHEOF , KA UEREERETWLANNSH , SFENREX
B, Z2EKEE, RADIUSIRE RS,

. FEWLANSs > Edit® O F# 1T LA T i%£# : £ General Policies X1 , %A Admin Status3=i K
Enabled S £ LS FLLWLAN, \E2EZ 2 TR K& FIEEWPA |, LEFWPAR FWLAN
1. EEOKZENLWPASE, EEWLAN 1 EEHAWPA-PSK , &% WPA ParametersX 15
HPre-Shared Key> HEnabled £ i£4E , J i AWPA-PSKEY O, WPA-PSKF & ATKIPH# 1T
&, XX : WPA-PSKEBMLANEE FiREL S LEEMNFBICE , WPA-PSKFREIEE TE
o 5 Apply. RHIOT
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Logest Refresh

WLAMNS

WLAMN ID
WL AN E WLAN 51D
WLANS
AP Groups WLAN General Polcias

Ao Poley

& Rderin Shabas

WM Folicy

320 Phone Suppart
Brgadcat 5510
Allo= ARA Dvermde

Chank Erclupion

DHCF Sarver
DHCF Agdr. kgtagnimgrt

Erderigos Mame

Radkiis Safders

Authanbcalen Serveri

all -

= !M;a;__“‘;.

s
humnW
Quakty of Service (JaS) IFll--r {haik affort] -

Depabled =
[T Chant CAC Liwst [~ AP CAC Lawat
F Enabled
™ Ensbled

T

Tenemt Walus (3ee5)

F ilnabind **

I Gveride
I maquired

ManhBpement =

Actoutfneg Serveri

Security Policias

€ Laver 2 Security s =
e —
Laver 3 Setuiily MNong 'l
™ wieh Policy *

" ah Polcy canngt B used in parrbanatinn mth JIP3EC
@l ILZTHF

* Whan olierd saclusian s ansbhled. § brasgut valie of
et aeand fibndpimidl requrs slirrenisirabive averreds |

riridt axduded bt |

SdrvEr 1 Innn-n '-I In-:\nl -I

Server 3 ficra = Besfig =

Sarwar nigra . raSne W
WA Paraimalers

B02.11 Dhate Enpryplepn T 1P-MEC

Pre-Shared Key F Enstied

o

IEE AWPA-PSKINZELE TWLAN 1,

4, EE L WLAN 2,

BEHEWLANSE O R EHNew, REFERWLAN > NewE O,

5. EWLAN > NewE O H , X WLAN IDFIWLAN SSID , A58 HApply. RHIENT




e DA A DI

® 4 =5 SR HELR
WLANS WILARNE & Py < Back | Apply |

WLANS WLAN 1D =
WLAN SSID Esinz

RENERE Z/MWLANBIWLAN > EditE O,

6. FEWLANSs > Edit& O 3 1TEA T %2 : £General PoliciesX1F , % Admin Status3= 3 /Y
Enabled £ LS FAILWLAN, NE2EZ S TR E 2 FIEEWPA | SUERIEWLANE E
WPA., 7ERadius ServersXigiH , EFEATEF KSR EHRADIUSIRS . £
Apply. R
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Save Confiquration  Ping  Logowt Refresh

MOMITOR ‘WiANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP
SATLARS WILANE - Edli < Back ] Appby ]
WILARMS WLAN [D ®
WLAN 8510 SEI02
General Policies Swourity Policies
Rpdia Polay | &l _ —— — _
: e - Layer 2 Securdy |wa ..I
Egmen Stahat W Enabled e

) - N = mncrmerng
SEESIGN TITETUT YT ReeeT

Quabiy of Teraoe (GeS) [Sieer (best effort] = Laver 3 Securty [Mane =]
WM Policy J Cork vl --I ™ wes Pohcy =
7920 Phone Swppart | Chant CAC Lisdst [ AP CAC Lawat
Bargaad gt S5I0 FF Enakied
Al REE Oyermide T Enablad
;
Chent Evglusion F Enabled ** 80
Temeo iy
DHCP Sarver I overide

DHCOP Addr. Ajiegnrmant [ Ragueed

Ineriace Mame

Radips Servers
_ — Frr T (o pPiog's g B _ﬁu:;uurr.-:h;. SErVErs
b EI"_""_L IFi172 0614, Pork !I".:;I "\-'_-'-I'__'_I
Server 2 L] =] [rane =]
Sarear 1 Inoee 2l [reear =)

WA PAarairal e

_ B02.11 Dats Escryptsn  TRIP-MIC

FrooShared Kay T Enablsd

R . AR BRI AL ERADIUSER S SS FEAP B B IE, BXi{AEHAWLCH BEEAP S %
ENEER | BSHEAWLANZEHZF(WLC)HEAP & 416 i Fit & R4,

-

FAPE Tix 1T

B RLAPREUZHIZR I RMNTRE | LAPH BT ZFIRIERIZFIR. LAPEERED 2N 2HI2RFH
SWEBHAPRERERNEA, X&¥ | LAPREIMALAPEARERAENEER.

ER{tZFREAPWAP |, ENAPEZEI| SN ELME, LEZEATFAPEIENEFIEE, £
LAPIIA EHAEHWREIRRE , APTHEWLANER IR HERME B3 R HAPIRIERS (OS)RA, B3
HAPFERFIENIPH U EHMEBIAP, HAPEEEMEMNFIEEEN , APAIEZENEIERE,
MRIPERETA , APTLMFIRAZIH AT AR RENIEFIZE,

AR BREXAAPZEIRAPREN REAPER | MEREREIZEE R, BB 2HI2R
CLISIGUIS fE A B H R (WCS) R EAPR B REER . BMINBRT , APIREANFITENAE
"IN e

LAPRILAE R LA ME— T &R R DL IS

V- &
. B3R RIE A A b F M 3B FADHCPE 14318 FI DNSBR &5 254 Al 28 FR R B (O TAP) i F A &B
DHCPRRSZ 2R : EFANIDHCPIREZEE |, LAPAAEEERFIWLC,

AR RRIZLAPHE FIDHCPE 43 X ML HEM BIWLC, B X {EFADHCPEI43FLAPE M 242 %l
BURHMEZANFHNIFAER , FSHABEAP(LAP)EMEITTLLANIE HI25(WLC),

ELAPR IR FIZRE , AT UMEWLCHI Wireless ( o4k ) EOF B RAPE EMBIRFIZR. R~AIMT
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R FEE-FL T
ANER F1 Lave Comhguratan Fing  Legout  Refredk

¥ MANAJEMEMT COMMANDS HELP

s Al APs
Aroess Polnts search by Ethernet MAL | Search |
Al AF 1D Eth 1 Admin Statws  PPerationsl “urt
Ao diginag . " Shabiid
Hogues T apihSae . OOb 8551 1 Ta e Enabls BB 1 1 -
5 A T —— —— — == — — e =
Cliemis
Glehial BF
3 1N et
(R TTT ']
Tim#rs

BENEFREAPEREELAP , FEAUTEIR

1. M\ WLC GUI /|, B Wireless, RN ERAIAPsE O, E Q% HEMEIWLCHAP,

2. R MMAREAPEREBHAP , ARG ¥ HDetail. RETFE RIEEAPHIAI APs > Detail & A
s EEOH , BANEBAPHEISE , B3 : AP BFIPHbiE ( WA AFE RN B Hut
) BEEBRB L2 S HBAPERAPTEZNWLCHI R EMSHK

3. MAP Mode T HI 3 & AR RREAP, B8R {XE X HFREAPHAP LT H,

4. EMAPFH T EMEvIEHIss S , RAEETApply. BHRZSTEEL=MEFHIEE B M (E 1245
. HBEEISBENE=EHER). AP FRBEEHEOFRRENINFEREHE. BAERRFIR
FEA— MRS, FTURGISZBBISREN A EEHEE, R"EIWT



e QA3 AAYI DI

aF Hode

Oipar gt Status
Port Musmitser
AR Groag Mame

(Ko i)

CONTROLLER

Wireless All APs > Deetails
ACCEsE Paindd Ganaral
AF Hyme
tharnst MAC Ladr
Bridging Etharn - WE
Rogues Bate Agdio MAC
] Reguistory Domain
a&F B dddress
AlF Skabc [P
Clients
Global K
Lo e
Cowntry
Admn E,Lgh_l_t N
Thmers i

WIFELESS

Save Configurations  Ping

SECURITY  MANAGEMENT COMMANDS  HELP

< Back |

Logowt  Refrech

Wersians

lai%1:-Sared
000k 05 58 154780

LOvH B R )

BOZELbgs -8 BDTRLS: -

5 Veruon 1.2.70.0

Beopd Wariaan Z1.7a0

InvEntory Information

AF Model apLoan

&P Sanal Mumber WONCSZZOIRT
&F Corphuyyis Trps Haradaohers Insdaled

REAP Mads fupgsried Tes

172.06.1.80

=

e L TTETTEC
Rebmask e 2o4 284 ¢
Gatews?  figd 148.1.1

5

[Enamie 2]

REG T

m

[Eemate C#e

Pronibry Coovrsiler
Hime

Heme
Tertiary ©oadrgller
Wi

Sitohdiry Contrall

|WLC _ManCeffice]

Siatichior Temer

Radio Inberfaces

10201

Kwmiber of Baedio Irvbsrfaces

Radis Interace Type Admin Status

Ernable

Oprr Stalus

Ergulatory Domain

Tuapparted

BEFMAPIRENREAPR R | F A EIZR I AEFZEN,

X EARBBEOS | BAUEIAPHIPH U EF R NEDS , HESE TEDSIPHbHE
192.168.1.5, IV E_RRANERFEZEIALNERFEANFN, At , BNESHMRERAFRE

DHCPHR%85172.16.1.800 IPH#hsit, 1£ AP SEMEIIRFIBEE |, bt TR S IP Hdit,

Bi B 28008% M 8% LA I WANEE
7 TR WANEERE | ARGl R A HOSPFII2800 R FI MBREM 42 M MER. UTRAEX

HP RO RPFHERHRNEE

i

Mai nOF f i ce#show run
Bui | di ng configuration..

Current configuration
!

728 bytes

version 12.2

service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
!

host nane Mai nOffice

!

!

i p subnet-zero

!

!




1
!
interface EthernetO

i p address 172.16. 1. 60 255.255.0.0

!--- This is the interface which acts as the default
gateway to the WLC. ! interface Virtual -Tenplatel no ip
address ! interface Serial0 no ip address ! interface
Seriall !--- This is the interface for the WAN link. ip
address 10.0.0.1 255.0.0.0 encapsul ation ppp !--- This
example uses PPP. Use the appropriate !--- encapsulation
for the WAN connection. ! router ospf 50 /--- Use OSPF
to route data between the different networks. | 0g-
adj acency-changes network 10.0.0.0 0.255.255.255 area 0

network 172.16.0.0 0.0.255.255 area 0! ! ip classless
ip http server ! I I line con O line aux O line vty 0 4
! end

2

BranchOf f i ce#show run
Bui | di ng configuration..

Current configuration : 596 bytes

!

version 12.2

service timestanps debug dateti ne nsec
service tinmestanps | og datetime nsec
no service password-encryption

!

host nane BranchOf fice

!

!

i p subnet-zero

interface EthernetO

ip address 192.168.1.1 255.255.255.0

!--- This is the interface which acts as the default
gateway to the LAP. ! interface Serial 0 no ip address !
interface Seriall !/--- This is the interface for the WAN
link. ip address 10.0.0.2 255.0.0.0 encapsul ation ppp
cl ockrate 56000 ! router ospf 50 !--- Use OSPF to route
data between the different networks. | o0g-adjacency-
changes network 10.0.0.0 0.255.255.255 area 0 network
192.168.1.0 0.0.0.255 area O ! ip classless ip http
server ! I'1 1 line con O line aux O line vty O 4 login
aut ocommand access enable-tinmeout 2 ! end

ExEY S EEREAP AP

WME , BMEEWLCLEEEWLAN , NLAPIFERZ , HELSRMNZEDLNE 2 EEIT T WANEERE

BRI S EAP,

HIZBWRBEHIAPE , APREREERMREENINFERZHER. EAPKRIZFIE
FEREM. TER—MRHl. MWLCH , B LLEIAPEE R

1A HIES

, APE) 42



- D03 08I I

|l!l H1lll

Wi kg Al ARy

Acress Palnds search by Etherne 1 MAL I wearch I
L.010"g Rt o " i
= M peraktiona ™
Aridging AP waise P Ik Ethernest AL B imen el il or

Pl T T 5 UOSOb NS EIISANS  Enabis REG 1 uels -
Bagun Ay —

[ e—_—
Rague Chants
{ liemts

Glwhal EF

Coumiry

Timers

B F TWPA-PSKHEISSID SSID1HEF#EWLAN 1 EBAPXEL, /B A T SSID SSID2#1802.1x &
PRIEMNEFFiwmEWLAN 2 EWAPXKE, AT REETRAANE K. —NE/mEZESWLAN
1, B—NEFPREZEFIWLAN 2:



=003 Q3T NI

Save Canfigurafion Pirg Licsgoast Ellm

MAMAGEMENT COMMAMDE HELP
B o Chents Iems 1 o 2 ot 2
Silmiary Search by MAL address | Search |
Statistics
ik Clienk FMAL Addr AP manne AP FAD Adddr WL Type Htalus Aiith  Fart
Wireless O0-40:96 804405  wpcS1:Saed O0:0b:#S 51 -Saed  SEIDN MrAls  Adkssated red 1 J'
-y OO=40: 0 a5  speSl:Saed 00k Sl -5e:wl SEIGS | ale Anrmplied e 1 s
4 s
114z Ead
Oty

B

AL D WIASHREAPEE LELEE,
AE : EEMdebugin T2 Bl , 1B HEXDebugi PR EERFE LS.

RAIWANSERE . HWANSERRUTTT BT , APRFRESWLCHER. RF , WLCARNEFIRFIEH
AP, RHIMT

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:04:22 2006: Did not receive heartbeat reply from AP 00:0B:85:51:5A:E0

Wed May 17 15:04:22 2006: Max retransm ssions reached on AP 00: 0B: 85: 51: 5A: EO

( CONFI GURE_COMVAND, 1)

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 0

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregister LWAPP event
for AP 00:0b:85:51:5a:e0 slot O

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Down LWAPP event for
AP 00: Ob: 85:51: 5a:e0 slot 1

Wed May 17 15:04:22 2006: apf SpanProcessSt at eChangel nSpanCont ext: Deregi ster LWAPP event
for AP 00: Ob: 85:51:5a:e0 slot 1

Wed May 17 15:04:22 2006: spanDel etelLCB: stats timer not initialized for AP

00: Ob: 85: 51: 5a: e0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b: 85:51:5a:e0 slot 0!

Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 0

Wed May 17 15:04:22 2006: Received LWAPP Down event for AP 00:0b:85:51:5a:e0 slot 1!
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Wed May 17 15:04:22 2006: Deregister LWAPP event for AP 00:0b:85:51:5a:e0 slot 1

Mdebug Iwapp events enabledn = #i i , A LAFBWLCEUHEEMAP , B AWLCKRUKEIR B
APHYLBERIE . RNESNERLUTREES . EHSRIHINEEN OB , BFE1®, mE
WLCAKRWEBIRIE , WLCHFHEHAP,

BAPKL F IR AT , APERIRLEDIN . 55— MWLAN(WLAN 1)< BX9 % P i SAPXEX |
NE—PNWLANFHE P iH{XELE N WPA-PSKINZE ., LAPERVEX TAEMZELRS, UTREIE
RIEZEFIWLAN 1B SSID1HIWPA-PSKH & F IR HIRAS ( HWANSEER < HIRT )

X TKIPEESWPA-PSK—i2{EHN N,

[F|cisco Aironet Desktop Utility - Current Profile: SSID1. 7| x|

fckion  Options  Help

Current Status | Profile Management | Diagnostics

‘EM“” 5"”“\ Prafile Mame: 55101

Link Statuz: Authenticated

Wirelezs Mode: 5 GHz 54 Mbpz IP Addrezs: 192.168.1.24
Metwaork, Twpe: |nfrastructure Current Channel: 64
Server Bazed Authentication: Mone D ata Encryption: TEIP
Signal Strength: | Eucellent

HTFWLAN 2EFHEAP S A58 IE , Rtk EWLAN 2iE N B PRSI iEE, REMAERNER
EAPEMRIINEFFIHREESWLCERS. UTR—1MRABDO , B RWANEER X R EAP S 3 1KIE
KW -



Bl AP Authentication X

Profile N
' Card Mame:  Cisco Aironet 802, 11afbjg Wireless Adapter
Steps |

Profile Mame: 3S3IDZ2

-» 1. Starting
2 Checking Message: Unable to LEAP authenticate the wireless
: user in the specified amounk of time,
3. Renewing

Metwork infrastructure might be down, You
4. Detecting may also want to increase the LEAP timeout
5 Finding D value For this profile,

Cancel

EWANEER B , APSYIRE EFEREAPER H @EH 25 EM. FRAEAPERRIINEFFKtS
Bz, REIWMT :

“F Cisco Aironet:

ficktion  Qpkions  Help

LEAP Authentication Status il I ] [
Card Hame: Cizco Aironet 802,11 a/b/g Wireleszs Adapter
Profile Mame: 55102
Steps Status
1. Starting LEAP Authentication Success
2. Checking Link Status Success
3. Benewing IF address Success
4. Detecting [P Frame T ype Success
B. Finding Diamain Contraller Success
[T Show minimized nest tine Cancel
[ TED Select Fratles CIrder Eromes.. -I

#2425 Edebug Iwapp events enablefn T REAIBMEE RUTER -

(Cisco Controller) >debug lwapp events enable

Wed May 17 15:06:40 2006: Successful transmission of LWAPP Discovery-Response

to AP 00:0b:85:51:5a:e0 on Port 1

Wed May 17 15:06:52 2006: Received LWAPP JOIN REQUEST from AP 00:0b:85:51:5a:e0to
00:0b:85:33:84:a0 on port '1'

Wed May 17 15:06:52 2006: LWAPP Joi n- Request MIU path from AP 00: Ob: 85: 51: 5a: e0i s 1500,
renote debug node is 0O

Wed May 17 15:06:52 2006: Successfully added NPU Entry for AP 00: Ob: 85: 51: 5a: eO(i ndex 51)



Switch I'P: 172.16.1.51, Switch Port: 12223, intlfNum 1, vlianld OAP |IP: 192. 168.

Port: 5550, next hop MAC:
Wed May 17 15: 06: 52 2006:

00: Ob: 85: 51: 5a: e0

Wed May 17 15: 06: 52 2006:
Wed May 17 15: 06: 52 2006:
Wed May 17 15: 06: 54 2006:

00: Ob: 85: 33: 84: a0

Wed May 17 15: 06: 54 2006:

P B B

00: dO: 58: ad: ae: cb
Successfully transmission of LWAPP Join-Reply to AP

Register LWAPP event for AP 00:0b:85:51:5a:e0 slot 0
Regi ster LWAPP event for AP 00: Ob: 85:51:5a:e0 slot 1
Recei ved LWAPP CONFI GURE REQUEST from AP 00: Ob: 85: 51:

1.5, AP

Hfa:e0 to

Updating I P info for AP 00: Ob:85:51:5a:e0 -- static 1,
192. 168. 1. 5/ 255. 255. 255. 0, gtw 192.168.1.1

152 A 4S80 20 o] B BREC B HUR

HEHEBR D

& 0] LA i iX LEdebug @

TR B E AT I P HEER

XX  EFEAdebugin T2 Bl . iHZRABXDebugin THEEELR.

. debug Iwapp events enable — & RLAPHIWLC Z B & £ EHIRF o
- debug Iwapp errors enable — & RLWAPP&EEF H I AV 1R,

- debug Iwapp packet enable — & RLWAPPZ#E 2 IR ERAY 181 -

. debug mac addr — N IEEEN &F F ik 8 AMACHEIR,

HXER

. D HHREAPHE RIER
- WLAN #4288 (WLC)  EAP 5 31 iF i) &l B = 5

- Zo4% LAN 25BN E R\ S B AR B R HI

- NEREEA ST WLAN 3 65 38 i B ) 6 7 R 7 5

- TRXE/A

- BARZ M - Cisco Systems
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