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, BRA XN FTLE,
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. Cisco C3201 & BaEO+ (WMIC)ER : £=-K802.11at& BB ERNIBHF.

PATHRZE , FEARSFUEIT Cisco I0S fRA 12.3(7)JA HE BMA,

34 F Cisco C3201WMIC , 4T AR BT , A SBMELT Cisco 10S FRA 12.3(8)JK HE /AR A
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LRIEPHRT, B, ZXARFZEREFRIRHRUEN ZRERTHRE , NTTABEELSR
EREAREN, AF , ZZABRFEEAK LMK Cisco 10S BARA 12.3(11)JX1 , EHRE
MAZHEE. BAREMARGR 2 ESNEHEE THTER Cisco I0S A&, ALKRAREFEK
EEBRARNMENBELERIEHRARFEIIRNE XG4 |, RZHEXHS AT WCS EERHA
o RFE , WCS AT M4 L H iR HIgR X LER

BEXEFMEE , ES S HA Cisco Aironet A S AR N REERNWARIELL Y.
HEIE - BEXBRE

LRARTERATHER AP ARNBEEERN (FHRZ AP ERARRE ) . ARTEKTMNE
SEEAARNBEEAFMSFRITNERES, XEESFIHE

CEBTRBERKE - RIE AP REZSXE, EEETRERERE , UREEZHLLBET,

- BRAPEE AR,

. HEZ BA AP LUEH {TH¥R - 70 Public Key Infrastructure (PKI) BB FEBEREM , LUE
A LATE Cisco #2HI88 EX AP #ITH MR , HEWH AP £ BZXEIUEP (SSC). MR AP
RHE BmWMEIES (MIC) , MIF<EH SSC,

- TEHEAIREERNNV ARG , HA0 , 12.3(11)IX1 = 12.3(7)IX , LE Y AP InARHI25
o MIITHEZE , WRENEHSIS AP,

- ERRBIE AP MAC i, MEPRBMNZ2FARHNE LG  HEHEHEFE, EkHm
HX S AE WCS X5 HEIH i Hlgs,

-3
ERALIARE N, BERUTEENRS

- EA LT EERIVIEA STEERES 40xx, 41xx HE 3500 #2488,

- FTEARNEA 802.11b E—1K 802.11a L EAEA R,

- MREERRANEFCISCERBBASNES IP ik, MEED, EHBZHMERIANK | £5
BASERN LWAPP 281 , XMEZARLLMBUT BARG 2 —
L 12.3(7)JA12.3(7)JA112.3(7)JA212.3(7)JA312.3(7)JA412.3(8)JA12.3(8)JAT12.3(8)JA212.3(
8)JEA12.3(8)JEA112.3(8)JEA212.3(8)JEB12.3(8)JEB112.4(3g) JA12.4(3g) JAT

CBEMUT BAM G — A SHR N LWAPP | BiREHNEA SN TSR EHES IP it
. MEBEE, THZMBIAFSE : 12.3(11)JA12.3(11)JA112.3(11)JA212.3(11)JA3

- ERARIRZE , LWAPP AR T EFRELREK Windows BERENERF. XY BHEART
BYE, TEBRBAEER,. MREARSHBAL , XAEFRIMLEZABRHLETE | B
ERBMAFEER. URRERIMLEZEHERELNTE  ARTHEENHECRNEEEIE
T R PR A

F PR
ERMTRERM AP :

. BEEFEMICH AP

. HIE R SSC By AP
H ZERIEB A SUBERIEMIC'KIFR , BRI MMIIEP (Manufacturing Installed Certificate)
WEFRBREER, 2005 F 7 A 18 Az ath™ # Cisco Aironet #EA RU&E MIC , B TEFFix Lk
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BARUEEREEX TETRStBZAEXRIEH. M EHBEHITRHRE  UAEESIEERILH
, MY E A R 1TH BRI,

KA B R EREA KM (LWAPP) #9 Cisco Aironet MIC AP ( 20 Aironet 1000 AP ) , HHEBR
MNHE, RAEER , BRE IPEE , B LWAPP RS , REREMNE,

}l'g&I/E\ H /L,\J.L/-.r\ AP = MlC AP JIIE SSC APo TEEM:H?&IEEEZEIJIE';QE H /N /T‘@'J .

2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.
2006/08/21 16:59:07 INFO 172.16.
2006/ 08/ 21 16:59:07 INFO 172.16.

60 Term Length confi gured.

60 Upgrade Tool supported AP

60 AP has two radios

60 AP has Supported Radio

60 AP has 12.3(7)JA Inmage or greater

60 Station role is Root AP

.60 MIC is already configured in the AP

60 Har dwar e i s Power PC405GP Et her net,
address is 0015.63e5.0c7e (bia 0015.63e5. 0c7e)

60 Inside Shutdown function

60 Shutdown the Dot 11Radi ol

60 Shutdown the Dot 11Radi 00

60 Updating the AP with Current System Tine

60 Saving the configuration into nenory

60 GCetting AP Nane

60 Successfully Loaded the LWAPP Recovery
Image on to the AP

60 Executing Wite Erase Conmand

60 Flash contents are | ogged

60 Environnental Variables are |ogged

PRrPEPRPPERPRPE

2006/ 08/ 21 16:59:08 INFO 172.16.
2006/ 08/ 21 16:59:10 INFO 172.16.
2006/ 08/ 21 16:59:11 INFO 172.16.
2006/ 08/ 21 16:59:12 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:13 INFO 172.16.
2006/ 08/ 21 16:59:58 INFO 172.16.

PRErPRPPRPPRRERE

2006/ 08/ 21 16:59:58 INFO 172.16.
2006/ 08/ 21 17:00:04 INFO 172.16.
2006/ 08/ 21 17:00:06 INFO 172.16.
2006/ 08/ 21 17:00:06 INFO 172.16.1.60 Reloading the AP

2006/ 08/ 21 17:00:08 INFO 172.16.1.60 Successfully executed the Rel oad commuand

Tj_:JtIZEIFE':F RHE RWNITIEEZ AP %A MIC, ﬁ?éu‘lfﬁ%ﬂﬂu& SREMNIFMAER , BSEER
& Cisco Aironet #Z A S AR N RBREEB KN AL IERR

A

F SSC AP , F&E#F3F L RIBEMIEP., ARITELLE AP £ Rivest. Shamir ] Adelman
(RSA) B4 , UMERTFTXNBAEKIES ( B1 SSC ) R, HARTI EMEEHIESHRIESIRDRM
—ANEE , HAMZ AP B9 MAC it M AR %, BHISREELNARFETEERIE SSC XR,

WMRAREEFIZRAMNELRE |, FRER D CSV X, 810 AP BN NAMEMNEKE, MRK |J1,<
%E  EEZIASATBHE, NEERABHEHSTRE (CLI) ( 2 £ config auth-list @ F
) MY Web RS , —RRBESA—IXH. MREA WCS , MATLUFEA CSV XHERE
RF Ao

A FEREEE,

AR MREEHF LAP AP, BHER A Cisco 10S ThaE , MIEEEiZ AP L n#k B34 Cisco 10S
MG, Bk , MREEEBAR AP, HEFENHEERN LWAPP , AT LAEBR 1I0S E&&K
LWAPP 1k & BR 5,

A LATERARI S B | LUEFEA“MODE”#%240 3 archive download i AP MU, Bxi{aE A
“MODE #ZHIB & EF N IhEE (EA T B4 10S SiR1E AP BREBRINHFZHBNIRERS ) 1
FHEER , TS HBEHR.

W T ARBREPN - LEERRBREBERSR.

[A
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EZER
AP RINA$EHIZG, 23RV EEIR TG 5280 20 4% 7] et S (RIFUF $= 6L 77 it [m) B Y IR (R

FRIRIT R

EERA RS D BRI R,

FHE 1

AP FEBEE LWAPP RIMKFRFI=R , BE AP TR REHIRR.

Bk
BREATHER

1. FE$2 428 CLI F & i debug Ilwapp events enable f%. #XEHKLWAPP
discovery”>“discovery response”>“join request”>“join response sequence”, MR KFZ|
LWAPP ZILER , MRR AP TEKEIRIKXFENEFEE. UTERELBEMZEH S (WLC) @
HEEHNEE AP (LAP) X EM I IMARNK ~46l. LA 2 debug lwapp events enable &

SRR

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP
00: 15:63: e5: 0c: 7e to 00: 0b: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15:63: e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DISCOVERY REQUEST from AP 00:15:63:e5:0c:7e
to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:53:54 2006: Successful transmission of LWAPP Discovery-Response to AP
00: 15:63: e5:0c: 7e on Port 1

Thu May 25 06:53:54 2006: Received LWAPP DI SCOVERY REQUEST from AP 00: 15: 63: e5: Oc: 7e
to ff:ff:ff:ff.:ff:ff on port '1'

Thu May 25 06:53:54 2006: Successful transm ssion of LWAPP Di scovery-Response to
AP 00: 15:63:e5:0c: 7e on Port 1

Thu May 25 06:54:05 2006: Received LWAPP JOIN REQUEST from AP 00:15:63:e5:0c:7e
to 00:0b: 85:33:84:a0 on port '1'

Thu May 25 06:54:05 2006: LWAPP Joi n- Request MIU path from AP 00: 15: 63: e5: Oc: 7e
is 1500, renote debug node is O

Thu May 25 06:54:05 2006: Successfully added NPU Entry for AP 00: 15: 63: e5: 0c: 7e
(index 51)Switch IP: 172.16.1.11, Switch Port: 12223
intlfNum 1, vlianld OAP IP: 172.16.1.60, AP Port: 20679,
next hop MAC. 00: 15: 63:e5:0c: 7e

Thu May 25 06:54:05 2006: Successfully transmission of LWAPP Join-Reply to AP

00: 15: 63: e5: 0c: 7e

/1 the debug output continues for

full registration process.

. RE AP MEMEEZRZEWN IP EE, NREHNRZNAP LTE—FW , FHRAREIIESER
BB, MRUTARFM , FRAEE-EEEAREARS  AACERNFM 2B ERES AR
Mo

RITRARCEHEEBLXINE, REA Domain Name System (DNS)" i AT WLC , &
RIEWEE DNS fRSEFLAEME EE WLC IP #itAY CISCO-LWAPP-CONTROLLER.local-
domain, Rt , 2R AP RILABEMBRL , N2 @EERATAY IP ik &R H—5&% LWAPP IIAER.
WMRFEAHIED 43 ERRKIIEI , IERIEE DHCP RFFLHTESME. BXRXILENF



k]

AS- ]
1BJT

A WON -

DIRNFEMER , TSN LAP EME WLC, Bxi{ifE DHCP 1T 43 i AE L |, ES
iR & Cisco Aironet 3 A S #J DHCP OPTION 43 B & R, ¥ : FicE , YHRHmBSF
HRAPE | HE—BMNEIERTVEIEDNS , AN EARBHLFEZEAHE, BANE
AP L% i debug Iwapp client events f## debug ip udp ¢ , AEFKIERZNEBRREE
BYRR. BRMFINMT AL BIERDI (UDP) BIEEFF : JRE AP IP M4 sS e Eis
O 1P, MIEHIES AP B85 IP | AP IP, JREM AP IP B AP B8 IP WRIIBIED. X
 EREBRT , TeeEZ M REEE  HEAPTRESZHBIRELWAPP X IURSHLAE E A
TR ZEFIZE. HISLRRMRRE TTRETE TGS MITHERIASAS AP AEI9E ., T HRR

HITHRE, F& : LT 2debug ip udpin S I RHIEH
Dec 16 00: 32: 08.228: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12222),

| engt h=78
*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=60
*Dec 16 00:32:08.777: UDP: sent src=172.16.1.60(20679), dst=172.16.1.10(12223),
| engt h=75
*Dec 16 00:32:08.778: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00:32:08.779: UDP: rcvd src=172.16.1.10(12223), dst=172.16.1.60(20679),
| engt h=59
*Dec 16 00: 32: 09.057: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=180
*Dec 16 00: 32: 09.059: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.075: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89
*Dec 16 00:32:09.077: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.298: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209
*Dec 16 00: 32: 09.300: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.300: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=164
*Dec 16 00: 32: 09.301: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.302: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=209
*Dec 16 00: 32: 09.303: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.303: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=287
*Dec 16 00: 32: 09.306: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09. 306: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=89
*Dec 16 00: 32: 09.308: UDP: rcvd src=172.16.1.11(12223), dst=172.16.1.60(20679),
| engt h=22
*Dec 16 00: 32: 09.308: UDP: sent src=172.16.1.60(20679), dst=172.16.1.11(12223),
| engt h=222
=2
BATEHR
. BEREFM.
AESEMBERN | SIEN LWAPP RIRHIEFZ R,
% AP BEREIBFEN TR | LUEN AP REBEES,
CIREE | k& Iwapp ap controller ip address A.B.C.D i 5 , LAMEFE AP CLI B FFhig B
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HER P : WA AB.C.D B84 BN WLC BEZEHD IP 4. R : CLIm T AR TMR
[EHEFIEREMVAP , EMA S LRI RT ARG ABBEERNAP, BXEHAEE
, FZHEERE AP (LAP) t# LWAPP BE,

FEH 2
RHSFNE R EEREREREA,.

G £33
BRAUATSR .

1. % tH debug Iwapp errors enable #l debug pm pki enable #%. L& debug #HERAP &
WLC 2 B2 MiEBEEBNAR, XEGSERBRBIERRFEERERBAMEIELH
B, X BREERMARNUTC)EE. LT 2 debug pm pki enable S S ERFIER LE
M

Thu May 25 07:25:00 2006: sshpntetl|ssuerHandl es: | ocking ca cert table
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: calling x509 _alloc() for user cert
Thu May 25 07:25:00 2006: sshpntetlssuerHandl es: calling x509 _decode()
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: <subject> C=US, ST=Californi a,
L=San Jose, O=Ci sco Systens, CN=Cl1200-001563e50c7e,
MAI LTO=support @i sco. com
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: <issuer> O=Ci sco Systens,
CN=Ci sco Manufacturing CA
Thu May 25 07:25:00 2006: sshpntet|ssuerHandl es: Mac Address in subject is
00: 15: 63: e5: 0c: 7e
Thu May 25 07:25:00 2006: sshpntetlssuerHandles: Cert is issued by C sco Systens.

Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: calling x509_decode()
Fri Apr 15 07:55: 03 2005: ssphmJserCertVerify: user cert verfied using
>cscoDef aul t M gCaCert <
Fri Apr 15 07:55:03 2005: sshpntet|ssuerHandles: ValidityString (current):
2005/ 04/ 15/ 07: 55: 03
Fri Apr 15 07:55:03 2005: sshpmGetIssuerHandles: Current time outside AP cert
validity interval: make sure the controller time is set.
Fri Apr 15 07:55: 03 2005: sshpnfFreePublicKeyHandl e: called with (nil)

T FEEREERNELR., ESBRERABREIERETE AP NIERERAER
N, Hit , AP ToEEMENEHIZE. AP ELRENITREETMENNEREFE. SFRF25aE
RENE AP HIFBERERA.

2. M AP CLI % i show crypto ca certificates &% , AERIFHE AP RiR BN ERENERE.
R~

AP0015. 63e5. Oc7e#tshow crypto ca certificates

Certificate
Status: Avail able
Certificate Serial Nunber: 4BC6DAB80000000517AF
Certificate Usage: Ceneral Purpose
| ssuer:
cn=Ci sco Manufacturing CA
0=Ci sco Systens
Subj ect :
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Name: C1200-001563e50c7e
ea=support @i sco. com
cn=Cl1200- 001563e50c7e
0=Ci sco Systens

| =San Jose
st=California
c=US

CRL Distribution Point:

http://ww. ci sco. com security/pki/crl/cnta.crl
Validity Date:

start date: 17:22:04 UTC Nov 30 2005

end date: 17:32:04 UTC Nov 30 2015

renew date: 00:00:00 UTC Jan 1 1970
Associated Trustpoints: Cisco_IOS_MIC_cert

HTFAEESANESERGSHRAEAENERER , KR ETEBREH, ZREEZEH
Associated Trustpoint:Cisco_lOS_MIC_cert AR ZHFBRHAMNEX AP B8 ( EEXRHIH R
Name:C1200-001563e50c7e ) IEEN BN ER , Ml LAMERFAFPHREE TSR, XB-E
EBHNEEREBERER.

3. \12FIZRH CLI X i show time fn 5 , AERUEEGIER LM A AN AREREE LS XHE
Mo MEEFZFIBAELIERERERA , BFERIZEFESENEEEL TIHERRN,

Wik S
TR TERR

e %128 GUI 3 Tik#E“Commands™“Set Time S £ HE& CLI & H config time % , LAME
RIEEGISRAE,

A 3
xiF SSC AP , 2/ SSC AP KB,
[ §71373

EXERERT , #H3R LNE RUTHIREER

Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 1553: spanProcessJoi nRequest
: spanDecodeJoi nReq fail ed

Wed Aug 9 17:20:21 2006 [ERROR] spamcrypto.c 1509: Unable to free public key for
AP 00: 12: 44: B3: E5: 60

Wed Aug 9 17:20:21 2006 [ERROR] spam.lrad.c 4880: LWAPP Joi n- Request does not i ncl ude
valid certificate in CERTIFI CATE PAYLOAD from
AP 00: 12: 44: b3: e5: 60.

Wed Aug 9 17:20:21 2006 [CRITICAL] sshpmPkiApi.c 1493: Not configured to accept
Self-signed AP cert

BEEUTSR :
PATUA TR RESZ — -
. TE#R 4188 CLI & 1 show auth-list i 9 , AERIEFHBETCEENESHE SSC W AP,



LA & show auth-list as S RAIME :

#show auth-list

Authorize APs against AAA . ... ... ... ... ... ....... di sabl ed

Allow APs with Self-signed Certificate (ssc) .... enabled

Mac Addr Cert Type Key Hash

00: 09: 12: 2a: 2b: 2¢ SSC 1234567890123456789012345678901234567890

. £ GUI #i%$% Security > AP Policies,

1. &% Accept Self Signed Certificate EEAEREREH, MERED , FEP T,

2. 1%$# SSC fERIEH KA,

3. fF AP iE[E MAC Hisit M2 4R FR MBI RN FIFR P, LER4EANE % A LA debug pm pki enable
weNAEPEE., EXNARBARFENES , BSRER 4.

A 4
SSC AARFHRIER.
BEHERR
BRI TSR

1. % i debug Iwapp events enable &%, Kif AP 2B ZFiRIMA,

2. R i show auth-list a6 F. L HFHERIEFRRPEFENLABS.

3. & i debug pm pki enable #$ . WHSHEREGRLABRE . EERANABFSASHREIEH
BN AARFHELTE, BER—BEsIRAE, UATRERBIXEENRAEDE

(Cisco Controller) > debug pm pki enable

Mon May 22 06:34: 10 2006: sshpnCetlssuerHandl es: getting (old) aes ID cert handle...
Mon May 22 06:34: 10 2006: sshpnGetCID: called to eval uate <bsnQ dDef aul t1dCert >
Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 0, CA cert

>bsnd dDef aul t CaCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 1, CA cert

>bsnDef aul t Root CaCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 2, CA cert

>bsnDef aul t CaCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 3, CA cert

>bsnDef aul t Bui | dCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 4, CA cert

>cscoDef aul t NewRoot CaCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row 5, CA cert

>cscoDef aul t MgCaCert <

Mon May 22 06:34:10 2006: sshpnCGetCID: conparing to row O, ID cert

>bsnd dDef aul t 1 dCert <

Mon May 22 06:34: 10 2006: sshpntCetlssuerHandl es: Cal cul ate SHA1 hash on Public Key
Dat a

Mon May 22 06:34:10 2006: sshpntCetlssuerHandl es: Key Data 30820122 300d0609
2a864886 f70d0101

Mon May 22 06:34: 10 2006: sshpnCetlssuerHandl es: Key Data 01050003 82010f 00



3082010a 02820101

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data 00c805cd 7d406ea0
cad8df 69 b366f d4c

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 82fc0df0 39f2bff7
ad425f a7 face8f 15

Mon May 22 06: 34: 10 2006: sshpmCet| ssuerHandl es: Key Data f356a6b3 9b876251
43b95a34 49292e11l

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 03818leb 058c782e
56f 0ad91 2d61a389

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data f81fa6ce cdif 400b
b5cf 7cef 06ba4375

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data dde0648e c4d63259
774ce74e 9e2fdel9

Mon May 22 06: 34: 10 2006: sshpnCet| ssuerHandl es: Key Data 0f463f9e c77b79ea
65d8639b d63aale3

Mon May 22 06: 34: 10 2006: sshpmCet|ssuerHandl es: Key Data 7dd485db 251e2e07
9c¢d31041 b0734a55

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data 463fbacc 1a61502d
c54e75f 2 6d28f c6b

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 82315490 881le3e3l
02d37140 7c9c865a

Mon May 22 06: 34: 14 2006: sshpmCet | ssuerHandl es: Key Data 9ef3311b d514795f
7a9bac00 d13ff 85f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 97ela693 f9f 6¢c5cb
88053e8b 7f ae6d67

Mon May 22 06: 34: 14 2006: sshpnCet|ssuerHandl es: Key Data ca364f6f 76cf78bc
bclaccl3 0d334aab

Mon May 22 06: 34: 14 2006: sshpnmCet | ssuerHandl es: Key Data 031fb2a3 b5e572df
2c831le7e f765b7e5

Mon May 22 06: 34: 14 2006: sshpmCet|ssuerHandl es: Key Data fe64641f de2a6fe3
23311756 8302b8h8

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data 1bfaela8 eb076940
280cbedl 49b2d50f

Mon May 22 06: 34: 14 2006: sshpmCet| ssuerHandl es: Key Data f 7020301 0001
Mon May 22 06:34:14 2006: sshpmGetIssuerHandles: SSC Key Hash is
9e4ddd8dfcdd8458ba7b273£c37284b31a384eb9

!--- This is the actual SSC key-hash value. Mon May 22 06:34:14 2006: LWAPP Joi n- Request
MIU path from AP 00: Oe: 84:32: 04:f0 is 1500, renote debug npde is 0 Mon May 22 06: 34: 14
2006: spamRadiusProcessResponse: AP Authorization failure for
00:0e:84:32:04:£f0

ZHE
BRI THER

1. M debug pm pki enable iR H R I LARE | RFSULRHEFRBENIIRPH LS
IE N

2. & config auth-list add ssc AP_MAC AP_key @i % , U AP MAC bk F1 235 4708 % R 1N 2 #%
REIFRS : LT REGSHRE

(Cisco Controller)>config auth-list add ssc 00:0e:84:32:04:f0
9e4ddd8dfcdd8458ba7b273fc37284b31a384eb9
!--- This command should be on one line.

RE 5

AP L FREIEBHLARTNIER,



R BR

FTERIATHR :

% i debug Iwapp errors enable Fl debug pm pki enable
ZREIEHEPRBARAEL.

ik ik 3

EA TR MNET 2 — K FtE B 7R

- MIC AP - iIERIBH X (RMA),
- SSC AP - B2 % Cisco 10S BFhRZA 12.3(7)JA. B TS , BTRATHER

1. £ reset IRHIEIN,
2. BREHIZRIRE,
3. BIREITHR.,

\I]
al

N

R

ISR ATREEESE 2 B TIETT,

6

B
SEREAT BER
RERHIBRAIREER,
SRR AP NZEFE 3 BRI, ETHRN AP TXIEFE 2 ERIL
PR
BRI THER
1. F WLC RENEMSE 3 BEN,
2. E¥5|lS AP B , AN AP EESREOEE I SERZEALTE—FMFH IP i,

MREEBRSIRO (W0 4402 T 4404 LHBRSHO ) |, MR Ziw A M AP BN EE
BEOREETRBMS,

\I]
al

R

FHERHEERATHEIR

7

N

FAILED Unable to Load the LWAPP Recovery |Image on to the AP

R E BR

HETRIEIRN , BB TSR



1. RIETFTP RSBEERBER., MREA TFTP REFAMHNARTE , BEAREREFERNA
AR KB, ZRAESELEE A TFTP,

2. REARFEANREREER, ARNBEEAFTEERREG , MEBEARREHTRERERF
Mo

\L]
al

R
#ielm , AP EIRBILNTHEIREER

8

A

*Mar 1 00: 00: 23. 535: %.WAPP- 5- CHANGED: LWAPP changed state to DI SCOVERY

*Mar 1 00:00: 23.550: LWAPP_CLI ENT_ERROR DEBUG | wapp_crypto_init_ssc_keys_and_
certs no certs in the SSC Private File

*Mar 1 00: 00: 23.550: LWAPP_CLI ENT_ERROR_DEBUG

*Mar 1 00:00:23.551: |Iwapp_crypto_init: PKI_StartSession failed

*Mar 1 00: 00: 23. 720: %8YS-5- RELOAD: Rel oad requested by LWAPP CLI ENT.
Rel oad Reason: FAILED CRYPTO INIT.

*Mar 1 00: 00: 23. 721: 9% WAPP- 5- CHANGED: LWAPP changed state to DOWN

AP 575 30 DR EF NS | AR EFFRILTRE.
SRE
ERUTSE -

88— SSC AP, #i#y LWAPP AP 25 , IBEE IS AP B RIESIRTHRMN SSC R E
MAC ik,

P BE R 18 7R

HMBEBREXARN LWAPP ERXet , AIEANTRT

- YEFIRSRERREEAZ NVRAM /i, I1RKEBR NVRAM , NI& &4 B, Cisco il
£ AP ¥R LWAPP 2HIEREE. EFREE , 1ﬁ}MWT¢ £ : M\ 10S GUI - E
“System Software”>“System Configuration”>“Reset to Defaults"=“Reset to Defaults Except
IP’s M CLI & - #£ CLI % tH write erase M reload % , Y RER R , FERFEE. A
FZBE R <ip #it> Cisco,Cisco,Cisco , XLSHERZCIEAR T BN AP XA X
#.

- CiscoBIU&F Atftp32, & LAMhttp://titpd32.jounin.net/ & HZEFTITFTPDAR S 88 -

- MREARIRFEATHAESFEZEFGIR , ARTENTENETERETENIHENT
ESLEHIE AP, INRF A IES G AR HI5I R LS FE4E |, H Hi%&#E T “Use Upgrade Tool
TFTP Serveri&tl , W TENEEZEMMRTE , N T EREHTHER , HELRIAPH
ARA5HF 5K Lo

- BAREZRZAARENBRG. M 10S B LWAPP BEMARFR FEi\E I0S RGN AR, £
‘R X/ BN BN — > TE” — >“XHRIET |, BREUEIE RS A HRB 4
FRE"S&E.

- RARREARENSEFIARTENARMRER S, XLEFIMRATMNTEEREH/OIREL

- AP TE5| S tar BREXX . ZXHRELUT zip XHEWNERXXHE, BEEMA archive
download a5 ¥ .tar X4 AP N7 , REE KM tar XHHREMT S| SBRE , AEHT
B SEHEER AP NEFEP,


http://tftpd32.jounin.net/

HXER

- ¥ B4 Cisco Aironet #EA RAF I ERH#

. EEER AP (LAP) t# LWAPP E.E

- 1 Cisco Aironet # A R EL A DHCP OPTION 43 R4

- A NEA RIS ERANGHS AL HES

. Cisco AironetE 8\ SEER FEFACLIE R N BRI A R IP(LWAPP)
- BRI - Cisco Systems



//www.cisco.com/en/US/docs/wireless/access_point/conversion/lwapp/upgrade/guide/lwapnote.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/wireless/ps430/products_tech_note09186a00808e2d27.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00808714fe.shtml?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-5451?referring_site=bodynav
https://supportforums.cisco.com/docs/DOC-4484?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	LWAPP升级工具故障排除提示
	目录
	简介
	先决条件
	要求
	使用的组件
	规则

	升级过程 - 概述
	升级工具 - 基本操作
	重要说明

	证书类型
	问题
	症状

	解决方案
	原因 1
	故障排除
	分辨率

	原因 2
	故障排除
	分辨率

	原因 3
	故障排除

	原因 4
	故障排除
	分辨率

	原因 5
	故障排除
	分辨率

	原因 6
	故障排除
	分辨率

	原因 7
	故障排除

	原因 8
	分辨率


	故障排除提示
	相关信息


