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AR AT B L B 32 A R (AP)BAS A& T Secure Shell (SSH)BY A,
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AR AXHEERSSHE A RSIARFRIEERE, B AERASSHEREMAE=5F ik
KHEFERIAP,

AP NESBRETRESREREFNREREN, AT EANFERERNETAR
(BN ) BE. NRENMELTENRS , BHRRETHAEHONEERM,
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AR B2 AER , 5 H Cisco BRERMAM,
A B]Aironet AP LR e 1T R EI(CLI)
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- EEARD
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MRAPEREFARO , F EETUXERIGEAP , W o LA AES &k OB KEAPHEL R E
REE. AROAFAZHEH ERANBZAPHEE , BERXHEE - XEEEA RN AR EEESD
1200RFIBA LB D -

MR REEBEI LLAR G RIAP |, FEH Telneth il BSSHIA I E FKAP,

Telnett X ALK Q23 1TEE ., Telnet XX L mMEWETE. A THREBEEXAHXER
, At BERAZ AREBHMIFRAP, REC 854 X Telnet# 1T T EX , HEX FZHMAIRFCIZH
FLIETI X Telnet# 1T T B,

SSHR —f ] Z £ B {XBerkley r-toolsty M A FtHiL, SSHERE —FMRHEIF2EREIFERENEZE
IEREENP . SSHERMMRA : SSHE1MRMSSHEE2MR, BLEHRAZFHANSSHRA, MR
TIEEMAES | NAPBRIA N MRA2,

BTelnetftt , SSHAZREZRATESNZ2M , AN EHERFEDT S HRIEFEH TR ME
o BTelnet2FL , XMMENLLIRBERAANER. BXSSHWFMARFEE , FERZEN
F(SSH)E MR, SSHIEEASSHARS ZRMSSHERKE F i,
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<{froot>
AP#

configure term na

!--- Enter global configuration mode on the AP.

AP<config>#

host nanme Test

I--- This example uses "Test" as the AP host name.

Test<config>#

i p donai n nane domai n

!--- This command configures the AP with the domain name "domain name".

. AAPAXE B Rivest, ShamirflAdelman (RSA)#4H.

£ HRSAZALEAPLZASSH, E2REERXTRHEATSHS :

<#root>
Test <confi g>#

crypto key generate rsa rsa_key_size

l--- This generates an RSA key and enabl es the SSH server.



AR BUMR/PRSABIA KRN A1024,

3. KAPLEERF S BRI,

HEAPL |, AILURAF SHRIERENERAAMIIRINABSHRIE, BRMISKAAA) MRS
o MEIRGIME A 4 BAY B R A PR 1T B D IR

<tfroot>

Test<config>#

aaa new node

I--- Enable AAA authentication.

Test<config>#

aaa authentication login default |ocal none

I--- Use the Tocal database in order to authenticate users.



Test<config>#

user nane Test password Test 123

!I--- Configure a user with the name "Test".

Test<config>#

user nane ABC password xyz123

!I--- Configure a second user with the name "Domain".

TR EMAPE ENEREAP LEEN A BEEFENTETAFNESHRIE. ZRAIERBIK
BEREERNAP , Bl"Test’M“ABC’,

. BLESSHZ#

<#root>
Test <confi g>#

ip ssh {[timeout seconds] | [authentication-retries integer]}

l--- Configure the SSH control variables on the AP
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2. EEM 8 8§ Services,
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3. B ifiTelnet/SSHEA/Z A MEBLE Telnet/SSHS K,

REREA2ERRS : Telnet/SSH'E O, @ TRz FSecure Shell ConfigurationX1#, #
Secure ShellZfEnable , ABWASSHSE , Wt R"OIFTR -

KRGIEANTSHK
« REABW : Test
- HE H
« RSAZEA K/ : 1024
- BSHRIUEEA : 120
- BORRIEEEHRE 3
4. B Apply ARBEER

oAl

FERARED AT EIAERERES EFIETT.
mEREBRER TEOIT)XFREL show iiF. /A OIT IEEFEX show mH i HI 2 4.
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« show ip ssh— RIFAPER BB A TSSH , A A FEREAP LIZITHISSHI MR, b iR
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+ show ssh —RFEREESSHRFZ [ EZNWRS, A HER—NTAH

WME , BEETE=ZASSHRHENPCEERE , AR IR ERZIAP, LW IFFEHAP IPibit
10.0.0.2, ATECEHERAF B Test , Rt EFER LB HIBEIISSHIARIAP ;

HUEHEER
AR T RE B,
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