T4k R8T R B [ EEER G IR 7R A

Contents

Introduction
Prerequisites
Requirements
Components Used
Network Diagram
Conventions
EEEE

P & 4R M %

GUI fiti&

CLI &

Fie & JEAR T

GUI it &

TR CLIFL &
Verify

B R 56 IE 2 R U i 4
Troubleshoot
Related Information

Introduction

RIS B A £ Cisco Aironet T4 M55 Cisco LEAP B IRIFZR T — 5% A Xt R T 85K .

Prerequisites

Requirements

EERHTHEECH , FRASEEGUTEEMNERM AR -
- EXRSHNWEBEETLMFTH
- Aironet 802.11a/b/g7c4k B 1E M (WLAN)E F im & B sS Y B &
- B BRIAEPMU(EAP)INIE A 3%

Components Used

AXEPHEEETUTRENE R

. 1217 Cisco IOSE MR A12.3(7)JARB 4B B Aironet 13003 5 Fo 4k M 5
- IBITEHRA2.589 8 M Aironet 802.11a/b/g% o i & Bl 25



Note: XM ERAE —MERRENTLMHF. MREHER -RABREH — MR, BRIERL
BOEEZIMG. BN , NFEEAERITEME, FELTLMFESHEERRL , MAMTEE—
RIRERY —BABRL . XTHERNFIABRELNNFESHES , TS AEINRENITHIE
FA/F miEE.

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Network Diagram

R HEER LT MEIRE

Nonroot bridge

J Root bridge

= =

CLIENT A CLIENT B

IR B i A M Aironet 1300 RS TTL M. HPp—AMMFARNFERNKEE , FHS —IWFH
ERAMFEAREE, FLWASENF~EXEK , FEFEF RBETLTRIMGF~EXEK, BNN
FEETR , IARZETEE10.0.0.0/24FEAIPibit, WEERZY MBI [ATLKERE. B
L MBTREEBE R , M)LK, RFFEREMA —MNXLEINIESE !

 FRARE
 REBAUE
- EAPE UE

A FALEAPINE 3 B8 A RFAFH ABRADIUSIRS 8 T RIEE .

Note: AX R ERMMAB ER P inER SR ETEMF=EXEK, ANEERI[EEENEERM
ZEROMF B, XTOAEELTLE M IRERFNESSIHWLAN , FSRERNTLFEHM
L B R

Conventions

Refer to Cisco Technical Tips Conventions for more information on document conventions.
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1--- These comuands enable the | ocal radius server on the bridge !'--- and ensure that |oca
radi us server is used for authentication: bridge#aaa new nodel

bri dge#aaa group server radius rad_eap server 10.0.0.1 auth-port 1812 acct-port 1813

bri dge#aaa aut hentication |ogin eap_nethods group rad_eap

bri dge(config)#station role root
bri dge(confi g)#di stance 1

1--- This commands enters the bridge into the |local server config node: bridge(config)#radius-
server |oca

1--- By default LEAP, EAPFAST, and MAC authentications are !--- supported. Using the no form for
other 2 types ensures !--- that LEAP is used for authentication. bridge(config-radsrv)#no

aut henti cati on eapf ast

bri dge(config-radsrv)#no authentication nac



bri dge(config)#i nterface dotllradio O

bridge(config-if)#ssid bridge

I--- This comand enabl es EAP aut hentication for the SSID. bridge(config-if-ssid)#authentication
net wor k- eap rad_eap

l--- This step is optional. !--- This value seeds the initial key for use with broadcast !---

[ 255. 255. 255. 255] traffic. If nore than one VLANis !--- used, then keys nust be set for each
VLAN. bridge(config-if)#encryption vlan 1 key 1 size 128bit 12345678901234567890123456 transmit -
key

1--- This defines the policy for the use of Wred !--- Equivalent Privacy (WEP). If nore than
one VLAN is used, !--- the policy nust be set to mandatory for each VLAN. bridge(config-

i f)#encryption vlian 1 node wep nandatory

bri dge(config)#user cisco password ci scol23
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IR BIR E —NLEAPA P & M2 3 SSID bridgeman :

bri dge#configure term nal

bri dge(config)#configure interface dotllradio O

bri dge(config)#station role non-root

bri dge(config-if)#ssid bridge

l--- This command configures the user name and password for Leap authentication: bridge(config-
ssi d) #aut henti cation client username cisco password ciscol23

bri dge(confi g- ssi d) #end
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B A ping iR F S B SUE R, %EFREK> Ping/8E5E MR
[ -2 - QI3 AEUI NI

TiTimi
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HGLINK TEST

(Harmiraress Hon Foo Hom Fuenl ugdime 5 0 rewies

Asgocistion: Station View - Plng IP address 1000001/ Link Test MAC address: 0004, eded 7082

Fim L

Bugin Ping Tast

Link Tast:

Humber of Packels (optsnal) 100 112

Packet Sizefoplional) 512 11800 'h'!l

Continuaus Link Test

Packet SiTe(oplionsd Al [1-1.800) EIE

Link Test Outpt |
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Type escape segquence to abortc.
SBending 5, 100-byce ICHP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 100 parcepnt (5/5), round-trip min/avg/max = 2/202/1002 m=
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promptas 5 B ping M i 4 HE & P IRABEIA A ZE M LA T P iRB. X 2ping i B REIN & FIwmAR

Dov=ping 10.0.0.10
Pinging 10.0.0.10 with 32 bytes of data:

Feply from 100010 bytes=32 time=10ms TTL=128
RFeply from 10,0010 bytes=32 time=10ms TTL=128
Feply from 10.0.0.10; bytes=32time=10msz TTL=1258
Feply from 100010 bytes=32 time=10ms TTL=128

Ping statistics for 100010

Packetz: Zent = 4, Received = 4, Lost = 0 (0% loss],
Approximate round trip times in mili-zeconds:

Minimum = 0ms, Maximum = 0ms, Average = 0ms

Troubleshoot
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