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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT COMMANDS  HELF  FEEDBACK

WLANS WLAMNs > Edit FlexOEAP_TEST
-'H:'llj.::- | Gemeral | Security | QoS | Polioy-Happing | Advanced S
b Advancid oo il KTS based CAC Pelicy Enabled
Ofl Channeel Scanning Deler Radius Client Pralilng
Goan Daler Pricsrity 1345 67T DHCP Profiling
L -8 HTTP Profiing
Scan Deler Tome{msecs) 100 Latal Chient Pradiling
FlenComnect DHCP Profiang
FlenConmect Loce! HTTF Prafikng
ek Eneiied
Swrtchag PMIF
FleConmect Local Auth 12 Eneiied FHIP Mobslty Type C
Learn Chert BF Address § Enskled PMIP NAT Trpe Fieadenmal v
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Ceseral BHEP Processng Enabled PHIF Reslm
Dwemade DMS Enakled Ibniversal AF Admin Suppsri
HAT-PAT Enebded Unrrerssl AP Admun
Central Asspr | Enabied 1iw BSS Transilion Support

S BIEAPH, FEWLANSEII £ | %EZBWLAN SSID , R ¥ HAADRIMWLAN, = ZIAPKIR
+ H R IAFlexConnect OEAP,
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CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANSs Ap Groups > Edit 'FlexOEAP_Group’
S | General | WLANs | RFProfile | APs | 802.1lu | Location | Ports/Module | Intelligent Capture

= Advanced
—
Add Mew
WLAN SS5ID | [FlexOEAP_TEST(17) ~] I

Interface
[Interface | management v
Group{G)

SNMP NAC State M

WLAN ID  WLAN ss10(#1(8) Interface/Interface Group(G) SNMP NAC State

FONITOR  WLANs CONTROLLER  WIRELESS SECURITY  MANAGEMENT COMMANDS HELF FEEDBACK

WLANs Ap Groups > Edit 'FlexOEAP_Group
i | General | WLANs | RFProfile  APs | 802.11u | Location  Ports/Module | Intelligent Capture
= Advanced
4P Groups APs currently in the Group Remave APS Add APs to the Group
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Wireless

= Access Polnts

FAIT-"3
Direct APs

 Radios
802 11a/n/acax
802, 11b/g/nfacx
Dual-Band Radios
Dusd-5G Radeos
Global Configuration

b Advanced
Mesh
¥ AP Group NTP
¥ ATF
RF Profiles
FlaxConnect Groups
b FlexConnect ACLS

FlexConnect VLAN
Templates

Nehwork Lists
¥ BO2.1lafnfacax

HMOMNITOR WLANS

All APs > Details for AP3800_E1.3EBB

WIRELESS

SECURITY

MANAGEMENT COMMANDS HELP

FEEDBRACK

General | Credentisls | Interfsces | High Availability | Investory | Advanced | Intelligent Capture

Versions

| Prmary Softeare Version

General
4P Name | &P3IBO0_E1 IERS
Lecatah | defsule lacstsen

| Backup Software Version

AP MAC Address
Base Radio MAC

ELEL R Bl
00:z27:83:35:5a:60

Admin Status Enable v |

AP Mode

AP Sulby Mode

Qperational Status | monitor

Port Mumber El-;'ldl;;

Flex+Brdge
Ve Grow
ST e SE-Conrect |

Yeraue Type ipecilhe

Add Hew Venue
Veiee

Langusge Name

Hatadrk Spactnam
Irtarfars Hav

3D1TEIAOFFFCERIFIT4RSEFSOSFBIDFE

Predeanisad Status
Predowrnloaded Version
Predownload Mext Retry Time
Predowrnload Retry Count
Beat Vermon

105 Version

Miri 105 Whersion

1P Canlig

CAMNAR Preferred Mode
DHCF [pwd Address
Static IF ([pwd/TpvB)
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¥ AP Group NTP
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CONTROLLER  WIRELESS

All APs > Details for APB120_4C ETTC

| General | Credentinls | Interfaces

SECURITY

High AvailabHity

MANAGEMENT COMMANDS  HELP

8,10.130.0
8.10.120.0
Mang
Hone

A,

3%

1.1.2.4
8.10.130.0

0.0.0.0

Ipwid (Glsbal Condig)

192.168.100.12

EEEDEACK

Inventory | FlexConnect | Advanced | Intelligent Copture

Mame Hanagement [P Addressi [pwd/Ipvi)
Frimary Controller | c3804-01 [182.188.1.14
e :
Tertary Conbraller | |
AP Faiower Prionty | Lo w
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802.11bfg nfax
Dual-Band Radios
Dual-5G Radios
Global Configuration

Advanced

-

Mesh

AP Group NTP

ATF

RF Profiles
FlexConnect Groups
FlexConnect ACLs

FlexConnect VLAN
Templates

Network Lists
802.11a/n/acfax
802.11b/g/nfax
Media Stream

Application Visibility
And Control

Lync Server
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All APs > Details for AP9120_4C.E77C
| General | Credentials | Interfaces | High Availability | Inventory | FlexConnect Network Diagnostics | Intelligent Capture |

Regulstory Damaing 802.11bg:-4 B02.113:-B Power Over Ethernet Settings

Country Code US {United States) v | PoE Status Full Power
Cisca Discovery Protocol Pre-standard §02.3af switches [
AP Group Name FiexOEAP_Group ¥ | Power Injector State L]
Statistics Timer AP Core Dump
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AP Core Dump | Enabled

Rogue Detection
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Wireless FlexConnect ACLS > IPvd ACL > Edit
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HMOMITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Wireless FlexConnect Groups > Edit “FlexConnect_OEAP_Group’

General | Local Authentication | Image Upgrade | ACL Mapping || Contral DHCP | WLAN VLAN mapping | WLAN AVC mopging
i

|_'-5!_‘-t'-'_':9_m[m“ﬂ mapping | P

Web Auth ACL Mapping rl-ml Split ACL Mapping E
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1. ¥ ¥ FlexConnect ACLIASHIE X :

c3504-01) >show flexconnect acl summary

ACL Name Status

Flex_OEAP_ACL Applied

(c3504-01) >show flexconnect acl detailed Flex OEAP_ACL

Source Destination Source Port Dest Port

Index IP Address/Netmask IP Address/Netmask Prot Range Range DSCP Action

10.0.0.0/0.0.0.0 192.168.1.0/255.255.255.0 Any 0-65535 0-65535 Any Permit
2 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0 Any 0-65535 0-65535 Any Deny

2. 18 ifFlexConnectA it R BB EH

(c3504-01) >show wlan 17

WLAN Identifier....... ...ttt 17

Profile Name. . ...ttt ettt ettt e e ettt e eeeee e FlexOEAP_TEST
Network Name (SSID) v v v vt ittt et ettt e e eeeeenn FlexOEAP_TEST
S = = Enabled
Interface. ..ot i e e e e management
FlexConnect Local Switching.....¢.¢ceeeeee..... Disabled
FlexConnect Central Association............... Disabled
flexconnect Central Dhcep Flag........vvieo... Disabled
flexconnect nat-pat Flag...........oiiiioo.. Disabled
flexconnect Dns Override Flag................. Disabled
flexconnect PPPoOE pass-through................ Disabled
flexconnect local-switching IP-source-guar.... Disabled
FlexConnect Vlan based Central Switching ..... Disabled
FlexConnect Local Authentication.............. Disabled




FlexConnect Learn IP Address.......ceeeeeenn.. Enabled
Flexconnect Post-Auth IPv4 ACL........uuuuunn.. Unconfigured
Flexconnect Post-Auth IPv6 ACL.........uuouuu.. Unconfigured

Split Tunnel Configuration

Split Tunnel. .. ...ttt ittt ettt e Disabled
Call SNOOPINT e v v e ettt ettt et et e e ettt e e e Disabled
Roamed Call Re-Anchor PoOliCy. .. uviiiiieeeennenenn. Disabled

3.8 iFFlexConnect{A EL & :

(c3504-01) >show flexconnect group summary

FlexConnect Group Summary: Count: 2
Group Name # Aps

FlexConnect_OEAP_Group 2
default-flex-group 0

(c3504-01) >show flexconnect group detail FlexConnect_OEAP_Group
Number of AP's in Group: 2

AP Ethernet MAC Name Status Mode Type Conflict with PnP

70:db:98:el:3e:b8 AP3800_E1l.3EB8 Joined Flexconnect Manual No
c4:£7:d5:4c:e7:7c AP9120_4C.E77C Joined Flexconnect Manual No

Efficient AP Image Upgrade ..... Disabled
Efficient AP Image Join ........ Disabled
Auto ApType Conversion........ Disabled

Master-AP-Mac Master-AP-Name Model Manual

Group Radius Servers Settings:

Type Server Address Port

Primary Unconfigured Unconfigured
Secondary Unconfigured Unconfigured

Group Radius/Local Auth Parameters
Radius Retransmit Count...........oiiiueeeeenn.. 3 (default)

Active Radius Timeout..........uiiiiiinnnnnnnnnn 5 (default)

Group Radius AP Settings:

AP RADIUS S€rver............ Disabled
EAP-FAST Auth............... Disabled
LEAP Auth.......... .. ....... Disabled
EAP-TLS Auth................ Disabled
EAP-TLS CERT Download....... Disabled
PEAP Auth................... Disabled
Server Key Auto Generated... No

Server KeY. . .ou e eneennn <hidden>
Authority ID................ 436973636£0000000000000000000000
Authority Info.............. Cisco A_ID
PAC Timeout................. 0

HTTP-Proxy Ip Address.......



HTTP-Proxy Port............. 0

Multicast on Overridden interface config: Disabled
DHCP Broadcast Overridden interface config: Disabled
Number of User's in Group: 0

FlexConnect Vlan-name to Id Template name: none
Group-Specific FlexConnect Local-Split ACLs :

WLAN ID SSID ACL

17 FlexOEAP_ TEST Flex OEAP_ACL
Group-Specific Vlan Config:

Vlan Mode. ... .oviiiiiinnnn.. Enabled
Native Vlan.................. 100
Override AP Config........... Disabled

Group-Specific FlexConnect Wlan-Vlan Mapping:

WLAN ID Vlan ID

WLAN ID SSID Central-Dhcp Dns-Override Nat-Pat

A DHRAPED LWRE  URIERERETEAPLFS
BR: HTHEHRRER , BAIUEADTLSINE , UEEEH KEcapwapFHHBERE.

WEHE SR RPE REEB@WLCHACL deny" B A IEE M BTERE , AR EACL permit’iE & [ITEL
HBBERE | XEEGDEAPKRM IR

i Ethernet_yellowable
Fe Edit Weew Go  Capture Amshee  Sestistes  Telephosy ‘Wireless Took  Help

dlae REesEF LA Eaaed
LIC
R, Deita Source Doty b Lergih Info Ext T lumsber
- @859 #.819533 192.168.1.99,192.168.1.139 192.168.1.14,8.8.8.8 158 Echo (ping) request 1d-8wB8dl, seq=213/545-
+ 1RBER B.9099%6 192.1668.1.14,8.8.6.8 192, 168.1.9%,1%2. 168.1.139 142 Echa (ping) reply idelodinl, seqs2lifSas.
Pl R @.984274 192, 168.1,99,192.168.1.139 192,168.1.14,8.8.8.8 150 Echo (ping) request Id=OwbB@l, seq=214/547-
2513 B.81BE06 152.168.1.14,5.6.8.8 192.168.1.959,152.168.1.139 142 Echa (ping) reply 1deBodBdl, seq=214/547.
FL 1) 8. 986005 192.168.1.99,192.168.1.139 192,168.1.14,8.8.8.8 158 Echo (ping) request idelwdddl, seqe215/550.
28962 8.818343 192.168.1.14,8.8.8.8 192.168.1.99,192.168.1.13% 142 Echa (ping) reply  id-BwB8@l, seq=215/556.
ea7 B.9B4FTT 192, 168.1.99,192.168.1.1%8 192.168.1.14,8.8.8.8 158 Echo (ping) request ideBudOdl, seqedlff551.
218es 2818389 192.168.1.14,5.8.8.8 192.168.1.99,192. 1681, 139 142 Echo (ping) reply id=8wbR@l, 5eq=216/552-
21467 S.477613 152.168.1.53 192.168.1.254 74 Echo (ping) request 1d=Bwd0al, seqs217/S55.
11468 B 000638 192, 168.1,254 192,168.1.99 74 Echa (ping) reply ideiudidl, $eq=217/555-
21511 1.883331 152.1658.1.53 192.168.1.254 74 Echo (ping) request 1deBucBB@l, seqe21Bf552-
1512 8080192 192, 168.1. 154 192,168.1.99 Td Echo (ping) reply ideidddl, seqe2lB 5548
21572 1883272 192.158.1.99 192.168.1.254 74 Echo (ping) reguest 1d-BwB8@l, seq=219,566_
FiLTL] 0000000 192, 168.1.254 192, 168.1.99 74 Echo (ping) reply ideid0al, seqe219/560.
21621 L.9@2280 192, 168.1.99 192.168.1.254 74 Echo (ping) request id=-BwBRl, seq-228/563-
26232 B.88a374 152, 168.1.354 192.168.1.99 74 Echo (ping) reply 1deBodBdl, seq=Xie 563
Frame 2&859: 158 bytes on wire (1288 bits), 158 bytes captured (1280 bits) on interface &
> Ethermet II, Src: Cisco_el:Be:bB (70:db:98:el:3e:b8), Dst: Cisco 14:84:b8 (cc:Td:ed:l4:84:ba)
Internet Protocel Version 4, Sec: 192.168.1.99, Dst: 192.168.1.14
* User Datagram Protocol, Src Port: 5364, Dst Port: 5247
» Coatral And Provisioning of Wireleds Accedi Podats - Date
IEEE 882.11 Data, Flags: ....... T
* Logical-Link Control
Internet Protocel Version 4, Src: 192.168.1.139, Dst: 8.8.5.8
* Internet Control Message Protocol




i “Ethesnet_yellowCable
File Edit View Go Capture Analyze Statatics  Telephony Wineless Teols  Help
I N & ® 'fxﬂq——;:?u_;g-aaﬂg
[ Jiere
Ko Dielta Source Destrnabion Lemgth Info Extt Tag Humh
TE%S 9.819533 192.168.1.99,192.168.1.139 192.168.1.14 ,E.E.E.B 158 Echo (pimg) request 1d=BwB@dl, seqel13 545
Fa:le: ] B. 219956 192.168.1.14,6.8.8.8 192.168.1.599,192.168.1.133 142 Echo {Pins:l r-ep].}' id=tonaal , 5-!q-2131545_
X012 2.084274 192.168.1.99,192,168.1.139 192.168.1.14,8.8.8.8 150 Eche (ping) request idelecdddl, seqelld/S47.
P 2.018616 197.168.1.14,6.8.8.8 192.168.1.99,192. 168.1. 139 142 Eche (ping) reply idefufedl, seq=114/547-
o551 B.9862885 192.168.1.99,152.1628.1. 135 132.168.1.14,2.8.B.8 158 Echo {ping) request 1d=BwBOB1, seqe215/558_
skl BB 192.166.1.14 . 8.8.8.8 192.168.1.99,192.168.1.133 142 Echo (ping) reply idwbd@dl, seqellSSS558-
Faloind 0. 084777 192, 166.1.99,192,168.1. 139 192.168,1.04,8.8.8.8 150 Eche (ping) request ide=fudddl, seqe216/53i
Tipag @.31828% 192.168.1.14,8.8.8.8 192.168.1.99,192.168.1.139 142 Eche (ping) reply 1d=fupR0l, feg=216/552-
be 21457 5.477613 192.168.1.99 192.168.1.254 74 Eche {ping) request 1d=BwB@al, seqe=217/555-
b 21468 B.008438 192.168.1.254 192, 188.1.99 74 Echo (ping) reply idefnB0dl, seqedl¥ 855
1511 1.803331 192.1668.1.99 192.168.1.254 T4 Echo {ping) request ideiwdddl, seqellf/558.
21512 2.090192 192.168.1.254 192.163. 1.9 74 Eche {pimg) reply ideBufddl, seq=218/558-
21572 1.8@9272 192.168.1.99 192.168.1.254 74 Echo {pimg) request 1d=8wB@dl, seqgs219/558_
21573 0. 000008 192.168.1.254 192.168.1.93 74 Echo {ping) reply idwbudddl, seqell9/Sbo.
Falvdl 1.062280 192.168.1.99 192.168.1.354 T4 Eche {ping) request idelodddl, seqelidf56i.
1622 B.898374 192.168.1.254 192.168.1.99 74 Eche {ping) reply 1d=fueBddl, seqe=220/563-
Frame 21457 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
» Ethernet II, Src: Cisco el:3e:bB (M:db:9Bzed:3e:bBY, Dst: ThomsonT_TR:cS:1d (09:28:448:73:c5:1d)
» Internet Protecol Version 4, Sec: 192.168.1.99, Dst: 192.168.1.154
» Internet Control Message Protocol

HE:EEERBRT , APAEBRATIMTENNE MU  BARFIKFRNETHAEME
, MRED LTV AIEE T AEMMEEIEF KM, APERARREDILNE FRFEN
B IPH A R E FimRE

R TRIEAPREHNIT TNAT

, A LUEEBIAPL 5 3 & i “show ip nat translations™ i 5. R~

AP3800_E1.3EBRS#show ip nat translations

TCP NAT upstream translations:
(192.168.1.139, 1223, 192.16
gw_h/nat/from_inet_tcp:0] i0
(192.168.1.139, 1095, 192.16
gw_h/nat/from_inet_tcp:0] i0

8.1.2, 5000) => (192.168.1.99,

exp42949165

8.1.2, 5000) => (192.168.1.99,

exp85699

TCP NAT downstream translations:

(192.168.1.2,

5000, 192.168.

[gw_h/nat/to_inet_tcp:0 *0]

(192.168.1.2,

5000, 192.168.

[gw_h/nat/to_inet_tcp:0 *0]

1.99, 1223) => (192.168.1.2,
10 exp42949165

1.99, 1207) => (192.168.1.2,
10 exp85654

5000,

5000,

1223, 192.168.1.2,

1095, 192.168.1.2,

192.168.1.139,

192.168.1.139,

5000) [*0
5000) [*0
1223)
1207)

MERBRDZIFRE , MFFEREEEWLCHED KRR, ARHIEREcapwapbziE X 2|
192.168.1.2 B #9189 InternetiZ %138 2 L (ICMP):

i -



a Capturing from Ethernet_yellowCable

File Edit View Go Capture Amalyze Statistics Telephony Wireless Tools Help

amge  pRBRes=F s Eaqaan

EIET

[ Delta Destination ExtTag Mumber  Payload Type ct

- 15 o.000000 52,192.166.1.139  192.166.1.14,192.168.1.2 request id-oxecel, seu129/3%. MW

- 189 6.060046 192.168.1.14,1592.168.1.2 192.168.1.82,192.168.1.139 reply id=0x8801, seq=129/338.
127 1.608716 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 1508 Echo (ping) request id=0wBeel, seq=130/332.
128 ©.000266 192.165.1.14,192.168.1.2 192.166.1.52,192.168.1.139 142 Echo (ping) reply id=axee8l, seq=130/332.
142 1.805703 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0w8001, seq=131/335.
143 ©.08008130 192.168.1.14,192.168.1.2 192.166.1.82,192.168.1.139 142 Echo (ping) reply id=@xBeel, seq=131/335.
165 1.908894 192.168.1.82,192.168.1.139 192.168.1.14,192.168.1.2 158 Echo (ping) request id=0x80@1, seq=132/337.
166 ©9.800133 192.165.1.14,192.165.1.2 192.166.1.82,192.168.1.139 142 Echo (ping) reply id=0x8001, seq=132/337.

> Frame 108: 150 bytes on wire (1288 bits), 158 bytes captured (1200 bits) on interface @

» Ethernet II, Src: Cisco_dc:e?:7c {ca:f7:d5:4c:e7:7c), Dst: Cisco_14:84:b@ (cc:78:ed:14:84:b8)

> Internet Protocol Version 4, Src: 192.168.1.82, Dst: 192.168.1.14

> User Datagram Protocol, Src Port: 5251, Dst Port: 5247

> Control And Provizioning of wWirelesz Accesz:z Point: - Data

> IEEE 802.11 Data, Flags: .......T

* Legical-Link Contrel

» Internet Protocol Version 4, Src: 192.168.1.139, Dst: 192.168.1.2

> Internet Control Message Protocol
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