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AR , EAP-PEAPEERSI , (B o] AR A FEME FdotIxi Tk B B RKIE,

N [t ke mm4:F 1:26:6:69: 11 88 (eapol or £2p) EAED -|Expresson.. 4
Mo. Time Source Destination Protocol  Length Info :
4325 2018-11-16 B8:04:82.812197 Cisco_bd:3died HedGloba_Ba:69:11 EAP 189 Request, TLS EAP (EAP-TLS)
4327 2018-11-16 99:04:92.812927 HmdGlobs_6a:69:11 Cisco_b4:3died
4329 2018-11-16 ©9:04:02.816752 Cisco_bd:3d:ed HedGloba_Ga:68:11 EAP 189 Request, Protected EAP (EAP-PEAP) i
4332 2008-11-16 ©0:04:92.818331 HmdGloba_Ga:69:11 Cisco_ba:3dies TLSVI-4 455 CLLENT BEllL
4349 2018-11-16 ©0:04:02.828460 Cisco_bd:3died HedGloba_Bar69:11 TiSwl.2 1079 Server Mellg, Certificate, Server Key Exchange, Server Helld
4352 2018-11-16 90:04:02.829261 HmdGloba_6a:69:11 Cisco_bd:3dred | Eap 73 Response, Protected EAP (EAP-PEAP) I
4354 2018-11-16 99:04:02.835165 Cisco_bd:3dred HedGloba_Gar9:1l Tlowi.2 180% Server Wello, Certificate, Server Key Exchange, server Helli
4356 2018-11-16 09:04:02.834110  HmdGloba_Ga:69:11 Cizeo_bd:3d:ed Eap 73 Response, Protected EAP (EAP-PEAP)
4361 2018-11-16 B0:04:02.839852 Cizeo_bd:3d:ed HedGlaba_Ga:69:11 TLSv1.2 738 Server Hells, Certificate, Server Key Exehange, Server Hells
4353 2018-11-16 00:04:02.845802 HedGloba 6a:69:11 Cisco_bd:3d:ed TLSv1.2 199 Client Key Exchange, Change Cipher Spec, Encrypted Handshak:
4365 2018-11-16 90:04:02.851843 Clsco_bd:3dies HedGloba_Gai69:11 =
4367 2018-11-16 DO:84:92.853063 HmdGloba_Ga:69:11 Cisco_b4:3dies EAP 73 Response, Protected EAP (EAP-PEAP)
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095 2018-11-16 ©0:34:07.507960 Clsco be:ddies HedGloba_60:69:11 TLSvA.2 754 Encrypted Handshoke Message, Encrypted Handshaoke Message, Ei
9095 2018-11-16 ©0:34:07.519109  HedGloba_6a:69:11 Cisco_bd:idzes TLSvA.2 215 Encrypted Handshoke Message, Change Cipher Spec, Encrypted |
9995 2018-11-16 89:34:07.524344 Cisco_bd:id:ed HmdGloba_6a:68:11 TLSw1.Z 148 Change Cipher Spec, Encrypted Handshake Message
9895 2018-11-16 @9:34:87.525423 HedGloba_6a:69:11 Cisco_bd:3d:ed EAR WmmWJ—‘
9095 2018-11-16 ©0:34:07.52866@ Clsco_bd: HedGlabs_68:69:11 TLSVA. rsppHratiortats
095 2018-11-16 ©0:34:07,529567 11 Cisco_b4:3dies TLsvi.z 129 Application Data
995 2016-11-16 ©9:34:07,532409 _ba: HmdGloba_6a:65:11 TLSvi.2 151 Application Data
9995 2018-11-16 89:34:07.536578  HedGloba_6a:69:11 Cisco_bd:idzed TLSv1.Z 183 Application Data
0005 2018-11-16 ©0:34:07.569450 Clisco bd:3d:ed HedGlaba_6a:60:11 TLEW1.2 160 Application Data
9995 2018-11-16 @B:34:07.579964 HedGloba_6a:69:11 Cisco_ba:3d:ed TLSw1.2 124 Application Dats
9095 2018-11-16 00:34:07,.574506 Cisco _ba:3died HadGloba_60:55:11 TLSvl. & 125 Application Oata
995 2016-11-16 ©0:34:07,575693  HedGloba_Ga:69:11 Cisco_bd:ddies EAP §9 Response, Protected EAP (EAP-PEAP)
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FRLU- M 51X5: pcaps frlu$ radsniff -1 /Users/frlu/ Downl oads/radi us_novl an_mer ged. pcapng -
s <shared-secret between NAS and Aut henticator> -Xx

<sni p>
2018-11-16 11:39: 01.230000 (24) Access-Accept |d 172

/ User s/ frlu/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10. 66. 79. 36: 1812 +0. 000
+0. 000



User-Nane = "frlu_2"

State = 0x52656175746853657373696f 663a306134323466326130303030303565373562656530393732
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0x434143533a3061343234663261303030303035653735626565303937323a4953452d322d332f 333238323731323338
2f 33303432

EAP- Message = 0x03c50004

Message- Aut henti cat or = 0x38c67b9ba349842¢9624889a45cabdf b

MsS- MPPE- Send- Key = 0xa464cc15c0df 8f 09edc249c28711eb13a6db2d1al76f 1196edcc707579f d6793

M5- MPPE- Recv- Key =
0xddb0b09a7d6980515825950b5929d02f 236799f 3e8a87f 163c8cad41a066d8h3b<<<<<<<<<<<<<<<<<<PMWK

Aut henti cator-Field = 0x6cd33b4d4dde05¢c07d9923el17ad6c218

<sni p>

2018-11-16 11:39:01.470000 (48) Access-Accept Id 183

/ User s/ frlu/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10. 66. 79. 36: 1812 +0. 000
+0. 000
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AR : EMIERRadiusBIE BBV ETE LALANVLANYFRIE , BN |, radsniff & 1R Bl & A
pcapXff. Bl , EMEREMRVLANARIZ , AT Heditcap,

R BE , #XRADIUS pcap X ##iradsniffis T HIE TR AT AT AR, ER , MR
radsnlffFﬁ)KEli':mﬂFLmEl’JltHj(M BRLBEESHERA)SE—NASH B HRIESR BN S —
MREBFEBHEIRB)REK. RE , WRKBIEIDA+B)z{Tradsniffin T HIFTIHEIR(B)HIME
—EREEBEBHNTIZ fTradsnlffupw#EEﬁéﬂL

FRLU- M 51X5: pcaps frlu$ radsniff -1 /Users/frl u/ Downl oads/radi us_novl an. pcap -s G scol23 -x
Logging all events

Sniffing on (/Users/frlu/ Downl oads/ radi us_novl an. pcap)

FEAREIR | BEIWLCHIES B 10 R INaEHIR A oLk /5 H M 42 Hl 25 (WLC)12 HI ¥ H B H1EFRK(A) 5
MISEH’JTCPdump(B)ﬁ%ﬁE’JE‘&ﬁﬁ*Hé&ﬂ?ﬁo WLCEHEZ R FIEREN A, RRAERNEEFE



https://www.wireshark.org/docs/man-pages/editcap.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wireless-lan-wlan/211342-packet-captures-on-aireos-wlc.html

B

WLCE#EE BEFIEFE(A)

= radius_novlan.pcap Pecap M...apture 22 KB Today at 11:56 am
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<shar ed- secret between NAS and Aut henticator> -x

<sni p>

2018-11-16 11:39: 01.230000 (24) Access-Accept |d 172
/ Users/ frlu/ Downl oads/ r adi us_novl an_ner ged. pcapng: 10. 66. 79. 42: 32771 <- 10.66.79. 36: 1812 +0. 000
+0. 000
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(-8 Time Source Destnaten Protecal  Length info L
397877 2018-11-16 00:17:88.095884 Cisco_bd:3d:ed (00:a3:8e:bd:3d:ed) (T HedGloba_6a:69:11 (84:11:28:64:69:11) (RA) 802.11 45 Request-to-send, Flagss.
397879 2018-11-16 09:17:88.007877  Cisco_bs 4 (BB:ad:Be:bd:3d:ed) (T- HadGloba_6a 28:68:69:11) (RA) 202.11 45 Request-to-send, Flags=
357882 2018-11-16 00:17:988.098444  104.17.57.239 172.16.288.13 TeP 184 80 - 37583 [ACK] Seqel Ack=310 Win=g5344 Len=d T3
397863 2018-11-16 00:17:98.098495 HedGloba_6a:69:11 (04:f1:28:62:69:11)- Cisco_b4:3died (80:a3:8e:bd:ddied) (RA) 802.11 57 802.11 Block Ack, Flags- .€ =
397864 2018-11-16 88 184,17.57.239 172.16.255.13 Tce

172 55.13

48.127

TCP

IS7EEE 2018-11-15 B8 B8. 699508 172.18.2%5.13 184.17.57.235 TP 154 37555 -+ BO [ACK] Seqel Ack=l Win=87B8E Len=8 TSwva™ |
307880 2018-11-16 B0:17:88.000655 Cisco_bd:3d:ed (O0:a3:B8e:bd:3d:ed) (T- HedGloba Ga:60:11 (B4:F1:38:68:60:11) (RA) 882.11 57 802.11 Block Ack, Flagss........C ==
397899 2015-11-16 @88:17:088. 181762 172.16.255.13 184,17.57.239 HTTP 479 GET /5100264, images/logoq.png?t=636366 HTTP/1.1 —
397891 2018-11-16 80:17:85.101512 Cisco_bs:3d:es (P@:a3:5e:bd:3d:ed) (T- HmdGloba_Ga:69:11 (B4:T1:26:68:69:11) (RA) 802,11 57 §82.11 Block Ack, Flagse........C —_—
3 »
I+ Frame 397886: 154 bytes on wire (1232 bits), 154 bytes captured {1232 bits)
b Radictap Header w8, Length 43
b 882.11 radie information
b IEEE 892.11 QoS Data, Flags: .p.....TC
I Logical-Link Control
b Internet Protocol Version 4, Src: 172.16.255.13, Dst: 40.127.66.24
b Transmission Control Protecol, Src Port: 45658, Dst Port: 80, Seq: 128, Ack: 4891196, Len: @
@8 93 38 00 6b BE lc B0 6d O 30 31 O 90 00 B9 ek w8l
14 82 9¢ B9 50 B4 d9 a4 00 00 OO 00 B 04 01 00
9e @% 0b 22 1f 00 06 B0 65 B0 0D 00 84 00 B0 09 = &
a3e 88 41 39 00 o4 f1 28 60 69 11 a0 R (i
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0 00 af f4 c2 2f 90 d1 14 52 a5 8b 2e 57 27 3a I R’z
d8 54 25 55 @a 12 92 da  fic a5 1f c2 B 34 36 ca Tu 48
S @8 7a 36 57 ed #2 43 80 86 5 92 24 17 do db YozEM--C 3
42 82 2# 62 35 c7 36 Ob 54 40 0@ 91 TE 7d 44 87 B:.b5-&- T x}0
23 6c 7o e6 fd db &7 @6 39 11 &1 L
MRFARBEPMKNE ZNEREEEPMKIE —NERHEITHR , NHIE 397886 R E N
AREE VR4 = g | 17 7 A
802.11 QoS##z.
n#s02.11 % EI b
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Mo, Time: Source DCestnation Protocd  Length Info i
397861 2018-11-16 ©@:17:98.0898393 Vmware_25:89:dd HedGloba_Gm:69:11 B@z.11 1438 QoS Data, SN=1434, FNe@, Flagse.p..R.F.C
397882 2018-11-16 B@:17:95.898444 Vmware JB:89:dd HedGloba_Ea:69:11 882,11 154 QoS Data, SN=l435, Fhed, Flagse.p....F.C
397883 2018-11-16 PO:17:08.098495  wedGloba_Sar69:11 (@4:f1:28:6a:69:11)- Cisco_ba:3dies (D0:ad:Be:bs:3d:es) (RA) 8082.11 57 802.11 Block Ack, Flagss........ €
347884 2018-11-16 B8:17:08.0858999  \wware 2B:89:dd HedGloba_Ba:é9:11 882.1 o T 4 —Flegr—pr
397886 2018-11-16 28.099299 X o 5082.1 154 QoS Data, SH=181, FN=@, Flags=.p.
397887 2018-11-16 ©0:17:96.090181 Cisco b4:3d:ed (D0:adife:baiddied) (T. HmdGloba Ga:69:11 (04:f1:28:68:69:11) (RA) 80,11 37 GUL. 1T DIULE ALK, TIBRST: essi et
397885 281B-11-16 ©O:17:08.999686 HedGloba_6a:69:11 WEware_26:59:dd 02,11 154 QoS Data, SN=182, Fh=8, Flags=.p.....TC
397869 20158-11-16 BO:17:08.099655 Cisco_bs:3d:ed (00:a3:5e:bd:3d:ed) (T- HmdGloba _Ea:69:11 (84:fl:28:6a:68:11) (RA) 802.11 57 802.11 Block Ack,
397850 2018-11-16 LA:17:08.101762 9111 A dd Bez.11 479 QoS Data, Sh=183,
397801 2018-11-16 90:17:98.101812 H (@Q:aZ:Be:bd:3died) (T- z11 (@4:f1:28:6a:69:11) (RA) Be2.11 57 BR2.11 Block Ack, .
397892 2018-11-16 B@:17:93.185958 w«a»e 2B:89:4d Mﬁldha [ H BE2.11 505 QoS Data, SN=1437, FN=8&, -1ags- P «F.C
397854 2818-11-16 99:17:05 1BG5F Vewace J8:89:dd H-ﬁlom_s; 9:11 E82.11 154 QoS Data, SN=1438, Fh=4, ‘10;5'-9,... L hd
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I Frame 3978B6: 154 bytes on wire (1232 bits), 154 bytes captured (1232 b
I Radictap Header w8, Length 43
b 882.11 radio information
b IEEE 892.11 QoS Data, Flags: .p.....TC
b Data (68 bytes)
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https://wirewatcher.wordpress.com/2011/01/23/tweaking-eaps-weak-link-sucking-wifi-pmks-out-of-radius-with-pmkxtract/
https://ask.wireshark.org/question/4050/how-to-decode-radius-ms-mppe-recv-key/
https://www.cisco.com/c/zh_cn/support/index.html
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