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ANHEPNEEHRETREXRERNEFHNREZEEN, AXEFEANARRZRAERAR
(RN ) BB, ZZEI%ME’JH%&H:/EZdeM , BHARET @A G THEERME,

HRER

EAP-TLS#

e = T e i R Sl .- RADIUS: = = = = = = = -
S [ Authentication
upplicant AP Cisco WLC Sur\rt:r
T

1 EAP Type=EAP-TLS
|__EAP Request | start bit set, no data

2.
l EAP-type=EAP-TLS ‘ |

(TLS client_hello) EAP Response |

EAP-TYpe=EAP-TLS

3 TLS server_hello
| EAP Request | TLS certificate
TLS server_key exchange
EAP-Type=EAP-TLS TLS certificate _request
TLS certificate TLS server _hello_done
TLS client_key exchange a
TLS certificate_verify | EAP Response | -
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
s | EAP Request | LS char‘lge__r:'lpher_spec
TLS finished
[}
| EAP-Type=EAP-TLS r | EAP Response -
7
PMIK ) | PRk |
g 9
= { EAP success ] | EAP success |

EAP-TLSHEHHZ IR

1. BEBEFIRSEARAP)REK, RAPRAFREFHAEZETAREHLZEEHRITER. A
J& , B3R5 EHEAP-Response Identity# 1T, AFE , WLCEHAFIDEEEET 5 HRKIE
fR%588. RADIUSHRS B3 EFEAP-TLSE I BEI XN EF mMEME, EAP-TLSX I MILFF A

2. R‘I%ﬁSHEAP Response&XiZElI@&“client_hello"BF HEMN B IIERSE , ZEFHER
®IEANULLEY 45
3. BMRMIIRSSHRFEATE T INENH B RAKEIH TR

TLS server_hello
handshake nessage
certificate

server _key_exchange
certificate request
server_hel | o_done.

4.F P imln SEAP-ResponselHE , EF 85

Certificate - Server can validate to verify that it is trusted.



client_key_exchange

certificate_verify - Verifies the server is trusted

change_ci pher _spec

TLS fini shed

S5.EFFImMRINEHTHMRIEE , RADIUSIREES &L EE“change_cipher_spec”MiEF EREEH
Access-challengei#t 1718 57

6. RS ERTY |, BT IR UL F A E X radius AR S5 85 1T & D Rk,

7THTLSEFHE , NEAZDIRERI INEEHA

8/9.EAP — RINRAMBS B RIE R H BRI , REEBLHBERT,

Lt |, B HAEAP-TLSHI L & F i A LA Rl To 4k I 4% .

[
Cisco ok LAN #4288

H]1.5E—$ 21 Cisco WLC LB BERADIUSHRSE 25, ERIMRADIUSHRS 2 |, S MTIR 4>
RADIUS >B @ RiF, #HNew , B FTRo

MONITOR  WLAN: CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin{ReadWrite) A
security RADIUS Authentication Servers Apply m
| "L'“ duth Called Station ID Type | AP Name:551D

Use AES Key Wrap ) (Designed for FIPS customens and reguires a key wrap compiiant RADIUS server)

MAC Delimiter Colon
Framed MTU 1300
Netwark Tunmel Server
User  Management Praxy Index Server Address(Ipvd [Ipv) Part PSec Admin Status
0 0 O 1 138.77.0.84 1812 Disabled Disabled a
O O 138.77.0.83 1812 Disabled Disabled [+]
Lesgin Pelicins 0 0O 138.77.97.20 1812 Disabked Disabled -]
AP Policies ] 0 O s 138.77.97.21 1812 Disabled Disabled [~}
R 0 0 O vomaan 1812 Disabled Enatied -]
b Local EAP 0 0 O s ' 10.100.120.41 1812 Disabled Eratled -]
Advanced EAP
b Priority Order
b Certificate

b Access Control Lists

Wireless Protection
Policies

Web Auth

TrustSec
Local Policies
b Umbrella

b Advanced

SER2.EM  BEEH AR TRIEISELHWLCHIPH it M L Z A <password>, # dHApply A4k
SRE , BT



wfaln

Save Configuration  Ping  Logout Refresh

MONITOR ~ WLANs COWTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin(Readwrite) A Home

clisco

Security RADIUS Authentication Servers > Edit = Back m
b Server Index 7
Ganery
» RADIUS Server Address{lpvd lpvs) 10,106,356
Ahatints Shared Secret For ascil
Accounting o >
Auth Cached Users ‘Shared Secret
Falback
DoE Confirm Shared Secret
W
¥ TACACS+ Key Wrap [ (Designed for FIPS customers and requires 3 ey wrap compliant RADILIS server)
LDAP -
Local Net Users Apply Cisco 1€ Default settings: U
MAC Fitering Apply Cisca ACA Default settings 0

» Disabled Chants

User Login Policies
AP Palicies
Pasyword Policies

b Local EAP
Advanced EAP

b+ Priority Order

b Certificate

b Access Control Lists

» Wireless Protection
Policies

b Web Auth

b TrustSec
Local Policles

b Umbrella

b Advanced

Pert Number 1812

Server Status Enabied v
Support for CoA Disakded v
Server Timsout S | ssconds
Nekwork User Enable
Management I Enatie
Management Retransmit Timesut 5 seconds
Tunnel Proxy [ enable
Realm List

PAC Provisoning ] Enable
IPSec O Enabie
Cisoo ACA ) Enable

HIR3. ARADIUS & 17 5 i 6 2 WLAN,

MAE |, B LABI BRI HWLANH R EHE B 7 A WPA-enterpriset& =, , LMEFFARADIUSH 1T & 17

Wi,

STANEFKE PEFEWLANSs |, i£3ZCreate New , AF £ THGo ( MBFR ) -

Swye Configuration  Ping  Logowt  Redresh

WLANs

* WLANs
WLANS

¢ Advanced

User: sdmin{Readwrite) i Home

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

Entries 1 - 15 of 15

WLANs

Current Filter: None [Change Filter] [Clear Filter]

[Coeier v o] |

Profile Mame WLAN 5510 Admin Status Security Policles

[ wian 10 Type

SRS RIHTBIWLAN G B HEAP-TLS. % Apply SAELR4E |, INEFT R,
aliln

Save Configuration  Ping  Logout Refresh
MONITOR  WLANs

cisco

* WLANs
WLANs

» Advanced

CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP User:admin(Readwrite) M Home

WLANs > New <toa || aoh |
Type WLAN b
Profile Name EAP-TLS
5510 EAP-TLS
1] 3 Y

$IR6. % HGeneral FFARIRZS N Enabled, BRIAZ 2 KK E802.1XF B RIEMWPA2 , 1B FI R,



cIsco MONITOR WULANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP

WLANs WLANs > Edit 'EAP-TLS' _<hack | oply |

v WLANs
WLk

b Advanced

Profile Name EAP-TLS

Type WLAN

SSID EAPTLS

Feus tated |
Security Policies [WPAZ][Auth(802.1X))

[Modifications done under security tab will appear after applying the changes.)

Radia Policy Al
lc:.lt;d;ceifbﬁeﬂm preere——
Multicast Vian Feature | Enabled
Broadcast SSI0 Enatied
HAS-[D none

1a Status Enabled

Labby Admin Actess D

S]7OE , SMIIRE > AAABRSERET~ |, &REN T B BARADIUSIRS 2 , BRI Ro

]y Save Coofquratien g Logaut. Refresh

{'sco MONITOR  WLAMs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP Userzadmin{ReadWrite) A Home
WLANs WLANs > Edit 'EAP-TLS' < Back
* WLANs

General | Security = QoS | Policy-Mapping | Advanced
¢ Advanced Layer2 | Layerd | AAA Servers

Select AAA servers below to owerride use of default servers on this WLAN

WLANS

RADIUS Servers
FADIS Server Overweite interface | |Enabiied
Agoly Cisco ISE Default Sestings  []Enabled

Authentication Servers Accounting Servers EAP Parameters
Erabled Enabled gate  [J
Server 2 | None ¥ | Moo
Server 3 | None L
Server 4 | None ¥ | Nome
Server 5 | None ML
Server 6 | None ¥ | Moo
Muthorization ACA Server Mccounting ACA Server
(] Enabled [ enabled

Servir  Mone v Nere v

AR EHEBREZR , RFRBEBTUMWLCIHRIRADIUSEES 88, RADIUSHE A UDPkH
01812 ( AT E/RKIE ) , EHEEERRERETSEMEN T ERE L,

fE A Cisco WLCHIISE

EAP-TLS® &

NTHERE  SEZUBRATERBPEANDIUIIR, BHTEATdotIxEKE , FREFEREEE
FRIEERVFIWEAPRE,



MREERARAE , WAFRSHEAPKREHTHHRIE , MREFEMEXEEEAPKEAT TR
, X ERBRREIEN,

SB1.SREEK>Policy tE>E R>FARIE> AN , REETA , MEFIR.

b dentity Services Engine

Home » Context Visibility » Operations » Administration » Work Centers
Authentication  Authorization  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions  ~Resulis

(<]
. Allowed Protocols Services
 HIEETIE For Policy Export go to Administration = System = Backup & Restore > Policy Export Page
Allowed Protocols
Edit obAdd [LfyDuplicate Delete
» Authorization
[ Service Name a | Description
» Profiling [ Default Network Access Default Allowed Protocol Service

+ Posture

» Client Provisioning

HBR2. 7 tbAllowed ProtocolPI &R % |, AU A IR EF, FEXMERLT , Alow EAP-TLSAE 2%
B, HESRES , BT R



sl dentity Services Engine Home  » ConlextVisibiity  » Operations » Administration  » Work Centers

Authentication  Authorization  Profiing Posture  Client Provisioning = ~ Policy Elements

Dictionaries  » Conditions  + Resulls

o
- Alloved Protocols Services List > New Allowed Protocols Service
= Authentication
Allowed Protocols
Allowed Protocols ® Name [EapTiq
» Authorization Description

» Profiling

w Allowed Protocols
» Posture

Authentication Bypass
¢ Client Provisioning 0O T —
Authentication Protocols
Allow PAPTASCII
Allow CHAP
Allow MS-CHAPV1

Allow MS-CHAPvZ

0O000a0

Allow EAP-MD35

4
Q)

Allow EAP-TLS

O Allow Authentication of expired certificates to allow cerlificate renewal in Authorization Paolicy (i
O Enable Stateless Session Resume

Session licket time to 2 *
live

Proactive session ticket update will occur after | 10 % of Time To Live has expired

O alowLEAP

v O aiowpeap

PEAP Inner Methods
¥ Allow EAP-MS-CHAPVZ
¥l Allow Password Change Retries| 1 | (Valid Range 0 to 3)
Allow EAP-GTC
Allow Password Change Retries 1 (Valid Range O to 3)
Y1 Allow EAP-TLS

Allow Authentication of expired cerlificates to allow certificate renewal in Authorization Policy

1

Require cryptobinding TLV

ISE_EIWLCiZ R
F15  STHFISERFI A H SMEBIEE>RERF>REZZ>HRM , WEFTR.
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sl BADUS Servws  BADUS Serves S WAC Magers  Eoiorssi WOM Lcalion Bevic

HER2. 50 A B P RAY(E.



Identity Services Engine » Operations

» System b |denbly Management | = Network Hesources | Dovice Portal Managemant  pxGnd Services ¢ Foed Sorice ¢ Thieat Centic NAG P—
€
w Metwork Devices  Metwork Device Groups . Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences  NAC Manosgers  External KD ¢+ Location Services
—

[ ]
Neabwork Davicas LIst = How Netwoerk Gevics
Nebwork Devices

PRtwOrk Davicas

Default Davice

* Nams | Bharti-WLC
Drevics Security Setlings

Dascription

- | 1P Address »| =IP: | 10.106.35.567 | #ls2 |

* Device Profie

Madal Name

Software Verson

* MWetwork Device Group

Location [ Locations ) Sat To Default |
IPSEC |1z 1FseC Dewce @ | | SetTo Default |

5 | | SetTo Default |

Device Type [all Device Types

[+ rADILS Authentication Sotings

RADIUS UDP Sattings
Prodocol  RADIUS

I'sn:m:u searet | — | [ Show | I

Uss Secaond Shared Secret [
[ showe
Gk, Port | Set To Dafaulk

RADMUS DTLS Settings §

# ISE LeIZs A~
£1%5: SWEEE>SHEE> 56> AF > R0, MERR.

£ - | Deserymen FNine LN | el e o dnant ot 2w

HIR2. 5 A INE PR REVAE B



«thib-  ldentity Services Engine Home

» Context Visibility

» System | = ldentity Management = » Metwork Resources  » Device Portal Management

~ldentities Groups  External Identity Sources  Identity Source Sequences

Metwork Access Users List > New Network Access User

Users
» Network Access User
Latest Manual Network Scan Results

+ Operations

+ Policy

~ Administration

pxGrid Semvices

+ Work Centers

*Name | bharti

Status Enabled =

Email '

w» Passwords

Password Type Internal Users

Password

Re-Enter Password

* Login Password

sressenee

|

» Threat Centric NAC

Generate Password | (i

Enable Password |

Generate Password | (i

w» User Information

FirstName . -+

Last Name [ *%-

» Account Options

Description [

Change password on next login O

w Account Disable Policy

[ bisable account if date exceeds

v User Groups

|Se19ct an item

m [ Cancel |

ISE LN EEIES

ST S B EE>System >IEH>IE B EE>ZEFEEH.

&8 FHimportfF ik $ 5 AISE, RIMWLCHEISELBIEZRAFE
, BMEMEISELMES, Hitk , RINEEEMBCSR,

$28  SMEEES-ER>ERERER>-ERIEFERWR(CSR) , MEFTR.
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'é'.?éli’ Icently Sendces Engine  Fome  » Corte Visblly  » Operaions  » Polky  [IRENITTB R License Warring A

=System | b iderttyManagamen b Network Recources ¢ Device Poral Managemen!  pwGrd Senvices b Feed Senvie  » Thveal Cantic NAC

Oegloyment  Licensing  wCerifizales  » Loggng  » Maimenance  Upyade  » Backup SRestors b Admn Access  » Setings

[}
AT Certificate Signing Requests
Tuses Cerficates A Cerificale Signig Reauests (C3Rs) must e sert b and signad oy an etemal ahorty CIk "sypor” o danrioad one e more GSRs 50 it eyl be sigees by 2n edemal auhorty, Aer 3 request has een signed, i "and" 1o bind e rexest o e
sk ctfite ssued by hatastiorty, Orce a SR s bourd, 1l be remand from s st
0CSP ClentPrels
Ceic Siing Requests Pren Beme | Xoske | Bnd Cetfcte s 7
Certiica Paindc Check Sati,. [ Frendly Nama Cenificat Subject Keylengh  Poral grouptay  Timastamp » Hast
¥ Certificate Authorty No data avalable

3L . EEMCSR , iHSMZEIUsage , A5 MCertificate(s)is used T HLIE T H i FEAP
Authentication , 1B 7R,

“asto Mdentity Services Engine Home b CorteiVighity  » Operations b Policy [ERC=RUIUN UM ¢ Work Cemars

Licensz Waming &

wSycham b Wenlty Management v Metwork Resources Device Porial Management  pwGric Senvices  » Feed Service  » Throal Cenlrie MAC

Deplymenl  Licanging  ~Celifcatss  » Logging  » Mainlenanse  Upgrade  + Backup SRestoe  » Admin Acosss b Sellings

-]
+ Cerifficate Mansgement Certificate Signing Request
Cerificata types wil raguirs diferent extended key usages. The [l below oulines which exnended key usages are ragquined for sach perfiicate type:
Syatem Certlcaes )
ISE Identity Certificates:
Ul S + NLIfUise (Ain, EAP, Portal, peGiid) - Clieel and Samver sulervicaion
DCEP Client Profile o fulmin - Server Authantizaton
P —re—m— » EAP Authenticalian - S=rver Authentication
+ DTLS Auencatn - Sener Atencalon
Centficale Periodc Check Set... + Poral - Server Authenicanon
« pilGrid - Cient and Server Authentication
+ Contificate Authortty + SAML - SANL Skyring Carilicals

] 1BE Cortificie Autherity Cestificates:

o |5E Rool CA- This is rot @ signing requess, but an abiity b generate a hrand new Riet CA perficass for fe 1SE CA fanctionaliy,

+ I5E s CA - This B an il CA Sigring Raquesl

o Rerew SE DCSP Resoonder GeAMcates - This i nola signing request, bul an abilty 1 ren this GCSP respondes cerincate hat i signed by T
ISE Rool CALSE |nlermedizie CA

Usage
Cerdficate(s) will be used for | EAP Authestication z

Ak Wikicard Certificares [ 1

Nede(s)
Gergrate CER'S for these Nedes:

CER Friendly Name

IabisetEAP Autrenicaion

HB|ATUEFRISELEKHCSR, £ THView , MEFTR,



csve: [EETR]

| =-==BEGIY CERTIFICATE REQUEST=-—
B MIRUFQUATI0GgwggEIMADGCSqGS BIDOER
ACLAM

EDwAaEha BAG TIPS Ts!
LIBFMUCHBUC b G B TLVZSgNINNAIEm -+ bAmMT +KITIATS3NGE6 Tvar
USRI+

H
BLRDLONE TP AN STGITORD
osanZhyKhMOSEE KNI PTIVIGMTNDRK Huloohp Y20 21LAD 4 yd kT3 TS
DNLSAZETpLAGKTHLIZMABOEM A+ TTS000 + TRRRIMAgNBAAG L RIBGKNEIG

AUEDWCEMIFADAIBINHOLE QU AESH L AT

HAWEGCCoAGUFBWMCRBECCACGSAGG +ETB
18+ okEOTAD VR
< L BTYPRYETHE b ZhAL MEy YV PabolEDoicH

dgRACISCINACHITRDRIFL9BHPEERYTIMEzcacNLZLK kb G IACNS AL
I dkeTHOCD

RVCBoI TS DoV I M aLS 5o TNEGGra0 S IDUDBZO0t
PR TA IO AW LY T MH R T KW L 2D VG ==
=-—END CERTIFICATE REGUEST-~-

S5 ECSRIE , MIREICARRS 2R , A5 % EHRequest a certificate , A FI7R :

Microsoft Active Directory Corfificate Services — fixer-WIN-87Q5HOKPSIG-CA.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with over
the Web, sign and encrypt messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate
View the status of a pending certificate request
Download a CA cedificate, certificate chain, or CRL

FSE|6.FERIEBE , BLIRBUser Certificate Mladvanced certificate requestfyi£In , V5% o
advanced certificate request , ZE FiRo

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPSIG-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit anjgdvanced certificate reques

SI]7 KN EBase-64RIBMIEPIERPERMNCSR, MNIEHHER : THLHED , %E£FEWeb
Server , AAfE# HSubmit , BT,




T 1 r
Microsoft Actrve Directory Certificate Services — fixer-WIN-G7Q5SHOKPSIG-CA

Submit a Certificate Request or Renewal Request

i

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request generated by an external source (such as a Web
server) in the Saved Request box.

Saved Requost:

Baga-B4-ancoded
certificate reguest
(EMC or
| PKCS #10 or
PKCS &7 V.

Cartificate Template:
I Wi Server q

Additional Attributes:

Attributes: |

|
| Submt >

FIRS. B HSubmitis , BRIREBIEFIEPRBEMIEIN | %£EBase-64 encoded , A5 % FHDownload
certificate chain , 1B FRo

Microsoft Active Directory Certificate Services - fixer-WIN-87Q5HOKPSIG-CA

Certificate Issued

The certificate you requested was issued to you.

" 'DER encoded or [@Base 64 encoded |

E Download certificate
=={Download certificate chain

HIRI.EARISERRSTRRAVIED T &, BAILUREGES | iEBIEFWMES , —/MRIEHME AP HEIE
Ho VIEPTUEEBESEFR>ZEFEER>SFATSA , WEFRT.

=Syste™ ¢ idontily Managemend  » Network Rescurces  » Dovice Portal Management gk Services.  » Feod Service  + Thveat Coniric NAG

Click here 10 00 wirsless Sefup and visbiity sstep Do not show Jis again,
Depiopmant  Licensing  wCorficases b Logging  » Mamsanance  Upgrade  » Backup &Resions  » ASTin Access  » Settngs
L]
Cartificate Managemant Trusted Certificates
Sysiem Cerfcates e @rigon | Woaas  Ovien snow [ b

(] Frienaly Mame - Satus Trasted For Serial Number Hs00d T Issund By Vaiid Frem Expiration Date



“tluths Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy [N piEiettey

= System b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
I

<]
~ Certificate Management Import a new Certificate into the Certificate Store
* Certificate File = Choose file  No file chosen
System Certificates
Friendly Name 5 i
Trusted Certificates | i [EARTLS !
OCSP Client Profile Trusted For: ;
EelRaleS Uy antes = Trust for authentication within 1SE
Certificate Periodic Check Setti...

[ Trust for client authentication and Sysleg

+ Certificate Authori
e o [ Trust for authentication of Cisco Services

[ validate Certificate Extensions

Diescription |

@ Cancel |

HPR10. £ & Submit/a , IEHF/ARMBZEFERIIRS. I, EFEFEILFHFTEESCSREE
, B Ro

sthab idontity Services Engine Home » Context Visibdty  » Opemions

*System ¢ ldentity Management  » Metwork Resounces ¢ Device Portsl Management  pwGrd Services ¢ Feed Serdce i+ Threat Centric NAG
e -/ Click hare 10 90 wirslass setup and visiblity setup Do not show Ihis again
Deployment  Licering = Cenificales  » Logging  » Maimenance  Upgrade  » Backup & Restore  » Aomin Actass  » Semings

(]
= Cartificats Mansgemeat Certificate Signing Requests
Syateen Cortficatis. Genermte Certficate Signing Requests (TSR]
Trusted Cerificates A Certficane Signing Fequests (CERE) must be sent 10 and signed by an extamal suanity. Click “sxpon” 1o download one or more CSRS 8o that they may b signed by an extemal authority. Aler a neques! s been signed, cick "bind™ o bind the request 1o the
signed cartficats srued by Tt suthorty. Once & CSR is bound, it wil be nemoved fram this kL
OCSP Cliertt Profile
Centficaln Sigring Requests Jvew @Epon X Delere Show | Al | %a
Certificals Pariodic Check Setd... [ Friendly Hame Certificate Subject Portal Timestam| & Host
+ Cartificate Authority B REAP Authantication CH=ish..00m e Maon, § 2l 2018 L | Created by Paint X

HPR11. £ &Bind certificate/5 , B —MAT A A TR FRFERE PRI X4, R 5T E A EHEH
, AR5 # ESubmit , INEFTR.

“tuey Identity Services Engine Home  »ContextVisbilty  » Operations  » Policy (g rlaliiriry

~System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
~ Certificate Management Bind CA Sigrled Certificate
Sywen e iene * Cerlificate File = Choose file | No file chosen
Trusted Certificates
7 OCSP Client Profile Friendly Name | i
Certificate Signing Requests
I e v Validate Certificate Extensions  [] i
Certificate Periodic Check Setti...

» Certificate Authority .

EAP Authentication: Jse certificate for EAP protocols that use SSLUTLS tunneling

EDE

FRI2EBERIES , BSMIEESEFS>RELES , WEFR,



ik Igentity Services Engine Home  » ConlextVishilly  » Opemfons  + Polcy MRIT Ll * WorkCantars UconsaWaming & ©. ©® L O

=Symem ¢ iently Management  » Network Resowrces  » Devios Poral Maragernent  pGrid Services:  » Fesd Service  » PasshvelD  » Trveat Certric NAC

Depioyment  Licensing  =Cartficatss  » Lopging  » Mantwnance  Upgrado  BOckup & Resions  » AMn Accoss & Softngs
L]
= Cortificate Managemant System Certificabes A For diasster recovey it 18 FOcommandnd 10 0300 CoMifzal and peval in pairs of all Systim comfcates.
t ||l Generste Self Signad Cestificate | (b Import | W Bxport | )0 Delete | 5 View
Friongty Namo Usod By Porial group tag 55000 o Issued By Valis From Expirntion Duto

Cartficate Signing Requests
Cortficate Periocic Gheck St

» Cortificato Authority

EAP-TLSEF i
EFFRITEN LT AP IE$(Windows Desktop)

S EBIEAP-TLSHEL AP HITERHKIE , BUAREREFHIER, FWindowsit EHE#E
BIM L  LUEFRI RS RS, T Webil 588 H i A LA T #biit : https://sever ip addr/certsrv—

2B EE , CAUMEISEMUEH T & AMANMEE,

Ak, BEEXNEATTIHRZBF[EPWE —CARSEE. ER—/1CAL , RiiRequest a
certificate ( iFRIEH ) , EXRXEFEEFEUsertENIEBER , ME PR,


https://sever ip addr/certsrv---

Microsoft Active Directory Certificate Services — fixer-WIN-87Q5HOKPOIG-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC
server) in the Saved Request box.

Saved Request:

EzAIVKdOPEONKC=BT/3glJecM]l ZgxnL.7BVISPIry
aF4l12alpmDFplPEVEIVaPela/ mej3IXh0RFxBUII
welh0e+V+ehT7ljeTgiwzEEGr /fceYTIakocoSzLijgR

S3ase-b4-encoded
~ertificate request

IEMC or dD7LeuikxFl93SwvLTKLDIq+00VEAhrxlplPyDZ 3

KCS #10 or ieC/XQshm/0ryD1XuMF 4xhg52ZWo loDOJHE L g+dKX
PKCS #7): |eeeea END CERTIFICATE REQUEST----- A
Certificate Template:

Liser E
Additional Attributes:
Aftributes: Y
Submit =

SIWIAR , BB 2N RFEFHITH IR EE T download certificate chain.
RBUEBF , FREUTSEREWINdowsE e A BN ES AUEP :
SRA4EGS ALESP |, BEZEMMicrosoft EIBIZH A (MMC)IFRIE .

1. EfTFMMC |, ESMEFE>ZT> MMC,
2. SR STHE> 7 b/ BR B A T

3. MEHIEB.

4. EFBIHENKS

5. % Local Computer > Finish

6. FHOKLLRH“EE B T'EO,

7. RTEEB>PASUERZD [+

8. ERETEH , AREERMBES > 8 A,
9. ¥ i Next.

10. £EHHK,

1. EFEES AR .cer, .crt=h.pfxo

12. B Open (7 )

13. B Next,



14. 1% $FAutomatically select the certificate store based on the type of certificate.

15. B SERHEE
ERIEBFAE , BEENEAP-TLSEBELLE Fin ( AR FHwindowsRH ) o
EAP-TLSHYTc 4R Bl R S 4

SB1ERZHAZRPNTY B E BRIV PEAP)BIBM ELE B XX , SMERFAEAP-TLS,
& FFEAP wireless profile.

FHIR2 EFEMicrosoft BeE FREMIES | A SHEEGHE RHWOK,



EAP Wireless Network Properties X

Connection Security

Security type: WPA2-Enterprise v

Encryption type: AES v

OUSE g TIELVVUIT R dULTIE]] alion _meLtnod.

Microsoft: Smart Card or other certificate

/| Remember my credentials for this connection each
time I'm logged on

Settings

Advanced settings

OK Cancel

$IR3. Eisettings , REIRFEMCARSBFMANRIES , WEFTR.




1 '
Smart Card or other Certificate Properties

When connecting:
(O Use my smart card

(@) Use a certificate on this computer
Use simple certificate selection (Recommended)

/| Verify the server's identity by validating the certificate

Advanced

|_] Connect to these servers (examples:srvi;srv2;."\.srv3\.com):

Trusted Root Certification Authorities:

Entrust.net Certification Authority (2048)
Equifax Secure Certificate Authority

h
| ] GeoTrust Global CA
GeoTrust Primary Certification Authority
GeoTrust Primary Certification Authority - G3
GlobalSign

GlobalSign
GlobalSign Root CA

< >

View Certificate

T i

S R4. % drAdvanced Settings , /5 M802.1x settingsik i+ H 1% ZEUser or computer
authentication , ZNEFr 7R,



\dvanced settings

802.1X settings  802.11 settings

| Specify authentication mode:

ser or computer authentication v Save credentials

Delete credentials for all users

Enable single sign on for this network

Perform immediately before user logon
Perform immediately after user logon

Maximum delay (seconds): 10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

SWEIE , BRASHERITEME | R ERAEE XM ( ARPHIFHEAP ) MConnect, Z1E
iR, BEEEITLMNE,



EAP
Connected, secured

blizzard-legacy

Cecured

blizzard

Secured

= intemet
Open

dot1x_test
Securnsd

lioPrivateMet
Secured, Hotspot 20

= mac_filter
[ ] =

SeCUred

1
Metwork & Intermet settings

Change setlings, swch as making & connech on melared

I L i
\ Modile
Wi-Fi Airplane moda  hatspat

Wrir

ERAERS AIEIARBRER EFEIZT.

PRI BEFPIRKEBREERRESSLMETHRUN, XERERZFIRETHSHEIUE, FREG P4k
HEZRRBNEMRHRE,



fonitor

Summary
b Access Points
¢ Cisco CleanAir
b Statistics
r CDP
F Rogues
¢ Redundancy
Clients
Sleeping Clients
Multicast
b Applications
F Lync
Local Profiling

Clients > Detail

Max Number of Records

10+  Clear AVC Stats

General | AVC Statistics

Client Properties

AP Properties

MAC Address

IPv4 Address
IPv6 Address

Client Type

User Name

Port Number
Interface

VLAN ID
Quarantine VLAN ID
CCX Version

E2E Version

Mobility Role

Mobility Peer IP
Address

Mobility Move Count

34:02:86:96:21:b7

10.106.32.239
feB0::2818:1524:65(9:842,

Simple IP
Administrator
1
management
32

0

CCXvl

Not Supported
Local

N/A

0

Policy Manager State RUN

Management Frame
Protection

UpTime (Sec)

No

146

AP Address

AP Name

AP Type

AP radio slot Id
WLAN Profile
WLAN SSID
Data Switching
Authentication
Status
Association 1D

802.11 Authentication

Reason Code
Status Code
CF Pollable

CF Pall Request
Short Preamble
PBCC

Channel Agility

Re-authentication timeout

Remaining Re-authentication timeout

WEP State

Lync Properties

Lync State
Audio Qos Policy

S AR BIFAEETEPRITWLC LIEFWWEAPH % , IR,

Central

Central

00:d7:8f:52:db:al
Alpha2802_3rdfloor
802.11bn

0

EAP

EAP

Associated

1

Open System

1

0o

Mot Implemented
Naot Implemented
Mot Implemented
Not Implemented
Not Implemented
1682

1]

WEP Enable

Disabled

Silver



Security Policy

Completed ves
Policy Type RSN (WPA2)
Auth Key Mgmt 802.1x

Encryption Cipher CCMP (AES)

EAP Type EAP-TLS

SNMP NAC State Access

Radius NAC State RUN

CTS Security Group Not Applicable

] Tag
AAA Override ACL one
Name
AAA Override ACL ‘
Applied Status Unavailable
AAA Override Flex
ACL none
AAA Override Flex _
ACL Applied Status Unavailable
Redirect URL ——
IPvd ACL Name none
FlexConnect ACL _
' I
Applied Status Unavailable
ot I_PV4 Eeen Unavailable Pt

STWILUTRRBEZEFRCLINEFIHIFMAEE (HUINEE ) -

(Cisco Controller-Standby) >show client detail 34:02:86:96: 2f: b7

Cient MAC AdAress. . ...t 34:02: 86: 96: 2f: b7
Cient Username ............. .. Adm ni strator

AP MAC AdAress. .. ... e e 00: d7: 8f : 52: db: a0
AP NamB. . . . Al pha2802_3r df | oor
AP radio slot Id........... ... . ... . . . . 0

Adient State....... .. Associ at ed
Wreless LAN Id............ ... .. . .. 5

Wreless LAN Network Nane (SSID)................. EAP

Wreless LAN Profile Nanme........................ EAP

Hot spot (802. 11U). ...ttt Not Supported

BSSI D. .. e 00: d7: 8f : 52: db: a4
Connected FOr ........ .. ... 48 secs

Channel . ... ... . . 1

I[P Address. ... e 10. 106. 32. 239
Gateway Address. . ... ... 10.106.32.1

Net mBSK. . ... e 255. 255.255. 0
Policy Manager State.............. . ... ... .. RUN

Policy Type. ... WPA2

Aut henti cation Key Management.................... 802. 1x



Encryption Cipher........ ... ... ... .........
Protected Managenent Frame ................
Management Frane Protection................

...... CCMP- 128 ( AES)

...... EAP- TLS

F4% . FISEL , SMEBRRTAMSHKS>KRYE , WEFTR.

abed  jdantity Services Engine Home R ATERTET Y

Encpoints | Network Devices

Endpairts » 34:02-86:96:2F BT

34:02:86:96:2F:B7 Oz H

MAC Address: 34:02:96:96:-2F BT
Usarmama: AdminisiratoniEfiaer,com
| Endpoint Profie Intel-Davice
E Curmant |F Acdnass

Locanen:
Alribunes Autherucaton Thrsals Vulrmarabiites
—
Ganeral Anributes
Description
Sxatic Assignmant talsa
Erdpoir Polcy intnd-Curvice

Static Group Assgnmpnt {alsa

Idently Group Assignmeni  Profied

Custom Afiribubes
Altribute Nama Attribute Valua
£ AIFEnLE MET Adiris

Mo data Tound, Add ousiom afrbuios hasrg

r Operations + Policy

Onhor Afribuies

B Soreer 12

Al Bl ea Toos 9800 8ac 26 58 10 6T, 58: 43 T e -boooliBd: 57 bd
Airnspace-iian-id 8

AuthenticatiorigenttySiom Irdnmal Uisors

Agtrenticatiorddntnng uEE PRI

+ Adrmintstradion

» Work Casnbars

¥ Fizgr =

-



BY 0D Regiairathon
Callad-Station-1D
Calling-Siation-10

Diays to Explry
Destination|PAddrass
Destination Por
Dietailedinfo

Dewvice IP Address
Device Port

Devica Typa
DiwvickRegisirationSiaius
ElapsedDays

EnablaFlag
EndPointMACAddress
EndPointPolicy
EndPaimProfilerSarver
EndPointSource
Extanded Key Usage - Mama
Exiended Ky Usage - OID
FallureReasaon
IdentityGroup
InactiveDays

IsThirdPartyDeviceFlow

ILimikon oswm
00-dT-Bf-52-db-al:EAP
34-02-B6-98-21-07

363

10.106.32.31

1812

Invalid usemame or password specified
10.106.32.223

32775

Devica Type#All Davica Typas
MotRegistered

i

Enabled

34-02-B6-06-2F-B7
Intel-Device

. 5, COATY

RADIUS Probe

130, 132, 138

1.36.1.6.6.7.3.2, 1.361.5657.34, 1.3.6.1.4.1.311.7

CH=figar-WIMN-8FQSHOKPAG-Ca), DC=Twer, DC=¢

fixer-YWIN-9TQSHOKPOIG-CA

Issuar - Domain Componeant

fixer, com



" Locaton Location®All Locations i

MACAddress 34:02:86:96:2F.BT
MaichedPolicy Intel-Device
MessageCoda 5200
HAS-IP-Address 10,106,532 223
NAS-identifier HA_Pri
MAS-Fort 1
MAS-Por-Type: Wireless - [IEEE 802.11
Netwark Device Profile Cisco
NetwarkDeviceGroups Location®All Locations, Device Typefall Devios Types
NitwarkDaviceMama HA_Pri
NetwarkDiavicaProfilild 4A03eaBle-Ta2T-41c3-800b-2THE405 1a08d
NetworkDavicaProfilehame Cisco
1 o imel Corporate
OpenSSLEmorMessage 55L alert: code={n230=560 \: sowrce=iocal | type=Tatal \; massage="Linknown CA - error unable bo gat

S0 GERilicab: ocally”

14016065381 2504 ermor 14080082 S5L routings: SELI_GET_CLIENT_CERTIFICATERD canificate

OpenSSLEmarStack returned-s3_smrc: 33T

Policy\ersion 0
PostuneApplicabli s
PoslunihssassmeniSiaiug HotApplicabis
RadiusFlowType Wirsless802_1x
RadiusPackelType AcoessRequest
S5ID 00-47-81-52-db-al-EAP
SelectedAccassSarvica Default Metwork Access
SalectedAuthorizationProfles PermitAccess

. Serial Number 10 2941 T8 00 00 00 00 00 11—,

IR HERR

HEDZ A AT TN IEERTHREIRNEFER R,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



