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Eile Edt Miew Go GCopture Snabze  Satistics Telephony Tools ntemals  Help
o ANd BERS AesDTFL aaaB @@ m % 8
Filter:  wian_mgt.ssid == "PMF® j&pr:ssim... Chear Aoply Swve

4 135 Deeryption K.,
OECP Protocel WVLAN Length lnfo

MNore =

108 2.0718%300 Cisco_21:c9:74 Broadcast 802,11 251 Beacon frame, SN=3969, FH=0, Flags= BI=i8¢, SSID=PHF[Malformed Packet]

% Tag: HT Capabilities (802.11n 01.100
rsH Information
r: REM Information (48)

Tag length: 26

RSN version: 1
2 Group cipher Sulte: 00-0f-ac (IeseB02l) AES (CCM)
Pairwise Cipher Sufte Count: 1
Pairwise Cipher suite List 00-0f-ac (Ieee®021) AES (COM)
Auth Koy Management CAKM) Suite Count: 1
% Auth Key Management (akM) List 00-0F-ac (TeeeB0Z1) wra (SHAZ5S)
= RSN CapabiTities: Ox00es
.0 = REN Pre-auth capabilizies: Transmitter does not support pre-authentication
..0. = RSN WA Patrwise capabilities: Trandsitrer can Support WeR default key 0 simultinecusly with Pafrwise key
= RSN PTHSA Replay Counter capabilities: 4 replay counters per PTHSASGTHSASSTAKeySA (0x0002)
= REN GTRSA Replay Counter capabilities: 4 replay counters per PTESASGTRSASSTAKeySA (0x0002)
= Management Frame Protection Required: True

Management Frame Frotection capah]e: True
Peerkay Enabled: False

FHiLD LisT

AL | B4 Bgroup management cipher suite FE& |, ZFBREREFEH802.11wo

ERSNIBE T thH 1T T ER. FONME7TMIERFERRS02.1MWHTRESH,

« {u6 : FEEEMRY (MFPR)- STAR LA IRE N 1B S BEEEMRYT RLFN,
o BT FEEWRP(MFPC)- STARKMIREN1ABEER ABEEEMRY, HAPR
B, EQBAEXFEEMRYF.

MRERBETNTREZFEREETEMNRY , WEMREFNMETMN, MiXENBIESHIRRE
Rt 7Ro

ol Sawe

Filter: wian_mgt.ssid == "PMF" [+ espression... Clear &

Channel Offset: | |~ | FCS Filter: | &1l Frames Hone Wireless Settings... Decryption Keys..

DECP  Protocol WLAMN Length Info

Source Destimation

108 2. 07189800 Cis<0_21:¢9:74 Broadcast , BI=Ll02, SSID=PMF[Malformed Packet]

¥ Ta;: HT Capabilities (802.11n 01.10)
Tag: RSM Information
Tag Mumber: RSN Information (48)
Tag length: 246
RSN version: 1
= Group Cipher suite: 00-0f-ac (IeeeBD21) AES (CCM)
Group Cipher suite OUI: 00=0F-ac (IeeeS021)
Group Cipher suite type: AES (CCM) (4)
Pairwise Cipher suite Count: 1
= Pairwise Cipher Suite List 00-0f-ac (Iees8021) AES (COM)
Patredise Cipher suite: 00-0F-ac (IeepBOZ1) AES (CCM)
Pairwize Cipher Suite oUI: 00-0f-ac (Iees8021)
Pairwise Cipher suite type: AES (CoM) (4)
Auth key Management (AkM) Suite Count: 1
auth key Management (AxM) List 00-0f-ac (IeeeB02l) wPa (SHAZSE)
RSN Capabilities: Ox00e8
vass ssss aass aee0 = RSN Pre-auth capabilities: Transmitter does not support pre-authentication
..0. = RSN No Pairwise capabilities: Transmitter <an support wEP default key 0 simultaneously with Pairwise key
10.. RSN PTESA Replay Counter capabilities: 4 replay counters per PTESA/GTESASSTaKeySA (Ox0002)
RSN GTKSA Replay Counter <apabilities: 4 replay counters per PTRSA/GTESASSTAKeySA (Ox0002)
... = Management Frame Protection kRequired: True
..., = Management Frame Protection Capable: True
. Peerkey Enabled: False

.

B2 A WMBERHRENE , WRREE7H , ER.



Eile Edit Wiew Qo Capture Anshze Satistics Telephory Tools [ntemals  Help

o® 4 W 2 EXR AevaFi(EEacaaaD OB &
Filter: wlan_mgtssid == "PMF" _TlEFP'!FIIOHm Clear Appfy  Swve
Maore | Whreliss Settings... Decyption Keys..

DECP Protoced VLAN Length Info

36 2. 00630400 Cisco_21:c9:7b Broadcast 3 285 Beacon frame, SN=Z306, FHsO, Flagss........., BI«10Z, SS10=PMF[Malformed Packer]

Ty CULNIL ¥ A MG (O D) CWE Uy SR Ol
# Tag: qBSS Load Element 802.11e CCa version
® Tag: HT capabdilities (802.11n ol.100
Tag: RSM Information
Tag Humber: RSN Information (481
Tag 1er;th: 20
REN version: 1
@ Group cipher suite: 00-0F-ac (TeeeB02l) ARS {ooM)

o pairwise ciphar suite List 00 0f-ac (leeeB021) AES (OCM)
Auth Key Mana gecrenc (kM) sufte Count: 1
# Auth Key Management (AKM) LSt 00-0F-3c (TeeeBOXLl) wea
RSN Capabilities: Ox00a3
v waa0 = BSN Pre-auth capabilicies: Transmitter does mot support pre-authentication
+ wa0. = REN NO Fai wise aoabﬂhies ™ ansm tter can support weP default key © simultameously with Pairwise key
. 1b.. = RSN PTESA Replay C Ter pabilities: 4 replay counters per PTRSA/GTRSASSTAKEYSA (Ox0002)
& ... = R5H GFKSA replay c t pabilities: 4 replay counters per PTHSA/GTHSA/STAKeySA (0x0002)

. . = Management Frame Protection Capable: True
SR N .. = FeErkey Enabled: False
% Tag: HT Information (802.11n 01100
F Tag: €1sco Cod C IP + Devic €e Name
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SERIBEEERE 7802.1x/PSKHSSID T EAZSRFNEREMN, BAE=MEW , BT

Sayr Configuration  Bing | Logo

CISCO MONITOR WLANs CONTROLLER 'WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit 'PMF' < Back aAp
o URED General | Security | QoS | Advanced |
WLANS
b Advanced Layer2 | Layer3 | AAAServers
Laysr 2 Security & | WhA+WPAZ l
MAC Filtaring®

Fast Transition
Fast Transition
Protected Management Frame

PMF | Disablad ¥ |

Disabled
WRA+WPAZ Parameters | o EWM, B
WA Falicy . e
WRAZ Policy L4
WPAZ Encryption #AES THIP

Authentication Key Management

802.1x ¥ Enable
CCKM Erahle
PSK Ensble =

“Required’ 8 EFR AT X802 1MW FFint TER, ‘TR EEEZE AT R ZIEFS02.11WHE
FimtITiE R,

BH RE , BEEBREEMEITISEMSATRER ., Comeback timers E XK E F ImfE B X
LR BRZHRK I AMNESHNETE , RESRBR30, SAEHENIEEWLCESRKRBEEF K
HERHENENAEE, MEEEREFFIRNEA | EXBGNEHIZEFMER. MEBMR.

Saye Configuration = Fing  Logout | Eefrd

alvaln

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP  EEEDBACK
WLANs WLAMs > Edit 'PMF" = Back Apply
-w:L.n..ilu;s | General | Security | QoS | Advanced
WLAN
¥ Advanced Layer2 | Layer3 | ARA Servers

Layar 2 Saturity £ | WA+ WA
MAC Filtaring®
Fast Transition
Fast Trangition
Protected Management Frame

PMF Requind T

Comeback timen(1- h ——

20msec) ;

SA Guery Timeout(100- =

so0msec) 208 =
WPA+WPAZ Parameters

WRA Policy

WPAZ Palicy <

WPA2 Encryption o AEE THIP

Authentication Key Management

B=H  MRF2AxAESHRIEFRAEERZE , NAHE A PMF 802.1x", WREAPSK , N
AAEFEPMF PSKEIEAE , MEFTR,



Saye Configurstion | Bing | Logout fefrd

MONITOR  WLaNs CONTROLLER WIRELESS &

WLANS WLANs > Edit 'PMF' < Back Apply
LA | General | security | QoS | Advanced |
b Advanced Loyer2 | Layer3 | aAA Servers |

.;l;‘o'duer TIFmE oL XU 200 =

WRA+WPAZ Parameters

WRA Policy
WPAZ Folicy o
WPAZ Encryption #ags THIP

Authentication Key Management

202.4% ¥ Enable
CCOKM Enable
PSK Enable
FT 202.1X Enabils
FT PSK Enable
PMF 802.1% # Enable <)
PMF PSE Enable
WRA gike
g;e randomize Disable ™

CLI

ERHAREZA1IWHEE | FETHd

config wlan security wpa akm pmf 802.1x enable/disable

config wlan security wpa akm pmf psk enable/disable

ERAREAZRPEEM , HETH5

config wlan security pmf optional/required/disable

KREE SRR E :

config wlan security pmf 11w-association-comeback

SAEHEREMRE

config wlan security pmf saquery-retry-time

5 UuF

AR JHRIARERES EEEIT,

802.11wWHELE AT AR IE, #EWLANEE



(wlc)>show wlan 1

Wi-Fi Protected Access (WPA/WPA2)............. Enabled
<snip>

802 . dX e ittt i i e e e e a e Enabled

Y Disabled

COKM. . e i sttt e et e, Disabled
FT-IX(802.11r) . i vt i it e st e ennenns DisabTed
FT-PSK(802.11r) .. v ittt ittt i eanennnnnns DisabTed
PMF-1X(802.1IW) . vttt i it i et e e ennennns Enabled
PMF-PSK(802.11w) .. i vttt ittt ennennenns DisabTed

FT Reassociation Timeout................... 20

FT Over-The-DS mode..........cciiiiiiunn.n. Enabled
GTK Randomization...........cciiiiiinnnnnnn Disabled
<snip>

PMF . e e e Required
PMF Association Comeback Time................. 1

PMF SA Query RetryTimeout.........oovuuuuunnn. 200

HUEHEER

AVTRMEATATHEE#HTHREHRNES.
LA T debugin % ] F FHEBRWLC £ #9802.11w[R & :

* debug 11w-pmf events enable/disable
* debug 11w-pmf keys enable/disable
* debug 11w-pmf all enable
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