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1. VLAN ACL



VLAN ACLERZEHMWACL , B AFEEH#HHVLANNE FimRE,

ACL 7] LA 3% B {5 F§ Wireless-Flexconnect Groups > ACL mapping > AAA VLAN-ACL B & (20 B Fif 7=
) AAA VLAN-ACLM 5} E8 53 BYFlexconnect A # 1T EL & o

Wireless FlexConnect Groups > Edit 'Flex_Group'

» Access Points
All APs | General | Local Authentication I Image Upgrade ACL Mapping | Central DHCP | WLAN VLAN mapping ]
« Radios " - E -
802.11a/n/ac
802.11b/g/n
Dual-Band Radios
Global Configuration

|RMVLAN-ACL mapping I\ WLAN-ACL mapping ]_ Policies |

» Advanced AAA VLAN ACL Mapping

Hicen Vian 1d 0
» ATF

Ingress ACL | ACL_1 o

RE Eveiins Egress ACL | ACL_1 B

FlexConnect Groups Add

FlexConnect ACLs

FlexConnect VLAN

Templates Vian Id Ingress ACL Egress ACL

OEAP ACLs 1 ACL_1 s ACL_1 2 [~}

Network Lists 10 localswitch_acl % localswitch_acl % [~
» 802.11a/n/ac 21 Policy ACL % none 3

AT LURIBAPR B TEE , St ZEWireless > All AP's > AP name > Flexconnect& T+ , RE &
HVLANBRS ZB 0. Eik , BFEELEFVLANE EAPRENIFEAP , REHEFLUIEEAPHVLAN-
ACLBREY | SNEFI 7R,



MONITOR  WLANs CONTROLLER

WIRELESS

MAMAGEMENT COM

Wireless

* Access Points

All APs
» Radios
B0Z2.11a/n/ac
B02.11bfg/n

Dual-Band Radios
Giobal Configuration

All APs > AP-3B021 > VLAN Mappings

AP Name AP-38021
Base Radio SR s
MAC 18:80:90:21:e3:40

WLAN VLAN Mapping

¢ Advanced Make AP Specific Go

Mesh
WLAN VLAM NAT-

¢ ATF Id 551D ID PAT Inheritance
RF Profiles 1 CWa 1 no AP-specific
FlexConnect Groups 2 Flex_Local 10 no Group-specifi
FlexConnect ACLs 3 Flex_Test 21 no  Group-specifi
FlaxConnect VLAN
Termnplates 4 Policyacl no AP-specific
OEAP ACLs L2 webauth [ noa Group-specifi
Metwork Lists

» BO2.1la/nfac -

Centrally switched Wlans
¥ BOZ.11b/g/n WLAN N
¢ Media Stream Id 5310 L
5 Split acl A

b Application Visibility e W

And Control
AP level VLAN ACL Mapping
e Beue Vian Id Ingress ACL Egress ACL
Coumtey 1 ACL_1 s none s
Timers
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A0 ( AQERTLEFim )

. 0 ( @EDSEHLAN )

- MEEBTIT
At MREBHFELERIERFTEEEFR RN AE
FJFEEIJIJILE )"'JJ—ILMEﬁtHEIJ':‘F]o

HEECERASHRIE. BNMICIKAAA)BSHEEMNVACLE , REATET, #£iX
, RADIUSHR S5 88 R IXHIACLAF 1 25 AL A B % - i o

,UEBAMERAL AR ; MREHFLEHEIEKRBTLE

XHERT

AR ACLEEFM %L EFlexconnect ACLTEE , BT ALRA.

ACLRR S E R EM

fEFAVLAN ACLEY , T fi#FlexConnect AP EVLANME U T IEEMHEEE ;



- WERVLANELE 7 £ A FlexConnectdl , M N A EFlexConnect4 Lt & BV #8 M ACL.,
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EFE2HAPL | A LUFE A drHshow flexconnect vian-acli# M ACL 2 B LR HEX FIAP, It |, &
EEILXEEUﬁ/\ACLH’\JE%ii%ﬂﬂ%ﬁi&ﬁ@ﬂ’ﬂi&%o

AP-3802I#show flexconnect vlan-acl
Flexconnect VLAN-ACL mapping-- ingress vlan =  ----- Listing ACL's in ingress direction
ACL enabled on ingress vlan

vlan_id: 10

ACL rules:

0: deny true and dst 10.1.1.0 mask 255.255.255.0,

1: deny true and dst 10.1.10.1 mask 255.255.255.255,
2: allow true,

the number of passed packets: 4

the number of dropped packets: 0

Flexconnect VLAN-ACL mapping-- egress vlan = ----- Listing ACL's in egress direction
ACL enabled on egress vlan

vlian_id: 21

ACL rules:

0: allow true and dst 10.106.34.13 mask 255.255.255.255,
1: allow true and src 10.106.34.13 mask 255.255.255.255,
2: deny true,

the number of passed packets: 1

the number of dropped packets: 4

2. Cisco IOS® APHY

HAPL R , BRI LLBE A A X BRIEACLEBRE C#IXFIAP

PN

. f£ Fshow access-lists@i ¥ , Zn T E RAP LR ABE T FTAVLAN ACL:

AP-3702#sh access-lists

Extended IP access list Policy_ ACL
10 permit ip any host 10.106.34.13
20 permit ip host 10.106.34.13 any
30 permit udp any range 0 65535 any eq bootpc
40 permit udp any eqg bootps any range 0 65535
50 deny ip any any

LR AGEEESNMACLERENES , REZACLWFAR L , AEFSTNGPITH



AP-3702#sh access-lists Policy ACL
Extended IP access list Policy_ ACL
10 permit ip any host 10.106.34.13
20 permit ip host 10.106.34.13 any
30 permit udp any range 0 65535 any eq bootpc (6 matches) ------------- Shows the hit count
40 permit udp any eq bootpc any range 0 65535
50 deny ip any any (78 matches)

. HFVLAN ACLN AT FTXkiED , HItEBaURIIACLREENALER, REFEOMH T
TR

AP-3702#sh run interface GigabitEthernet0.10
Building configuration...

Current configuration : 219 bytes
|

interface GigabitEthernet0.10

encapsulation dotlQ 10

ip access-group localswitch_acl in -------- Specifies that localswitch_acl has been applied in
ingress direction

ip access-group localswitch_acl out ------- Specifies that localswitch_acl has been applied in
egress direction

bridge-group 6

bridge-group 6 spanning-disabled

no bridge-group 6 source-learning

2. Webauth ACL

Webauth ACLA FWebauth/Webpassthrough R E£#8RAF(SSID) , ZARRFEBSART
FlexConnectA it X, XAEMBSHRIIACL , AFEFHREINEEMRSSE. HEEQTKA
E P imit FRUNIRZSE , ACLFH=IE , BHEAE,

Webauth ACLT A FEWLANZ B, AP Bl Hflexconnect AR BN A, APEEACLHE AR RS
, MWLAN ACL L AR FiK. MRELITNATIX=/MAP , MAPEEMR L TFlex ACL , RER
WLANZ B4 EACL,

APLRZAEE 16/ NWeb & HRIEACL,

Al LAfEflexconnect B K BI R A E , S ZEWireless > Flexconnect Groups > Select the group you
want configure > ACL mapping > WLAN-ACL mapping > Web Auth ACL Mapping , 1B Fi R,



MONITOR  WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

Wireless FlexConnect Groups > Edit 'Flex_ Group'

+ Access Points

All APs . General | Local Authentication | Image Upgrade | ACL Mapping
» Radios
Sl LIy ac | AAA VLAN-ACL mapping = WLAN-ACL mapping | Policies |
802.11b/g/n St : -

Dual-Band Radios
Global Configuration

¢ Advanced Web Auth ACL Mapping Loc:
i WLAN Id 0 Wi
b ATF
WebAuth ACL | ACL_1 : Lo
FlexConnect Groups
FlexConnect ACLs WLAN Id WLAN Profile Name WebAuth ACL WL
FlexConnect VLAN
Templates [+ webauth webauth_acl = ﬂ 5
OEAP ACLs

ACLTAILAZEAPR BN A , SfinEWireless >All APs >AP name >Flexconnecti& I F> External
WebAuthentication ACLs > WLAN ACL , 1B F R,

MONITOR WLANs CONTROLLER WIRELESS SECURITY MA

Wireless All APs > AP-38021 >External WebAuth ACL Mappings
= Access Points
All APs AP Name AP-38021
« Radios
802.11a/n/ac :1’: Radio 18:80:90:21:€3:40

B0Z.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

¢ Advanced

WLAN Id 0
Mesh

WebAuth ACL | ACL_1 :

¢ ATF
Add

RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name WebAuth ACL
FlexC t VLAN
T:;pf:l;;c 6 webauth webauth_acl &3

ACLAI LATEWLANZ RIS A , §HZEWLAN > WLAN_ID > Layer 3 > WebAuth FlexAcl , 2B AR



MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANs WLANSs > Edit "webauth’

v WLANS i | S i — i _
A | ‘General’ | Security | QoS | Policy-Mapping | Advanced |

¢ Advanced | Layer 2 Layer 3 l AAA Servers |

Layer 3 Security  Web Policy 5
© Authentication
Passthrough
Conditional Web Redirect
Splash Page Web Redirect
On MAC Filter failure2

Preauthentication ACL IPv4 | None IPvG | None s WebAuth FlexAcl | Policy_ACL H
Sleeping Client Enable
Over-ride Global Config22 Enable

f£Cisco IOS® AP L |, A LARIFACLR A ENAZIEFiw. M FFTR , K &Eshow controllers
dot11radio O client(z1 , MR EF FIRIEZEFIATL B)M M

AP-3702#show controller dotllradioO client
---Clients 0 AID VLAN Status:S/I/B/A Age TxQ-R(A) Mode Enc Key Rate Mask Tx Rx
BVI Split-ACL Client-ACL WebAuth-ACL L2-ACL

e850.8b64.4£45 1 4 30 40064 000 OFE 299 0-0 (0) 13BO 200 0-10 1EFFFFFF00000000000 020F
030 - - - webauth_acl b L e e Specifies the name of the ACL that was applied
3. WebSREBEACL

WebPolicy ACLA T&#4WebEE M. /&3h T WebZE E 6 F #0:Webauthiz .

HFMEEER TTH T EAFlex ACLEYWebPolicy WLAN:

1. Flexconnectdd

FlexConnectA I FTEAPE S U BB B HIACL, % 1&S i = Wireless-Flexconnect Groups >
Select the group you want configure > ACL mapping > Policies , 3 R~ INZREEACLEY B FRET , AT
BTEE , MER :



Wireless

= Access Points
All APs
= Radios
BO2.11a/n/ac
802.11bfa/n
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh

b ATF
RF Profiles

FlexConnect Groups

FlexConnect ACLs

FlexConnect VLAN
Templates

2. APHE

SEREENAPEIACL , EMAPTAZ &, Y&

BLELEE

MONITOR WLANs CONTROLLER WIRELESS SECURITY

MANAGEMENT COMMANDS

FlexConnect Groups > Edit 'Flex Group'

| General l Local Authentication 1 Image Upgrade t ACL Mapping E Central DHC|

~ AAA VLAN-ACL mapping

| WLAN-ACL mapping = Policies

Policies

Policy ACL | ACL_1
Add

Policy Access Control Lists
Policy_ACL

7N

EfnZEWireless > All APs > AP name >8¢ , A[ LA

Flexconnecti£ T +>4&BWeb B 0 HIEACL >5K 8 , MEFT R,



MONITOR WLANs CONTROLLER WIRELESS SECURITY

Wireless All APs > AP-3802I >External WebAuth ACL Mappings
» Access Points
All APs AP Name AP=-38021
= Hadios i
802.11a/n/ac afg Radio 18:80:90:21:e3:40

B02.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping

¢ Advanced

WLAN Id 0
Mesh
WebAuth ACL | ACL_1 =
¢ ATF
Add
RF Profiles
FlexConnect Groups WLAN Id WLAN Profile Name WebAuth ACL
FlexConnect ACLs
FlexConnect VLAN
Templates Policies
OEAP ACLs
Network Lists Policy ACL | ACL_1 *
¢ BO2.11la/nfac Aed

¢ 802.11b/g/n Policy Access Control Lists

* Media Stream ACL_1 |

RINFITL2EHRIEE , 2RADIUSHRS 88 fEredirect-acl AVIT £ EACLE Fibt |, ZEBIVFEEMN
ATAPLEHNEFIK,. YEFHEHEARUNRSE  FIEEFImRESHERMMIHR , APEIERNA
ACL.,

AP LA BB B & 25321 MWebPolicy ACL, 16/NAP45E #1161 FlexConnect4 45 5E o

4.3 53 B&EACL

Ut i B E B AN | O PRREACLSEH XMSSID—BEA. HEREDEER
Office BIEA S (OEAP)REBMN —MIIMES , EIREF , SASSIDLHRFHRTUBERS A1
Mk ERIRE (ITENHL, STRLANKO LM ALITENR M ASSIDENTLRE ) BE , —BFH
19 % BIRBBACLEY — 245

Al LUR HEflexconnectél 4 5 £ E B B 2 ZIPREACL , S EWireless-Flexconnect Groups > Select
the group you want configure > ACL mapping > WLAN-ACL mapping > Local Split ACL
Mapping , Z1EFT7Ro



MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT (COMMANDS HELP FEEDBACK

Wireless FlexConnect Groups > Edit "Flax_Group’

= Access Points

- | Genersl | Local Authentication | Tmage Upgrade | ACLMapping | Centrol DHCP | WLAN VAN mapping | WLAN AVC map
802,118/ e i e Sl
;nz.t;::;,f AAAVLAN-ACL mapping | WLAN-ACL mapping | Policies

Dual-Band Rades
Glabal Configuration

b Advanced Web Auth ACL Mapping Local Split ACL Mapping
T WUANI 0 WLAN Id B
F ATF
Wehuth ACL | ACL_1 Local Spi ACL | ACL_1
RF Profiles Add Add
FlexConnect Groups
FlexConnect AlLs WLANId  WLAN Profile Nameo WaebAuth ACL LAN Id WLAN Profile Name LocaiSplit ACL
FlexConnect VAN
Templazes & webauth webauth_ad 0 Split acl ACL_1 -
QEAP ACLs

A AR IEAPH Bl il B iX LEACL , S EWireless > All AP's > AP name > Flexconnecti% 3l >
Local Split ACLs , ARG tlFlexconnect ACLEY & F5 , B FIRo

MONITOR  WLANs CONTROLLER WIRELESS SECURITY

Wireless All APs > AP-38021 > Local Split ACL Mappings
= Access Points
All APs AP Name AP-38021
= Radios di
802.11a/n/ac T 18:80:90:21:e3:40

802.11b/g/n
Dual-Band Radios

Global Configuration WLAN ACL Mapping
¢ Advanced

WLAN Id 0
Mesh
Local-Split ACL | ACL_1 =
b ATF
Add
RF Profiles
FlexConnect Groups WLAN
FlexConnect ACLs Id WLAN Profile Name Local-Split ACL
FlexConnect VLAN . =
Templates 5 Split acl ACL 1 B H

P EIPFBACLT EE A ALK/ BRE, BIFEARE/ ERESFlexConnect ACLITEL |, thafe
AR,

TR HERR
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