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config advanced eap eapol-key-retries 0
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(2500-1-ipv6) >show advanced eap

EAP-Identity-Request Timeout (seconds)........... 30
EAP-Identity-Request Max Retries................. 2
EAP Key-Index for Dynamic WEP.........ciiiiuunn.. 0
EAP Max-Login Ignore Identity Response........... enable
EAP-Request Timeout (seconds) ........ieeweennnnn. 30
EAP-Request Max Retries.........ouiiiiinnnnnnnnnn 2
EAPOL-Key Timeout (milliseconds)...........ououooo.. 1000
EAPOL-Key Max RetLriesS. ... .ttt ieeeennnnnn 0
EAP-Broadcast Key Interval...........oiuiiiueenn.. 3600
#2/PWLANKE B

X=WLAN ID

config wlan security eap-params enable X

config wlan security eap-params eapol-key-retries 0 X
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*Dotlx_NW_MsgTask_6: Oct 19 12:44:13.524: 28:34:a2:82:41:f6 Sending EAPOL-Key Message to mobile
28:34:a2:82:41:f6
state PTKINITNEGOTIATING (message 3), replay counter 00.00.00.00.00.00.00.01

*osapiBsnTimer: Oct 19 12:44:14.042: 28:34:a2:82:41:f6 802.1x 'timeoutEvt' Timer expired for
station 28:34:a42:82:41:f6 and for message = M3
*Dotlx_NW_MsgTask_6: Oct 19 12:44:14.042: 28:34:a2:82:41:f6 Retransmit failure for EAPOL-Key M3

to mobile 28:34:a2:82:41:f6, retransmit count 1, mscb deauth count 0

*Dotlx_NW_MsgTask_6: Oct 19 12:44:14.043: 28:34:a2:82:41:f6 Sent Deauthenticate to mobile on
BSSID 58:ac:78:89:04:19 slot 1l(caller 1x ptsm.c:602)
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Impersonation of AP with Base Radio MAC bc:16:65:13:a0:40 using source address of
bc:16:65:13:a0:40 has been detected by the AP with MAC Address: bc:16:65:13:a0:40 on its
802.11b/g radio whose slot ID is 0
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