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RouterA (Cisco 2600 Router)
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Rout er A#show runni ng-confi g
Bui | di ng configuration..

Current configuration : 1258 bytes
!
version 12.1
no service single-slot-rel oad-enabl e
no service pad
service tinmestanps debug uptinme
service tinmestanps | og uptine
no service password-encryption
!
host nane Router A
!
logging rate-linmt console 10 except errors
!
i p subnet-zero
no ip finger
i p dhcp excl uded-address 10.1.1.20
i p dhcp excl uded-address 10.1.1. 30
!
i p dhcp pool wireless
network 10.1.1.0 255.255.255.0
!
ip audit notify |og
ip audit po nmax-events 100
call rsvp-sync
!
crypto isaknmp policy 10
hash nd5
aut hentication pre-share
crypto isaknp key cisco address 10.1.1.30
!
!
crypto ipsec transformset set esp-3des esp-nd5-hnac
!
crypto map vpn 10 ipsec-isaknp
set peer 10.1.1.30
set transformset set
mat ch address 120
!
i nterface LoopbackO
ip address 20.1.1.1 255.255.255.0
!
interface EthernetO
ip address 10.1.1.20 255.255.255.0
crypto map vpn
!
!
ip classless
iproute 0.0.0.0 0.0.0.0 10.1.1.30
no ip http server
no ip http cabl e-nonitor
!
access-list 120 permt ip 20.1.1.0 0.0.0.255 30.1.1.0
0.0.0. 255
!
!
line con O
transport input none
line vty 0 4
!
end




RouterB (Cisco 2600 Router)

Rout er B#show runni ng- confi g
Bui | di ng configuration..

Current configuration : 1177 bytes
!
version 12.1

no service single-slot-rel oad-enabl e
no service pad

service tinmestanps debug uptinme
service timestanps | og uptine

no service password-encryption

!
host nane Rout erB
!
logging rate-linmt console 10 except errors

!

i p subnet-zero

no ip finger

!

ip audit notify | og

ip audit po nmax-events 100

call rsvp-sync

crypto isakmp policy 10

hash nd5

aut hentication pre-share

crypto isaknp key cisco address 10.1.1.20

!

!

crypto ipsec transformset set esp-3des esp-nd5-hmac
!

crypto map vpn 10 ipsec-isaknp

set peer 10.1.1.20

set transformset set

mat ch address 120

i nterface LoopbackO

i p address 30.1.1.1 255.255.255.0

!

interface EthernetO

ip address 10.1.1.30 255.255.255.0

no i p nroute-cache

crypto map vpn

!

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.20

no ip http server

no ip http cabl e-nonitor

!

access-list 120 permt ip 30.1.1.0 0.0.0.255 20.1.1.0
0.0.0. 255

!

!

line con O

transport input none

line vty 0 4

| ogin

!

end
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BR350-400h56 Root Radio Data Encryption (1500 SYSTEMS
Cisco 350 Series Bridge 11.08T

Map Hel Uphirme: 01:18:38

Use of Data Encryption by Stations ig; | Pl Beryetin |

Open Shared Networl- EAP
Accept Authenti cation Type: 1
Require EAP:
T ransmit
With Key i
WEP Kev 1: " | [EnterWEP key here] | e |
WEP Key 2 i I | retset =]
WEP Key 3: - | | rotset =]
WEP Key4: - | [ pote=t ]

Enter 40-bit WEP kevws as 10 hexadecimal digits (0-%, a-f or 4-F).
Enter 128hit WEP keys as 26 hexadecimal digits (0-9, a-f, or 4-F).
This radio supports Encryphion for all Drata Fates.

Apply  OK | E:n-:ell Reztore Defaults

Map][Login] Help]
Cieon 390 Series Brides 1108T Copight 2001 Cikco Setems, Fre. cradin

Verify
AEAFHEENEETRATRAEHEESE EE T,

DORMHBBREFTE (XRIEMAS ) XIFHELE show i , EALLTETUEEX show H
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- show crypto engine connections active -t & A TEE L EN MEZE N X EE

Rout er A#show crypt o engi ne connection active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt

1 EthernetO 10.1.1.20 set HVAC_MD5+DES 56_CB 0 0
2002 EthernetO 10.1.1.20 set HVAC_MD5+3DES _56_C 0 3
2003 Et hernetO 10.1.1.20 set HVAC_MD5+3DES _56_C 3 0

Rout er B#show crypt o engi ne connection active

ID Interface | P- Addr ess State Al gorithm Encrypt Decrypt

1 <none> <none> set HVAC_MD5+DES _56_CB 0 0

2000 EthernetO 10.1.1.30 set HMVAC_MD5+3DES _56_C 0 3

2001 EthernetO 10.1.1.30 set HVAC_MD5+3DES _56_C 3 0
Troubleshoot
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