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GUI

1% Configuration > Controller > Management > SNMP > Communities > New,



~antroller SNMIP w1/ v2c Community

v Management ' Commurity Name
* Protocol Management Mo data available

B General
B SNMP V3 Users
B SNMP Host
® HTTR-HTTPS
* Techrical Support
¥ System Resouwrces Inforrnation
u  Controler orash
B CoreDump
¥ AP crash
* pobiity Management
& Mobiity Global Config
@ Mobiity Peer
B Switch Peer Group
F mbiNS

b Intermnal DHOP Server

* Protocol Management pccess Mode | ReadjWite] v
¥ SMNMP

B General
B COmmunitess
B SHMP V3 Lksers
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conf t

snmp-server community V2Community RW

¥ Hl EEISNMP v3E B

conf t

snmp-server group V3Group v3 auth read V3Read write V3Write

snmp-server user V3User V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.234.170 version 3 auth V3User

snmp-server enable traps
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Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMP Parameters
Wersion
* Retries
* Timeout
* Comrunity

* Confirmn Cornrmunity

w Telnet/SSH Parameters
Pratocol
* Timeout
Lsernanme
Passwiord
Confirm Password
Enable Password

Confirm Enable Passwiord

SNMP v3

10.201.236.136
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.
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Telhet
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-

| Cancel |
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Add Device
» LGeneral Parameters *

® 1P Address
) DMS Mame

w SNMIP Parameters
Wersion
* Retries
* Timneout
LIsernarne
Auth, Type
Auth, Password
Privacy Type

Privacy Passwiord

w Telhet/SSH Parameters
Pratocol
* Timneout
LIsernarne

Password

10.201.236.136

¥

2

10

(secs)

Wallser

HMAC-SHA,

CFB-AES-128

-
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| Cancel |
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1% General Settings > Management > SNMP,
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Welcome cisco

e abialie - Goco Catak Switch e 0 -y
CISCO  penaitsiz
Monitoring Apply
E NMP
Configure
General Communities SNMP V3 Users SNMP Host
Services
General Settings sNMP status  Enable (I pisable
Commands System Location Richardson
DHCP Scopes System Contact Boss
Liszrae SNMP Global Trap ~ Enable ((JJJ) Disable

Logs SNMP Logging  Disabled
Management

HTTP/HTTPS
NTP

System

UserAdministration

el EHIGUI SNMP v2ifil B (Denali 16.x)

welcome cisco

e alialie ciseo cat3k Switch e e O =
CISCO  penaliter2
Monitoring Apply
. [SNMP
Configure
General Communities SNMP V3 Users SNMP Host
Services
Community Name v | Access Mode v
. $ O ]
€a rite v
Commands
D Read Only .
DHCP Scopes . "
v |ite e e
License
Logs

Management

NTP
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conf t

snmp-server community V2Community RW
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Welcome cisco

e .Icllls.lcloh Cisco Cat3k Switch 22K:) [m]EN
Denali 16.1.2
(<) Monitoring Apply
- SNMP
t4| Configure
General Communities SNMP V3 Users SNMP Host
1 Services -
User Name ~ | Group ~ | Auth. Protocol ~  Auth.Password ~  Priv. Protocol ~ | Priv. Password v
General Settings ] v3User V3Group SHA e AES12B. e
Commands
1 0 v o

DH(

Logs

HTTP/HTTPS

SNMP

MAXERS
conf t

snmp-server user V3user V3Group v3 auth sha Passwordl priv aes 128 Passwordl
snmp-server view V3Read iso included

snmp-server view V3Write iso included

snmp-server host 10.201.236.107 version 3 auth V3user

snmp-server enable traps

Prime Ef&i% i

SNMP v2

* SNMP Parameters

* General v Version | v2c

* SNMP Retries | 2
v

* SNMP Timeout \ 10

* SNMP Port | 161
Telnet’'SSH v/
* Read Community | ,.........

HTTP/HTTPS * Confirm Read Community | ..........

Write Community | ..........

Civic Location Confirm Write Community | ,.........

m ‘ Verify Credentials ‘ ‘ Cancel ‘




SNMP v3

* SNMP Parameters

* General v Version | v3

* SNMP Retries [ 2
v
* SNMP Timeout [ 10
*SNMP Port | 161
TelnetSSH v/

Username vaUser

HTTPIHTTPS Mode | AuthPriv

Auth. Type HMAC-SHA

Civic Location Auth. Password

Privacy Type

Privacy Password

Update & Sync ‘ Verify Credentials ‘ Cancel

el
ERRES THARBEEERIET.

BRI CLI 2#88 (NEATIMEF, ) XFHEL show 5. BEEEX show s RHHEN D , &
FEAER CLI 2488,

L L HSNMP v2E i (Cisco I0S-XE)

WAL S

5760-79b#show snmp community

Community name: V2Community

Community Index: V2Community

Community SecurityName: V2Community
storage-type: nonvolatile active

3% H - KISNMP v3ii B (Cisco I0S-XE)

&

i A IX A

5760-79b#show snmp user

User name: V3User

Engine ID: 80000009030068BCOC5A8F80
storage-type: nonvolatile active
Authentication Protocol: SHA

Privacy Protocol: AES128

Group-name: V3Group

5760-79b#show snmp group
groupname: V3Group security model:v3 auth



contextname: <no context specified> storage-type: nonvolatile
readview : V3Read writeview: V3Write
notifyview: <no notifyview specified>

row status: active
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e e B Dhcovery §F Configuration Archrems 2] Soltrars Smage Managers
Desir e Group drag = ALL
. AL
=1
TErhdaA y
o . Ay Gracs B Ster v 0 Add Device: 008 Drport @ Capoet Darcs
v [ Dewios T Dherice Mame = Feschebity P Adchess RS Cevioe Tame Bckmin St Urrerirs Colbection Btshan
v By ke Greaga 3 ﬁ 108, Bas T ! I
5 Ucor Dudiresd O =m0 E s lioias
-] ¥
2 ;
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polaris-3850#show snmp community

Community name: v2community
Community Index: v2community
Community SecurityName: v2community
storage-type: nonvolatile active

3 ¥4l K SNMP v3EE i (Denali 16.x)

BWAXERS

polaris-3850#show snmp user

User name: v3user

Engine ID: 80000009030068BCOC5A8F80
storage-type: nonvolatile active
Authentication Protocol: SHA

Privacy Protocol: AES128

Group-name: V3Group

polaris-3850#show snmp group

groupname: V3Group security model:v3 auth
contextname: <no context specified> storage-type: nonvolatile
readview : V3Read writeview: V3Write

notifyview: <no notifyview specified>
row status: active
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© dulh Prime Infrastructure

A | Configuration / Network / Network Devices

Device Groups
Device Groups P

All Devices
=iy - ;
+ v Admin State ¥ Groups & Sites ¥
~ Reachab... Admin Status Device Name 4 IP Address DNS Name
AAll Devices
v Device Type

» Unified AP Managed AirMario 10.201.236.100 10.201.236.100
» Wireless Controller Un-Managed 10.201.234.36 10.201.234.36

» Location

User Defined

B HERR

B REMEETATHEERTHREDERR.

MEEEA

402 root-ROOT-DOMAIN  L¥

eon

Selected 0/Total2 () B ¥~

Show | Quick Filter v
Device Type Last Inventory Collect... Last Success
Cisco 2504 Wireless ... Completed June 10, 2016

Synchronizing

show logging s % & TR AWLC & 3% B Prime B 5t 1% HE | P ith 11k 49 5E 30 B2 2o

X L

polaris-3850#debug snmp packets
Polaris-3850#show logging
entPhysicalEntry.7.2042 = Gi2/0/1

*Jun 10 15:58:51.817: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.819: SNMP: Packet received via UDP from 10.201.236.107 on Vlanll105

*Jun 10 15:58:51.825: SNMP: Get-bulk request,

*Jun 10 15:58:51.928: SNMP: Get-bulk request,
entPhysicalEntry.7.2062 = NULL TYPE/VALUE
*Jun 10 15:58:51.931: SNMP: Response, regid 94
entPhysicalEntry.7.2063 Gi2/0/22
entPhysicalEntry.7.2064 Gi2/0/23
entPhysicalEntry.7.2065 = Gi2/0/24

~J

reqgid 945449769, nonrptr 0, maxreps 10
Jun 10 15:58:51.904: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.927: SNMP: Packet received via UDP from 10.201.236.107 on Vlanll105

reqgid 945449775, nonrptr 0, maxreps 10

5449775, errstat 0, erridx O

entPhysicalEntry.7.2066 = Switch 2 FRU Uplink Module 1
--More-- entPhysicalEntry.7.2067 = Gi2/1/1 Container
entPhysicalEntry.7.2068 = Gi2/1/2 Container
entPhysicalEntry.7.2069 = Te2/1/3 Container
entPhysicalEntry.7.2070 = Te2/1/4 Container
entPhysicalEntry.8.1 = V01

*Jun 10 15:58:51.951: SNMP: Packet sent via UDP to 10.201.236.107
*Jun 10 15:58:51.974: SNMP: Packet received via UDP from 10.201.236.107 on Vlanll105

*Jun 10 15:58:51.975: SNMP: Get-bulk request,

*Jun 10 15:58:51.978: SNMP: Response, regid 94
28
40
ciscoEnvMonTemperatureStatusEntry.3.2010 = 44

ciscoEnvMonTemperatureStatusEntry.3.2008

ciscoEnvMonTemperatureStatusEntry.3.2009

reqgid 945449777, nonrptr 0, maxreps 10
ciscoEnvMonTemperatureStatusEntry.3 = NULL TYPE/VALUE
5449777, errstat 0, erridx O



ciscoEnvMonTemperatureStatusEntry.6.2008 = 1
--More-- *Jun 10 15:58:52.001: SNMP: Packet sent via UDP to 10.201.236.107

MPrime & 512 K
B & Z B BISNMPWALK,

BWAIXERS

PrimeInfrastructurejoker/admin# shell
Enter shell access password :
Starting bash shell

ade # snmpwalk -v2c -c¢ v2community 10.201.234.36 sysUpTime
DISMAN-EVENT-MIB: : sysUpTimeInstance = Timeticks: (238833753) 27 days, 15:25:37.53
v2community = snmp community

10.201.234.36 = WLC IP

MREFETERMYE , MSHIAUTS

DISMAN-EVENT-MIB::sysUpTimelnstance =1t Bf8§ : xx.xxx
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