ﬁ}% Mt ERAEREWPA/WPA2:10S 15.2JBRE

AU SRS
ERCLIE T RE

AR YA B A A Tl Z 3 4R (PSK) Y T4 AR 15 18] (WPA) FIWPA2 /Y B B 7R 45l

FRFMHF
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Cisco BB THUTER :

. BECisco I0S®HHHIGUIS T AT RE(CH,
. BEPSK, WPAFIWPA2K =

{ERARAH
A HEHHEEE TIZ1TCisco I0OSE R Z<15.2JBAY Cisco Aironet 12603 A R (AP).

ANHEPHNEEHRETREXRENEFHNRFEEN, AXEFEANARRZRNERAR
th(BIA) BE. MREEANREING , BTHEALELTHRMAGSHEERE,
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fEAGUI TR

TR 4B a{A £ Cisco |0SEFGUI i Fi PSKEL & WPAFIWPA2:

1. RARSFEIRRTF(SSID)E LHWVLANREMZAEESE. SMZESecurity > Encryption
Manager , #8425 ACipher , #i%#2AES CCMP + TKIP/ER E A FH/NSSIDHIF3,

T

2. FEALSBRIPENNINZRSHE A EBNVLAN, SfiZSecurity > SSID Manager , AEM
Current SSID Listfi£##SSID, LtZHEINIWPAFIWPAZ2MEL E&B=F WY,

3. #£SSIDT # , ¥Key Managementi% & yMandatory , fA/5i%FEnable WPAEIEE, M TH
B3R FIERWPALLS AAWPA, 5 AWPATI R Z®4H,

flmed et ftn el Sy Wi d

Pty Muraraemani W diliids [t ] F i eabia wiE PR ¥ —————y

AR el By st = _" 1 o AR (e ]

4. NTHIBIR FIRBWPA2LLE AWPA2,



4t dedtaita ed iy Mgl

[T Y Spr— - — = _anl | & A R Rp—

EACLTER

=5
FRATSERTE (MRIMAF, ) AIREREXABOMERTSHIFMEE,

HORHEREFTE (XRIEMAF ) TFEL show P, FHAMHERETERESR
show 5% H B9 2 47

XEHECLIFHMITHEEME

sh run

Bui | ding configuration...Current configuration : 5284 bytes
!

I Last configuration change at 04:40:45 UTC Thu Mar 11 1993
version 15.2

no service pad

service tinestanps debug datetine nsec
service tinestanps |og datetine nsec
servi ce password-encryption

!

hostnane ish_1262 1 st

!

!

logging rate-limt console 9

enabl e secret 5 $1$I ykv$1lt UKNYeB6onkK41S18l ThQL
!

no aaa new node

ip cef

i p domai n name ci sco.com

!

!

!

dot 11 sysl og

!

dot 11 ssid wpa

vlan 6

aut henti cati on open

aut henti cati on key-managenent wpa
nbssi d guest - node

wpa- psk ascii 7 060506324F41584B56

!

dot 11 ssid wpa2

vlan 7

aut henti cati on open

aut henti cati on key-managenent wpa version 2
wpa- psk ascii 7 110A1016141D5A5E57

!

bridge irb

!

!

!

i nterface Dot 11Radi 00


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
|

encryption vlan 7 node ciphers aes-ccmtkip
!

ssid wpa

|

ssid wpa2

!

antenna gain O

nbssi d

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 spanning-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding

!

i nterface Dot 11Radi 00. 6

encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed

bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning

no bridge-group 6 unicast-flooding

!

i nterface Dot 11Radi 00.7

encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed

bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning

no bridge-group 7 unicast-flooding

!

interface Dot 11Radi ol

no i p address

no i p route-cache

!

encryption vlan 6 node ciphers aes-ccmtkip
|

encryption vlan 7 node ciphers aes-ccmtkip
!

ssid wpa

!

ssid wpa2

!

antenna gain O

no dfs band bl ock

nbssi d

channel dfs

station-rol e root

bridge-group 1

bri dge-group 1 subscriber-1oop-contro
bri dge-group 1 spanni ng-di sabl ed

bri dge-group 1 bl ock-unknown-source
no bridge-group 1 source-Iearning

no bridge-group 1 unicast-flooding



interface Dot 11Radi 0l.6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 subscriber-1oop-contro
bri dge-group 6 spanni ng-di sabl ed
bri dge-group 6 bl ock-unknown-source
no bridge-group 6 source-Iearning
no bridge-group 6 unicast-flooding
1

interface Dot 11Radi 0l.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 subscriber-1oop-contro
bri dge-group 7 spanning-di sabl ed
bri dge-group 7 bl ock-unknown-source
no bridge-group 7 source-Iearning
no bridge-group 7 unicast-flooding
1

interface G gabitEthernetO

no i p address

no i p route-cache

dupl ex auto

speed auto

no keepalive

bridge-group 1

bri dge-group 1 spanning-di sabl ed
no bridge-group 1 source-Iearning
1

interface G gabitEthernet0.6
encapsul ati on dot1Q 6

no i p route-cache

bri dge-group 6

bri dge-group 6 spanni ng-di sabl ed
no bridge-group 6 source-Iearning
1

interface G gabitEthernet0.7
encapsul ati on dot1Q 7

no i p route-cache

bri dge-group 7

bri dge-group 7 spanning-di sabl ed
no bridge-group 7 source-Iearning
1

interface BVI1

i p address 10.105.132.172 255. 255. 255. 128
no i p route-cache

1

ip forward-protocol nd

ip http server

ip http secure-server

KriF

ERANEETHFLER , BEMEXEK , ARIEEFHZ
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SR T BRIECLIRE IR 5L T R4 AFH BRI KEK

*Mar 11 05:39:11.962: 9%OO0T11-6- ASSCOC. | nterface Dot 11Radi o0, Station
ish_1262_1 st 2477.0334.0c40 Associ ated KEY_MGMI[ WPAv2 PSK]

TR HERR

XX : £/ debug MH2ZE , S HEX Debug HEMEEF L.
£ A LA T debug s & BERRIE B &

- debug dot11 aaa manager keys — Lt 81 & RAPFI % 7 i 22 [B] 72 B X I B 28 4R (P TK) 1 48 Il Bt
Z4HA(GTK) AR X EMNIETF,

- debug dot11 aaa authenticator state-machine — Ltz & R & Uk 7 < Bk K & 4736 UF i @3S 39
DEN RS, RABHEN AR TEZFHRES,

- debug dot11 aaa authenticator process — LIt V&= AT A B R 2 D EBEENRIE, HiFHAFE
ERTENMIESEEMAENANE , AERTHMWSEENRA, &7 A% debug 55
5 debug radius authentication # 5 & &,

- debug dot11 station connection failure — It BIH AT A BN AR ER Fin e B EZEAN , HHBEHE
HWEXMHERER,
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