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AR 851W. 857W. 871W F1 877W ISR B , BAFE Telnet/R 24455 (SSH) FRISHE |, HE
FRAZEIRZEES (SDM) RiFRILLEE, HEE2T , —£T—K ISR ( 40, 861W,

881W, 891W, 1941W F1 819W ) BREM T RLIEAL (AP) , # ATLUES AP MAFERIED
(BVI) (/A GUI = Telnet/SSH ) #3hi .,

RBIIBREMT—4K ISR
A TIRE ISR , BEKBEES LA show ip interface brief @

MREFE O 5|XR+ A interface WLAN-AP 0 M Interface WLAN Gig 0 , MIExERECR T —REH{HE
BEBRTEERNTE AP, B LLFIA Telnet/SSH &3 CLI REX GUI iEFIR.

=h ip int br

Interface OE? Method 3tatus

ool

FastEthernet( unassigned TES unset up

FastEthernetcl unassigned TES unset douwn

FastEthernets unassigned TES un=at cdown

FastEthEerrner UNassi1o0ned TES unset o

FastEthernetd unaszsigned TES NVRELM adwinisctratively dou
Vianl 10,.106.71.185% TES DHCP up

Man-GigahitEcthernecl unassigned TES unset up

wlan-apd fES3 NVELM up

FEX ;R 861W, 881W, 891W = 1941W By O 5IxR A KR EF interface WLAN-AP
0, MIMKMiZHE BB IIFEL,

3 F B HSS , L& A show ip int brief B RERALERUTHRER :

LK. Oa=800-18

administratively down
11]'
thernetl I 12 insst  up
hernet2 = -~ UE

1P
up
administratively doun
I_J]_
1y
up

WERAR , X TIRREHRES , &£ 10S £ R42EF % Radio interface,



X

AIXATREMNSEEE ISR, N THREIHMEEHES , MRIKAEES I0S XFEXL , NEXMBEBLEN
VLAN B9 BVI OB EREEE. I, S48 BV FFETLTLEON VLAN EOMFHHRE, W
RIBFERAZ MRS EFRRAT (SSID) , NEA SSID #HLMBMRF EF VLAN |, HEHEA VLAN F4
BN B3 BVI O MRS BIHE — RERE (BG).

S—HH, SERET M ISR, BEEREUAMEREK, SLMERMAZRM AP B R M EE

, AEGEMHEAMIMT AP —HEEZ AP, — 1 BVIEOSTESANFEDO , BBITHESA SSID
A VLAN 2z B SRBEE.

T—R ISR B AT EBRRNE —FTLEESR (CUWM) REUEISF ., BHRPHN AP BRI UERANEE

KT R (LWAPP)/ ok A SV HI R R (CAPWAP) B3 |, EMEITL LAN #2585
(WLC)o BtEBD MBI B EERXF LWAPP 3 AP 13,

A% 861W T HF LWAPP &=,

|IBAR ISR BB R4l
Wireless LAN Client

Wireless connectivity

Wired
connectivity

Wireless router

WE B RAEAPS VLAN (VLAN 1 #1 VLAN 2 ) | HhE— NG B WIFI R EEA-TIH
Z %41 (WPA-PSK) Z£ 1R EMATIE SSID :

en
conf t



vlan 2 mapped to GUESTRITS SSID..Use the vlan
as per the network configuration

dotll ssid GUESTRITS

vlan 2

mbssid

authentication open
authentication key-management wpa
wpa-psk ascii 0 ciscol23

dotll ssid INTERNAL
vlan 1 >> vlan 1 mapped to INTERNAL SSID
authentication open

mbssid

authentication key-management wpa

wpa-psk ascii 0 ciscol23
1

<<< Enables IRB. Allows bridging of
traffic

bridge irb

interface DotllRadioO
no ip address

mbssid

1

encryption vlan 1 mode ciphers tkip << Encryption

1

encryption vlan 2 mode ciphers tkip

1

ssid GUESTRITS

!

ssid INTERNAL

!

speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0
basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0

station-role root

!

interface DotllRadio0.1 <<<

encapsulation dotlQ 1 native

bridge-group 1

bridge-group 1 subscriber-loop-control

Corresponding Sub Interface
configuration for Radio
Bridging between VLAN 1 and
Dotl1ll 0.1

<<<

bridge-group 1 spanning-disabled
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning

no bridge-group 1 unicast-flooding
1

interface DotllRadio0.2
encapsulation dotlQ 2
bridge-group 2

bridge-group 2 subscriber-loop-control

bridge-group 2 spanning-disabled
bridge-group 2 block-unknown-source
no bridge-group 2 source-learning

no bridge-group 2 unicast-flooding
1

interface Vlanl

<<< Corresponding Sub Interface
configuration for Radio

<<< Bridging between VLAN 2 and
Dotl1ll 0/2



no ip address
bridge-group 1 <<< Bridging between VLAN 1 and
Dotl1ll 0/1

interface Vlan2
no ip address

bridge-group 2 <<< Bridging between VLAN 2 and
1 Dotl1ll 0.2
interface BVI1 << BVI 1 for VLAN 1

ip address 10.0.0.2 255.255.255.0
1
interface BVI2 << BVI 2 for VLAN 2

ip address 192.168.1.1 255.255.255.0
!

bridge 1 protocol ieee <<< Mandatory Bridging commands
bridge 1 route ip

bridge 2 protocol ieee

bridge 2 route ip

T—1 ISR BB RH
MEMBET—RBHEE , BERATIR

1. FAKABEE LRHEN R EEEAE O (Interface WLAN-AP 0) £ B3 H AP 2 |81 2 M iE i,
FEALEORN IP it (BRSS9 E P #hit , SEEMA IP unnumbered VLAN X i ) k2B
IPo

LT 2% A IP unnumbered VLAN S8 R4 :

en
conf t

int wlan-ap 0

ip unnumbered vlan 1
no shut

LB A showip intbr S , RELERUTEER -

LT.19-B00-14

.T.19-B00-1#=2h ip

nterface Y= A = ) : Fratoco l

up

up

3 WNVRLN : up

XA RS B IR E F AP 1B,



2. #i A service module WLAN-ap 0 session = LB % AP,

EGL.T.12-800-1#zervice-module wlan-ap
EGL.T.192-500-1#service-module wlan-ap

Trying 10.106,.71.182, 2002 ... Open

Connecting to AP console, 1t _t * followed by X,

then "disconnect™ to return t© 1t prompt
ap#
apH

:ap;':,t'l

BRRMABMNRERE BRI AP, BXESNEETRS , F5H EETHIMBE ARG HRESIR,

MR EWIBELEZ VLAN 5 SSID , NIE 450 WLAN-GIG 0 EOREN AV ERHES L
EFAFT =N VLAN Bh4kiisOl,

BGL.T.19-800-1#=sh run int wlan—-gigabitEthernet 0
EBuilding configuration...

switchport mode trunk

no ip address

end

F ISRAP NERFESAARB B EH/K

LER AP Z1T LWAPP B&at | 6l AP801-RCVKOWS-M, AP801-RCVK9 "W8"-M ( RR
LWAPP ) 5 W7 ( RERBEMB ) , configt BHFEEMR ; AP RFEABEMRERETHS. AT
R R | BB ISR AP WRBBER AR B E TR

&

TAXLERS

Router>en
Router#config t
Router (config t)#service-module wlan-ap0 bootimage autonomous

FAIERXLERERESR AP EX, MRFLE AP MBEFZTEEMREG , EEZANBSHER

Autonomous, IR FHE AP £ LWAPP MG MZ3 , N4 A Unified HER LGS EFH NS
AP :

Router (config t)#service-module wlan-ap 0 reload
XESF AP RENBFER. Z3BEATASHER. AWM, MREFEE , AAERAFHT
=


//www.cisco.com/en/US/products/hw/wireless/ps4570/prod_configuration_examples_list.html

1. ¥ TFTPd32 TREIE A EMH I TRE, T AP801 RFIHERHT 10S M :

S ZE Cisco.com, RiTiREINEBHIIEAY Support M. < ifi Download Software, 1%
Wireless , SR/ M7= @ T HLFIRIER Integrated routers and switches, i%#¥ Router Models,
GEIREAH 10S BE : 12.4(21a))Y (RNERE , RETHEE ) .

2. NERHIES B F AP R |, ABRWMAUT®S :

AP>enAP#debug capwap console cli OR debug Iwapp console cliAP#configt ( LtE B+
IMIECYER ) AP (config t) #int GIG 0 B int FA 0AP(config - int)#ip addresss<address>
<mask> ( R AIEZIENEICAEM IP it |, H B e FHERFMH)AP(config -
int)#no shutAP(config - int)#end

3. i A archive download &% , ¥ AP AR B HEER :

AP#archive download-sw /force-reload /overwrite tftp://<TFTP ip address (laptops
IP)>/<Autonomous image.tar >AP#archive download-sw /overwrite /force-reload
tftp://10.0.0.4/ap801-k9w7-tar.124-21a.JY .tar

XHERMTER T FEETRE,

EE MR AP A TEEEXBSEN RN LWAPP , E# A archive downloads &% 3

i%# LWAPP Recovery image T4+ & Autonomous-Cisco Internetwork Operating System
(AIO) R,

g

SR B UATHREENRIETRE,

R HE R

B BDR B X L E BB E R E B

HXRER

- ERFM - BH 800 KUK HES

- HEAS - BH 800 RIIBEHES

- B ISR LW FTLIANIER AR & T 5
- BARZHHMH - Cisco Systems



//www.cisco.com/en/US/products/hw/routers/ps380/prod_models_comparison.html
/c/zh_cn/support/docs/routers/871-integrated-services-router/98499-ISR-Authentication.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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